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1. Introduction

In the context of web-based services interacting with DBMS, there is a need of “sound approximation” of database
query languages, in order to minimize the weight of database replicas on the web or in order to hide specific data values
while giving them public access with larger granularity. There are many application areas where processing of database
information at different level of abstraction plays important roles, like the applications where users are interested only in
the query answers based on some properties of the database information rather than their exact values.

Given an exploratory nature of the applications, like decision support system, experiment management system, etc.,
many of the queries end up producing no result of particular interest to the user. Wasted time can be saved if users are
able to quickly see an approximate answer to their query, and only proceed with the complete execution if the
approximate answer indicates something interesting. The sound approximation of the database and its query languages
may also serve as a formal foundation of answering queries approximately as a way to reduce query response times, when
the precise answer is not necessary or early feedback is helpful.

Cooperative query answering [1,2] supports query relaxation and provides intelligent, approximate answers as well as
exact answers. It provides neighborhood or generalized information relevant to the original query and within a certain
semantic distance of the exact answer. Searching approximate values for a specialized value is equivalent to find an
abstract value of the specialized value, since the specialized values of the same abstract value constitute approximate
values of one another. Sound approximation of the database system provides a formal framework to the field of
cooperative query answering, ensuring three key issues: soundness, relevancy and optimality which are crucial in this
context.

When a database is being populated with tuples, all tuples must satisfy some properties which are represented in terms
of integrity constraints. For instance, the ages of the employees must be positive and must lie between 18 and 62. Any
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transaction over the database must satisfy all these integrity constraints as well. The dynamic checking for any transaction
to ensure whether it violates the integrity constraints of the database can increase the run-time overhead significantly,
while managing the integrity constraint verification statically may have a significant impact in terms of efficiency.

The traditional Fine Grained Access Control (FGAC) [3] provides only two extreme views to the database information: either
public or private. There are many application areas where some partial or relaxed view of the confidential information is
desirable. For instance, consider a database in an online transaction system containing the credit card numbers for its
customers. According to the disclosure policy, the employees of the customer-care section are able to see the last four digits of
the credit card numbers, whereas all the other digits are completely hidden. The traditional FGAC policy is unable to implement
this type of security framework without changing the database structure.

An interesting solution to all these problems can be provided by extending to the database field a well known static analysis
technique, called Abstract Interpretation [4-7]. Abstract Interpretation, in fact, has been proved, in other contexts, as the best
way to provide a semantics-based approach to approximation. Its main idea is to relate concrete and abstract semantics where
the later are focussing only on some properties of interest. It was originally developed by Cousot and Cousot as a unifying
framework for designing and then validating static program analysis, and recently it becomes a general methodology for
describing and formalizing approximate computation in many different areas of computer science, like model checking,
verification of distributed memory systems, process calculi, security, type inference, constraint solving, etc. [7].

Relational databases enjoy mathematical formulations that yield to a semantic description using formal language like
relational algebra or relational calculus. To handle the aggregate functions or NULL values, some extensions of existing
relational algebra and relational calculus have been introduced [8-11]. However, this semantic description covers only a subset
of SQL [8,11,12]. In particular, problems arise when dealing with UPDATE, INSERT or DELETE statements since operators
originally proposed in relational algebra do not fully support them. This motivates our theoretical work aiming at defining a
complete denotational semantics of SQL embedded applications, both at the concrete and at the abstract level, as a basis to
develop an Abstract Interpretation of application programs embedded with SQL. In this setting, we represent all the syntactic
elements in SQL statements (for example, GROUP BY, ORDER BY, DISTINCT clauses, etc.) as functions and the semantics is
described as a partial functions on states which specify how expressions are evaluated and commands are executed. The
functional representation of syntactic elements increases the power of expressibility of the semantics and facilitates us to
provide a complete functional control on the corresponding domains of data. As far as we know, the impact of abstract
interpretation for sound approximation of database query languages has not yet been investigated. This is the aim of this paper.

The underlying concepts is that the applications embedded with SQL code basically interact with two worlds or
environments: user world and database world. Corresponding to these two worlds or environments we define two sets of
variables: V,; and V,. The set V, is the set of database variables (i.e. the set of database attributes) and V, is a distinct set of
variables called application variables defined in the application. Variables from V, are involved only in the SQL commands,
whereas variables in V,; may occur in all type of instructions of the application. We denote any SQL command by a tuple
Csq1 2 {Agqi,¢ > . We call the first component A, the action part and the second component ¢ the pre-condition part of Cyy. In an
abstract sense, any SQL command Cy first identifies an active data set from the database using the pre-condition ¢ and then
performs the appropriate operations on that data set using the SQL action A,. The pre-condition ¢ appears in Gy as a well-
formed formula in first-order logic. The semantics defined this way can be lifted from the concrete domain of values to abstract
representation of them by providing suitable abstract operators corresponding to the concrete ones.

The structure of this paper’ is as follows: Section 2 recalls some preliminary concepts. Section 3 defines the abstract
syntax of the SQL embedded application. In Section 4, we define environments and states associated with the application.
Section 5 describes the semantics of the arithmetic and boolean expressions, whereas Sections 6 and 7 describe the formal
semantics of atomic and composite statements respectively. The correspondence of the proposed denotational semantic
approach with the relational algebra is discussed in Section 8. In Section 9, we lift the syntax and semantics of the query
languages from concrete domain to an abstract domain of interest by discussing the soundness and completeness of the
abstraction in details. In Section 10, we discuss the formal semantics of SQL statements with correlated and non-correlated
subquery. The interesting applications of suitable abstraction of the relational databases are discussed in Section 11.
Section 12 discusses the related work in the literature. Finally, in Section 13, we draw our conclusions.

2. Preliminaries

In this section, we recall some basic mathematical notation used in the literature, some ideas about Semantic
Interpretation of First-Order Logic [14] and the Abstract Interpretation theory [4-7].

2.1. Basic mathematical notation

If S and T are sets, then o(S) denotes the powerset of S, |S| the cardinality of S, S\T the set-difference between S and T,
S x T the Cartesian product. A poset P with ordering relation = is denoted as {P,= >, while <C,=, u,n,T, L > denotes the
complete lattice C with ordering =, lub v, glb m, greatest element T, and least element L.

! The paper is a revised and extended version of [13].
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We use the following functions in the subsequent section:

const(e) returns the constants appearing in e.

var(e) returns the variables appearing in e.

attr(t) returns the attributes associated with t.

dom(f) returns the domain of f.

target(f) returns a subset of dom(f) on which the application of f is restricted.

2.2. Semantic interpretation of well-formed formulas in first-order language

We now recall the concepts of the semantic interpretation of a well-formed formula ¢ in a first-order language L [14].
Let F, R and C be the set of function symbols, relation symbols and constant symbols respectively in the first order
language L. A semantic structure ¢ for L is a non-empty set D, called the domain of the structure, along with the following:

1. For each function symbol f, ,, € F, there is a function f,, : D! - D..
3 "’ s

2. For each relation symbol Ry m € R, there is a subset R;, ,, of DI.

3. For each constant symbol ¢, € C, there is an element c;.

The subscript n in the notation f, ,, and R, ;; gives the number of arguments of the corresponding function or relation,
whereas subscript m says it is the mth of the symbols requiring n arguments. In general, a subset of D! is called an n-place
relation on D, so that the subsets R;, are just described as the relations on ¢, and the ¢}, s are called constants of c.
The functions f; ,, € F., relations R}, ,, € R; and constants ¢} € C. are called the interpretations in the structure ¢ of the
corresponding symbols of L.

We shall often write semantic structures using the notation, ¢ ={D., C., F., R:}. Let L be a language with equality. A
structure for L is said to be normal if the interpretation of = is equality on its domain.

Suppose that the variables x4, X3,..., X, are interpreted respectively by elements ay, ay,..., a, of D.. We shall
abbreviate this interpretation by d/X. Then the interpretation in ¢ of each term 7 € T of the first-order language L under
this interpretation of the variables, which we write as t[d/X], is defined recursively as follows:

e For each variable x;, we define x;[d/X]° = a;.
e For each constant symbol ¢, we define c[d/X]° =c;.
e If f, , is a function symbol in first-order language L and 74, 73,..., 7o € T, then

Fam(@1, T2o -, T@/RF =f3 (1A /X, . .., Tald/R]°).

Now let ¢ be a well-formed-formula of L. The relation ¢k=¢[d/X] is read as “the formula ¢ is true in, or is satisfied by, the
structure ¢ when x1, Xa, ..., X, are interpreted by a4, as, ..., a,”. This is defined recursively on the construction of ¢ as follows:

e Atomic formulas:

(a) for each relation symbol R, , in L and terms 71, 7, ..., Tn: GERym(T1, T2, ..., To)[d/X] if and only if
(T[G/RF, ..., Tuld/XF) € Ry

(b) if 71 =1, are terms, then ¢k=(t; = 7»)[d/X] if and only if 71[d /X]* = T2[d /X]°.

e For any formula of one of the forms —¢, ¢ v o, d1 APy, VX; ¢, 3x; ¢ truth tables laws are followed, e.g.,

(a) ¢= (—¢)[d/X] if and only if it is not the case that ¢k=¢[d/X].

(b) ¢ (91 v $,)[d/R] if and only if ¢= ¢4[d/X] or ¢= ¢,[d/R].

() Sk (b Adh,)[@/X] if and only if ¢+ ¢,[d/x] and ci= ¢,[d/x].

(d) ck=(vx; ¢)[d/x] if and only if for all b € D, c=¢[d/X[b/x;].

(e) cE=(@3x; ¢)[d/X] if and only if there is some b € D, ¢=¢[d/X[b/x;].

2.3. Abstract interpretation

The basic idea of abstract interpretation [4-7] is that the program behavior at different levels of abstraction is an
approximation of its formal concrete semantics. Approximated/abstract semantics is obtained from the concrete one by
substituting concrete domains of computation and their basic concrete semantic operations with abstract domains and
corresponding abstract semantics operations. The basic intuition is that abstract domains are representations of some
properties of interest about concrete domains’ values, while abstract operations simulate, over the properties encoded by
abstract domains, the behavior of their concrete counterparts. Abstract interpretation formalizes the correspondence
between the concrete semantics S°[ P of syntactically correct program P € P in a given programming language P and its
abstract semantics S°[ P] which is a safe approximation of the concrete semantics S°[ P].

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
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The concrete semantics belongs to concrete semantics domain ©° which is a complete lattice (D =¢) partially
ordered by =¢. The ordering A=°B implies that A is more precise (concrete) than B. The abstract semantics domain is also a
complete lattice (D% =?) ordered by abstract version = of the concrete one =°¢.

The correspondence between these two concrete and abstract semantics domains ©° and D form a Galois connection
(D,0,7, D%, where the function oz : D°— D% and y : D*— D° form an adjunction, namely VA € D%, VC € ®° : o(C)=A<=
Cc=“y(A) where a(y) is the left(right) adjoint of y(x). « and 7 are called abstraction and concretization maps respectively.

Let (C,o,7,A) be a Galois connection, f : C—C be a concrete function and f* : A—A be an abstract function. f* is a sound,
ie., correct approximation of f if foy=yoff. When the soundness condition is strengthened to equality, ie., when
foy=yof?, the abstract function f* is a complete approximation of f in A. This means that no loss of precision is
accumulated in the abstract computation through f*. Let uco be the upper closure operator on a lattice. Given A e uco(C)
and a semantic function f : C—C, the notation fAéocofoy denotes the best correct approximation of f in A. It has been
proved that, given an abstraction A, there exists a complete approximation of f : C—C in A if and only if the best correct
approximation f* is complete [7]. This means that completeness of f! is an abstract domain property, namely that it
depends on the structure of the abstract domains only.

3. Abstract syntax

The abstract syntax of the application programs embedded with SQL is depicted in Table 1. It is based on the following
syntactic sets:

n:Z Integer

k:S String

c:C Constants

Ve : Vg Application variables

vg: Vy Database variables (attributes) involved in SQL commands
v:V2V4UV, Variables

e:E Arithmetic expressions

b:B Boolean expressions

Asqr : Agql Action part of SQL commands

T:T Terms

ag - Ag Atomic formulas

¢:W Well-formed formulas (pre-condition part of SQL commands)
Csqi : Csqt SQL commands

I:10 Instructions/commands

Any constant ¢ € C appearing in SQL command G,y is either an integer n € Z or a string k € S. The pre-condition ¢ of Csq is
a well-formed formula in first order logic. We deal with only Data Manipulation Language (DML) for the action part Ay,
that is, an SQL action is the application of either SELECT, or UPDATE, or INSERT, or DELETE. Observe that the database
variables from the set V, can appear in Gy only. Since the variables from V, represent the attributes of the database
tables, we assume that no two tables have the same attributes.

The function GrRouP BY (€)[t] where € represents an ordered sequence of arithmetic expressions, is applied on a table t
and depending on the values of € over the tuples of t, it results into maximal partition of the tuples of t. The functions
ORDER BY ASC (€)[t] and ORDER BY DESC (€)[t] sort the tuples of table t in ascending or descending order based on the value
of € over the tuples in t respectively. Observe that, Ay of SELECT statement may or may not use GROUP BY and ORDER BY
functions, and this fact is reflected in the abstract syntax of g and f respectively in Table 1.

Table 1
Abstract syntax of the application program embedded with SQL.

ci= n|k

e:ll= c|vg|ve|op,e|es op, ey, where op, and op, represent unary and binary arithmetic operators respectively.
b= ep=e; |e1>e; |ej<e; | e;>e; |eg<ey|ej#es | =b| by v by |by A by|true| false
Ti= ¢ | va | Vg | fa(t1,72,...,T0), Where f, is an n-ary function.

ar = Ru(t1,72, ..., T4) | T1 =T, where R, is an n-ary relation: Ry(t1,72, ..., Ty) € {true,false}

¢ = ar [ =1 | d1vy | drady | Vxi b | X ¢

g@) = GROUP BY(€) | id

ri= DISTINCT | ALL

s AVG | SUM | MAX | MIN | COUNT

h(e) ::= sor(e) | DISTINCT (e) | id

h(x) ::= COUNT ()

H()?)::: Chixq), ..., hn(xn)>, where h= (hy,y .o, hy,> and X = (x4, ..., Xn >

f@) = ORDER BY ASC(€) | ORDER BY DESC(€) | id

Asqr 1= select(va, f(€), T(hEX)), ¢, (E)) | update(vy, €) | insert(vy, €) | delete(vy)

Coqi1= (Asgip> | Csq UNION Cyq" | Csqi INTERSECT Cyq” | Coq MINUS Cgq)”

I:= skip | va: =e | va: =?| Cyq | if b thenly else I, | while bdo I | Iy; 1

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
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The aggregate functions in SELECT statement are represented by s. The clauses DISTINCT and ALL are used to deal with
duplicate values. We denote DISTINCT and ALL by the function r. By H(?(), we denote an ordered sequence of functions
operating on an ordered sequence of arguments X, i.e., each function h; € h operates on the corresponding argument x; € X.
The argument x; is an expression e or a sequence of all attributes of the table denoted by = in SQL.

It should be noted that, if SELECT statement uses GROUP BY (€), then there must be an fl()?) which is evaluated on each
partition obtained by GROUP BY operation, yielding to a single tuple. In such case, the ith element h; € h must be DISTINCT
function if the corresponding ith element of X (i.e. x;) belongs to X N €, or h; must be cOUNT if x; is %, otherwise h;(x;) is sOr(e)
where e € X ne¢(X N €). That is,

COUNT if x;==%or
h;£{ prsTIincT if x; eXNé€ or
sor otherwise

When the SELECT statement does not use any GROUP BY (€) function, we have}wo situations: (i) if h #id, then the set of all
tuplgs in the table for which ¢ satisfies is considered as a single group and h(X) is evaluated on that group. In that case,
h; € h is defined as follows:

A [ COUNT if ;=3 or
"“Isor  otherwise

(ii) if h = id, then each tuple in the table for which ¢ satisfies is considered as an individual group and H(ic’) =X is evaluated
on each of these groups.

Note that, the function r involved in h; € i deals with duplicate values of the argument expression e, whereas the
function r in r(E(x')) occurring in the action part Agq of SELECT statement deals with duplicate results obtained after
performing h over the group(s).

The formula ¢ and the variable v, appearing in Asq of the SELECT statement represent the HAVING clause and a Record/
ResultSet type application variable respectively. v, has an ordered sequence of fields w where the type of each field w; ¢ W
is the same as the return type of the corresponding function h;(x;) € H(Z). By the vector notation vy, we denote an ordered
sequence of database variables.

Finally, we introduce a particular assignment “v, = ?”, called random assignment, in the instruction set, that models
the insertion of input values at run time by an external user.

4. Environment and state

In this section, we introduce different type of environments and states associated with SQL embedded application. Consider
a database instance d consisting of three tables temp and tgep and t,,, as shown in Fig. 1.

4.1. Environment

The SQL embedded program P acts on a set of constants const(P) € ¢(C) and set of variables var(P) e p(V), where
V£V, U V,. These variables take their values from semantic domain D¢, where D¢ = {D U {U}} and O represents the
undefined value.

Now we define two environments ¢; and €, corresponding to the database and application variable sets V; and V,
respectively.

a
elD Name Age | Dno | Pno Sal Child = no
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberto 18 3 4 800 1
8 Bob 14 2 3 4000 3
b C
Deptno Dname Loc MngriD Prjno Title
1 Math Turin 4 1 SQL
2 Computer Venice 1 2 LatticeTheory
3 Physics Mestre 5 3 Semantics
4 Light

Fig. 1. Database d containing () temp, (b) tgepe and (c) tpr.

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
Systems & Structures (2011), doi:10.1016/j.c1.2011.10.004
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Definition 1 (Application environment). An application environment p, € €; maps a variable v € dom(p,) < V, to its value
Pa(V). S0, €2 Vq1—> Dys.

Definition 2 (Database environment). A database is a set of tables {t; | i € Iy} for a given set of indexes I,. We may define a
function p; whose domain is I, such that for i € Ix, p (i) = t;.

In the example depicted in Fig. 1, the index set I, is {emp,dept,prj}, and the database d is the set {temp,tdepr,tprj}. SO,
pq(emp) = temp, for example.

Definition 3 (Table environment). Given a database environment p; and a table t € d. We define attr(t) = {a;,a, . ..,ax}. So,
t=D; x D, x --- x D, where q; is the attribute corresponding to the typed domain D;. A table environment p; for a table t is
defined as a function such that for any attribute a; € attr(t),

play =<y [ et

where 7 is the projection operator, i.e. 7;([;) is the ith element of the I;th row. In other words, p, maps g; to the ordered set
of values over the rows of the table t.

In the example of Fig. 1, dom(ptmp)z {eID, Name, Age, Dno, Pno, Sal, Child-no}. So, for example, Pt..,(Age) = (30,22,
50,10,40,70,18,14>.

Relation between database environment and table environment. Given a database d and a table t; € d with d = attr(t;).
Then, p4(i) = p,,(@).

4.2. State and state transition

Given a SQL embedded program P, we define a state ¢ € € as a triplet <{I,p4,p,> where I €[ is the instruction to be
executed, p,; and p, are the database environment and application environment respectively on which I is executed. Thus,

SLl x Gy x €
where €, denotes the set of all database environments, and €, denotes the set of all application environments. The set of
states of a program P is defined as
S[P]4P x €[P]
where €[ P] is the set of environment of the program P whose domain is the set of program variables.
The state transition relation is defined as I' £ S+ p(&). The transitional semantics of a program P is, thus, defined as
I[P]£E[P]— p(S[P]).
In the next sections, we will describe in detail the semantic functions E[ - | and B[ - | for evaluating arithmetic and
boolean expressions respectively, and S| - ] for evaluating SQL statements.

5. Formal semantics of expressions

The evaluation of arithmetic expressions is defined by distinguishing different basic cases

—

- E[c](pa.p)=c.
- E[va](pg:pa) = Pa(Va).
3. E[va](pa:pa)

N

Let 3t € dom(py) : vq=a; € attr(t) in
=E[va](pr.pa)
=P[(‘1i)‘
4. E[vqopc | (pq.p,) Where, op represents the arithmetic operation.

Let 3t e dom(p,) : vq=a; € attr(t) and op : D; x Dj— Dy, in
=E[vqopc](ps00)
= {(mopc) € Dy|m € p(a))~G; € D;ac € Dj ).

5. E[v4opv, J(Pg.Pq)

Let 3t e dom(py) : vq=a; € attr(t) and op : D; x Dj—» Dy in

:E[Udopva]](ptvpa)

= ((mopn) € Dy|m € p(a;) Ap,(Va) =nAa; € Diavq € Dj).
6. E[[vdl op Udz](pd'pa)

Let 3t e dom(py) : vg, = a;, V4, = a;,{a;,q;} < attr(t) and

op : D,‘ X D]_>Dk in

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
Systems & Structures (2011), doi:10.1016/j.c1.2011.10.004
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=E[vq,0pvq, [(P1P0)
= {m; € Dy|m; = mi(l;)opm;(l;) where I, is the rth row of t).

7. E[e1 0p e [(pa.pq) =
Case 1: 3!t e dom(p,) : if vy occurs in e; or e; and vy = a € attr(t)
=E[ejope; [(pr.pa)
=E[e1](p.pa)oPE[ €2 ](prp0)
Case 2: Let T={t € dom(py)|3v4 occurring in e; or e; s.t. vg=a € attr(t)}
Let T={t{,tp,...,tp}and t' =ty x tp x --- x ty
=E[ejope; [(pr.pa)-

We generalize the arithmetic operation op on lists as follows: suppose op is a binary arithmetic operation over two lists S;
and S,. Also assume, S'= Sy, 51 € Sy and " =S, s, € S, with |S'| = |S”|, then the generalization of op is defined by,

Sops;=<(sopsy|seS>
op2{siopS'=<s;opsjseS’)
S op §"= s} op s;"|s; and s;” are the ith element of " and S” respectively )

Finally, the evaluation of boolean expressions is defined by

. B[ true|(pg,p,) = true.

. B[ false | (pg4,p,) = false.

. B[e1 op; e21(pgp) =E[ €1 1(pg.pq) oP; E[€2](pg.p4), Where op, represents the relational operator.
. B[_'b](pd’pa) = _'B[[b]](pd'pa)-

- B[b1vba )(pg:pa) =B[b11(pg:pa) v B[ b2 [(Pg.P0)-

- B[b1 Abz [(pgpa) =B b1 1(Pg:pa) AB[ D2 [ (Pa.po)-

AU A WN =

6. Formal semantics of program instructions

Semantics S[I](p4,p,) of an instruction I in a SQL embedded program defines the effect of executing this instruction on
the environment p, or (p4,p,)- There are two types of instructions: one executed only on p, and other executed on both
database and application environment (p4,p,) together. The SQL commands Cg belong to the second category, whereas all
other instructions of the application belong to the first category.

6.1. Semantics of SELECT statement

In this section, we describe the semantics of SELECT statement and we illustrate it with an example. We apologise for
considering a quite complex SQL statement as example, but this way the reader should be able to get a more complete
understanding of the transitions in the semantic functions.

Consider the database of Fig. 1 and the following SELECT statement Cseect:

SELECT DISTINCT Dno, Pno, MaX(Sal), AVG(DISTINCTAge), COUNT(%) FROM temp INTO v, WHERE Sal > 1000 GROUP BY Dno,Pno HAVING
MAx(Sal) < 4000 ORDER BY AVG(DISTINCTAge),Dno

An equivalent formulation of Cggject iS

SELECT DISTINCT{DISTINCT(Dno), DISTINCT(Pno), MAXOALL(Sal), AVGODISTINCT(Age), COUNT(¥)>) FROM temp INTO v, WHERE
Sal > 1000 GROUP BY <Dno,Pnoy HAVING (MAXOALL(Sal)) <4000 ORDER BY (AVGODISTINCT(Age),Dno)

According to the abstract syntax, we get

® ¢, =Sal> 1000,

e ¢= (Dno,Pno),

® g(é) =Group BY({Dno, Pno)),

® ¢, = (MAXOALL(Sal)) <4000,

® fi = (prsTIncT, DISTINCT,MAXOALL,AVGODISTINCT, COUNT ),

® %= (Dno, Pno,Sal,Age,*>,

® i®)= (DISTINCT(Dno), DISTINCT(Pno),MAX OALL(Sal), AVGODISTINCT(Age), COUNT(¥) ),

® & — (AVGODISTINCT(Age),Dno>, Where AVGODISTINCT(Age) simply represents an expression after the application of i(%),

® f(e') = ORDERBYASC({ AVGODISTINCT(Age), Dno)),

® 1, =Record or ResultSet type application variable with fields w = {(wy,w;,w3,w4,ws >.The type of w;,w,, w3, W4,Ws are same

as the return type of DISTINCT(Dno),DISTINCT(Pno),MAX OALL(Sal),AVGODISTINCT(Age), COUNT(*) respectively. For
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instance, in java as a host language, v, represents the object of the type ResultSet. Observe that, here we use the term
InToto understand the assignment into the application variable.

Thus, Cselecr is of the form as follows:

SELECT r(ii(X)) FROM temp INTO vy(W) WHERE ¢, GROUP BY & HAVING ¢, ORDER BY ASC &

We now describe the semantics of SELECT statement step by step using the above example.
Recall from Table 1 that the syntax of SELECT statement is defined as

(select(vq,f(€),r(N(X)),$2.8E)).b1 >
The semantics of SELECT statement is described below
S[ < select(va,f(€),r(h(®)).h5.8EN.1 > | (Pr.Pa)
if 3!t € dom(py) :
target(< select(va,f(€),r(h(%)),¢2.8@).$1 >) = {1}
S[ < select(va,f(€)),r(h(%)),¢5.8(@)).¢1 > |.(p¢.p,) Otherwise,

where T = {t1, ...ty € dom(py)|t; occurs in Cepeee} and
t’=f1 th X Xty

S[[ <Setect(va'f(e_;)nr(ﬁ(z))vd)bg(é»v(/)l > ];(pd'pa) =

Below the semantics of SELECT statement is unfolded step by step:
Step 1. Absorbing ¢;:

S[ < select(va,f(€),r(hE)). 2. 8@)b1 > 1.(p1y.0a) = S[ (select(va f(@). 1)), h5.g@)) trued | (py.p,). Where

t' = <l; € to|let var(¢y) = v}, U v}, with v}, = < attr(te):c= s [ m4(4)/ V1P, (V))/V,]>

Example. Since in our example target(Cselect) = {temp}, We apply WHERE clause ¢; = Sal > 1000 on t.mp. The result is depicted
in Table 2(a). The row “eID:7; Name:Alberto; Age:18; Dno:3; Pno:4; Sal:800; Child-no:1” is disregarded from the result
because, ¢ ¥ ¢,[800/Sal]. In fact, the semantic structure ¢ does not satisfy ¢; when the variable ‘Sal’ is substituted by the
value ‘800’ of the corresponding row.

Step 2. Grouping:
ST <select(va,f((?/),r(ﬁ(ic’)),c/),g(é)),true> Ie(pepg) =SI <select(va.f(t?),r(ﬁ(i)),qb,id),true> I<(or:00)

where g(€)=Group By (€) and g(@)[t] is the maximal partition T={t,t,...,ts} of t s.t. Vt; €T, t;=t and Ve; €€,
vYmy,m; € E[[ej}](ptl,pa) DM =m,.

Example. Applying the grouping function g (€) = GRouP BY({Dno, Pno)) on the result of step 1 based on the argument
{Dno, Pno ), we get four different partitions with <2,1), (1,2>, <2,3) and ¢(3,4) as the values of {Dno, Pno ), depicted
in Table 2(b).

Step 3. Absorbing ¢:
S[ ¢select(vq, f(€), r(h(X)), ¢, id), true 1.(pr.pa) = S[ {select(vq, f(€'), r(h(®)), true, id), true 1.(pr-Pa)
where T’ is defined as follows: there is a sequence of functions H occurring in ¢, operating on groups, such that
COUNT(#%) or
R (%) > h(x/)2 { DISTINCT(e) or
sor(e)

Let v/, be a sequence of application variables occurring in ¢ and,

vt € T, ' (CE[X [(p,.p0)>) =C; and

T' = {t; € T|c=pIei/H ()lpa (VL) V1)

Example. We apply the HAVING clause ¢, =MaX OALL (Sal) < 4000 over all the groups in step 2. One group with the value
of <Dno, Pno) equal to (2,3 has been disregarded, since the maximum salary of that group is not less than 4000. That is,
the semantic structure ¢ does not satisfy ¢, after interpreting Max 0arLL(Sal) in ¢, with the value which is returned by the
function Max OALL(Sal) applying on that group. The result is shown in Table 2(c).
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Table 2
Operations of Cseect.

elD Name Age Dno Pno Sal Child-no

(a) Absorbing WHERE clause ¢,

1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberto 18 3 4 800 1
8 Bob 14 2 3 4000 3
(b) Grouping
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
4 luca 10 1 2 1700 1
6 Andrea 70 1 2 1900 2
3 Joy 50 2 3 2300 3
8 Bob 14 2 3 4000 3
5 Deba 40 3 4 3000 5
(c) Absorbing HAVING clause ¢,]
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
4 luca 10 1 2 1700 1
6 Andrea 70 1 2 1900 2
3 Joy 50 2 3 2300 3
8 Bob 4 2 3 4000 3
5 Deba 40 3 4 3000 5
Dno Pno MAX(Sal) AVG(DISTINCT Age) COUNT ()
(d) Performing h ()]
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(e) Getting table out of the result from (d)
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(f) Elimination of duplicates
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(g) Ordering
2 1 2000 30 1
1 2 1900 34 3
3 4 3000 40 1
(h) Assign to vy
wy Wy w3 Wy Ws
1 2000 30 1
1 2 1900 34 3
4 3000 40 1

Step 4. Applying r(ﬁ(}‘c’)) on each group in T:
=S[ <select(vq, f(€), r(ﬁ(k’)), true, id), true) | .(pr,pq) =S[ {select(vq, f(), id, true, id), true) I.(pr.pg) where

t'= CRE[R](p.p)|ti € T> and t=r1[t]

As we mentioned earlier that the generation of maximal partitions T of the tuples depends on (i) whether the function g is
present or not, (ii) h is id or not.

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
Systems & Structures (2011), doi:10.1016/j.c1.2011.10.004



dx.doi.org/10.1016/j.cl.2011.10.004

10 Halder R, Cortesi A / Computer Languages, Systems & Structures 1 (15in) nn-am

Example. In the example, we have r(ﬁ()?)):DISTINCTK DISTINCT(Dno), DISTINCT(Pno), Max OALL(Sal), AvVG
ODISTINCT(Age), COUNT (%)) ). We perform r(h(X)) on each group resulting from step 3. We have three steps:

(a) Perform the ordered sequence of functions H(Sc’) = ( DISTINCT(Dno), prsTIiNCT(Pno), MAX OALL(Sal), AvVG
ODISTINCT(Age), COUNT (%))> on each group: after applying I_i(?() on each group, we get the result as in Table 2(d).

(b) Get the table t out of these results obtained in step (a): this is shown in Table 2(e).

(c) Apply r=pIsTINCTON the rows of table t obtained in step (b): we get Table 2(f) which is equal to the Table 2(e),since
there is no duplicate rows.

Step 5. Possibly applying the ordering
S[ <select(vq, f(€), id, true, id), true I.(pr.po) =S <select(vq, id, id, true, id), true) ].(py,p,), Where t' = f(€)[t]

Example. Performing f(¢')=0ORDER BY ASC(<{ AVG ODISTINCT(Age), Dno) on Table 2(f), we get Table 2(g).
Step 6. Set the resulting values to the Record/ResultSet type application variable v, with fields w
S[ <select(vq, id, id, true, id), true) ] .(00q) = (Pry»Par)

where p, = p [Va(W)/p(d)] with d = attr(t) and ty is the initial table of step 1. Here, the ith field w; € W of v, is substituted
by ith attribute g; € d of t.

Example. Finally, the result obtained in step 5 is assigned to the application variable v, with fields W = (wy, wa, w3, wy,
ws >. The result is shown in Table 2(h).

6.2. Semantics of UPDATE statement
Consider the database of Fig. 1 and the following UPDATE statement Cypgate:

UPDATE temp SET Age :=Age+2, Sal = Sal+Sal x 0.5 WHERE Sal > 1500.

According to the abstract syntax we get

e ¢, =Sal > 1500,
e vy = (Age,Sal),
e €= (Age+2, Sal+Sal x 0.5).

Thus, Cypdare is of the form as below:

UPDATE temp SET vy =€ WHERE ¢.

Recall from Table 1 that the syntax of UPDATE statement is defined as
{update(vy,€),¢ >

The semantics of UPDATE statement is described as follows: the update statement always targets an individual table. Let
target({ update(vy,€),¢ ») = {t}

where t € dom(p,). Therefore,
S[ <update(vg, €), ¢ | (pg.Pq) =S[ {update(vy, €), ¢> |.(p¢0q)

Below the semantics of UPDATE statement is unfolded step by step.
Step 1: Absorbing ¢:

S[ <update(vy, €), ¢ |.(p.04) =S[ {update(vy, €), true) | .(py.0,)

where

—

t'= < | tllet var(¢p)=v, UV, with v}, =d < attr(t):c= p[ma(ly)/V,1[pa(Vi)/Vi]>

Example. In the example, target(Cypgace) = (temp}. Applying WHERE clause ¢ =sal> 1500 on temp, we get the result t,,,
depicted in Table 3(a). Observe that two rows are disregarded as they do not satisfy the semantic structure ¢ of ¢. That is,
C ¥ ¢[1500/Sal] and ¢ ¥ ¢[800/Sal].
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Table 3
Operations of Cypgate-

elD Name Age Dno Pno Sal Child-no

(a) Table t,,: after absorbing WHERE clause ¢

1 Matteo 30 2 1 2000 4
2 Alice 22 + 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberte 18 3 4 866 1
8 Bob 14 2 3 4000 3
(b) Table temp”: after update
1 Matteo 32 2 1 3000 4
3 Joy 52 2 3 3450 3
4 luca 12 1 2 2550 1
5 Deba 42 3 4 4500 5
6 Andrea 72 1 2 2850 2
8 Bob 16 2 3 6000 3

Step 2: Update:
S[ <update(vy, €), truey | (p;.p,) = (PyPa)

where
let vy =d < attr(t) and € = {ey,ey,...,ep> and E[€](p,py) = (Hi;|i=1,...,h),
and let m{ be the jth element of the sequence 1i; and a; be the ith element of
the sequence d, and t' = <lj[nt{/ai]\lj etd.

Example. Performing the update operation (vy := €) = ({(Age := Age+2, Sal .= Sal+Sal x 0.5)) on table t,,,, of step 1, we

get the updated table t;,,, as shown in Table 3(b). Here, two expressions (Age+2) and (Sal+Sal x 0.5) are evaluated over
the environment (p;, .p,) first, and then for each rows of the table, two attributes ‘Age’ and ‘Sal’ are updated with the
corresponding evaluated results respectively. Evaluation of the expression (Age+2) over the environment (/’tgm,, ,Pq) gives
the following results:

E[Age+2](p,

emp

Do) = {32,52,12,42,72,16

E[ Sal+Sal x 0'5](ptgmp ,Pq) = <3000,3450,2550,4500,2850,6000 »

Now the updation of the attribute ‘Age’ is done for all rows as follows:
<1(32/Age),12(52/Age),13(12 /Age),1s(42 /Age),15(72 /Age),Is(16 /Age) >
We do the same for Sal := Sal+Sal x 0.5.

6.3. Semantics of INSERT statement
Consider the database of Fig. 1 and the following INSERT statement Cjpsere:
INSERT INTO t4ep VALUES (4, Electronins’, Trieste’,2)

According to the abstract syntax we get

vy = { Deptno, Dname, Loc, MngrID >,
€ = {4, ‘Electronins’, ‘Trieste’, 2.

[
[}
Thus, Cipsere is of the following form:

INSERT INTO vy VALUES é.

Recall from Table 1 that the syntax of INSERT statement is defined as
(insert(vy,€),¢ >
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Table 4
Operation of Cipsert.

Deptno Dname Loc MngrID
1 Math Turin 4
2 Computer Venice 1
3 Physics Mestre 5
4 Electronins Trieste 2

The semantics of INSERT statement is described as follows: the insert statement always targets an individual table. Let
t e dom(py) : target(<insert(vy,€),¢>) = {t}

Therefore,
S[ <insert(vy,€),¢ > | (pg.pq) = S {insert(Vy,€),¢> [(p,.pq) = S[ insert(vy,€).true [ (0npq) = (PrPq)

where
let vy =d < attr(t), and E[ € |(p,) =X

a=<a,az,...,a7),X = {X1,X2, ..., Xn >, and lpew = {X1/01,X2 /03, ..., Xa /Ay >, iN

t'=tu {lnew}-

Observe that we suppose vy includes all attributes of the table t. Although there exists alternative syntax where we can
insert the values for selective attributes only, we can easily convert this alternative syntax into the one mentioned above
by inserting undefined value U in € for the unspecified attributes.

Example: In the example, target(Cinserr) = {tqepe}. Since, E[ € ](p,) = <4, Electronics’,'Trieste’,2 > and vy =d = <{Deptno,
Dname,Loc,MngrID >, we get l,,.,,= < 4/Deptno, Electronics’/Dname, ‘Trieste’ /Loc,2 /MngrID . After inserting the new row Iy,
we get the resulting table tg,," as shown in Table 4 while the application environment p, keeps unchanged.

6.4. Semantics of DELETE statement
Consider the database of Fig. 1 and the following DELETE statement Cgejete:

DELETE FROM temp WHERE Sal > 1800

According to the abstract syntax we get

DELETE FROM tepp WHERE ¢

where ¢ represents the first-order formula “Sal > 1800”.
Recall from Table 1 that the syntax of DELETE statement is defined as

(delete(vy),¢ >

The semantics of DELETE statement is described as follows: the DELETE statement always targets an individual table. Let
t e dom(py) : target(< delete(vy),¢p>) = {t}

Therefore,
S[ {delete(vg),d> | (pa.pa) = S[ {delete(Wy).> | (Pr.Lo) = (Pr.Pa)

where

—

ta= (lj € t| let var(¢) = v}, UV}, with v, =@ = attr(t) : c=p[ma(ly) /v, 1[pa (Vi) / V1>

t' =ty

Observe that in case of DELETE, v includes all attributes of the table t.
Example: In the example, target(Cgelete) = {temp}. APPlying ¢ = Sal > 1800 and deleting the rows which satisfy ¢, we get
temp as shown in Table 5. Here, five rows are deleted from the table as they satisfy ¢.

6.5. Formal semantics of non-SQL statements

S[skip ] (Pg:P) 2 (ParP)

Slva=e].(pg.Pa) 2 (PaPE[ €](00)/Val)
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Table 5

Operation of Cyefere.
elD Name Age Dno Pno Sal Child-no
+ Matteo 30 2 + 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
4 luca 10 1 2 1700 1
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberto 18 3 4 800 1
8 Bob 4 2 3 4000 3

S[va =?](pg:pa) 2 (Pg.p,) Where, b is any value in dom(vq) in p, = p4[b/v]

7. Some inference rules for composite commands

The inference rules for composite instructions are obtained by induction

S[[quh H(Pd./)g) =t 5[C5q12 ]](pdvpa) =t
S[[quh UNION qulz ﬂ(pdvpa) =tut

S[[ qul, ﬂ(pd'pa) = tl S[[ qulz ](pd,l)a) = t2
S[ Csqi, INTERSECT Cyqp, [(0g,00) =t1 N L2

S[Csqt, 1(pa-pa) =t1  S[Csqi, 1(0g,00) = t2
S[[ quh MINUS qulz ](pdvpa) =h \fz

S[A1](Papd) = Pa-Pa)  S[A2](Pd L) =(PaPar)
S[A1: A2 [(Papa) = (ParPar)

Consider the auxiliary conditional statement cond
cond(B[b].S[A11.5[A2 )(Pg.pa) = (Pa+Pa)
where either B[ b](p4,p,) = true and S[A1 [(pg,00) 2 (Pg+Pa) OF B[ b1 (pg.p,) =false and S[A2 [(0g.P) 2 (Pg+Pa)-
The semantics of “if b then A; else A,” statement is expressed using the conditional statement cond as follows:
S[if b then Ay else Ay [(p4.p,) =cond(B[b],S[A11,S[A2 )(P4P)

The semantics of the “while b do A” statement is expressed as follows: since “while b do A” = “if b then (A; while b do A)
else skip”, we can write

S[while b do A](p4,p,) =S[if b then (A; while b do A) else skip |(p4p,) =FIX F
where F(g) =cond(B[b],g0S[A], id)(p4p,) and FIX is a fix-point operator.

Definition 4 (Equivalence of instructions). Let the environments (p4,p,) and (py,p,) be denoted by p, and p,, respectively.
Two instructions I; and I are said to be equivalent if, {(p,,0,)|S[I1 ](px) = Pr} = (0 Px)|S[ 12 1(py) = Py }. In other words,
Iy =1, if I; and I, determine the same partial function on states.

8. Soundness of the denotational semantics of SQL with respect to the standard semantics

The abstract syntax and the denotational semantics of SQL introduced in the previous sections correspond to the
standard syntax and semantics of SQL as defined by ANSI [15] and the Relational Algebra. In particular, we can prove a
correspondence between our denotational approach to the standard relational model approach to each SQL statement. For
instance, consider the following basic SQL statement embedded in Java:

Statement stmt=conn.createStatement();

String Q="“SELECT a,, dy, ..., d FROM t WHERE C";
ResultSet rs=stmt.executeQuery(Q);

where a;,as, . ..,a, represents the attributes of the table t and C is a condition.
An equivalent representation of the above SQL statement in Relational Algebra is
t' =oc(t)
t'=ms(t) where d = <(ay,as, ..., an >
rs=t"
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In our proposed denotational approach, an equivalent formulation of the above java embedded SQL statement is shown below:

select(Va,f(@),r(N(R)),d,.8(@)),p; > = ( select(rs,id, ALL(id(@)),true, id),C >, where id(d@) = <id(a,),id(az), . ..,id(an)>

Given an environment (pg4,p,), the semantics is described as follows:

S[ <select(rs,id,ALL(ia(ﬁ)),true,id),C> I.(papa) =SI <select(rs,id,ALL(ia(a')),true,id),C> I.(pr.py) where t e d
=S[ ¢ select(rs,id, ALL(id (@)), true, id), true > I(pesp0)
where
t' = <l e t] let var(C) = v}, UV}, with v}, =X < attr(t):c=Clmz () /V, [P (V) / V1> = oc(b)

= S[ <select(rs, id, id, true, id), true ) ] (0, Po) (1)
where

"= ALL[(ia(E[[ﬁ}](p[/, P>1=E[d](ps,py), since ALL does not remove or modify any element

= m(t'), according to the semantics of expressions = (p;,p,) 2)

where
pars)=t" 3)

Observe that Egs. (1)-(3) show the correspondence between the Relational Algebra and Denotational semantic approaches.

9. Abstract semantics of SQL embedded applications

In this section, we lift the semantics of SQL operations defined so far to an abstract setting, where instead of working on
the concrete databases, queries are applied to abstract databases, in which some information are disregarded and concrete
values are possibly represented by suitable abstractions.

9.1. Abstract databases

Generally, traditional databases are concrete databases as they contain data from concrete domains, whereas abstract
databases are obtained by replacing concrete values by the elements from abstract domains representing specific
properties of interest. We may distinguish partial abstract database in contrast to fully abstract one, as in the former
case only a subset of the data in the database is abstracted. The values of the data cells belonging to an attribute x are
abstracted by following the Galois connection (p(DP"),ax,7,,D3%) [7], where o(DL™) and D% represent the powerset of
concrete domain of x and an abstract domain of x respectively, whereas o, and y, represent the corresponding abstraction
and concretization functions (denoted oy : (D™ —DY%* and 7, : D — u(DP")) respectively. In particular, partial
abstract databases are special case of fully abstract databases where abstraction and concretization functions for some
attributes x are identity function id, and thus, follow the Galois connection ((D™"),id,id, (D). Let us illustrate it by an

example.

Example 1. The database in Fig. 1 consists of a concrete table ten, that provides information about the employees of a
company. We assume that the ages, salaries, and number of children of the employees lie between 5 and 100, between 500
and 10 000 and between 0 and 10 respectively. Considering an abstraction where ages and salaries of the employees are
abstracted by the elements from the domain of intervals, and the number of children in the attribute ‘Child-no’ are
abstracted by the abstract values from the abstract domain D%, = {L ,Zero,Few,Medium,Many, T} where T represents
“any” and L represents “undefined”. The abstract table tﬁmp corresponding to temp W.r.t. these abstractions is shown in
Table 6. Observe that the number of abstract tuples in an abstract database may be less than the number of tuples in the
corresponding concrete database if the primary key is abstracted. The correspondence between concrete and abstract
values of the attribute, for instance, ‘Child-no’ can be formally expressed by the abstraction and concretization functions
Ochild-no AN Y cnig-no TeSPECtively as follows:

€L ifX=0
Zero if X=1{0}
Few ifvxeX: 1<x<2

ild-no X)) 2 . .
Fachita-no(X) Medium if vxeX: 3<x<4

Many ifvxeX: 5<x<10
T otherwise
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Table 6
Abstract table: t,

emp*

elD* Name* Age’ Dno* Pno* Sal* Child-no*
1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
4 luca [511] 1 2 [1500,2499] Few
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
7 Alberto [12,24] 3 4 [500,1499] Few
8 Bob [12,24] 2 3 [2500,10 000] Medium
0 ify= L
{0} if y=_Zero

x: 1<x<2}y ify=Few
{(x: 3<x<4} if y=Medium
{x: 5<x<10} if y=Many
x: 0<x<10} ify=T

. 2
Y ehitd-no ) =

We can similarly define the abstraction-concretization functions for other attributes as well. The corresponding abstract
lattices for the attributes ‘Age’, ‘Sal’ and ‘Child-no’ are shown in Fig. 2(a)-(c) respectively.

Definition 5 (Abstract database). Let dB be a database. The database dB* = o(dB) where  is an abstraction function, is said
to be an abstract version of dB if there exists a representation function 7, called concretization function such that for all
tuple <x1,Xa,...,Xn > € dB there exists a tuple <y{,y5,....Yn> € dB* such that Vie [1...n]x; € idy,) vx; € ().

9.2. Syntax and semantics of statements in abstract domain

We now define the syntax and semantics of the SQL embedded applications in an abstract domain. We denote by the
apex ¥, the syntactic elements of the abstract semantics. For each concrete element z, whenever we use the syntax z*, this
means that there is a monotonic representation function y from the abstract to the concrete domain such that z=y(z%).

The syntax of SQL statement C* and SQL action A® over an abstract domain corresponding to the concrete SQL command
Csq and action Asq represented as below:

C* 1 = (A%,¢"> |CiunTON*C)| Ci INTERSECT Cy | CiMINUS®CE

A :selectt(vﬁ,fﬁ(ea),r‘(f?()Z‘)),qﬁ’,g‘(e? ))\update’(vjj,gﬂ)\insert“(u@,@)\delete”(l&)

Arithmetic expressions over abstract domain are defined as expected, whereas boolean expressions are evaluated into a
three-valued logics {true,false, T}, where T means “either true or false”.

¢t =nflK.
ef 1 =c*|v}|vi|op*e®|efop®es, where op* represents abstract arithmetic operator.
b*:: =ef opf €5 | —b* | b} v b5 | b] A b5 | true | false | T, where op} represents abstract relational operator.

Abstract elements in abstract pre-condition ¢* are defined as follows:

T =cf | i | v | fith.Ts, ..., T5), where f} is an abstract n-ary function.
% .. # 4 # % 4 - % 3 - i - PR % #
ai =R} (5,75, ..., t}) | 7} =15, where R} is an abstract n-ary relation: R (t},75, ..., T4) € {true,false, T}.

7 =at [ =7 | PIvas | PTAPs | VK BT | W T

Different abstract functions involved in A* are shown below:
g* :1=GRoUP BY * | id
r¥ ::=DISTINCT * | ALL *
s* 1=avG * | suM* | MAX * | MIN * | COUNT *
h*(e%) ::=s* Or#(e*) | pIsTINCT *(e¥) | id
h* (%) ::=COUNT *(%)
f* ::=ORDER BY ASC * | ORDER BY DESC * | id

Instructions over an abstract domain are defined as follows:

PP ii=skip | vi: =e* | vi: =2 | C* | if b* then I else I | while b* do I | I5; 5.
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Fig. 2. Abstract lattices for attributes ‘Age’, ‘Sal’ and ‘Child-no’.

In the subsequent sections, we define abstract syntactic functions appearing in various abstract SQL statements so as to
preserve the soundness in an abstract domain of interest. This way, we prove the soundness of abstract SQL statements with
respect to their concrete counter-part. The soundness and completeness of an abstract function f* are defined in Definition 6.

Definition 6. Let y be a concretization function from an abstract domain to a concrete one. The soundness and
completeness conditions for an abstract functions f* with respect to the corresponding concrete function f are,

f* is sound if yoff afoy

f* is complete if yof* =foy
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9.3. Abstract pre-conditions

The pre-condition ¢ in Gy follows first order logic, and are defined by the n-ary function f,, on constants and variables.
Soundness (and completeness eventually) of its abstract version f; relies on the local correctness of the operations in the
abstract domain. For example, consider an abstract domain for parity represented by PAR= {T,even,odd, L}. The ‘x’
operation over the concrete domain is mapped to its abstract version as follows: odd(x*)odd = odd, even(x*)odd = even,
and even(x*)even = even. Similarly, in case of abstract domain of sign represented by SIGN = {T,+,—, L}, the correspond-

ing operation would be —(x*)— = +, +(x*)— = —, and +(x*)+ = +.
Given a set of terms {71, ...,T}, the relation R,(t4,...,Ts) appearing in ¢ results into either true or false. However, an
abstract relation Rﬁ(ﬁ. ...,T%) corresponding to R, follows three valued logic {true,false, T}, where T represents either true

or false. The correspondence between the relation R, and its abstract version R} should guarantee that, if Ri(t?,...,7%) is
true, then ¥ty € P(t¥),...,Tn € P(5) : Rn(T1,...,Tn) is true and if Ri(z%,...,7%) is false, then vtq € p(t%),...,Tn € P(75):
Ru(t1,...,Tn) is false. For instance, if we consider the binary relation ‘ <’ among integers, its abstract version ‘ < *’ on the
domain of intervals is defined as follows:
true if hi<l;
[li,hi] < w[lj,hj] ES false lf hj < li
T otherwise

Similarly, ‘> * is defined as
true if ;> h;
[li,hi] = #[lj,hj] = false lf h,‘ < l]
T otherwise
Thus, abstract pre-condition ¢* appearing in C* identifies the set of active data from abstract database for which it
evaluates to either true or T.

Example 2. Consider the database of Fig. 1 containing a concrete table tn,;, and consider the following SELECT statement:
C1=SELECT Age,Dno,Sal FROM tep, WHERE Sal > 1600.

If we execute C; on temp, we get the result £; shown in Table 7.
The abstract version of C;, using the abstract mapping o defined in Example 1, is shown below:
Cﬁ =SELECT* Age®,Dno’ Sal’ FROM tf,,, WHERE Sal’ > ?[1500,2499]

where the abstract version > * involved in the pre-condition over the domain of intervals is defined as follows:
true if I; > h;
[.hi) > “(l,h] 2 3 false if 1= by
T otherwise

Table 7
&, : result of C; (concrete).

Age Dno Sal

30 2 2000
50 2 2300
10 1 1700
40 3 3000
70 1 1900
14 2 4000

Table 8

& result of Ci.

Age* Dno* sal®

[25.59] 2 [1500,2499]
[12.24] 1 [1500,2499]
[25.59] 2 [1500,2499]
[5.11] 1 [1500,2499]
[25,59] 3 [2500,10 000]
[60,100] 1 [1500,2499]
[12.24] 2 [2500,10 000]
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The result of the abstract query C; on the abstract table timp (Table 6) is depicted in Table 8. Observe that one row
corresponding to eID* = 7 has been disregarded because the abstract well formed formula [500, 1499] > *[1500, 2499] does
not satisfy the semantic structure ¢*, as 1500 > 1499 is true. Soundness is preserved, i.e. &; € y(f?), as we include the rows
(in this example, the row corresponding to eID* = 2) where the evaluation of the relation > # yields T; this might introduce
inaccuracies, of course, in the abstract calculus, that results into a sound overapproximation of the concrete one.

9.4. Abstract syntactic functions in abstract SELECT statements

We now describe the correspondence between concrete and abstract functions involved in SELECT statement. Observe
that many of these abstract functions differ from the corresponding concrete ones only on the domain and range, while
their functionality are the same.

9.4.1. Abstract GROUP BY function

We denote by g the croup BY function in SELECT statement. The function g(é)[t] where € represents an ordered
sequence of arithmetic expressions, is applied on a table t and depending on the values of € over the tuples of the table t, it
results into maximal partitions of the tuples in t. The tuples in the same partition will have the same values for €, whereas
the tuples in different partitions will have different values for €. The GrouP BY function g is identity function id when no
GROUP BY clause is present in SELECT statement. The function g and its abstract version g* are shown below:

g =GROUP BY | id

¥

g =GRouUP BY®|id

Abstract GROUP BY function g¥ works in the similar way, but it is applied on abstract tables t¥, instead of concrete ones. It

partitions the abstract tuples of t* based on the abstract values of ¢# over the tuples.

Lemma 1. Let y be a concretization function. The abstract GROUP BY function g* is sound with respect to vy, i.e. yog?=goy,
where g is the concrete counter-part of g*.

Proof. Let t* be an abstract table and e* be an ordered sequence of abstract expressions. Let t € y(t¥) and € e y(?), where 7y
is the concretization function.

Suppose {l;,l,...,lI;} is a set of concrete partitions obtained from g(é)[t], whereas {s1,S,...,Sm} is the set of abstract
partitions obtained from g‘(?)[t’].

To prove the soundness of g%, we have to show that

vl;,3s; 0 li=y(sp) and m<n

Consider a concrete partition [; = t. From the Definition 5, we know that vx e t, 3y € t* : x € y(y). Thus, we have
VxinXip € i, ViYh € 1 xin € Y)) Ak € Y(VR) “4)
We know that the values of € for all tuples in a partition are same, i.e.
VX1 Xip € li,  Te(Xin) = Ta(Xin)
By the definition of abstraction, we get
a1z (Xi1)) = 0(Ts(X;2)) where o is abstraction function 5)
From Egs. (4) and (5), we can write
Tz (.yﬁ) =Tz (yfz) 6)
Eq. (6) says that yj] and yfz belongs to the same partition s; = t*, as the properties of e in yj‘.q and yfz are same. Therefore,
VX Xp € ist, AYhYh €5 St X € Y Xi2 € YIR)
or

Vli. HSJ‘ : lj = ])(Sj)

Since an abstraction function & might be surjective, two different concrete partitions I; and I; (i#j) might be mapped into
the same abstract partition sy, if

Xi €l X € by 1] 1 ou(Te (X)) = oU(Te(X))

Thus, the number of abstract partitions is less than or equal to the number of concrete partitions, i.e., m<n. O
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9.4.2. Abstract ALL and abstract DISTINCT

SELECT statement sometimes uses DISTINCT or ALL clause denoted by the function r which deals with duplicate tuples
or duplicate values of expressions. Its abstract version r* also works similarly, i.e., deals with the duplicate elements in the
list of abstract tuples or abstract values of expressions. The concrete function r and its abstract version are shown below:

r ::=DISTINCT | ALL
r* :1=DISTINCT * | ALL *

Lemma 2. Let y be a concretization function. ALL * is complete, i.e. YOALL? = ALLOY.

Proof. When applying ALL * to a list of abstract tuples <lf : i eI, none of the tuple is removed or modified, and the same
holds for arLL. Therefore,

yoarLt (L : iely)=yaui(KE: ie D)=y :icly)=<pl):iely
=ALL((y(): ie D) =atLp((E: iely)=aLoyl:iely) O

Lemma 3. If y is injective, then DISTINCT * is complete, i.e. yODISTINCT *=DISTINCT OY.

Proof. Suppose, after applying DIsTINCT * function on an abstract table t*, we get the abstract table t/ containing only
unique rows. That means,

VELE e th,3a* e attr(th) : ma(1) £ e (5)

In other words, any two rows in t}, differ by the property in at least one attribute position. Thus, concretization of t}, results
into a concrete table t, containing unique rows only, as 7y is injective.

If we first apply y on t* before applying DISTINCT % it results into a concrete table t containing duplicate rows if t* has
duplicate abstract rows. But after applying DISTINCT on t, we always get the same concrete table t,. Therefore, the
function pIsTINCT ¥ is complete if y is injective. O

9.4.3. Abstract ORDER BY function

We denote by f the ORDER BY function appearing in SELECT statement. The operation f(€)[t] sorts the tuples of the table
t in ascending or descending order based on the values of & over those tuples. An abstract version f* also works in similar
way, but it is applied on abstract tables t* and sorts the abstract tuples in ascending or descending order based on the
abstract values of e over the tuples in t*. The concrete functions f and their abstract versions are defined as

f:: = ORDER BY ASC | ORDER BY DESC | id
f*:: = ORDER BY ASC ? | ORDER BY DESC * | id

Lemma 4. If the representation function y is monotone and injective, the functions f* above are complete, i.e. yof* =foy.

Proof. Given an abstract table t* and an ordered sequence of abstract expressions et Suppose for two tuples lflj e t¥, we
have

() >my (l;-‘) @)

Suppose f* :: = ORDER BY ASc *. Therefore, application of f* sorts them in ascending order denoted by the ordered list
<l-’,lf >. Since v is injective, the concretization of this ordered list of abstract tuples always yield to an ordered list of
concrete tuples denoted by <I;,l; >, where [; € p(I}) and [; € y(I}).

Since concretization function ) is monotone, it preserves the ordering while mapping from abstract domain to concrete
co-domain. Thus, from Eq. (7) we get

Y7z () >y ()
or
ms(li) > ma(ly) 8)

where € ¢ y(ﬁ) and [; € y(I/) and lje y(l;).
From Eq. (8), we get that the application of f(::=0RDER BY Asc) on [; and J; also yield to the same ordered list of concrete
tuples i.e. <l;.l,—>.
Thus, yof* will result into the same order of the elements as obtained by function foy. Hence, f* is complete if y is
monotone and injective. O

9.4.4. Abstract aggregate functions

In Section 3, we mentioned that the ordered sequence of functions Fl(é’) where h#id, are applied on each partition
obtained by GROUP BY function g, or on a single partition containing tuples for which pre-condition ¢ evaluates to true
when no GROUP BY function is used. After performing H(é) on each partition, it results into a single concrete tuple.

Please cite this article as: Halder R, Cortesi A. Abstract interpretation of database query languages. Computer Languages,
Systems & Structures (2011), doi:10.1016/j.c1.2011.10.004



dx.doi.org/10.1016/j.cl.2011.10.004

20 Halder R, Cortesi A / Computer Languages, Systems & Structures 1 (15in) nn-am

The aggregate functions MAX, MIN, AVG, SUM, COUNT appear in h; € h, and are denoted by s. Aggregate functions return a
single value when applied on a group of values.
Similarly, abstract aggregate functions s* are applied on a set of abstract values, resulting into a single abstract value.
The concrete aggregate functions s and its abstract version s* are defined below:
S:ii= AVG | SUM | MAX | MIN | COUNT

sfu=ave? | suM* | MAX * | MIN ? | COUNT *

Below we describe how to preserve the soundness of the SQL statements with aggregate functions over an abstract
domain.
Given a set of concrete numerical values X = {ay,a,,...,a,}, the concrete aggregate functions s are defined as follows:

2la;
avg(x)4 11

SUM(X) £ X1a;
MAX(X)£4q; € X, where Vj € [1..n],i#j: a;>gq;
MIN(X)2a; € X, where Vj e [1..ni#j: a;<q;

COUNT(x)2#X, where #denotes the cardinality of the set

Corresponding to each s, we consider a concrete function fin equivalent to s, that is, fn(X) = s(X). The function fn and its
abstract versions fn* corresponding to the aggregate functions are defined as follows:

fn:i= average ‘summation ‘maximum ‘minimum ‘count

fn’ :i= average ? ‘summation # ‘maximum # ‘minimum # ‘count #

For instance, let X* be a set of abstract values from the domain of intervals, i.e., X* = {hid]i € [1---nLl,hi € Z;1; < hi}.
Let us denote L = {I;|[l;,h;] € X*} and H = {h;|[l;,h;] € X*}. The abstract functions fn* on X* are defined as follows:

average®(X*)2[average(L), average(H)]
summation®(X*)2[summation(L), summation(H)]
maximum®(X*) 2 [maximum(L), maximum(H)]

mini mnm:(xu) £[minimum(L), minimum(H)]

count*(X*)2[count(L), count(H)]
Formally, fn*(X*) = [fa(L), fn(H)).

We already know that in abstract domain we select only those tuples for which the abstract pre-condition ¢* evaluates
to either true or T. Thus, unlike concrete domain, the abstract groups on which abstract aggregate functions are applied
contain a set of tuples that yield ¢* to either true or T. Let us denote by G* an abstract group containing a set of abstract
tuples. We can partition G* into two parts: Gfes for which ¢* evaluates to true, and Gfmy for which ¢* evaluates to T. Thus,
we can write G* = Gj,; U Gy, Observe that G, N Gy, = .

To ensure the soundness, the computation of abstract aggregate functions s* on G* are defined as follows: the result of
s*(e*) on G’ is denoted by an interval as below:

s*(eM)[G*] = [min?(@), max’(b*)]
where
a* =fi*(e")[G},;] and b*=fn’(€*)G]

By fnt(e‘)[Gﬁes], we mean that function fn” is applied on the set of abstract values obtained by evaluating e over the tuples
in G;es, yielding a single abstract value as result. Similarly in fn”(e#)[G?], fn” is applied on the set of abstract values obtained
by evaluating e* over the tuples in G* = G;, U Grygy-

Both the functions min* and max* takes as parameter a single abstract value a* and b* respectively obtained from fn’,
and returns a concrete numerical value as output. min®(a*) returns the minimum concrete value from 7y(a*), whereas
max*(b*) returns the maximum concrete value from y(b*), where y is the concretization function.

Example 3. Consider the database of Fig. 1 containing the concrete table t.,, and the following SELECT statement:
C, =SELECT avG(Age),Dno,Max(Sal),COUNT(x) FROM temp WHERE Sal > 1500 GROUP BY Dno

If we execute C, on temp, we get result &, shown in Table 9.
The abstract version of C, i.e. C, using the abstract mapping o defined in Example 1, is defined as below:

C}=SELECT? ave(Age’),Dno’ max?(Sal®), COUNT* (%) FROM £, WHERE Sal’ > “[1500,2499] GROUP BY* Dno®

emp
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Table 9
&,: result of C, (concrete).

AVG(Age) Dno MAX(Sal) COUNT ()
34 1 1900 3
31.33 2 4000 3
40 3 3000 1
Table 10

&: result of C5.

AVG*(Age") Dno* MAX*(Sal*) COUNT? (%)
[0, 45] 1 [0,2499] [0,3]
[12, 47.33] 2 [2500, 10 000] [1,3]
[25, 59] 3 [2500, 10 000] [1,1]

where ‘> # involved in the pre-condition over the domain of intervals is defined as follows:

true if I; > h;
[l,hil = *[l;,hj12 < false if ;> h;
T otherwise

The result of C; on timp is shown in Table 10. Observe that, ijes =0 because ¢ evaluates to T for all abstract tuples in the
group with Dno=1. Thus, avc #(Age®) is computed as follows:

a* = average®(¢)) = NULL
b* = average®([12, 24], [5, 11], [60, 100]) = [25.66, 45]

Since min *(a*) and max *(b*) return minimum value from y(a*) and maximum value from y(b*) respectively, we get min #(a*)=
min #(NULL)=0 and max *(b")=max *([25.66, 45])=45. Thus, for group with Dno=1, avG *(Age*)=[min *(a*), max #(b*)]=[0, 45].

Similarly, for the group with Dno=2, first two tuples belong to anay, whereas last tuple belongs to GZ,.. Thus, Max *(Sal)
is computed as follows:

'yes*
@* = maximum?([2500, 10 000]) = [2500, 10 000]

b* = maximum®([1500, 2499], 1500, 2499], [2500, 10 000]) = [2500, 10 000]

Thus, for group with Dno=2, Max *(Sal')= [min *(a*), max #(b*)]=[2500,10 000]. Observe that abstraction is sound i.e.
& € 9(&).

Lemma 5. Let y be a concretization function from the domain of intervals to a concrete numerical domain. The abstract
functions fn* are sound if they satisfy

Y (X)) 2 (fX) | X € X))
Proof. Let X* be a set of abstract values from the domain of intervals, i.e.
X* ={ [l;,hi] ‘ ie[l..n]; ,hjeZ; l; <h; }

Consider two sets L and H, where L= {};|[l;,h;] X?} and H= {hi|[li,hi] € X*}. The abstract function fn* w.r.t. the domain of
intervals is defined on X* as follows:

average’(X*)2[average(L), average(H)]
su_mmation‘(X;)é[summation(L), summation(H)]
maximum?(X*) 2 [maximum(L), maximum(H)]
minimum?(X*)2[minimum(L), minimum(H)]

count*(X*)2[count(L), count(H)]
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Formally, we can write
f XF) = [fn(L) f(H)] C)
=[s(L),s(H)] since, fn=s (10)
For a given set of concrete numerical values X = {a;,as, ...,a,}, the functions fn =s are defined as
n

average(X) = AVG(X) £

summation(X) = SUM(X) £ Z?ai
maximum(x) =Max(X) £ a; € X, where Vj € [1..n],i#j: a;>aq;
minimum(x) =MIN(X) 2 a; € X, where Vj € [1..n],i#j: a;<q;

count(x) = counT(X) £ #X, where # denotes the cardinality of the set.

Given two sets of numerical values X = {a;,ay, ...,a,} and X' = {a},a, ...,a,}. We say X is less than or equal to X’ (denoted
X=X') which is defined component-wise i.e. if Vi € [1..n], a; < aj, then X=X'.
Since the function fn is monotone, we get

if XeX' then fa(X) < fnX) an
Let X = {b;|[li, ;] € X*,I; < b; < h;} € p(X*). Since, ¥b; € X and V[I;,h;] € X*: ; <b; < h;, we can write

vX e p(X*): LeX=H
According to Eq. (11),

VX € p(X*) : f(l) < fn(X) < fn(H) (12)
From Eqgs. (9) and (12), we get

VX € p(X*) : fu(X) e p(fn (X))
or

fa(XH) = y(fn’ (X))
This implies that the abstract function fn’ is sound. O

Lemma 6. Let y be a concretization function from the domain of intervals to a concrete numerical domain. Abstract aggregate
functions s* are sound, i.e.

VX € X* 1 s(X) € p(s* (X))

Proof. The computation of abstract aggregate functions s* over a group of abstract tuples G* = Gyes U Gpqy is defined as
follows: s*(e*)[G’] is denoted by an interval

5*(eM)[G7] = min’ (@), max*(b")]
where
a* =’ (€")[G,,] and b* =fn(e*)G]
From Lemma 5, we have that fn* is sound, and therefore,
VGy € 7(Gyes) : @ € 7(a°) Or a=>min*(a*)
where a = fn(e)[Gy] and
¥G € p(G*) : b e yp(b*) or b <max*(b")

where b =fn(e)[G].

We know that G* = Gyes U Gmay contains the abstract tuples for which ¢>t evaluates to either true and T. Given an abstract
tuple t* € G* and abstract pre-condition ¢, any concrete tuple t € y(t*) yield the corresponding concrete pre-condition
¢ € p(¢°) to either true or false, since we loose precision when moving from concrete to a domain of abstraction. Thus,
VG € (G*) where G* = Gyes U Ginay, We can write

G=Gy UG, UGy, where Gy € 7(Gyes) and Gy’ U Gr € Y(Gnay)

where G, and G, are the set of concrete tuples for which ¢ evaluates to true, and Gyis the set of concrete tuples for which ¢
evaluates to false.
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Since the concrete aggregate functions s are always applied on (G, U G,) for which ¢ evaluates to true, we get

Gys(GyUGH)=G

From the monotonicity property of fi, we get
fn@IGy] < fu(e)[Gy U Gy < f(e)[G]

or
fn(e)[Gy] < s(e)[Gy UGy’ < fn(e)[G], since fn=s

or
a<sX)<b

where X is obtained by evaluating e over the tuples of (G, U G,").
or

min®(a%) < s(X) < max*(b*)
or

S(X) € Y([min*(a*), max*(b*)])
or

s(X) € P(s* (X))

Thus, the abstract aggregate functions s* are sound. O

9.5. Abstract UPDATE, INSERT, and DELETE statements

The abstract semantics of UPDATE, INSERT and DELETE statements in an abstract domain of interest are defined below:
Abstract UPDATE statement: Let Cypgqee = {update(vq,€),¢p) be an UPDATE statement with target(Cypgace) =t. Let
Cupda[e_ (update® (vd,e”) ¢°> and t* be their abstract versions in the abstract domain corresponding to Cupdate and t

respectively, such that target(C;,4,) = t*. According to the abstract semantics of Cj,y,,, We get

S*[ Chpdare (0 pe) = S*[ Cupdate’ (vh,€),6° > 1(pp.pr) = (P o)
where
Pe 1, (X DUPe | (X )Upe | (X)) i Xogiv
P (X )= E'[€ 1Py |, yropa) UME] € 100 |, 2P E L X 1P, U P | 41X

if x* is the ith component of ”?1 and ¢ is the ith component of et

By the notations t* | ,¢°, t* | ,¢" and t* | ;* we denote the set of abstract tuples in t* for which ¢* evaluates to true, unknown
and false respectively. The operator U stands for computing least upper bound component-wise, ie. u(X* Y*) =
{lub(x;,y%) | xf e X' A yieYF).

Abstract INSERT statement: Let Cf,,,, = <insert (vd,e”) ¢*> and t* be an abstract INSERT statement and an abstract table
corresponding to their concrete versions Cier and t respectively, such that targer(Cmsert) =t*. According to the abstract
semantics of C,,, we get

S*[ Chere [(peespr) = S Cimsert* (v5,€9),6° > 1(ps.par) = (s Pa:)

where
let v_i; =(d,d, ...,y =attr(t?), and E*[ €% [(pg)=r1% = (ri,rh, .. 1%y,
and I}, = <r% /a5, r% /a5, ... ,r%/ab >, and ptq(x“)zp[,ulﬁew(x’*).

Abstract DELETE statement: Given an abstract delete statement Clg = <delete;(v3),d)4> with target(Clyje) =t* corre-
sponding to the concrete statement Cyejere and concrete table t respectively. According to the abstract semantics of Czelete-
we get

S*[ Cltere 1 (pre2pr) =S {delete’ W3).¢7> 1(pepa) = (PisPa)

where p: (x“):p[z;lu ¢;(><7’) Upe |, ¢t(X?).
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9.6. Soundness of abstract SQL statements

Given an abstraction, let T and T be a concrete and abstract table respectively. The correspondence between T and T*

are described using the concretization and abstraction maps y and o respectively. If Gy and C* are representing the SQL

queries on concrete and abstract domain respectively, let Ts and T, are the results of applying Cs, and C* on the T and T*

respectively. The following fact illustrate the soundness condition of abstraction:

G
T ‘;”Trcs Cy (Tgr’c)

T

u <

T‘:*:>T

Lemma 7. Let T* be an abstract table and C* be an abstract query. C* is sound if VT € p(T%). ¥Csqi € P(C*) : Cyqu(T) = p(C*(T%)).

Proof. The computation of an abstract query C* on an abstract table T* can be defined as the computation of the composite
function formed from its syntactic functional components. Consider the following abstract SELECT statement:
Coy = Cselect (FF(e%), r*(h* (xF)), ¢}, g7 (€.
and an abstract table T* where target(C%,) = T*. We get the abstract result as follows:
& = funcy[T*] = (F*(e*) o r*(h* (x)) 0 b 0g* (e 0 $)T)
where func?, = ff ) ort(h* (¢ Nodioghet)og’.
Let Cg € Y(CZ,) and T e p(T%). The computation of Gy on T is defined as
& =funce[T] = ( f(€)Or(h(®)Oh, 0gE@)OH)T]

where funce, =f(€)or(h(X))0 ¢, 0Z@) 0.
We already proved that all syntactic abstract functional components in CZ, are sound with respect to their
corresponding concrete counter-part. As the composition of sound abstract functions always yield to another sound

abstract function, we get the abstract function func, is sound w.r.t. funcy,. Thus, C%,; is sound, i.e. & € y(&). Similarly, we
can prove the soundness for other SQL statements as well. Therefore, VT € p(T%). YCyq € 7(C) : Coqu(T) = p(C*(T?)). O

9.7. Abstract UNION, INTERSECTION, MINUS operations

Given any abstract SQL statement C*, the result of it over an abstract database can be denoted by the tuple
& = (Ergy Ery>

where ﬁ;es is the part of the result for which semantic structure of ¢* evaluates to true and éfmy represents the remaining
part for which ¢* evaluates to T.?

Now we describe how to treat UNION, INTERSECTION and MINUS operation over an abstract domain so as to preserve
the soundness.

9.7.1. Abstract UNION operation
Let, C=C,; unION C; be a concrete query and dB be a concrete database. Let &, = [ C; ] (dB) and &, = [ C; | (dB) be the result
of the evaluation of C; and G, on dB. Clearly, £ = [ C](dB) =& U &,.

When we move from a concrete to an abstract domain of interest, let C; and C? be the corresponding abstract versions
of G and C, respectively. Let dB* be an abstract database corresponding to dB w.r.t. this abstraction. We can denote the
result of the execution of Cf and C? on dB® as follows:

& =[C B = (&g Ernay, >

éﬁ = [Cﬁ ]](qu) = <5;es,.v£fnay, >
The abstract version of C is defined as C* = Cf unTON ? C}, where the abstract union operation UNTON  is defined as:
& = [C*](dB) = [ C} unToN® C?|(dB*) = [ C] [ (dB*) unTON? [[C}|(dB") = ¢ unTON* &

=< é;es,-éfnay, > UNTON® <f;es,'£fnayr )= <(€;es, U i;esr)-((ﬁfnay, U ffnay,)\(éjes, u é;esr))>

2 When SQL statement uses aggregate functions s*, application of s* over a group G’ yields a single row in &*. This row belongs to é:,my only if all rows

of that group belong to G;,,,, otherwise it belongs to cff,es.
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Observe that the first component of &, ie. (f;es, U é;es,‘) represents the yes-part of the result for which abstract pre-

condition evaluates to true, whereas the second component ((éimyl U é,“my')\(f;esl u ff,es')) represents the may-part of the

result for which the abstract pre-condition evaluates to T.

Example 4. Consider the database of Fig. 1 that contains the concrete table e, and consider the following SELECT

statement:

C3=C; UNION G,=SELECT 3% FROM temp WHERE Age > 15 UNION SELECT 3% FROM tem, WHERE Age > 42
where C;=SELECT % FROM t.,, WHERE Age > 15,

and C,=SELECT % FROM tey, WHERE Age > 42.

If we execute C3 on temp, We get the result ¢; shown in Table 11.
By following the same abstraction and concretization mapping of Example 2, we get the abstract version of C; as follows:

C5 =C] UNION * Cj= SELECT *# FROM t},, WHERE Age’ > *[12,24] UNION * SELECT *% FROM ¢, WHERE Age’ > [25,59]

where ‘> #" appearing in pre-condition over the domain of intervals is defined as

true if I; > h;
[li,hi] > 4[lj,hj]é false lf l_, > h;
T otherwise

The execution of the query C; in Table 6 yields to the result shown in Table 12(a), where the tuples with eID* equal to 2, 7,
8 belong to &gy, and the tuples with elD* equal to 1, 3, 5, 6 belong to &yes- Similarly, the execution of the query C? yields to
the result shown in Table 12(b), where the tuples with eID? equal to 1, 3, 5 belong to &may, and one tuple with elD* equal to
6 belongs to ¢, . Thus, the result of abstract computation of C} involving UNTON ? is depicted in Table 12(c). Observe that

Table 11
&3: result of C3 (concrete).

elD Name Age Dno Pno Sal Child-no
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
3 Joy 50 2 3 2300 3
5 Deba 40 3 4 3000 5
6 Andrea 70 1 2 1900 2
7 Alberto 18 3 4 800 1
Table 12
Abstract computation of C5.
elD? Name* Age’ Dno* Pno* Salf Child-no*
(a) &: result of C}
1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
7 Alberto [12,24] 3 4 [500,1499] Few
8 Bob [12,24] 2 3 [2500,10 000] Medium
(b) &: result of C;
1 Matteo [25,59] 2 1 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
(c) égz resulting table after performing unION *
1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
7 Alberto [12,24] 3 4 [500,1499] Few
8 Bob [12,24] 2 3 [2500,10 000] Medium
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in the result &3, the yes-part &, = (& USy) CONtains the tuples with elD* equal to 1, 3, 5, 6 and the may-part

Emays = (Crmay, U Emay W(Eres, U Epe)) contains the tuples with elD* equal to 2, 7, 8. Here the abstraction is sound i.e. & € y(&5).

9.7.2. Abstract INTERSECTION operation
Let, £ = [ C](dB) be the result of executing a concrete query C on a database dB, where C=C; INTERSECT C. It is clear
that ¢ = ¢, n ¢, where &= [C](dB) and &, = [ C; ] (dB), according to the concrete intersection operation INTERSECT.

Let C}, C; and dB* be abstract queries and abstract database corresponding to C;, C- and dB respectively w.r.t. an abstract
domain of interest. Let & = [ C} [(dB%) = <&y Engy, > and & = [CF1(ABY) = <&y, -
The abstract version of C is, thus, defined as C* = C; INTERSECT ? C7, where abstract intersection operation INTERSECT
# is defined as follows:
& = [C*](dB) = [ C] INTERSECT* Cf [(dB%) = [ C} |(dB®) INTERSECT® [ C} |(dB*) = ¢ INTERSECT® &
= < éj/es,-éfnayl > INTERSECT; <£§e§y!£ﬁ1ayr > = < (é;esl n é;esr)v((éfnayl n ér) ) (éfnayr n i;:))>

where the first component (ff,esl al é;es,) represents the yes-part of the result, whereas the second component ((5;@, N
ED U &gy, NED) represents the may-part of the result.

Example 5. Consider the concrete table t.np in Fig. 1 and the following SELECT statement:

C4=C; INTERSECTION C,=SELECT % FROM temp WHERE Age > 15 INTERSECT SELECT % FROM ten, WHERE Age > 42

where C;=SELECT 3 FROM tem, WHERE Age > 15,
and C,=SELECT % FROM t.m, WHERE Age > 42.

If we execute C4 on temp, we get the result £, shown in Table 13.
The corresponding abstract query Cj, by following the same abstraction and concretization mapping of Example 2, is as
follows:

C;3=SELECT “% FROM t;,,, WHERE Age’ > *[12,24] INTERSECT * SELECT *% FROM ¢

emp emp

WHERE Age* > #[25,59]

The execution of the queries C; and C; on Table 6 yields to the result shown in Table 14(a) and (b) respectively. The result
of abstract computation of C; involving INTERSECT  is depicted in Table 14(c), where the yes-part 5;es4 = (5;5, N éf,esr)

contains only one tuple with eID* equal to 6 and the may-part &, = ((Ergy, N E) U (Erngy, N ED) contains the tuples with

Table 13
&,: result of C4 (concrete).

elD Name Age Dno Pno Sal Child-no
3 Joy 50 2 3 2300 3
6 Andrea 70 1 2 1900 2

Table 14

Abstract computation of Cj.

elD* Name* Age* Dno* Pno* Sal® Child-no*
(a) &: result of C}
1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
7 Alberto [12.24] 3 4 [500,1499)] Few
8 Bob [12.24] 2 3 [2500,10 000] Medium
(b) &: result of C?
1 Matteo [25,59] 2 1 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
() cfZ: resulting table after performing INTERSECT *
1 Matteo [25,59] 2 1 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
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elD* equal to 1, 3, 5. Here the abstraction is sound i.e. &, € y(éﬁ).

9.7.3. Abstract MINUS operation

If we treat an abstract minus operation MINUS * in a similar manner as of concrete MINUS, we cannot preserve the
soundness. This happens due to the overapproximated results of the query on right side of MINUS * operation that removes
more information from the result of the query on the left side of MINUS *. So in order to preserve the soundness, we have to
treat MINUS * differently.

Con51der an abstract SQL statement of the form C* = C; MINUS® C;. Let the result for Cf and C: be & = ¢

= (&yes Emay, > Tespectively.
The difference operation MINUS * over an abstract domain is defined as follows:

& =& MINUS® & = ( &y Emay, > MINUS® (Xijps oy > = C(Epos \(Eres, N Epes D (Emay,\Eimay, N Epes, ) D

Observe that the first component (éﬁes,\( Ches, N éﬂes )) represents the yes-part for which the abstract pre-condition strictly
evaluates to true, whereas the second component (‘fmay,\(fmay, N fies )) represents the may-part for which the abstract pre-
condition evaluates to T.

> and

éf}
yes;? maJ’I

Example 6. Consider the database of Fig. 1 that contains concrete table t.;,, and consider the following SELECT statement:

Cs=C; MINUS C,=SELECT % FROM tem, WHERE Age > 15 MINUS SELECT % FROM ten, WHERE Age > 42
where C;=SELECT % FROM tem, WHERE Age > 15,
and C,=SELECT % FROM t,;, WHERE Age > 42.

If we execute Cs on tmp, we get the result s shown in Table 15.
By following the same abstraction and concretization mapping as of Example 2, we get the abstract version of Cs as
follows:

Ci =Cj MINUS * Cf= SELECT *# FROM t},,, WHERE Age’ > *(12,24] MINUS * SELECT **FROM t},,, WHERE Age’ > *[25,59]

The execution of the query C; and C? in Table 6 yields to the results shown in Table 16(a) and (b) respectively. In
Table 16(a), the tuples with elD? equal to 2, 7, 8 belongs to 5may, whereas the remaining four tuples belong to &
Similarly, in Table 16(b), the tuple with eID* equal to 6 belongs to des , whereas the remaining three tuples belong to &

yes

may,*

Table 15
&s: result of Cs (concrete).

elD Name Age Dno Pno Sal Child-no
1 Matteo 30 2 1 2000 4
2 Alice 22 1 2 1500 2
5 Deba 40 3 4 3000 5
7 Alberto 18 3 4 800 1
Table 16

Abstract computation of C.

elD? Name* Age® Dno* Pno* Sal* Child-no*

(a) Result of C}

1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
7 Alberto [12,24] 3 4 [500,1499] Few
8 Bob [12,24] 2 3 [2500,10 000] Medium
(b) Result of C}
1 Matteo [25,59] 2 1 [1500,2499] Medium
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
6 Andrea [60,100] 1 2 [1500,2499] Few
(c) ig: resulting table after performing MINUS #
1 Matteo [25,59] 2 1 [1500,2499] Medium
2 Alice [12,24] 1 2 [1500,2499] Few
3 Joy [25,59] 2 3 [1500,2499] Medium
5 Deba [25,59] 3 4 [2500,10 000] Many
7 Alberto [12,24] 3 4 [500,1499] Few
8 Bob [12,24] 2 3 [2500,10 000] Medium
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Thus, (e \(Eyes, N &es,)) CONtains the tuples with eID* equal to 1,3, 5, whereas (&g, \(Emay, N Eyes,) CONtains the tuples with
elD? equal to 2, 7, 8. The result of Cf involving MINUS # is depicted in Table 16(c). Observe that the abstraction is sound i.e.
és € “/(52).

9.8. Abstract control statements

Given an abstraction, the correspondence between the instructions I and its abstract versions I* for the conditional and
while statements are

e “if b then Iy else I,” is abstracted by
if (b° =true) then I? elseif (b* = false) then I else I} L L;

e “while b do I” is abstracted by FIX F* where F* is the functional corresponding to the concrete while statement.
10. Formal semantics of SQL statements with co-related and non-co-related subquery

A subquery is a query that is nested inside a SELECT, UPDATE, INSERT, or DELETE statement, or inside another subquery.
Subquery can be nested inside a WHERE or HAVING clause of an outer statement, or inside another subquery. A subquery
can appear anywhere where an expression can be used, if it returns a single value. However, in practice, there is a limit on
the levels of nesting based on the available memory and the complexity of the other expressions in the query.

Many queries can be evaluated by executing the subquery once and substituting the resulting value or values at the
place of subquery.

In queries that include a co-related subquery (also known as a repeating subquery), the subquery depends on the outer
query for its values. That means that the subquery is executed repeatedly, once for each row that might be selected by
outer query.

If a table appears only in a subquery and not in the outer query, then the columns from that table cannot be included in
the output.

The following example illustrates the co-related subquery which finds the name and location of those department
under which the average salary of all employees is greater than or equal to 1000

SELECT Dname,Loc FROM tgep WHERE 1000 < (SELECT AVG(Sal) FROM temp WHERE temp.Dno = taept-Deptno)

Here the subquery is co-related because the value of the subquery depends on the value of the attribute (tge,:.Deptno)
which is the part of a table in the outer query.
But the following subquery is non-co-related:

SELECT Dname, Loc FROM tgo,; WHERE Deptno = SOME (SELECT Dno FROM temp WHERE Sal > 1500)

Let Csq be a query having C;q, as a subquery. Suppose, T = {t,t5,...,tp} and T" = {t},t, ...t} are the set of tables
explicitly appears in Gy and Cat respectively, where t% =t; x t; x --- x ty and t" =t} x th x -+ x th,.

Definition 7 (Co-related subquery). Ci is co-related if 3x e attr(t°*") such that x used in Car-

The syntax of the Cyy = (Asq,¢ > with one level nested subquery is

1. <select(va, f(f?’), r(h()’(’))‘ sz(cselect”)v g(?)), ¢1 (C;elect) iz
2. < update(v} , E)- d)(cselect) >

3. (insert(vy, €), ¢(Cselect)

4, < delete, ¢(Cselect) >

where Ceerects Clyjoee AN Ceeleee” do not have any nested subquery.
We use the following idea to describe the semantics of SQL statement with co-related nested subquery.
Suppose t°“‘ is partitioned into a set of mutual exclusive tables (i ranges over the number of rows of t°"‘. Each table

" contains a distinct row of t°%. So, if there are k rows in t°, after partitioning we get k tables t§*f,¢3", ... 2!,

Now the following steps are executed k times fori=1,...,k:
1. t; =94 x ¢,
2. Execute the subquery C;q, on the environment (p,p,) with target(C;ql) =t

3. Substitute the result obtained in step 2 at the place of the subquery Coql and execute the outer query Cyy on the
environment (P, P,) With target(Cgq) =t
4. Get the final result by taking union of all the results for all i obtained in step 3.
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10.1. SELECT statement with co-related subquery

10.1.1. Formal semantics of SELECT statement with co-related subqueries

S[ < select(va,f(€).r(N(E)),d2(Cloiec) E @) D1 (Coeiee) > 1.(ParPa)
= S[[ < seleCt(vav r(’_‘i()_f))nf(a )' ¢2(C;/elect)1§(zv§))v ¢‘l (C;elect) > J] g(pt”'“ U ptg" U p[;" vpu)

where target(Cl,,,.,) = {t"} and target(Ceepeer”) = {t1}.
=(J;SI <select(va,r(hZ).f(€), 3.8, > | (pgu.pg), Where

Let ] = 9 x " and £ =t x £, and S[ Clypoe 1(011.0) = t; and
ST C;/elect ﬂ(ptiz'pa) = tg/ with targer(c;elect) = {t} }, target( ;/elect) = {tiz}’ and

(/)ll = 4)1 [pt;(a/)/cgelect] and 4)12 = ¢2 [pt;’(a//)/cgelect]
with a' = attr(t;) and a” = attr(t})

10.1.2. Illustration of the semantics of SQL statement with co-related subquery using an example
Consider the database instance in Fig. 3 and the following SELECT statement with a co-related subquery:

SELECT Dname,Loc FROM tgepy WHERE 1000 < (SELECTAVG(Sal) FROM tempWHERE Do = Deptno)

From the above query we get the following information:

® T = {tgep}, and thus, t = tep,
® T = {temp), and thus, t™ = temp,
[ ] Q=SELECT Dname, Loc FROM tgepy WHERE 1000 < Q),
where Q':SELECT avG(Sal) FROM temp WHERE Dno = Deptno.

Now we illustrate the operations step by step.

Step 1. Partition the table t°“* into a set of tables t{"* each containing one distinct row from t°“*;
In the example, t° = t4,, with three rows. So, after partitioning we have three distinct tables t§*, t3*, t3" as
shown in Table 17(a)-(c) respectively.

Step 2. Execute the following steps, for i=1, 2, 3:

Step (2a). Perform t; =t x ™", i=1, 2, 3:
In the example, £ = tepm,. Thus, for three partitions £, t5* and t§, performing the above operation we get ty, t,
and t; respectively, as shown in Table 18(a)-(c).

a b
elD Name Age | Dno | Pno Sal
7 | Matteo | 28 | 2 7| 2000 De’;'"o E:\;I’:t':e Tﬁ‘r’lﬁ M”‘TD
2 Stefano 30 1 2 1500 .
2 Computer Venice 1
3 luca 25 ! 2 1700 3 Physics Mestre 5
4 | Aberto | 35 | 3 4 | 800 y

Fig. 3. Database dB.

Table 17
Partitions of tgept.

Deptno Dname Loc MngriD
(a) g
1 Math Turin 4
(b) tglif
2 Computer Venice 1
(c) 15
3 Physics Mestre 5
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Step (2b).

Step (2c).

Step (2d).

Step (2e).
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Table 18
t; =t x temp fori=1,2,3.

Deptno Dname Loc MngrID elD Name Age Dno Pno Sal
@t = t‘]’”t X temp
1 Math Turin 4 1 Matteo 28 2 1 2000
1 Math Turin 4 2 Stefano 30 1 2 1500
1 Math Turin 4 3 luca 25 1 2 1700
1 Math Turin 4 4 Alberto 35 3 4 800
(b) t= fgm X temp
2 Computer Venice 1 1 Matteo 28 2 1 2000
2 Computer Venice 1 2 Stefano 30 1 2 1500
2 Computer Venice 1 3 luca 25 1 2 1700
2 Computer Venice 1 4 Alberto 35 3 4 800
(c) t3 =t x temp
3 Physics Mestre 5 1 Matteo 28 2 1 2000
3 Physics Mestre 5 2 Stefano 30 1 2 1500
3 Physics Mestre 5 3 luca 25 1 2 1700
3 Physics Mestre 5 4 Alberto 35 3 4 800
Table 19
Tables t;/, t;’ and t3'.
AVG(Sal)
(@) tr’ 1600
(b) &’ 2000
(c) t5 800
Table 20
SIQiN)(P gert ,pg), fOr i=1,2,3.
Dname Loc
(a) Math Turin
(b) Computer Venice

(c) Empty

Execute the inner query Q' on the environment (P, Pq) With target(Q) = {t;} and get the results as t/, fori=1, 2, 3:
In the example, we have three table environments p, corresponding to t; for i=1, 2, 3. Thus, the execution of the
inner query Q' over (p,,p,) yields to three results t,’,t," and t3’ respectively as follows:

(i) t; =S[ SELECT avc(Sal) FROM t; WHERE Dno = Deptno [[(pg,,04),

(i) t,, =S| SELECT ave(Sal) FROM t, WHERE Dno = Deptno [y, 0,),

(iii) t; =S[ SELECT avc(Sal) FROM t; WHERE Dno = Deptno [ (P, Pq)-

The resulting tables t), t;, and t; are shown in Table 19(a)-(c) respectively.
Substitute the result p,(d) where @ = attr(t;), in place of subquery Q' and get the corresponding outer query Q
with target(Q;) = {7} fori=1, 2, 3:
In the example, p,(avG(Sal)) returns three values 1600, 2000, and 800 for i=1, 2, 3. So after substituting them in
place of subquery Q' we get the following three final queries:

(i) Q1= SELECT Dname, Loc FROM t$"* WHERE 1000 < (1600),

(ii) Q2=SELECT Dname, Loc FROM t$"* WHERE 1000 < (2000),

(iif) Q3=SELECT Dname, Loc FROM t$"' WHERE 1000 < (800).

Execute Q; over the environment (pue,p,), for i=1, 2, 3:

The execution of Q;, Q> and Qs over ('ptdep[,pa), (P gent, Pg) AN (0 aene, o) gives the results shown in Table 20(a)-(c)
respectively. Observe that the execution in the third case results into an empty table.

Get the final result of the query Q = UiS[[Qi](pt;m,pa), fori=1, 2, 3:

In the example, S[Q (P U pyin, o) =S[ Q[ (Pr,,,, Y Pro,P)=S[ Q1 [ (P gau,pg) US[ Q2 [ (P 1gu, )V S[ Q3 [ (P gz, pq)-
The result is shown in Table 21
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Table 21
SIQN(P e U pe,1Pq)-

Dname Loc
Math Turin
Computer Venice

10.2. SELECT statement with non-co-related subquery
10.2.1. Formal semantics of SELECT statement with non-co-related subqueries
S[ < select(va.f(€ ),Y(E(X')),%(Csezeaz)-g ©).91(Csetect,) > 1.(0a:Pa)

= 5[[ < 5“’:‘16(1-(1/11-f(é7 )-r(ﬁ()?))-d)z(cselectz)-g(é))-¢1 (Cselecn ) > ]g(pt"“[ U ptil" U p[izn 'pa)
where targer(cselectl) = {ti1n} and targer(cselectz) = {tén}- = S[[ <SElECf(Ua,f(E’).T(H(?'))-¢§'§(§))-¢’1 > ]]g(pt"“f'pa)- where

S[[ Cselecn ](ptg"vpa) =t and S[[ Cselectz J](P['Z"vpa) =t andqﬁ’l = d)l [Pt' (a’)/cselectl] and ¢’z = ¢2[pt”(a”)/cselectz]

with a = attr(t') and a” = attr(t")

10.2.2. Illustration of the semantics of SELECT statement with non-co-related subquery using an example
Consider the following SELECT statement with non-co-related subquery and the database instance dB as depicted in Fig. 3:

SELECT Dname, Loc FROM tgepe WHERE Deptno = SOME(SELECTDNOFROMtempWHERESal > 1500)
From the above query we get the following informations:
® T = {tgep}, and thus, t = tep,
® T = {temp}, and thus, t™ = temp,

® Q = SELECT Dname, Loc FROM teepr WHERE Deptno = SOME(Q"),
where Q' = SELECT Dno FROM tem, WHERE Sal > 1500.

Now we illustrate the operations step by step.

Step 1. Execute the inner query Q' on the environment (p,n,p,) and get the result as t':
In the example ™ = t,m, and thus, the semantics execution of Q' on (PtompPa) yields to the resulting table t’, shown
in Table 22.

Step 2. Substitute the result p,(d) with d = att(t’) in the place of subquery Q’, and get the corresponding outer query Q:
As p.(Dno) return the <2,1,1). Substituting it at the place of Q’, we get

Q=SELECT Dnarme, Loc FROM tg,, WHERE Deptno = SOME(2,1,1)

Step 3. Execute Q over the environment (pou,,):
The execution of Q over (pjau,p,), i.e. S[Q[(py,,,.P,) Yields to the result shown in Table 23.

10.3. Formal semantics of UPDATE/INSERT/DELETE statement with co-related subquery

S[[ <Asql'¢(cselect)> ]];(pd'pa) = S[[ <Asql’¢(cselect)> ﬂ;(ptour ) /Jtm.[)a) where target(Cselect) = {tin}
= UIS[[ <A541'¢i> ];(Pt;;ur,pa)

where

Let t; = 9 x t™, and S[ Csetect 1(0y,,0q) = ti With target(Ceetecr) = {ti}, ande; = ¢[0,.(@)/Cselece] With a = attr(ty).
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Table 22
Table t' =S[Q'1(py,,P0)-

Dno

2
1
1

Table 23
S[QIPey,, Pa)-

Dname Loc
Math Turin
Computer Venice

10.4. Formal semantics of UPDATE/INSERT/DELETE statement with non-co-related subquery

S[[ <Asql'¢(cselect)> ﬂ(pdvpa) = S[[ <Asql'¢(cselect)> J](pt"“’ U Pin vpa)
= S[[ <Asql-¢/> ](pt"“"pa) where S[ Cselect ﬂ(ptfﬂ-pa) =t and ¢/ = (/)[p[(a)/cselect] with a = attr(t)

11. Applications

The abstraction of relational database system has many interesting application areas. Let us discuss in detail a few
of them.

11.1. Observation-based fine grained access control

The granularity of traditional access control mechanism is coarse-grained and can be applied at database or table level
only. The Fine Grained Access Control (FGAC) mechanisms [3], on the other hand, provides the safety of the database
information even at lower level such as individual tuple level or cell level. However, in traditional FGAC, the notion of
sensitivity of the information is too restrictive (either public or private) and impractical in some real systems where
intensional leakage of the information to some extent is allowed with the assumption that the power of the external
observer is bounded. Thus, we need to weaken or downgrading the sensitivity level of the database information, hence,
consider a weaker attacker model. The weaker attacker model characterizes the observational characteristics of the
attacker and can be able to observe specific properties of the private data. For instance, suppose the database in an online
transaction system contains credit card numbers for its customers. According to the disclosure policy, the employees of the
customer-care section are able to see the last four digits of the credit card numbers, whereas all the other digits are
completely hidden. The traditional FGAC policy is unable to implement this type of security framework without changing
the database structure. To cope with this situation, we introduced an Observation-Based Fine Grained Access Control
(OFGAC) mechanism [16] for Relational Database Management System (RDBMS) based on the Abstract Interpretation
framework. In this setting, data are made accessible at various level of abstraction based on their sensitivity. For instance,
the credit card number “3456 1985 5672 1856”, according to the policy, will be viewed as *“**** **** **** 1856”. Therefore,
unauthorized users are not able to infer the exact content of a cell containing confidential information, while they are
allowed to get partial information out of it, according to their access rights. Recently, we extended this OFGAC framework
to the context of XML documents [17].

11.2. Persistent watermarking

In the existing watermarking schemes of relational databases [18], the watermark is generated and embedded based on
the database content. As a result, the watermark verification phases completely rely on the database content. In other
words, the success of the watermark detection is content dependent. Benign updates or any other intensional processing of
this content may damage or distort the existing watermark, leading the detection phase almost infeasible. In [19,20], we
address the issue of persistency of watermarks that serves as a way to recognize the integrity and ownership proof of the
database, while allowing the evaluation of the database content by queries in a set of queries Q. The proposed algorithms
generate the watermark by exploiting the information in the static part of the database states and the invariants of the
database information represented by semantics-based properties. The static part contains the data cells of the database
state that are not affected by the queries in Q at all. The semantics-based properties are extracted from a form of abstract
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database, and these include Intra-cell (IC), Intra-tuple (IT), and Intra-attribute among-tuples (IA) properties. The IC
property deals with the properties of individual cells obtained from non-relational abstract domain. The IT property deals
with the inter-relation between two or more attribute values in the same tuple represented by the elements from
relational abstract domain (e.g., the domain of octagons, polyhedra, etc.). The IA property is obtained from the set of
independent tuples and can be represented by either relational or non-relational abstract domain.

11.3. Cooperative query answering

The traditional query processing system requires the users to have precise information about the problem domain,
database schema, and database content. It always provides limited and exact answers, or even no information at all when
the exact information is not available in the database. To remedy such shortcomings, the notion of cooperative query
answering [1,2] has been explored as an effective mechanism that provides users an intelligent database interface to issue
approximate queries independent to the underlying database structure and its content, and supplies additional useful
information as well as the exact answers. As an example, in response to the query about “specific flight departing at 10 a.m.
from Rome Fiumicino airport to Paris Orly airport”, the cooperative query answering system may return “all flight
information during morning from airports in Rome to airports in Paris”, and thus, the user will be able to choose other
flights from nearby airports if specific flight is unavailable. Searching approximate values for a specialized value is
equivalent to find an abstract value of the specialized value, since the specialized values of the same abstract value
constitute approximate values of one another. In [21], we introduced three key issues: soundness, relevancy and
optimality of the cooperative answers, which can be used as a milestone to compare different cooperative schemes in the
literature. In addition, we proposed a cooperative scheme based on the Abstract Interpretation framework to address these
key issues as well.

11.4. Static analysis framework for the transactions to optimize the integrity constraint checking

In [22,23], the authors introduce the way to optimize integrity constraints checking for a transaction at compile-time to
reduce the run-time overhead. They consider only the object-oriented databases where the initial databases are
represented in the form of first order logic formulas (treated as abstract form of databases). They use predicate
transformer as a way to provide the abstract interpretation of the transactions so as to collect the run-time behavior of
the transaction at compile-time. Our proposal, similarly, can serve as a semantics-based static analysis framework for the
applications or transactions that interact with relational databases.

11.5. Property-based querying and approximate query answering

Other applications include property-based querying where users are mostly interested in answers based on some
specific properties of the database information, rather than their exact content. Also abstraction of database system can
serve as a way to answering queries approximately in order to reduce query response times, when the precise answer is
not necessary or early feedback is helpful [24].

12. Related works

Most popular commercial and open source databases currently in use are based on the relational data model which
serves as a formal basis for relational database system. The relational model of data was first proposed by Codd in 1970
[25]. In [26], Codd defines a collection of operations on relations which is defined as Relational Algebra.

Relational Calculus is based on a branch of mathematical logic called predicate calculus. In 1967, possibly, Kuhns first
used the idea of predicate calculus as the basis for query language in [27]. The applied form of predicate calculus
specifically tailored to relational databases was proposed by Codd [26]. A language explicitly based on that calculus called
“Data Sublanguage ALPHA” was also presented by Codd in [28].

In [11], the authors describe the formal semantics of SQL using a formal model, called Extended Three Valued Predicate
Calculus (E3PVC). This model is basically based on a set of rules that determine a syntax-driven translation of SQL queries.
These rules allow the transformation of a general E3VPC expression to a canonical form, which can be manipulated using
traditional, two-valued predicate calculus and solves the equivalence of SQL queries.

The Relational Algebra and Relational Calculus can be used as a model for designing many approaches to query
optimization. Many works [8,12,29,10] on semantics and optimization of SQL queries focussed on the approach of
translating SQL to a formal language.

Bultzingwloewen [8] gives a precise definition of the semantics of SQL queries having aggregate functions and identifies
some problems associated with optimization along with their solutions. Here the semantics is defined by translating SQL
queries into extended relational calculus expressions based on the work in [9] where the extension of relational algebra
and relational calculus is achieved by including aggregate functions only in a natural manner. Moreover, he considers the
NULL values as well in the extended version of relational algebra and relational calculus. He proved that these extended
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relational calculus and relational algebra are equivalent and have the same expressive power. He also discussed a new
general processing strategy for aggregate functions.

In [12], the authors proposed a syntax directed translator of SQL into relational algebra. This is done in two steps:
transform SQL queries into equivalent SQL queries accepted by restricted grammar and then transform the restricted one
into relational algebra expression. The translator can be in conjunction with an optimizer which operates on the relational
algebra expression. This translator defines the semantics of the SQL language and can be used for the proof of equivalence
of SQL queries with different syntactic forms. Translation of SQL into equivalent relational algebra via relational calculus is
also presented in [29]. However, this translation is not optimized.

13. Conclusions

As far as we know this is the first attempt to formalize a Concrete/Abstract semantics for SQL query languages within
the Abstract Interpretation framework. This framework can serve several purposes, like (i) property-based query
answering, (ii) cooperative query processing, (iii) static analysis of the transactions to optimize the integrity constraint
checking, (iv) to provide observation-based fine grained access control to the database information, (v) approximate
query answering, (vi) persistent watermarking, (vii) to provide users either partial view or “customized replicas” of the
database, etc.
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