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ACTIONABLE KNOWLEDGE AND STRATEGIC DECISION
MAKING FOR B10- AND AGROTERRORISM | HREATS:
BuiLpING A COLLABORATIVE EARLY WARNING CULTURE

Per-Ake Mrtensson, Lars Hedstrém, Bengt Sundelius, Jeffrey E. Skiby, Armin Elbers, and Rickard Knutsson

Current trends in biosecurity and cybersecurity include (1) the wide availability of technology and specialized knowledge
that previously were available only to governments; (2) the global economic recession, which may increase the spread of
radical non-state actors; and (3) recent US and EU commission reports that reflect concerns about non-state actors in
asymmetric threats. The intersectoral and international nature of bioterrorism and agroterrorism threats requires col-
laboration across several sectors including intelligence, police, forensics, customs, and other law enforcement organiza-
tions who must work together with public and animal health organizations as well as environmental and social science
organizations. This requires coordinated decision making among these organizations, based on actionable knowledge and
information sharing. The risk of not sharing information among organizations compared to the benefit of sharing
information can be considered in an “information sharing risk-benefit analysis” to prevent a terrorism incident from
occurring and to build a rapid response capability. In the EU project AniBioThreat, early warning is the main topic in
work package 3 (WP 3). A strategy has been generated based on an iterative approach to bring law enforcement agencies
and human and animal health institutes together. Workshops and exercises have taken place during the first half of the
project, and spin-off activities include new preparedness plans for institutes and the formation of a legal adviser network
for decision making. In addition, a seminar on actionable knowledge was held in Stockholm, Sweden, in 2012, which
identified the need to bring various agency cultures together to work on developing a resilient capability to identify early
signs of bio- and agroterrorism threats. The seminar concluded that there are a number of challenges in building a
collaborative culture, including developing an education program that supports collaboration and shared situational

awareness.
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VARIOUS BIOLOGICAL AGENTS SUCH AS BACTERIA, para-
sites, toxins, and viruses may be deliberately spread
through feed, food, water, or air with the intent to cause
harm and panic.' Therefore, it is important for emergency
organizations to understand the threats and consequent
risks, and risk intelligence experts have to make agencies in
charge aware of these threats and risks. The understanding
among organizations is crucial, and actionable knowledge is
a concept that is relevant to the everyday world of prac-
tice.>® Furthermore, agencies have to have response plans
in place and keep their capabilities updated. An awareness
procedure for accurate risk and threat assessment, assess-
ment of vulnerabilities, and modeling of bio- and agro-
terrorism scenarios enables improvements in cooperation
among intelligence, law enforcement, public health, and
animal health communities: the “one health” concept.
Thus, a successful strategy to counter bio- and agroterror-
ism requires cooperation among agencies that traditionally
may have been reluctant to share information.* The EU
CBRN Action Plan is an example of an effort to improve
cooperation among agencies; it includes a generic approach
that is appropriate for chemical, biological, radiological,
and nuclear incidents (ie, horizontal actions).’ There is also
a need for specific action under each category (eg, specific
biological incident actions). In addition to the EU CBRN
Action Plan, the EU has a counter terrorism strategy.® In
Europe, these strategic documents form the basis for early
warning and decision making on bio- and agroterrorism
threats (Figure 1).

As an example, bioterrorism in the food chain is com-
plex.” For multidisciplinary threats such as bio- and agro-
terrorism, agencies and organizations that respond to these
threats need to take a common approach so as to be able to
communicate with, understand, and respond to each other.
Therefore, preparedness organizations cannot hold on to
relevant information, or knowledge and details of a situa-
tion. Instead, sharing relevant information among involved
preparedness organizations will facilitate the response to
these types of threats and risks.

The Stimson Center report New Information and In-
telligence Needs in the 21 Century Threat Environment says
that globalization requires that warning be a part of various
analytical processes,® 3 of which are explained: (1) warning
as a byproduct of daily expert activity, (2) persistent sur-
veillance for a specific outcome with routine reporting, and
(3) strategic reconnaissance by looking for early signs of
threat and opportunities.® In addition to establishing an
effective biological warning system, there needs to be an
understanding of the existence of a dynamic baseline—that
is, what is the normal level of incidence, morbidity, and
mortality for a specific disease in a specific area? Too often,
baseline data are incomplete because they are collected
sporadically, not shared properly, complex, and involve a
disease that is understudied or caused by a novel pathogen.

Early warning decision making is complicated. To
achieve a coordinated decision-making process, shared sit-
uational awareness and availability of coordinated external
information must be based on information sharing and

Figure 1.
www.liebertpub.com/bsp
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Example of a model illustrating generic measures from the EU CBRN Action Plan. Color images available online at
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actionable knowledge. Efficient “sense making” is impor-
tant before decision making, followed by “meaning mak-
ing.”® Early warning decision making based on signs of
early threats requires a strategic planning process and
structured analytical techniques.

STRATEGY NEEDED

To get to a common approach, a program is needed that in-
cludes many levels of education, shared experience, and different
tools. In the AniBioThreat project, several of these elements have
been developed. One of the 6 work packages (WPs) focuses on
early warning (WP3), and a strategy has been generated. The
strategy is based on the following 6 strategic challenges:

1. Cooperation—Cooperation is needed to improve na-

tional and international collaboration. Covert and overt
incidents will lead to various early warning and response
activities. In a covert incident, which is characterized by an
unannounced release, the early detection and consequent
warning and response will be driven by public and animal
health organizations. But an overt incident is characterized
by the fact that the perpetrator claims responsibility, so the
response will primarily be law enforcement—driven. For-
ensic capabilities must be in place in both types of attacks.
Cooperation between the relevant agencies is a key re-
quirement for bioterrorism countermeasures and pre-
paredness. '
2. Surveillance awarenes—Few surveillance systems
have been specifically designed for collecting and analyzing
darta for the early detection of bioterrorism events. ~ Law
enforcement organizations need to be aware of passive and
active animal disease surveillance, as well as other types of
surveillance, such as pandemic surveillance, biosurveillance,
and medical intelligence. The public and animal health
organizations also need to have a general overview of how
the intelligence agencies work. There is a need for at least a
minimum level of education and training in surveillance
techniques. Collective intelligence and crowd sourcing,
such as social media, are also examples of crucial indicators
to consider.

3. Weak signals—Both in intelligence and disease sur-
veillance, identification of weak signals is crucial because
these might be the first signs of a suspect situation (high
sensitivity). But because of the generally low specificity of
these signs, an agency can be overwhelmed by investigating
false-positive signals to exclude the presence of an unde-
sirable pathogen or disease. A framework for computer-
supported outbreak detection is a basis for early detection
of diseases."” Inference-based statistical approaches and
Bayesian networks are useful in developing a clinical deci-
sion support system (CDSS) for early detection, and they
can help to filter signs that need follow up.'* It is important
to have methods for processing large volumes of data,
identifying weak signals, analyzing multiple indicators, and
accounting for spatial structure.'”
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4. Keeping abreast of advances and trends in the life sci-
ences—It is important to be aware of activities in the life
sciences—for example, synthetic biology that enables
proliferation of pathogenic DNA.'® Research trends and
developments in the life sciences need to be followed up. It
is also important to be aware of volunteer communities
such as DIYBio (a do-it-yourself community), which
operates in more than 30 countries and shares virtual
laboratories.'”"'®

5. Information sharing and communication plans—From
earlier bioterrorism exercises and workshops in AniBio-
Threat, it has become apparent that a key obstacle is the
lack of a formalized cooperation and coordination structure
for sharing critical information across disciplines.*'* Media
management and crisis communication are key aspects,
which require communication plans and integrated un-
derstanding of new means and forms of information dis-
semination. The legal framework for sharing information
and documents is also a challenge for agencies.

6. Joint situational awareness and coordinated decision
making—There is a need for a decision-making framework
for bioterrorism incidents. Two key phases in such a
framework are preevent planning, and incident character-
ization and initial response.”® The work is related to Action
B.14 in the EU CBRN Action Plan, in which it is re-
commended that a bio-specific checklist of requirements
for consequence management be developed. Therefore,
various common operating picture platforms for coordi-
nated decision making are needed (Figure 2).

The WP in AniBioThreat that focuses on early warning
is run by partners from 2 EU member states, the Nether-
lands and Sweden. The national emergency organizations
from these countries have identified a need to work closely
together throughout the project. This collaboration in-
cludes planning how a response to a bio- or agroterrorism
attack should be organized. The results of the work will be
helpful when judging the current animal disease surveil-
lance system with respect to the detection of an animal
bioterrorism attack. In addition, strategies are needed to
facilitate the national activities for a future crisis manage-
ment doctrine or framework based on CBRNE generic
measures for coordinated decision making and crisis com-
munication. The work will be integrated and coordinated
with the national CBRNE activities, including use of cor-
rect terms and improving forensic awareness, training, and
exercises. Based on the strategy, 2 questions have been

identified:

1. How can links be established among different sectors,
such as intelligence, law enforcement, public health, and
animal health organizations?

2. How can AniBioThreat reach out to member states to
support the national preparedness efforts?

AniBioThreat has an iterative approach to improve
awareness among individuals and organizations through the

Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science
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Figure 2.

use of R&D activities, study visits, mobility programs,
workshops, training events, and exercises.

SEMINAR, WORKSHOPS,
AND TABLE-TOP EXERCISE

On November 20, 2012, a seminar on actionable knowl-
edge was organized at the Swedish National Defense
College (FHS). Participants from intelligence, law en-
forcement, and animal health organizations were present,
and Ken Knight, Analytical Director at CENTRA Tech-
nology, Inc., gave a keynote lecture about actionable
knowledge. The purpose of the seminar was to apply the

Table 1. Attitudes Toward Willingness to Work Across Sectors

Model illustrating early warnings system and signs of early threats

concept of actionable knowledge to strengthen the capa-
bility of decision makers and communicators to prevent,
prepare for, respond to, and follow up a crisis. The seminar
included a small bio- and agroterrorism exercise that used a
quad-chart analysis focused on expert identification of the
factors most likely to affect the future of bio- and agro-
terrorism and an analytic process to prompt thinking about
the potential consequences of alternative futures. The
seminar identified several needs for the future, especially
education needs. In addition, the seminar identified
awareness and generic core values and principles for indi-
viduals and organizations to facilitate a culture that will
build collaborative bridges between various sectors and
agencies (Table 1).

AniBioThreat
Core Values Core Principles Core Values AniBioThreat Activities
Integrity Objective Collaborative Research & development
Competence Economy of resources Learning PhD students
Courage Unity of command Efficient Study visits
Teamwork Security Alert Mobility program
Delegation Simplicity Robust Workshop

Training
CLEAR Exercise

The table presents a summary of values and principles presented at the seminar in combination with values and activities performed in AniBioThreat.
The 2 left-hand columns depict generic values; the 2 right-hand columns depict core collaborative values and activities that are critical to the

AniBioThreat project.

Volume 11, Supplement 1, 2013
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Concerning early warning and decision making, several
workshops and smaller tabletop exercises have taken place.
Two workshops in decision making concerning bio-
terrorism prevention and response have been held in
AniBioThreat. On March 15, 2012, the first workshop
took place in Stockholm. The aim was to gather decision
makers from intelligence, law enforcement, and public
and animal health organizations to create trust and cred-
ibility for future joint interagency activities concerning
bioterrorism preparedness. It was a 1-day workshop with
30 participants in which each sector and organization gave
oral presentations concerning how to work on informa-
tion and decision making. Working with a multiagency
approach requires bridging mechanisms. The workshop
resulted in improved awareness about information cul-
tures in intelligence, police, and animal and public health
sectors that will help decision makers to understand the
complexity of coordinated decision making before and
during a bioterrorism event. Furthermore, the workshop
provided insight into the challenges for sharing informa-
tion, and it was decided to have a follow-up workshop
with more hands-on scenarios.

The second AniBioThreat decision-making workshop
took place on September 12, 2012, in Stockholm, Sweden,
with the same organizations invited as in the first workshop.
After an introduction with a follow up from the first
workshop, the participants were split into 2 working groups
with approximately 15 people in each group. Each group
was given a scenario. Group 1 was given an overt bio-
terrorism scenario in which the perpetrator claims respon-
sibility for releasing a disease-causing agent. The second
group was given a covert bioterrorism scenario, character-
ized by an unannounced release. A deliberate release of a
disease-causing agent may not be evident until unexpected
illness among animals and humans is recognized. From this
workshop it was concluded that decision makers must be
trained for both overt and covert incidents.

A table-top exercise was held on November 28, 2012,
with decision makers from the 2 previous workshops. The
aim of the 1-day table-top exercise was to create a common
understanding of how the emergency preparedness system
should interact for effective cross-sector collaboration to
prevent and respond to a bioterrorism incident. The exercise
also aimed to identify, interpret, and apply common generic
processes and methods for operational decision making and
communication. There are many juridical challenges to
handling a bioterrorism incident, and the exercise clearly
demonstrated the need for a legal advisory network linked to
the decision-making process. The exercise also identified the
need for interoperable communication across sectors.

On June 27, 2012, a meeting was arranged in the Hague
between AniBioThreat and the National Coordinator for Se-
curity and Counterterrorism (NCTV) and the National Crisis
Centre (NCC) of the Netherlands. The experiences gained
from these activities will be used to develop a bio-specific
checklist for consequence management and decision making.
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DiscussioN

Disease outbreaks have a severe impact on public health
and the global socioeconomy.”' Global surveillance and
early warning are crucial in preventing spread of disease.
“Sense making” applies to all types of crisis manage-
ment.” This was discussed at the 2 decision-making
workshops, the seminar, and the table-top exercise in
AniBioThreat; all these activities identified a need to
improve common awareness about existing surveillance
and early warning systems in the various domains. In law
enforcement, Interpol has since the beginning of the 20th
century reported biological incidents in a “biocrime da-
tabase.””* In recent years, Interpol has also produced a
report (BioT Quarterly Report) covering bio-crimes (in-
tentional) and bio-risks (unintentional).?> The United
Nations Office for Disarmament Affairs has initiated
work on developing a biological incident database.* In
addition to global efforts, there are national efforts for
gathering information about bio-incidents in combina-
tion with other CBRN incidents—for example, the
Australian CBRN database from the Australian Federal
Police (AFP).>

The AniBioThreat project focuses on bridging security,
safety, and research. To enhance global response, we must
build bridges between disease surveillance networks and
international organizations.”® There are many animal and
public health early warning and surveillance systems in
place monitored by organizations such as the World Health
Organization (WHO),?” the Food and Agricultural Orga-
nization of United Nations (FAO),?® and the Office In-
ternational des Epizootes (OIE).”

The complex nature of bio- and agroterrorism threats
requires multisectoral intelligence that can be seen as the
aggregated competence of a broad range of expertise to
make use of a broad spectrum of technologies. Education
is needed to circumvent “mental gaps” in awareness
about various agency cultures. Training and education
on early warning and decision making must be provided
at all levels. A special focus should be on how to use
available data and how to collectively respond to it. The
training and education need to include the following
points:

* Warning is meaningless unless it leads to improved de-
cision making, response options, and resilience;

* Warning is a specialized discipline with specialized tools
and techniques;

* Warning expertise is required; having only technical or
subject matter expertise is not enough;

® To continue with the early warning work in AniBio-
Threat, there is a need to operate in 3 dimensions: (1)
early detection for rapid response, (2) persistent moni-
toring of known threat scenarios, and (3) horizon scan-
ning for future and emerging threats.

Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science
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A WoRrRD oN WARNING EXPERTISE

Warning is about generating actionable foresight, in order
to improve system-wide decision making, develop better
contingency and response options, and increase overall re-
silience. It involves alerting recipients to potential chal-
lenges (and opportunities) with sufficient insight and in
sufficient time for them to shape events, prepare more fully
for future contingencies, develop and implement mitiga-
tion options, and respond to, exploit, and/or more quickly
recover from disruption. Warning depends, as much as
anything, on an analytic mindset that assumes the next
major discontinuity is already taking shape and on analytic
processes designed to resolve that hypothesis.

Building effective warning systems is difficult. The na-
ture of surprise—by definition, a deviation from the most
likely or expected event—presents an incredible analytic
challenge. Experts can spend their entire careers without
ever experiencing a major one. Often, the earliest signs of
change are weak, fragmentary, ambiguous, and/or contrary
to existing assumptions and judgments, making it hard to
determine whether the next moment is going to be signif-
icantly different from the last. Experts have developed so-
phisticated analytic frameworks that allow them to process
large amounts of information, distinguish the important
from the interesting or unimportant, and put major de-
velopments into context. They are right more often than
not, but when the underlying fundamentals that shape a
given subject shift, or new patterns emerge, expert mind-
sets—culturally encoded by background, education, and
experience—can find it extremely difficult to recognize,
challenge, and overcome the new situation. This is espe-
cially true during crisis situations, when time and other
pressures make it problematic to step back and reexamine
basic assumptions and analytic perspectives. Perception
biases, mirror imaging, molding data to fit what we expect
to see, and drawing inappropriate or obsolete analogies are
the foundations of surprise.

Effective warning requires analytic systems to identify
the processes and patterns that define “normal”; establish
information sources, criteria, and metrics to detect (as early
as possible) that the situation is moving away from “nor-
mal”; and develop and employ sophisticated threshold
criteria to determine how far from “normal” things must be
before a warning is issued. That means developing an in-
tegrated analytic capacity to rapidly synthesize multiple
complex factors, proactively engage and apply knowledge
from diverse expert sources, and readily employ tools and
techniques designed to deal with huge amounts of data,
challenge base assumptions, spot emergent patterns and
behaviors, handle multiple potential outcomes, and address
significant complexity, ambiguity, and uncertainty. Warn-
ing professionals can have various backgrounds such as
epidemiologists, statisticians, or communicators, but they
can also be data analysts capable of working on technical
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programs on surveillance for bioterrorism'®> and global
health surveillance.?%!

Building an effective biological event warning system
will require the merging of 3 fields of expertise: animal-
biological, intelligence and security, and warning. The EU
project AniBioThreat currently involves the first 2. It is
imperative that warning experts be brought on board to
provide the training and knowledge necessary to augment,
focus, and synthesize all 3 areas of expertise to build a
warning system that can operate across the full spectrum of
biological event challenges.

THREE-DIMENSIONAL WARNING CAPACITY

Deliberate and naturally occurring biological threats pose at
least 3 distinct warning challenges, and an effective bio
warning system should have 3 elements: (1) early detection
for rapid response, (2) persistent monitoring of known
threat scenarios, and (3) horizon scanning for future and
emerging threats and opportunities. A future goal is a 1-
week facilitated training exercise (and 1 or more follow-up
events) that will bring together warning, animal disease,
and security experts to begin the process of creating a 3-
dimensional warning (3DW) system based on the EU
project AniBioThreat. Training, facilitation, and 3DW
system development will be built around the ideas, con-
cepts, and outcomes outlined below.

Early Detection, Rapid Reporting

Some potential threat issues—an infectious disease out-
break or a bioterrorism attack, for example—put a very
high premium on warning system speed because warning-
dependent response mechanisms must be quickly im-
plemented if the situation is to be effectively neutralized or
contained. An early detection, rapid reporting (EDRR)
warning system must provide early detection, accurate
event characterization, rapid warning report formulation,
and fast, comprehensive dissemination in order to meet
recipient response, containment, and recovery imperatives.
That means creating a system capable of wide-area moni-
toring of diverse information sources, and rapid review,
processing, and reporting of intelligence and information of
all types concerning events of critical interest. EDRR sys-
tem output would typically consist of descriptive snapshots
or summaries that provide real-time or near-real-time
alerting and situational awareness (who, what, when,
where) and are disseminated to essential decision and re-
sponse stakeholders with minimal delay. An EDRR warn-
ing system would depend on the following:

* Reliable access to all (or as much as possible) relevant
information and reporting on developments throughout
the area of interest (geographic and/or functional,) re-
gardless of the source;
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* Automatic (or near-automatic) data integration, sorting,
processing, prioritization, and display;

e Full-spectrum analytic expertise (drawing on diverse ex-
pertise across administrative, geographic, and functional
boundaries);

e Threshold criteria—either pre-identified or the result of
analyst judgment—used to sort critically important from
interesting and unimportant information and developments;

* Rapid report generation; and

* Direct communications access to decision and response

staff.

Persistent Surveillance
of Known Threats

Some biothreat-related warning events would be monitored
using a persistent surveillance analytic approach. Planning
and preparation for a bioterror attack, or systematic disre-
gard of safety regulations at an animal slaughterhouse, for
instance, can theoretically be identified and described ahead
of time. Moreover, because these and similar scenarios
would play out more slowly over time and involve poten-
tially detectable and/or observable actions, they might be
uncovered by an analytic framework focused on systematic
change detection. Such a system would start with expert
identification of critical parameters—for example, potential
perpetrators, likely or historic methods of attack, critical
targets, key elements and vulnerabilities in the animal bio
infrastructure—and use these parameters to build an in-
formation collection and a persistent monitoring capability
centered on specific indicators associated with event time-
lines, actors, behaviors, organizations, facilities, and the
like. A generic model of a persistent surveillance of known
threats (PSKT) warning system is shown in Table 2.

PSKT warning systems can detect early (albeit ambig-
uous) indications that the warning event may be unfolding,
enable systematic tracking of the situation as it evolves, and
generate tactical precision on the pace, scale, and timing of
threat developments. Ideally, PSKT warning reports will
provide enough information, with enough lead time, for
recipients to take decisions and actions to deter, prepare for,
and/or mitigate the worst consequences of the event. PSKT
warning systems depend on:

e Prior identification of the “bad outcome” (knowing
precisely what to warn about);

* Detailed knowledge of warning event dynamics (enough
to build chronological timelines [scenarios] depicting
how the situation would move from “normal” to “cri-
sis”);

* Analyst development of timeline-associated change de-
tection indicators;

¢ Continual collection of information on critical indicator
facilities, processes, entities, and events;

* Systematic monitoring by knowledgeable analytic staff;
and

e Continuing interaction between warning analysts and
decision makers.

Stmtegic Reconnaissance

of the Emerging Environment

EDRR and PSKT warning systems are less useful for issues
that cannot be fully framed or described ahead of time;
present little historical context for building timelines, in-
dicators, and normalcy patterns; and cannot be systemati-
cally monitored by traditional means—in short, issues that
change dramatically or emerge unexpectedly from the
complexity and dynamism of today’s world. Biotechnology
and the nature of terrorism are 2 issues whose dimensions,
characteristics, and areas of intersection might evolve along
multiple paths at different speeds over time.

Anticipating dynamic, emerging challenges requires an-
alysts to continually scan and probe the environment for
undetected or weak signs of change, risk, and opportuni-
ty—much like broad area surveillance radar—and be able
to meaningfully assess, explore, categorize, and track those
over time. This means building comprehensive and en-
during analytic processes to systematically examine the
forces and factors driving strategic change and identify,
assess, and prioritize “over-the-horizon” challenges and
opportunities. An effective strategic reconnaissance of the
emerging environment (SREE) system should integrate
horizon scanning, risk assessment, and other “best of class”
futures-oriented analytic techniques to look beyond tradi-
tional sources of information and normal time scales, ex-
plore ideas at the margins of current thinking and planning,

Table 2. Overview of a Generic Persistent Surveillance of Known Threats (PSKT)

Defining Normal

Recognizing Important Deviations

Deciding When to Warn

® Baseline threat assessment

¢ Identifying threat-related events,
groups, individuals, goals, structures,
methods of operation, attack means,
general targets, etc.

® Applying specific criteria to readily dis-
tinguish signal from noise

® Keyed to sources, unusual activities
or behaviors, consistent or repeated
themes, key events, etc.

® When new information and analysis
changes the baseline assessment

® When analysts are compelled to convey
new judgments regarding likelihood,
timing, target, method, scale, etc.,
of potential events

Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science
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and examine novel and unexpected issues. Building that
system would require at least the following basic steps:

¢ Identify the most important change agents with respect
to political, economic, social, technological, military,
environmental, and other sponsor-identified topics of
interest;

e Identify the most important sources of information rel-
ative to each change agent topic;

* Regularly monitor critical information sources most
likely to reflect the emerging stages of an issue’s devel-
opment;

* Apply advanced analytic tools (eg, web content extrac-
tion, event data and sentiment analyses, data integration
and visualization, decision support, human terrain
mapping, and others) and integrate them with more
traditional expert-based analytic processes; and

* Have experts regularly review and analyze via clustering,
ranking, and voting.

The future training and education needs for involved
players in the EU project AniBioThreat will include a focus
on (1) generic methodology; (2) creating a collaborative
culture, based on a developed formalized strategic analytical
working process; and (3) a commonly monitored early
warning system based on shared criteria and pre-identified
critical factors.

The contribution of a focused education and training
activity will be a common collaboration process and
working tool for early warning among the involved players.
The rest of the AniBioThreat project period will be pro-
posed to be an evaluation of the developed collaborative
working process and the early warning system. The training
and education program is planned to take place during the
end of the project and will be planned within the AniBio-
Threat project together with American partners. The next
step in AniBioThreat is to continue to perform joint edu-
cation, joint training, and joint exercises. The outcome of
the training and education will be presented in the im-
plementation of the EU CBRN Action Plan and also for
generic national crisis management systems and homeland
security systems.

CONCLUSION

The actionable knowledge seminar concluded that there are
a number of challenges that need to be overcome in order to
build a collaborative culture among emergency organiza-
tions involved in early warning of bio- and agroterrorism.
To support sustainable collaboration and shared situational
awareness, specific education programs must be developed.
Moreover, shared means for communicating information
that may start informally but eventually result in standard
operating procedures (SOPs) must be considered. Fur-
thermore, exposure of communities involved in available
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techniques and tools that can be used for shared situational
analysis and early warning is important. The established
strategy in AniBioThreat and the early warning WP builds
on the development of collaborative processes for what
needs to be done. From these collaborative processes,
concerning bio- and agroterrorism, it has been concluded
that a joint early warning system should be developed that
merges methodologies of law enforcement and public and
animal health authorities. A common method of education
must be set up to develop indicators that can form the basis
for early warning. In conclusion, this study provides
guidance to build a collaborative early warning culture in
order to develop a future workforce that is responsive to
unconventional threats.
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