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Abstract

Fault localization is a core element in fault management. Many fault reasoning techniques
use deterministic or probabilistic symptom-fault causality model for fault diagnoses and
localization. Symptom-Fault map is commonly used to describe Symptom-Fault causality
in fault reasoning. However, due to lost and spurious symptoms in fault reasoning systems
that passively collect symptoms, the performance and accuracy of the fault localization
can be significantly degraded. In this paper, we propose an extended Symptom-Fault-
Action model to incorporate actions into fault reasoning process to tackle the above prob-
lem. This technique is called Active Integrated fault ReasonfigR), which contains

three modules: fault reasoning, fidelity evaluation and action selection. Corresponding
fault reasoning and action selection algorithms are elaborated. Simulation study shows
both performance and accuracy of fault reasoning can be greatly improved by taking ac-
tions, especially when the rate of spurious and lost symptoms is high.
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1. INTRODUCTION

Fault localization is a basic component in fault management system because it identifies
the fault reason which can best explain the observed network disorders. Most fault rea-
soning algorithms use a bipartite directed acylic graph to describe the Symptom-Fault
correlation, which represents the causal relationship between eaclf;fanll a set of its
observed symptomSy, [4]. Symptom-Fault causality graph provides a vector of correla-
tion likelihood measurg(s;|f;), to bind a faultf; to a set of its symptomsy, .

Two approaches are commonly used in fault reasoning and localization: passive di-
agnosis ([2], [4], [3], [7] and active probing ([6], [5], [1], [9]). In passive approach, all
symptoms are passively collected and then processed to infer the root faults. In active
approach, faults are detected by conducting a set of probing actions. Passive approach
causes less intrusiveness in management networks. However, it may take long time to
discover the root faults, particularly if symptom loss ratio is high. On the other hand, al-
though active probing approach is more efficient to identify faults quickly, probing might
cause significant overhead particularly in large-scale networks. In this paper, we propose
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Figure 1. Action-Symptom-Fault Model

a novel fault localization technique that integrates the advantage of both passive and ac-
tive monitoring into one framework, callefctive Integrated fault Reasoniray AIR. In

our approach, if the passive reasoning is not sufficient to explain the problem, AIR selects
optimal probing actions to discover the most critical symptoms that are important to ex-
plain the problem but they have been lost or corrupted during passive fault reasoning. Our
approach significantly improves the performance of fault localization while minimizing
the intrusiveness of active fault reasoning.

AIR consists of three modules: Fault Reasonif@]); Fidelity Evaluation §'E); and
Action SelectiondS). Fault reasoningmodule passively analyzes observed symptoms
and generates a fault hypothesis. The fault hypothesis is then siaélity evaluation
module to verify if the fidelity value of the reasoning result is satisfactory. If the correlated
symptoms necessary to explain the fault hypothesis are observed (i.e. high fidelity), then
fault reasoning process terminates. Otherwise, a list of most likely unobserved symptoms
that can contribute to the fault hypothesis fidelity is sent toatt#on selectiormodule,
which then performs selected actions to determine which symptoms has occurred but not
observed (i.e. lost) and accordingly adjust hypothesis fidelity value. If the new fidelity
value is satisfactory, then the reasoning process terminates; otherwise, the new symptom
evidence is fed into th&ault reasoningmodule to create a new hypothesis. This process
is recursively invoked until a highly credible hypothesis is found.

The paper is organized as follows. In section 2, we discuss our research motivation
and the problem formalization. In section 3, we describe the components and algorithms
of AIR. In Section 4, we present a simulation study to evaluate AIR performance and
accuracy. In Section 5, related work is discussed. In section 6, we give our conclusion and
future work.

2. MOTIVATION AND PROBLEM FORMALIZATION

In general, active fault management does not scale well when number of managed nodes
or faults grow significantly in the network. In fact, some faults such as intermittent reach-
ability problem may not even be identified if only active fault management is used. How-
ever, this can be easily reported using passive fault management systems because agents
are configured to report abnormal system conditions or symptoms such as high average



Notation  Definition

Sy, a set of all symptoms caused by the faglt
F, a set of all faults that might cause symptemn
So a set of all observed symptoms so far
So, a set ofobservedsymptoms caused by fauft
Su, a set ofnot-yet-observe@ost) symptoms caused by the fayfjt
h; a set of faults that constitute a possible hypothesis that can exgdain
i3] a set of all different fault hypothesés;, that can explair o
SN a set of correlated but not-yet-observed symptoms associated with any fault in a hypothesis
Sv a subset of5 v, which includes symptoms that theixistencés confirmed
Su a subset o5y, which includes symptoms that theion-existencés confirmed

Figure 2. Active Integrated Fault Reasoning Notation

packet drop ratio. On the other hand, symptoms can be lost due to noisy or unreliable
communications channels, or they might be corrupted due to spurious (untrue) symptoms
generated as a result of malfunctioning agents or devices. This significantly reduces the
accuracy and the performance of passive fault localization. Only the integration of active

and passive reasoning can provide efficient fault localization solutions.

To incorporate actions into traditional Symptom-Fault model, we propose an extended
Symptom-Fault-Action model as shown in Fig. 1. In our model, actions are properly se-
lected probes or test transactions that are used to detect or verify the existence of observ-
able symptoms. Actions can simply include commonly used network utilities, like ping
and traceroute; or some proprietary fault management system, like SMRM [1]. We as-
sume that symptoms are verifiable, which means that, if the symptom ever occurred, we
could verify the symptom existence by executing some probing actions or checking the
system status such as system logs.

In this paper, we usé&’ = {fi, f2,...,fn} t0o denote thefault set and S =
{s1, s2,...,sm} to denote thesymptom sethat can be caused by one or multiple faults
in F. Causality matrixPrxs = {p(s;|f;)} is used to define causal certainty between
fault f;(f; € F) and symptorrs;(s; € S). If p(s;|f;) = 0 or1 for all (4, ), we call
such causality model a deterministic model; otherwise, we call it a probabilistic model.
We also used = {ay,...,a;} to denote the list of actions that can be used to ver-
ify symptom existence. We describe the relation between actions and symptoms using
Action Codebookepresented as a bipartite graph as shown in Fig. 1. For example, the
symptoms; can be verified using actiosy, or a;. The Action Codebook can be defined
by network managers based on symptom type, the network topology, and the available
fault diagnostic tools. The extended Symptom-Fault-Action graph is viewed as a 5-tuple
(S,F, A, Ey, E5), where fault setF’, symptom setS, and action setd are three inde-
pendent vertex sets. Every edgeln connects a vertex i and another vertex it to
indicate causality relationship between symptoms and faults. Every edgjecionnects a
vertex inA and another vertex iff to indicate the Action Codebook. For convenience, in
Fig. 2, we introduce the notations used in our discussion throughout this paper. The basic
Symptom-Fault-Action model can be described as the following:

e For every action, associate an action veitexa; € A;
e For every symptom, associate a symptom vesiex; € S;
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Figure 3: Active Action Integrated Fault Reasoning

e For every fault, associate a fault vertgx f; € F';

e For every faultf;, associate an edge to eagltaused by this fault with a weight equal
to p(si| fi);

e For every actiom;, associate an edge of weight equal to the action cost to each symp-
tom verifiable by this action.

The performance and accuracy are the two most important factors for evaluating fault
localization techniques. Performance is measured by fault detectiorftimvaich is the
time between receiving the fault symptoms and identifying the root faults. The fault diag-
nostic accuracy depends on two factors: (1) the detection rafjoahich is the ratio of
the number ofrue detected root faultsk; is the total detected fault set) to the number of
actual occurred faultgy, formally o = % and (2) false positive ratigd), which
is the ratio of the number dalsereported faults to the total number of detected faults;
formally 3 = % [4]. Therefore, the goal of any fault management system is to
increasey and reduce? in order to achieve high accurate fault reasoning results.

The task of the fault reasoning is to search for root fault8'ibased on the observed
symptomsS,. Our objective is to improve fault reasoning by minimizing the detection
time, T' and the false positive rati@, and maximizing the detection ratio,

In order to develop this system, we have to address the following three problems: (1)
Given the Fault-Symptom correlation matrix and the set of observed symptem)s (
construct a set of the most possible hypotheges; {h1, ha,...,hy}, h; C F, that can
explain the current observed symptoms; (2) Given a set of possible hypotheses, find the
most credible hypothesis, that can give the best explanation for the current observed
symptoms; (3) If the selected hypothesis does not satisfy fidelity requirement, then given
the unobserved symptontsy and select the minimum-cost actions to search for an ac-
ceptable hypothesis. In the following, we will discuss the solution for each problem.



3. ACTIVE INTEGRATED FAULT REASONING

The Active Integrated Fault Reasoning (AIR) process (Fig. 3) includes three functional
modules: Fault Reasonindg’'R), Fidelity Evaluation £ F), and Action SelectionA.S).

The Fault Reasoning module takes passively observed symgignas input and re-

turns fault hypothesis s as output. The fault hypothesis setmight include a set of
hypothesesi(, ho, . . ., h,,) where each one contains a set of faults that explains all ob-
served symptoms so far. Thehjs sent to the Fidelity Evaluation module to check if any
hypothesis hi§; € ®) is satisfactory. If most correlated symptoms necessary to explain
the fault hypothesié; are observed (i.e. high fidelity), then the Fault Reasoning process
terminates. Otherwise, a list of unobserved symptdis,that contribute to explain the

fault hypothesigh; of the highest fidelity, is sent to the Action Selection module to de-
termine which symptoms have occurred. As a result, the fidelity value of hypothesis

is adjusted accordingly. The conducted actions return the test result with a set of existing
symptomsSy, and non-existing symptonts;. The corresponding fidelity value might be
increased or decreased based on the action return results. If the newly calculated fidelity is
satisfied, then the reasoning process terminates; othersiis&;; are sent as new input

to the Fault Reasoning module to create a new hypothesis. This process is repeated until
a hypothesis with high fidelity is found. Fidelity calculation is explained later in this sec-
tion. In the following, we describe the three modules in detail, then discuss the complete
Active Integrated Fault Reasoning algorithm.

3.1 Heuristic Algorithm for Fault Reasoning

In the Fault Reasoning module, we useantribution function C(f;), as a criteria to

find faults that have the maximal contribution of the observed symptoms. In the proba-
bilistic model, symptons; can be caused by a set of faults (f; € F,) with different
possibilitiesp(s;|f;) € (0,1]. We assume that the Symptom-Fault correlation model is
sufficient enough to neglect other undocumented faults (i.e., prior fault probability is very
low). Thus, we can also assume that symptgmwill not occur if none of the faults in

F,, happened. In other words, § occurred, at least ong (f; € Fs,) must have oc-
curred. However conditional probabilip(s;| f;) itself may not truly reflect the chance of
fault f; occurrence by observing symptosn For example, in Fig. 1, by observing,

there are three possible scenarifishappenedj, happened or both happened. Based on
the heuristic assumption that the possibility of multiple faults happened simultaneously is
low, one of the faults f; or f2) should explain the occurrence of. In order to measure

the contribution of each faulf; to the creation of;, we normalize the conditional prob-
ability p(s;|f;) to the normalized conditional probabilify(s;|f;) to reflect the relative
contribution of each faulf; to the observation of;.

ey plsilf)
P(silfi) Efieri p(silfi) Y

With 5(s;|f;), we can compute normalized posterior probability;|s;) as follows.
R p(silfi)p(fi)
i|Si) = < 2
Pk = s il fowl ) @




p(fi|s:) shows the relative probability of; happening by observing.. For example, in
Fig. 1, assuming all faults have the same prior probability, #hgh|s1) = 0.9/(0.9 +
0.3) = 0.75 andp(fa|s1) = 0.3/(0.9+ 0.3) = 0.25. The following contribution function
C(f:) evaluates all contribution factofg f;|s;), s; € So, with the observatiorby,, and
decides whichf; is the best candidate with maximum contribution vallief;) to the
currently not yet explained symptoms.

P
o) = prusso PI1) .
o si€sy, D(filsi)

Therefore, fault reasoning becomes a process of searching for theffaulith max-
imum C( f;). This process continues until all observed symptoms are explained. The con-
tribution functionC'(f;) can be used for both deterministic and probabilistic model.

In the deterministic model, the more the number of symptoms observed, the stronger
the indication that the corresponding fault has occurred. Meanwhile, we should not ig-
nore the influence of prior fault probabiliy( f;), which represents long-term statistical
observation. Since(s;|f;) = 0 or 1 in the deterministic model, the normalized condi-
tional probability reflects the influence of prior probability of fagjt Thus, the same

contribution function can seamlessly combine the effegt(gf) and the ratio of'é‘;i“

together.

In the fault reasoning algorithm, first it finds the fault candidate/$eincluding all
faults that can explain at least one sympten(s; € So), then it calls the functiodf U ()
to generate and update the hypothesisisantil all observed symptomS, can be ex-
plained. According to the contributiof'(f;) of each faultf; (f; € Fc¢), algorithm 1
searches for the best explanatiorsgf, which is currently observed but not yet explained
symptom by the hypothesis; (lines 2-12). HereSx = So — Uy, en, So, and initially
Sk = So. If multiple faults have same contribution, multiple hypotheses will be gen-
erated (lines 13-17). The searching procdg#/{ will recursively run until all observed
symptoms explained (lines 18-24). Notice that only those hypotheses with minimum num-
ber of faults that cover all observed symptoms are includedd®nfiines 23-24).

The above Fault Reasoning algorithm can be applied to both deterministic and proba-
bilistic models with same contribution functi@i f;) but different conditional probability

p(sil fi)-
3.2 Fidelity Evaluation of Fault Hypotheses

The fault hypotheses created by the Fault Reasoning algorithm may not accurately deter-
mine the root faults because of lost or spurious symptoms. The task of the Fidelity Eval-
uation is to measure the credibility of hypothesis created in the reasoning phase given the
corresponding observed symptoms. How to objectively evaluate the reasoning result is
crucial in fault localization systems.

We use the fidelity functio” D(h) to measure the credibility of hypothedisgiven
the symptom observatiosy, . We assume that the occurrence of each fault is independent.



Algorithm 1 Hypothesis Updating AlgorithrilU(h, Sk, Fip)

Input: hypothesi#, observed but uncovered symptom Sgt, fault candidate sef'p
Output: fault hypothesis sédt

Cmaz =0
: forall f; € Fp do
if C(fi) > cma= then
Cmax < (fl
Fg «—
Fs «— FsU{fi}
else

if C(fi) = ¢maq then
Fg — FsU{f;}

end if

end if

. end for

:forall f; € Fs do

hi —hU{fi}

Sk, — Sk — So,

Fp, — Fp —{fi}

. end for

:forall Sk, =0do

19: if Sk, = 0 then

20: d — dU{h;}

21: endif

22: end for

23: if ® # () then

24:  return< ® >

25: else

26:  /*No h; can explain allSo*/

27. forall h; do

28: HU(h;, Sk, Fp;)

29: end for

30: end if
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e For deterministic model:

P
cen 190:1/157]
FD(h) = —fich 1 70 n 4

e For probabilistic model:

Qs Soens, (4 _Qf<eh(1 — p(silfi)))
FD(h) = — i€ i o &
seso (= T en(l—p(silfi))

®)

Obviously in the deterministic model, if the hypotheaiss correct,F"D(h) must be
equal tol because the corresponding symptoms can be either observed or verified. In the
probabilistic model, if related symptoms are observed or verifi&d(%) of a credible
hypothesis can still be less tharbecause some symptoms may not happen even when
the hypotheses are correct. In either case, our fidelity algorithm takes in consideration
a target Fidelity Thresholdy' Dy resmorp, that the user can configure to accept hy-
pothesis. System administrators can define the threshold based on long-term observation
and previous experience. If the threshold is set too high, even correct hypothesis will be
ignored; but if the threshold is too low, then less credible hypothesis might be selected.

Fidelity evaluation function is used to evaluate each hypothesis and decides if the
result is satisfactory by comparing to the pre-defined threshold value. If an acceptable
hypothesis that matches the fidelity threshold exists, the fault localization process can



Figure 4: Symptom-Action Bipartite Graph

terminate. Otherwise, the best available hypothesis and a non-empty set of symptoms
(S~) would be verified in order to reach a satisfactory hypothesis in the next iteration.

3.3 Action Selection Heuristic Algorithm

The main reason to verify the existence of symptoms rather than faults is that symptoms
are noticable/visible consequences of faults and thus they are easier to track and verify.
The task of Action Selection is to find the least-cost actions to vefify(unobserved
symptoms) of the hypothesis that has highest fidelity. As the sisg,ajrows very large,

the process of selecting the minimal cost action that verifigsbecomes non-trivial.

The Action-Symptoms correlation graph can be represented as a 3-tuieE) graph

such thatA and S are two independent vertex sets representing Actions and Symptoms
respectively, and every edgdn E connects a vertex; € A with a vertexs; € S with

a corresponding weight;;) to denote that; can verifys, with costw;; = w(s;, a;) >

0. If there is no association betwespanda;, thenw;; = 0. Because a set of actions
might be required to verify one symptom, we use a virtual action vertgxp represent

this case. The virtual action vertex is used to associate a set of conjunctive actions

to the corresponding symptom(s). However, if multiple actions are directly connected
to a symptom, then this means any of these actions can be used disjunctively to verify
this symptom (Fig. 4). To convert this to a bipartite graph, (1) we set the weight, of
w(s;, v;), to the total cost of the conjunctive action set, (2) then eliminate the associated
conjunctive set to the;, (3) associate; with all symptoms that can be verified by any
action in the conjunctive action set.

The Symptom-Action graph in Fig. 4 presents the verification relationship between
symptoms{sy, so, s3} and actiongay, a2, as}. Symptoms; can be verified by taking a
combination of actiom; anda,, which causes a new virtual action vertgxto be created
with weight 2. Actionu; can verify all symptomss( , s,) that are verifiable by either; or
ao. After converting action combination to a virtual action, Symptom-Action correlation
can be represented in a bipartite graph.

The goal of the Action Selection algorithm is to select the actions that cover all symp-
tomsSy with a minimal action cost. With the representation of Symptom-Action bipartite
graph, we can model this problem as a weighted set-covering problem. Thus, the Action
Selection algorithm searches fdr, such thatA4; includes the set of actions that cover
all the symptoms in the Symptoms-Action correlation graph with total minimum cost.
We can formally defined; as the covering set that satisfies the following conditions: (1)

Vsi € 5,3a; € A; s.twi; > 0,and (2, ¢ 4, 5, e5, Wij IS theminimum



Algorithm 2 Active Integrated Fault Reasonirty,

Input: So
Output: fault hypothesia

1. Sy « So

2: while Sy # 0 do

3: & =FR(So)

4: < h,Sy >= FE(®)

5: if Sy = 0then

6: return< h >

7. else

8: if IPP experiedhen

9: /*used to schedule active fault localization periodically*/
10: < Sy,Sy >= AS(SN)
11: end if

12: endif

13:  Sp «— So U Sy
14: < h,Sy >= FE({h})
15: if Sy =0 Sy = 0then

16: return< h >
17: endif
18: end while

The weighted set-covering is an NP-complete problem. Thus, we developed a heuristic
greedy set-covering approximation algorithm to solve this problem. The main idea of the
Algorithm is simply first selecting the action(or v;) that has the maximumelative cov-

ering ratio, R, = £ ——, Where this action is added to the final ggtand removed
ij

s;€Sa
from the candidate 759% that includes all actions. Hers,,, is the set of symptoms that
actiona; can verify,S,, C Sy. Then, we remove all symptoms that are covered by this
selected action from the unobserved symptomSset This search continues to find the

next actiona; (a; € A.), that has the maximum ratiB; until all symptoms are covered

(i.e., Sy is empty). Thus, intuitively, this algorithm appreciates actions that have more
symptom correlation or aggregation. If multiple actions have the same relative covering
weight, the action with more covered symptoms (i.e., laf§gr| size) will be selected. If
multiple actions have the same rati®,;, and sames,, |, then each action is considered
independently to compute the final selected sets for each action and the set that has the
minimum cost is selected. Finally, it is important to notice that each single action in the
Ay set is necessary for the fault determination process because each one covers unique
symptoms.

3.4 Algorithm for Active Integrated Fault Reasoning

The major contribution of this work is to incorporate active actions into fault reasoning.
Passive fault reasoning could work well if enough symptoms can be observed correctly.
However in most cases, we need deal with interference from symptom loss and spurious
symptoms, which could mislead fault localization analysis. As a result of fault reasoning,
the generated hypothesis suggests a set of selected symftprtigat are unobserved

but expected to happen based on the highest fidelity hypothesis. If fidelity evaluation of
such hypothesis is not acceptable, optimal actions are selected to Sgrifction re-

sults will either increase fidelity evaluation of previous hypothesis or bring new evidence
to generate new hypothesis. By taking actions selectively, the system can evaluate fault
hypotheses progressively and reach to root faults.
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Algorithm 2 illustrates the complete process of the AIR technique. Initially, the system
takes observed symptoffy, as input. Fault Reasoning is used to search the best hypothe-
sis® (Line 3). Fidelity is the key to associate passive reasoning to active probing. Fidelity
Evaluation is used to measure the correctness of corresponding hypatfiesisd), and
produce expected missing symptosig (Line 3). If the resulth is satisfied, the process
terminates with current hypothesis as output (Line 5 - 6). Otherwise, AIR waits until Ini-
tial Passive Period/(P P) expired (Line 8) to initiate actions to collect more evidence
of verified symptomsSy, and not-occurred symptont; (Line 10). New evidence will
be added to re-evaluate previous hypothesis (Line 13). If fidelity evaluation is still not
satisfied, the new evidence with previous observation is used to search another hypothe-
sis (Line 3) until the fidelity evaluation is satisfied. At any point, the program terminates
and returns the current selected hypothesis, if either the fidelity evaluation does not find
symptoms to verify § is ), or none of the verified symptom had occurrég (is ). In
either case, this is an indication that the current selected hypothesis is creditable.

4. SIMULATION STUDY

In this section, we describe our simulation study to evaluate Action Integrated fault Rea-
soning (AIR) technique. We conducted a series of experiments to measure how AIR im-
proves the performance and the accuracy of the fault localization compared with Pas-
sive Fault ReasoningHF R). The evaluation study considers fault detection tihes
a performance parameter and the detection sadad false positive ratg as accuracy
parameters.

In our simulation study, the number of monitored network objértanged from 60 to
600. We assume every network object can generate different faults and each fault could be
associated with 2 to 5 symptoms uniformly distributed. The number of simulated symp-
toms vary from 120 to 3000 uniformly distributed. We use fault cardinalit¢’{, symp-
tom cardinality 6C) and action cardinality4C’) to describe the Symptom-Fault-Action
matrix such thatt’C' defines the maximal number of symptoms that can be associated
with one specific fault;SC defines the maximal number of faults one symptom might
correlate t0;AC defines the maximal number of symptoms that one action can verify.
The independent prior fault probabilitie$f;) and conditional probabilities(s;|f;) are
uniformly distributed in ranges [0.001, 0.01] and (0, 1] respectively. Our simulation model
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also considers the following parameters: Initial Passive Periéd?); Symptom Active
Collecting Rate § AC'R); Symptom Passive Collecting Raté #C R); Symptom Loss
Ratio (SLR); Spurious Symptom Ratict(S R); Fidelity ThresholdF Dy resgporp-

The major contribution of this work is to offer an efficient fault reasoning technique
that provides accurate results even in worst cases like when symptom passive collect-
ing rate G PCR) is low, and/or symptom loss rati®'{(.R) and spurious symptom ratio
(SSR) are high. We show how these factors affect the performafitarid accuracy
andg) of our approach and passive fault reasoning approach.

4.1 The Impact of Symptom Loss Ratio

Symptom loss hides fault indications, which negatively affects both accuracy and per-
formance of fault localization process. In order to study the improvement on both the
performance and the accuracy of AIR approach, we fix the value of spurious symptom
ratio (SSR = 0), the initial passive period/(PP = 10sec), symptom active collecting

rate SACR = 100 symptoms/sec) and symptom passive collecting af&(R = 20
symptoms/sec). In this simulation, we u$£€ R value that varies from @ to 30%. With

the increase of symptom loss ratio, passive fault reasoning system becomes infeasible.
Therefore, in this experiment, we had to reduce the fidelity threshold to relatively lower
value based on the symptom loss ratio so the passive reasoning process can converge in
reasonable time. From Fig. 5(a), in contrast to passive approach, AIR system can always
reach relatively high fidelity threshold with average performance improvementot@0

40%. Hence, wherS LR increases, the advantage of active fault reasoning in the perfor-
mance aspect is more evident. In addition to performance improvement, AIR approach
shows high accuracy. With the same settings, Fig. 5(b) and (c) show that active approach
gains 20-5@ improvement of detection rate and 20%@mprovement of false detection

rate, even with much different fidelity criteria over the passive reasoning approach.

4.2 The Impact of Network Size

In this section, we examine the scalability of AIR when network size and number of
symptoms significantly increase. To show this, we measure AIR detection time under dif-
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ferent scenarios: (1) without symptom loss and spurious symptom (Fig. 6(a)); (2) with
symptom loss only (Fig. 6(b)), and (3) with spurious symptoms only (Fig. 6(c)). In all
three cases, when the network size increases 10 times (from 100% to 1000%), the de-
tection time has slowly increased by 1.7 times (170%) and 3.7 times (370%) and 5.8
times (580%) in Fig. 6(a), (b) and (c) respectively. This shows that even in the worst case
scenario (Fig. 6(c)), the growth in network size causes a slow linear increases on AIR
performance.

4.3 The Impact of Symptom Loss on AIR Intrusiveness

AIR intrusiveness is measured by the number of total actions performed to localize faults.
As shown in Section 3, the intrusiveness of AIR was algorithmically minimized by (1)
considering the fault hypothesis of high credibility, and (2) selecting the minimum-cost
actions based on the greedy algorithm described in Section 3.3. We also conducted ex-
periments to assess the intrusiveness (i.e., action cost) when the loss ratio increases. Loss
ratio and network size are the most significant factors that might affect the intrusiveness
of AIR. Fig. 7 shows that, with different scale of network sizes and prior fault probability

as high as 10%, the number of actions required for fault localization increases slow lin-
early (from 1 - 22) even when the loss ratio significantly increases (from 2%-35%). For
example, in large-scale network of size 600 objects and fault rate is 60 faults per iteration,
the number of action performed did not exceed 0.37 action/fault ratio. In addition, AIR
was deliberately designed to give the user the control to adjust the intrusiveness of active
probing via configuring the following fault reasoning parameters: fidelity threshold, IPP
and action coverage.

5. RELATED WORK

Many proposed solution were presented to address fault localization problem in commu-
nication networks. A number of these techniques use different causality model to infer the
observation of network disorder to the root faults. In our survey, we classify the related
work into two general categories:

Passive ApproachPassive fault management techniques typically depended on mon-
itoring agents to detect and report network abnormality using alarms or symptom events.



These events are then analyzed and correlated in order to reach the root faults. Vari-
ous event correlation models were proposed including rule-based analyzing system [11],
model-based system [13], case-based diagnosing system and model traversing techniques.
Different techniques are also introduced to improve the performance, accuracy and re-
silience of fault localization. In [7], a model-based event correlation engine is designed
for multi-layer fault diagnosis. In [2], coding approach is applied to deterministic model

to reduce the reasoning time and improve system resilience. A novel incremental event-
driven fault reasoning technique is presented in [3] and [4] to improve the robustness of
fault localization system by analyzing lost, positive and spurious symptoms.

The techniques above were developed based on passively received symptoms. If the
evidence (symptoms) are collected correctly, the fault reasoning results can be accurate.
However, in real systems, symptom loss or spurious symptoms (observation noise) are un-
avoidable. Even with a good strategy [4] to deal with observation noise, those techniques
have limited resilience to noise because of their underlying passive approach, which might
also increase the fault detection time.

Active Probing Approach. Recently, some researchers incorporate active probings
into fault localization. In [6], an active probing fault localization system is introduced,
in which pre-planned active probes are associated with system status by a dependency
matrix. An on-line action selection algorithm is studied in [5] to optimize action selection.

In [9], a fault detection and resolution system is proposed for large distributed transaction
processing system.

Active probing approach is more efficient in locating faults in timely fashion and more
resilient to observation noise. However, this approach has the following limitation:

e Lack of integrating passive and active techniques in one framework that can take ad-
vantage of both approaches.

e Lack of a scalable technique that can deal with multiple simultaneous faults.

¢ Limitation of some approaches to track or isolate intermittent network faults and per-
formance related faults because they solely depend on the active probing model.

e The number of required probes might be increased exponentially to the number of
possible faults ([5]).

Both passive and active probing approaches have their own good features and limita-
tions. Thus, integrating passive and active fault reasoning is the ideal approach. Our ap-
proach combines the good features of both passive and active approaches and overcome
their limitations by optimizing the fault reasoning result and action selection process.

6. CONCLUSION AND FUTURE WORK

Fault localization technigue plays a critical role in managing and maintaining large scale
communication networks. How to improve efficiency and accuracy of fault localization
technique and relieve heavy burden of system administrators continues to be a very in-
teresting research topic. In this paper, a novel technique cAltelON INTEGRATED

FAULT REASONING or AIR is presented. This technique is the first to seamlessly inte-
grate passive and active fault reasoning in order to reduce fault detection time as well as
improve the accuracy of fault diagnosis. AIR approach is designed to minimize the intru-



siveness of active probing via enhancing the fault hypothesis and optimizing the action
selection process. Our simulation results show that AIR is robust and scalable even in
extreme scenarios such as large network size and high spurious and symptom loss rate.

In our future work, we will study the use of positive symptoms in AIR, and optimize
the fault reasoning algorithm to reduce the hypotheses searching time. In addition, we
will investigate the automatic creation of the Action-Symptom correlation matrix from
the network topology and high-level service specifications.
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