
Research Article
Active RIS-Assisted Transmission Design for Wireless Secrecy
Network with Energy Harvesting

Ping Li and Jinhong Bian

School of Information Technology, Yancheng Institute of Technology, Yancheng 224051, China

Correspondence should be addressed to Ping Li; infoliping@ycit.edu.cn and Jinhong Bian; bianjh@ycit.edu.cn

Received 10 December 2022; Revised 2 January 2023; Accepted 17 January 2023; Published 1 February 2023

Academic Editor: Jie Hu

Copyright © 2023 Ping Li and Jinhong Bian. Tis is an open access article distributed under the Creative Commons Attribution
License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is
properly cited.

We investigated the secrecy transmission design in a simultaneous wireless information and power transfer (SWIPT) system,
where an active reconfgurable intelligent surface (RIS) is utilized to enhance the secure information transmission as well as the
wireless energy transmission. Specifcally, we studied the fairness secrecy rate maximization by jointly optimizing the transmit
beamformer and the refecting coefcients, subject to the transmit power constraint and the nonlinear energy harvesting
constraint. To solve the formulated nonconvex problem, we utilize the successive convex approximation to reformulate the
problem and then propose an alternating optimization to address the approximated problem. Te simulation result showed the
performance of the proposed design as well as the superiority of active RIS when compared with other benchmarks.

1. Introduction

Future wireless networks will meet an increasing require-
ment for wireless applications such as high spectral ef-
ciency and low power consumption [1]. Since battery
capacity is limited, the dual use of radio frequency (RF)
signals for enabling simultaneous wireless information and
power transfer (SWIPT) has attracted intense interest [2].

On the other hand, due to the broadcast character of the
wireless channel, the signal sent to the legitimate user maybe
eavesdropped by the eavesdropper (Eve) [3]. Normally, to
achieve SWIPT efciently, the energy receiver (ER) is
deployed closer to the transmitter (Tx) than the information
receiver (IR) to help energy harvesting (EH). However, when
the ER tries to decode the confdential information sent to
the IR, it will pose a great threat to communication security
[4]. To address this issue, physical layer security (PLS)
techniques have been proposed to improve the secrecy
performance in wireless networks, which utilizes the ran-
domness of the wireless channel to achieve secure com-
munication at the physical layer [5].

Nowadays, reconfgurable intelligent surface (RIS) has
emerged as a promising technique for the wireless network.

Te RIS is a planar array with several low-cost refecting
elements, which can alter the incident signal passively [6].
Since it only refects the received signal, the hardware and
power cost for RIS are much lower than the traditional active
transmitter or relay [7]. With these advantages, the RIS has
sparked great research interests, such as the nonorthogonal
multiple access (NOMA) networks [8], the SWIPTnetworks
[9], the hybrid satellite-terrestrial networks [10], the mul-
ticell network [11], and the mobile edge computing (MEC)
network in [12], where a passive RIS and relay-assisted MEC
scheme was proposed.

Meanwhile, since RIS can enhance or weak the signal
power in diferent directions, thus it is benefcial to secure
transmission design and optimization. To be specifc, the
authors of [13] investigated the secrecy rate maximization
in a downlink multiple-input single-output (MISO)
network assisted by a RIS. Ten, the authors of [14]
studied the secure transmission with multilayer RIS ar-
chitecture. Te authors of [15] studied the energy-efcient
beamformer and cooperative jamming design for RIS-
assisted networks. Also, the authors of [16] studied the
RIS-enhanced secure scheme against both eavesdropping
and jamming.
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However, the refecting signals sufer from large-scale
fading twice. To mitigate this “double fading” efect, a new
concept called active RIS has been proposed in [17], where
each unit is equipped with active amplifcation [18]. Ten,
the authors of [19] studied the optimization technique for
active RIS. Te authors of [20] compared whether active RIS
is superior to passive RIS. Recently, the authors of [21]
studied the active RIS-aided secure transmission, where a
semidefnite relaxation (SDR) method was proposed to
maximize the secrecy rate. Ten, the authors of [22, 23]
investigated the active RIS-assisted secure transmission for
satellite terrestrial networks, and the results suggested the
superiority of active RIS when compared with passive RIS in
improving the secrecy rate and secrecy energy efciency
performances, respectively.

Motivated by this, this work investigates the efect of an
active RIS in the SWIPT network. Specifcally, by consid-
ering individual IRs and ERs, as well as the nonlinear EH
model, we handle the fairness secrecy rate maximization
objective by jointly designing the transmit beamformer (BF)
and the refecting coefcient (RC), subject to the EH con-
straints. We utilize the successive convex approximation
(SCA) method to recast the problem, and then, an alter-
nating optimization (AO) algorithm is proposed. Besides,
the computational complexity is analyzed. Te simulation
result showed the performance of the proposed design. Our
main contribution is as follows:

(1) We propose to use active RIS to improve the secure
performance of the SWIPT network, as well as to
alleviate the “double fading.” Specifcally, we aim to
maximize the minimal secrecy rate of the IRs by
jointly optimizing the transmit BF and the RC,
subject to the nonlinear EH constraints and the
transmit power constraints.

(2) Te formulated problem is nonconvex due to the
nonsmooth max-min secrecy rate objective and the
nonconvex EH constraint. To handle this obstacle,
we recast the original problem into a quasi-convex
problem. Ten, we propose an AO algorithm, which
optimizes the variables alternatingly. Besides, the
proposed algorithm enjoys polynomial-time com-
putational complexity, which is benefcial to
implement.

(3) Simulation results show the performance gains of the
proposed designs as well as the superiority of active
RIS, which not only efectively relieve the “double
fading” efect but also enhance the secure perfor-
mance when compared with other baselines.

Although some works such as [2–4, 21] have studied
the PLS issue or the energy harvesting issue, however, the
diferences between our work with these works can be
summarized as follows: (1) the system model of our work
is quite diferent with these works. Only the authors of
[21] studied the active RIS-assisted secure transmission
while the others are related to relay. In addition, the
authors of [3, 21] are not related to SWIPT while the
authors of [2, 4] are not focus on security communication;

(2) the formulated problem and optimization method of
our work are quite diferent with these works. We propose
an AO with an SCA-based algorithm to maximize the
minimal secrecy rate among these users while guaran-
teeing the harvested power at each ER exceeds the given
threshold. Such a problem has not been studied in these
works.

Te rest part is organized as follows. A system model
description and problem formulation are given in Section 2.
Section 3 develops an AO-based optimization approach.
Simulation results are illustrated in Section 4. Finally,
Section 5 fnishes the paper.

Notations: Te transpose, conjugate transpose, and trace
of a matrix A are denoted as AT, AH, and Tr(A), respec-
tively. ‖A‖F denotes the Frobenius norm of matrix A.
Diag(a) is a diagonal matrix with a on the main diagonal.
R a{ } denotes the real part. CN(0,A) denotes a circularly
symmetric complex Gaussian random vector with mean 0
and covariance A.

2. System Model and Problem Formulation

2.1. System Model. As shown in Figure 1, the network
consists of one Tx, one RIS, K IRs, and L ERs. Te Tx has N

antennas, and the RIS has M elements. In addition, each IR/
ER is the single antenna. Te channel between Tx and the k

-th IR/l-th ER is denoted as hT,k ∈ CN×1 and gT,l ∈ CN×1.
And the channel between Tx and the RIS is denoted as
F ∈ CM×N, and the channel between the RIS and the k-th IR/
l-th ER is denoted as hR,k ∈ CM×1 and gR,l ∈ CM×1.

Ten, we introduce the mathematical model of active
RIS. To be specifc, the RCmatrix of the active RIS is given by
Φ � Diag(ϕ1, . . . , ϕM) ∈ CM×M, where the RC of the m-th
element is denoted as ϕm � αmejθm , with αm and θm being the
amplitude and the phase within the intervals αm ∈ [0,

αm,max] and θm ∈ [0, 2π. For active RIS, αm,max can be larger
than 1.

Let sk ∈ C denote the symbol for the k-th IR. Te
transmit signal x is

x � 
K

k�1
wksk + w0, (1)

where wk ∈ CN×1 is the BF for the k-th IR, and w0 ∈ CN×1 is
the AN to deteriorate the reception of the information at the
ER.

Tus, the received signal at the k-th IR/ER is

yi,k � hH
T,k + hH

R,kΦF x + hH
R,kΦnr + ni,k, (2a)

ye,l � gH
T,l + gH

R,lΦF x + gH
R,lΦnr + ne,l, (2b)

where ni,k and ne,l denote the noise at the k-th IR and the l-th
ER with ni,k ∼CN(0, σ2i,k) and ne,l ∼CN(0, σ2e,l). In addition,
nr is the noise at the RIS with nr ∼CN(0, σ2r).

Tus, the signal-to-interference-noise ratio (SINR) for
the k-th IR is
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Γk �
hH

T,k + hH
R,kΦF wk




2


K
j�0,j≠k hH

T,k + hH
R,kΦF wj




2

+ σ2r hH
R,kΦ

����
����
2

+ σ2i,k
. (3)

When the l-th ER try to eavesdrop the confdential
message send to the k-th IR, the SINR is given by

Γk,l �
gH

T,l + gH
R,lΦF wk




2


K
j�0,j≠k gH

T,l + gH
R,lΦF wj




2

+ σ2r gH
R,lΦ

����
����
2

+ σ2e,l

. (4)

Tus, the secrecy rate for the k-th IR is

Rk � log2 1 + Γk(  − max
l

log2 1 + Γk,l . (5)

And the harvested power at the antenna for the l-th ER is

E
in
l � 

K

k�0
gH

T,l + gH
R,lΦF wk




2

+ σ2r gH
R,lΦ

����
����
2
. (6)

Here, we employ a nonlinear EH model, which is given
as

E
prac
l � Ψprac E

in
l ≜

Rl/1 + e
− al Ein

l
− bl( ) − Rl/1 + e

albl 

1 − 1/1 + e
albl 

, (7)

where E
prac
l denotes the practical output power for the EH

circuit, and Rl is a constant meaning the maximum har-
vested power when the EH circuit saturates. al and bl are
constants determined by the circuit. For more details about
the nonlinear EH model, readers can refer to [24].

2.2. Problem Formulation. Our problem is to design wk and
Φ, such that theminimal secrecy rate among these IRs can be
maximized while guaranteeing the harvested power at each
ER is exceed the given threshold. Tus, the problem is

max
wk,Φ

G wk,Φ( ≜ min
k

Rk, (8a)

s.t. E
prac
l ≥Eth, (8b)



K

k�0
ΦFwk

����
����
2

+ σ2r‖Φ‖
2 ≤Pr, (8c)



K

k�0
wk

����
����
2 ≤Ps, (8d)

αm ≤ αm,max, (8e)

where Pr and Ps stand for the total power constraint for the
RIS and Tx.

3. The Proposed Method

Firstly, we turn (8b) to the following constraint Ein
l ≥Ω

in
l ,

where

Ωinl � bl − In
Ml/Eth 1 − 1/1 + e

albl   + Ml/1 + e
albl  − 1 

al

. (9)

Te detailed procedure is given in the Appendix. Tus,
(8b) is recast as



K

k�0
gH

T,l + gH
R,lΦF wk




2

+ σ2r gH
R,lΦ

����
����
2
≥Ωini . (10)

3.1. Te AO Procedure. Firstly, we handle the max–min in-
formation rate objective. In fact, by introducing the slack
variable τk, rk, and λk,l,∀k,∀l, (8a)–(8d) can be reformulated as

max
wk,Φ,rk,τk,λk,l

min τk, (11a)

s.t. τk ≤ log2 rkλk,l ,∀k,∀l, (11b)

1 +
hH

T,k + hH
R,kΦF wk




2


K
j�0,j≠k hH

T,k + hH
R,kΦF wj




2

+ σ2r hH
R,kΦ

����
����
2

+ σ2i,k
≥ rk,

(11c)

1 +
gH

T,k + gH
R,kΦF wk




2


K
j�0,j≠k gH

T,k + gH
R,kΦF wj




2

+ σ2r gH
R,kΦ

����
����
2

+ σ2e,l

≤
1
λk,l

,

(11d)

(8c), (8d), (8e) (11e)

(11b) is equivalent to 2τk+2 + (rk − λk,l)
2 ≤ (rk + λk,l)

2,
which can be further recast as a second-order cone con-
straint as ‖[

����
2τk+2

√
, rk − λk,l]‖≤ rk + λk,l.

Ten, (11c) can be reformulated as

hH
T,k + hH

R,kΦF wk




2

rk − 1
≥ 

K

j�0,j≠k
hH

T,k + hH
R,kΦF wj




2

+ σ2r hH
R,kΦ

����
����
2

+ σ2i,k.

(12)
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Figure 1: System model.
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Besides, (11d) can be equivalently rewritten as


K
j�0,j≠k gH

T,k + gH
R,kΦF wj




2

+ σ2r gH
R,kΦ

����
����
2

+ σ2e,l

λk,l

≥ 
K

k�0
gH

T,k + gH
R,kΦF wj




2

+ σ2r gH
R,kΦ

����
����
2

+ σ2e,l.

(13)

However, (12) and (13) are all nonconvex, since the
diference between the two quadratic forms is neither convex
nor concave. To handle the above obstacles, we follow the
constrained convex procedure by replacing these functions
with frst-order expansions. Specifcally, we denote
fY,y(v, v) � vHYv/v − y for Y≽0 and v≥y, at a certain point
(v, v), and the frst-order Taylor expansion of the function is
FY,y(v, v, v, v) � 2R vHYv /v − y − vHYv/(v − y)2(v − y)

[25].

By adopting the above Taylor expansion, when fxing Φ,
at the given points (wk, rk, λl,k), (12) can be transformed as

2R wH
k hH

T,k + hH
R,kΦF 

H
hH

T,k + hH
R,kΦF wk 

rk − 1

−
hH

T,k + hH
R,kΦF wk




2

rk − 1( 
2 rk − 1( 

≥ 

K

j�0,j≠k
hH

T,k + hH
R,kΦF wj




2

+ σ2r hH
R,kΦ

����
����
2

+ σ2i,k.

(14)

Similarly, (13) can be approximated as


K
j�0,j≠k 2R wH

j gH
T,k + gH

R,kΦF 
H

gH
T,k + gH

R,kΦF wj 

λk,l

−


K
j�0,j≠k gH

T,k + gH
R,kΦF wj




2

λ
2
k,l

λk,l + σ2r gH
R,kΦ

����
����
2

+ σ2e,l 
2

λk,l

−
λk,l

λ
2
k,l

⎛⎝ ⎞⎠

≥ 
K

k�0
gH

T,k + gH
R,kΦF wj




2

+ σ2r gH
R,kΦ

����
����
2

+ σ2e,l.

(15)

Ten, (13) can be approximated as



K

k�0
2R wH

k gH
T,l + gH

R,lΦF 
H

gH
T,l + gH

R,lΦF wk 

− 
K

k�0
gH

T,l + gH
R,lΦF wk




2

+ σ2r gH
R,lΦ

����
����
2

+ σ2e,l ≥Ω
in
i .

(16)

Following the above step, with given Φ, we approximate
(8a)–(8d) into the following convex problem with respect to
(w.r.t.) wk 

K

k�0.

P1: max
wk,rk,λk,l,τk

min τk, (17a)

s.t.
����
2τk+2


, rk − λk,l 

������

������≤ rk + λk,l,∀k,∀l, (17b)

(14), (15), (16), (8c), (8d). (17c)

Ten, we will handle the problem w.r.t. Φ with given
wk 

K

k�0.
Firstly, around the given point ( Φ, rk, λl,k), we have

2R wH
k hH

T,k + hH
R,k

ΦF 
H

hH
T,k + hH

R,kΦF wk 

rk − 1

−
hH

T,k + hH
R,k

ΦF wk




2

rk − 1( 
2 rk − 1( 

≥ 

K

j�0,j≠k
hH

T,k + hH
R,kΦF wj




2

+ σ2r hH
R,kΦ

����
����
2

+ σ2i,k.

(18)

Ten, we obtain


K
j�0,j≠k 2R wH

j gH
T,k + gH

R,k
ΦF 

H
gH

T,k + gH
R,kΦF wj 

λk,l

−


K
j�0,j≠k gH
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R,k

ΦF wj




2

λ
2
k,l

λk,l +
2σ2rR Tr ΦHgR,kg

H
R,kΦ  

λk,l

−
σ2r gH
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Φ

����
����
2

λ
2
k,l

λk,l + σ2e,l

2
λk,l

−
λk,l

λ
2
k,l

⎛⎝ ⎞⎠

≥ 
K

k�0
gH

T,k + gH
R,kΦF wj




2

+ σ2r gH
R,kΦ

����
����
2

+ σ2e,l.

(19)
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Lastly, (10) can be recast as



K

k�0
2R wH

k gH
T,l + gH

R,l
ΦF 

H
gH

T,l + gH
R,lΦF wk 

− 

K

k�0
gH

T,l + gH
R,lΦF wk




2

+ 2σ2rR Tr ΦHgR,lg
H
R,lΦ  

− σ2r gH
R,lΦ

����
����
2

+ σ2e,l ≥Ω
in
i .

(20)

Tus, we reformulated (8a)–(8d) as the following convex
problem w.r.t. Φ.

P2: max
Φ,rk,λk,l ,τk

min τk, (21a)

s.t.
����
2τk+2


, rk − λk,l 

������

������≤ rk + λk,l,∀k,∀l, (21b)

(18), (19), (20), (8d), (8e). (21c)

By combining the above step, we obtain the entail al-
gorithm, which is summarized as Algorithm 1, where each
step can be solved by CVX [26].

It should be pointed out that, during the above proce-
dure, we assume that the phase shift is continuous. In fact,
we can extend Algorithm 1 to obtain the discrete phase shift
θ(d)

m conveniently. Specifcally, we assume that θ(d)
m equally

spaced takes τ values in the circle F≜ 0, 2π/τ, . . . ,{ 2π(τ −

1)/τ} [27]. Ten, we project θm into F and select the one
which leads to the minimum distance to θm as θ(d)

m , i.e.,
θ(d)

m � 2πq⋆/τ, where q⋆ � argmin|θm − 2πq/τ|0≤q≤τ−1. Here,
during each step of the iteration in Algorithm 1, we project
the obtained θm to F, and set the obtained θ(d)

m as a fxed
point to update wk 

K
k�0 [13].

Now, we analyze the computational complexity of Al-
gorithm 1. Specifcally, to optimize wk 

K

k�0, according to
[28], the complexity is O(3N2 + 2N). Ten, to optimize Φ,
the complexity is O(M2 + M). Hence, the complexity of
Algorithm 1 is given by O(Tmax 3N2 + 2N, M2 + M ),
where T denotes the number of iterations.

Ten, we analyze the convergence of Algorithm 1. In
fact, we have

G wk,Φ( ≥G
η wk,Φ( , G wη

k,Φη
  � G

η wη
k,Φη

 ,∀wk,∀Φ, (22)

where G(wη
k,Φη) and Gη(wη

k,Φη) denote the corresponding
objective values of (8a)–(8d) and (11a)–(11e), when
wk,Φ ← wη

k,Φη . Terefore, we have

G wη+1
k ,Φη+1

 (a) ≥G
η wη+1

k ,Φη+1
 (b) >G

η wη
k,Φη

  � G wη
k,Φη

 ,

(23)

where (b) holds because both wη+1
k ,Φη+1  and wη

k,Φη  are
the feasible points and optimal solutions of (8a)–(8d), re-
spectively. Tus, wη+1

k ,Φη+1  is better to (8a)–(8d) than
wη

k,Φη . Furthermore, due to (8c)–(8e), the sequence
wη

k,Φη  is bounded. Ten, according to [29], there exists a
sequence wη

k,Φη  with a limit point w⋆k ,Φ⋆ , i.e.,

lim
c⟶ +∞

G wη
k,Φη

  − G w⋆k ,Φ⋆(   � 0, (24)

thus completes the proof.

4. Simulation Results

Te deployment is given in Figure 2, where there exist one
Tx, one RIS, 2 IRs, and 2 ERs. Te coordinates of Tx and RIS
are (0m, 0m, 10m) and (50m, 10m, 10m), while the IRs
and ERs are randomly located in a circle with radius 5m and
centered at (60m, 0m, 1.5m), respectively. Te following
settings are adopted: N � 4, M � 40, τ � 4, [6], αn,max �

10,∀n, [17]. Besides, σ2i,k � σ2e,l � −80 dBm,∀k, ∀l, and σ2r �

−80 dBm [19], and al � 1500, bl � 0.0022, and Rl � 3.9mW
[24]. Te other parameters are the same as those in [13].

We compare the proposed scheme with the following
baselines: (1) the discrete phase shift scheme; (2) the passive
RIS with relay scheme [12]; (3) the passive RIS-assisted
scheme; (4) the no RIS case, which are labeled as “Active
RIS,” “Discrete,” “Relay” “Passive RIS,” “No RIS,”
respectively.

Figure 3 shows the obtained secrecy rate versus the
number of iterations with diferent N and M. From Figure 3,
we can see that the secrecy rate always increases with the
iteration numbers and converges within 20 iterations, which
verifes the convergence of the AO method.

First, we show the secrecy rate versus Ps in Figure 4. As
we can see, the secrecy rate increases with Ps, and all RIS-
aided schemes outperform the no-RIS-aided designs. Be-
sides, the active RIS scheme signifcantly outperforms the
passive RIS design, since the power amplifcation can alle-
viate the impact of “double fading.”Tus, the received signal
power at the IRs is enhanced. Te discrete phase shifts sufer
certain performance losses when compared with the con-
tinuous case. However, the loss is very slight, which sug-
gested the efectiveness of the discrete operation. In addition,
we can see that the proposed design outperforms the passive
RIS with a relay scheme, mainly due to the reason that the
passive RIS with a relay scheme needs two continuous time
slots to achieve information transmission [30].

Ten, we show the secrecy rate versus M in Figure 5,
where we can see that for all these methods, the secrecy rate
tends to increase with M. Tis is because more signals can
reach the RIS with larger M. Besides, active RIS obtains
better performance than passive RIS.

Next, we show the secrecy rate versus the EH constraint
in Figure 6, where we can see that the secrecy rate decreases
with the EH threshold. Since with a higher threshold, more
signals need to transmit in the ER’s channel, and thus, the
secrecy rate tends to decrease.

Lastly, Figure 7 plots the secrecy rate versus the Tx-RIS
distances, where the RIS moves along the x-axis from the Tx to
the IR’s area. From this fgure, we can see that the active RIS
scheme outperforms the passive RIS scheme in the considered
region. Moreover, for active RIS, the secrecy rate increases
when RIS moves from the Tx to the IR’s area, while for passive
RIS, the secrecy rate frst decreases to a low point and then
increases. Besides, whether for active RIS or passive RIS, when
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Figure 3: Convergence.
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ALGORITHM 1: Te AO algorithm
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Figure 4: Secrecy rate versus the transmit power.
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Figure 5: Secrecy rate versus the number of RIS elements.
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RIS moves away from the user area, the secrecy rate decreases.
Tus, it is better to deploy the active RIS near the IRs.

5. Conclusion

We investigated the active RIS-assisted secure SWIPT net-
works, where an AO algorithm was proposed to design the
BF and RC to handle the fairness secrecy rate objective
subject to the nonlinear EH constraints and the transmit

power constraints. Te simulation result verifed the per-
formance of the proposed scheme.

Appendix

Following equation (8b), we can see that to satisfy

E
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Figure 6: Secrecy rate versus the EH constraint.
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Figure 7: Secrecy rate versus the RIS location.
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one must have

Rl

1 + e
− al Ein

l
− bl( )
≥Eth 1 −

1
1 + e

albl
  +

Rl

1 + e
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⇒ e
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l
− bl( ) ≤

Rl

Eth 1 − 1/1 + e
albl   + Rl/1 + e

albl 
− 1

⇒ albl − alE
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l ≤ ln

Rl

Eth 1 − 1/1 + e
albl   + Rl/1 + e

albl 
− 1⎛⎝ ⎞⎠

⇒E
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l ≥ bl −

ln Rl/Eth 1 − 1/1 + e
albl   + Rl/1 + e

albl  − 1 

al
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K
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T,l + gH
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2

+ σ2r gH
R,lΦ

����
����
2
≥Ωinl .

(A.2)

Tus, we fnish the derivation.
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