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Abstract— In ubiquitous networking environments, we gener-
ally need two or more heterogeneous communication systems
coexisting in a single place. Especially, wireless local area net-
works (WLANSs) based on IEEE 802.11 specifications and wireless
personal area networks (WPANs) based on IEEE 802.15.4b or
g specifications need to coexist in the same Industrial, Science
and Medial (ISM) band. If the WPAN communication coverage is
expanded using a cluster-tree network topology, then the 802.15.4
network is more susceptible to interference from neighboring
WLANSs. In this paper, we propose an adaptive interference-
aware clustering algorithm using multiple channels in a WPAN
in the presence of WLAN interference. The algorithm includes
interference detection and avoidance schemes to adaptively re-
configure multiple channels in an IEEE 802.15.4 cluster-tree
network to avoid interference from WLANs. To evaluate the
performance of the proposed algorithm, the frame error rate
(FER) is measured in a real network testbed. The measurement
result shows that the proposed algorithm is effective in an IEEE
802.15.4 cluster-tree network in the presence of multiple IEEE
802.11 interferers.

I. INTRODUCTION

Ubiquitous networking enables many objects or devices to
be connected and communicate with each other. Wireless local
area networks (WLANSs) based on IEEE 802.11b or g [1]
and wireless personal area networks (WPANs) based on IEEE
802.15.4 [2] can play an important role in future ubiquitous
networks. Both networks share the same 2.4 GHz Industrial,
Scientific and Medial (ISM) band.

Interference avoidance between IEEE 802.15.4 and IEEE
802.11 has been studied since IEEE 802.11 APs were widely
implemented and IEEE 802.15.4 became popular. The interfer-
ence and coexistence problems between Bluetooth and WLAN
devices have been studied [3] - [7].

Especially, a coexistence problem between IEEE 802.15.4
and IEEE 802.11 has been studied recently. Kim et al. [8]
evaluated the effect of interference from one IEEE 802.11
AP to one IEEE 802.15.4 link and suggested a scheme for
IEEE 802.15.4 devices to adaptively avoid the interference.
However, it cannot be applied to a cluster-based IEEE 802.15.4
network with a large number of nodes because it only consid-

ers one link environment. Won et al. [9] proposed an adaptive
interference avoidance scheme to solve a coexistence problem
in a network level when an IEEE 802.15.4 network has multi-
ple devices in a mesh topology. However, this scheme assumes
that neighboring devices can still communicate even after the
devices are under interference from one IEEE 802.11 AP.
Pollin et al. [10] proposed several schemes for selecting a new
channel in a distributed cognitive coexistence environment of
IEEE 802.15.4 and IEEE 802.11 after detecting interference.
However, they are based on a random frequency selection
scheme and it is very hard for a group of adjacent devices
to move to the same next channel after detecting interference
using a random frequency selection scheme.

In this paper, we propose an adaptive interference avoidance
algorithm for IEEE 802.15.4 cluster-tree networks. We con-
sider a cluster as a basic group of devices that uses the same
frequency channel. Devices do not need to exchange informa-
tion about which channel they need to move to after detecting
interference; each device moves to the next channel which is
given from a pseudo random sequence generator whose keys
are shared by all devices which use the same channel. This
distributed, pre-determined channel change scheme enables
IEEE 802.15.4 networks to avoid interference and reconfigure
a new cluster-tree network.

The rest of this paper is as follows. In Section II, we
describe mutual interference between IEEE 802.15.4 and IEEE
802.11, and introduce an IEEE 802.15.4 based cluster-tree
network. In Section III, we propose an adaptive interference-
aware clustering algorithm. In Section IV, we introduce an ex-
perimental network testbed to evaluate the proposed algorithm.
In Section V, we evaluate the performance of the proposed
algorithm in terms of frame error rate in an IEEE 802.15.4
cluster-tree network. Finally, we present conclusions in Section
VL

II. ZIGBEE NETWORK AND INTERFERENCE

Figure 1 shows the operational frequency spectrum of both
ZigBee and WLAN networks. A WLAN system has eleven
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channels. Each channel occupies 22 MHz and up to 3 separate
channels can be simultaneously used without any mutual
interference. Channels 1, 6, and 11 can be used for neighboring
IEEE 802.11 WLAN Access Points (APs), as shown in Figure
1, to mitigate the interference. On the other hand, ZigBee
networks have sixteen channels in 2.4 GHz band which can be
used simultaneously without any mutual interference among
them. Since the transmission power of WLAN is usually 100
times larger than that of ZigBee networks, we focus on the
effect of interference from WLAN to ZigBee [1], [2].

The IEEE 802.15.4 WPAN specification describes three
topologies: star, peer-to-peer, and cluster-tree topologies. In
a PAN, there must be one PAN coordinator (PNC) and it is
the primary controller of the PAN. Each independent PAN has
a unique identifier, called the PAN id (PID). Figure 2 shows
a general network topology with a cluster-tree network. In
the cluster-tree topology, devices are grouped by a cluster and
a cluster head (CLH), a local coordinator in the cluster, is
responsible for managing the cluster and the cluster identifier
(CID) is the shared ID number for all devices in the cluster
[2]. The cluster-tree network is widely used to increase the
coverage area of the ZigBee network using a multi-cluster
structure. We define a bridge device (BRD), which is a node
that is directly connected to a cluster head of a neighboring
cluster.

As shown in Figure 2, we define two types of ZigBee
channels: intra-cluster channel and inter-cluster channel. An
intra-cluster channel is a channel established by devices in
a single cluster and an inter-cluster channel is a channel
established by a CLH of one cluster and a BRD of another
cluster.

The same channel group is defined as a group of devices
that share the same channel information and use the same
channel. A cluster or a pair of a CLH and BRD can be an
example of the same channel group in a cluster-tree network.
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Fig. 3. Simplified flowchart of the proposed algorithm

Under these definitions, CLHs and BRDs belong to two or
more same channel groups.

For simplicity we assume a stationary network. In other
words, no mobile nodes in the network and no topology
changes are allowed. Also, graceful disassociations defined in
IEEE 802.15.4 spec. [2] are assumed so that devices do not
confuse the disassociation of other devices with interference.

III. ADAPTIVE INTERFERENCE-AWARE MULTI-CHANNEL
CLUSTERING ALGORITHM

We propose an adaptive interference-aware multi-channel
clustering algorithm for a ZigBee network. Interference is
avoided by adaptively changing the channel carrier frequency
of ZigBee nodes in the presence of WLAN interference. The
algorithm consists of two procedures: an interference detecting
procedure and an interference avoiding procedure. Figure 3
shows the simplified flowchart for the proposed algorithm. The
first part of the algorithm is an interference detection scheme
in which the same channel group detects interference imposed
within the group. The second part is an interference avoidance
scheme in which the group smartly avoids the interference
in the group and reconfigures channels if needed. Algorithms
for intra- and inter-cluster channel rearrangements should be
applied in different ways. At the end of the section we present
how the two schemes can be applied in each case.

A. Interference detection scheme

In IEEE 802.15.4 networks, efficient interference detection
with low false alarm probability is very important. Since
interference is one of the most serious obstacles for wireless
sensor networks, many interference detection schemes have
been studied. Zhou [11] suggested an effective radio inter-
ference detection (RID) algorithm to detect interference in
a sensor network. An interfering node sends test frames to
an interfered node. Using the RID algorithm, nodes detect
interference. However, we cannot apply this algorithm because
we consider interference from another communication system,
IEEE 802.11.
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Won et al. [9] suggested that an energy detection (ED)
scan which uses a RSSI (Received Signal Strength Indicator)
value from IEEE 802.15.4 PHY is used to detect interference
because the RSSI measurement above a threshold is considered
as interference. However, it is known that the RSSI values of
IEEE 802.15.4 frames at the distance within 0.3m are almost
as high as 250 [12]. Since the RSSI values from near IEEE
802.15.4 devices almost reach its maximum values, 255, it is
very hard to set a threshold to filter out interference. Using
an ED scan for detecting interference, if a new device that
wants to joint the existing PAN is located near one of the
existing nodes, the existing node detects interference because
the RSSI value from the new node can be almost as high as
the maximum RSSI value. Thus, the RSSI-based interference
detection scheme is not suitable for IEEE 802.15.4 networks.

Kim [8] presented an ACK/NACK based interference de-
tection scheme. Since this scheme does not require redundant
procedures for detecting interference, it is the most suitable
for cluster-tree networks. Figure 4 shows the flowchart of
the scheme. After a sender transmits a frame, it waits for
the ACK frame from its recipient. When the sender can-
not receive the ACK frame within a timer value, it reports
NACK for this transmission. Whenever NACK is reported,
it counts up the variable #SuccessiveNACK by 1. When
#SuccessiveNACK becomes greater than the threshold
Thn ack, the sender finds that it suffers from interference.

In a beacon-enabled cluster-tree network, we can use beacon
frames to detect interference. The basic concept of the beacon-
based interference detection scheme is similar to the procedure
of ACK/NACK based interference detection scheme. All de-
vices, except the CLH and PNC, receive beacon frames at
the beginning of each superframe [2]. When the number of
successive lost beacons is greater than the threshold Thgpp,
the devices finds that they suffer from interference.

For important communication links, such as a link between
a CLH and BRD, devices can send and receive fest frames
regularly to examine the link status more often and reliably.
In case of these links, the devices can use a fest frame-based
interference detection scheme to detect interference. When
a device which is supposed to receive test frames regularly
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Interference in a same channel group

cannot receive them successively, it finds that it suffers from
interference.

Since all devices in the group use the same frequency
channel, they have to detect and avoid the interference in
the group at the same time. If only some part of devices
in the group detect and avoid the interference by changing
their frequency channel, other devices which cannot detect the
interference can remain in the previous channel.

In previous work, various schemes to detect interference to
form a group were suggested. Won [9] uses a Group Formation
(GF) message to form a group of devices which experience
interference and need to change their channel to avoid it. The
problem is that it is highly likely that devices in the range
of interferers cannot listen to the GF message because of
strong interference. To avoid this problem, we apply all three
interference detection schemes to all devices in a cluster-tree
network.

We assume that IEEE 802.11 interference is imposed to
the ZigBee channel group. Figure 5 shows an example of
the ZigBee channel group consisting of nine devices us-
ing the same ZigBee channel. The ACK/NACK-based, the
beacon-based, and the test frame-based, interference detection
schemes are applied according to the role of each device.
Every device that is in the range of the interference of IEEE
802.11 AP can detect the interference directly. However, there
could be some devices (Dev3, Dev5, Dev6, Dev7, Dev8, and
Dev9) in the group that cannot detect the interference directly.
Each device that directly detects the interference transmits a
Channel Change Broadcast Message (CCBM) to its neighbors
so that the remaining devices can detect the interference. Since
they are outside of the range of the interference, the remaining
devices can receive the CCBM frames. Therefore, using the
distributed interference detection schemes and CCBM trans-
missions, all devices in the same channel group can detect the
interference.

B. Interference avoidance scheme

Once a device detects interference within the same channel
group or receives a CCBM frame, it now starts to change
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its channel to a new channel using an pseudorandom-based
interference avoidance scheme. Figure 6 shows the flowchart.
Each device should have the same next channel sequence so
that all the devices move to the same channel after avoiding the
interference. In the proposed scheme, ZigBee devices in the
group do not need to exchange the next channel information.
All the ZigBee devices in the group have a unique key: the
combination of their PAN identification (PID) and cluster
identification (CID). The combination of PID, CID of CLH,
and CID of BRD can be a key for the same channel group
consisting of a CLH and BRD. Using this unique key, all the
nodes in the group can obtain their shared next channel change
sequence from a pseudorandom sequence generator (PRSG),
as shown in Figure 7, so that each node does not need to
exchange the next channel information with its neighbors.
Nevertheless, there is still some probability that the next
channel of the group is interfered by another interferer. In this
case, we can add another scheme to check the availability of
the next channel before a node changes its channel. To evaluate
the availability of the next channel ED scans can be used. If
the return value of the ED scan on the next channel shows that
the next channel is not used temporarily, then the node is aware
that changing channel would be successful. However, when the
return value of the ED scan shows that the next channel is busy,
the node can increase the counter by one and obtains another
channel from the PRSG. Using this scheme, the node can

Fig. 8. WLAN Interference in an intra- and inter cluster channel

be aware that the next channel is interference-free. However,
this scheme can cause different devices in the group to have
different channels. Thus, we suggest a pseudorandom-based
interference avoidance scheme without an ED scan.

After moving to the next channel, the node waits for a
network reconfiguration period t,ccon s S0 that the other nodes
can move to the new channel. The device finds that it fails
in changing a channel when it cannot find its neighbors
after ¢,ccony. Then, all devices, except the CLH and PNC,
disassociate from the network and associate it again. When
the node attempts an association again, it starts from Passive
Scan [2] to join the network. Through the Passive Scan it
now finds which channel it should use to communicate with
the network. If the device is CLH or PNC, it performs the
interference detection scheme and the interference avoidance
scheme again to change its channel to another one.

C. Algorithm for an Intra-cluster channel

The left-hand side of Figure 8 shows a typical example of
interference within a cluster. In this case, the cluster is the
same channel group. A WLAN AP channel provides interfer-
ence to the ZigBee channel used in the cluster. Three ZigBee
devices (Devl, Dev2, and Dev4) are within the communication
coverage of the WLAN AP.

Each node, except the CLH, can determine whether it
experiences interference by using the ACK/NACK-based and
Beacon-based interference detection schemes at the same time.
If the node is a CLH, then it only uses the ACK/NACK-
based interference detection scheme to detect interference in
the cluster.

If the node detects the interference, it then sends a CCBM
frame and obtains the next channel using its PID and CID.
Then it waits ¢,.ccons for reconfiguration.

D. Algorithm for an Inter-cluster channel

The right-hand side of Figure 8 shows a typical example
of interference on WLAN inter-cluster channels. In this case,
only two devices, the CLH and BRD, belong to the same
channel group. Both of the CLH and BRD, or one of them can
experience the interference. Inter-cluster channels need to be
treated with greater care, compared with intra-cluster channels,
because the performance may degrade more severely if they
are interfered by WLAN APs.

For more robustness on the inter-cluster channels, CLHs
send periodic test frames to their BRDs. The CLH easily de-
tects whether its inter-cluster channel experiences interference
using the ACK/NACK-based interference detection scheme.



Fig. 9. Cluster-tree network in the testbed

ACK frames are sent from the BRD corresponding to data
frames or test frames sent from the CLH. The BRD can
detect the interference using the test frame-based interference
detection scheme.

After detecting interference, devices send a CCBM frame
and obtain the next channel using their PID, CID1 (CID of
CLH), and CID2 (CID of BRD). Then, they wait ¢,ccon s for
reconfiguration.

IV. EXPERIMENTAL ENVIRONMENT

To verify the proposed algorithm, we perform some exper-
iments in a network testbed.

A. Testbed

The network testbed consists of 30 ZigBee nodes and 6
WLAN APs. Figure 9 shows the placement of the ZigBee
nodes and WLAN APs in an indoor environment. The ZigBee
network is implemented using Crossbow’s MICAz motes
which are IEEE 802.15.4 compatible and uses Chipcon’s
CC2420 chip and ATMel’s ATMegal28. The MICAz mote
is running on TinyOS and written by NesC. The WLAN APs
are NETGEAR’s WG302 APs which support IEEE 802.11b/g.

The ZigBee cluster-tree network is configured and clusters
are formed, as shown in Figure 9. The ZigBee device named
PNC is the PAN coordinator, and the devices with the name
CLH indicate the cluster heads. We divide the clusters regard-
less of the positions of WLAN APs in order to model real
scenarios. When we apply the proposed algorithms, cluster
heads and bridge nodes work as multi-channel devices.

B. Traffic Setup

We set each data payload size to 10 bytes, and, thus, the
total length of PHY protocol data unit (PPDU) is 51 bytes.
For the ZigBee network, the transmit power strength is set
to its maximum. Every node, including the PAN coordinator,
generates and sends a data frame at constant bit rate (CBR),
because IEEE 802.15.4 networks are used as sensor networks
whose nodes send sensor data regularly to their PAN coor-
dinator. Ack frames are required for all ZigBee frames and
beacons are not used. In other words, the network is operated
in non-beacon mode.

WLAN APs communicate with laptops which download a
large amount of files from a server using FTP protocol. When
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Fig. 10. FER Performance

an AP transmits FTP data frames, it occupies the frequency
spectrum with a high channel usage and it causes steady
interference to the ZigBee network. We set the transmit power
level of the WLAN APs to minimum in order to minimize the
coverage area of each WLAN AP. For simplicity, we use only
channels 1, 6, and 11, and set the channel number of each AP,
as shown in table I.

V. EXPERIMENTAL RESULT

To investigate the effect of IEEE 802.11 WLAN devices
over IEEE 802.15.4 WPAN network, measurements were
made in the actual network testbed descridbed in Section IV.

We observe how the frame error rate (FER) performance of
the network varies over time. The FER values are gathered
every 200 seconds. We turn on IEEE 802.11 WLAN APs
one by one for every 1000 seconds. We observe how the
proposed algorithm manages the operating channel of each
cluster whenever new interference appears.

The FER is calculated as follows:

FER = # of received frames at PNC under inter ference
- # of received frames at PNC in ideal case

A. Frame Error Rate of the conventional cluster-tree network

As shown in Figure 10, we first observe the FER curve for
the conventional ZigBee cluster-tree network. At first, all the
devices in the network are set to operate on the ZigBee channel
23 and there is no active WLAN AP on the same floor. In the
interference-free environment, the FER value is about 0.045.
The non-zero FER values indicate that the network is set in
an indoor environment with many walls, walking people, and
other interferers.



When AP#1 is turned on, approximately 1/3 of devices
in the network are not able to communicate. For AP#2, we
cannot find any performance degradation because the channel
of AP#2 is not on the same frequency spectrum as that of
the ZigBee network (channel 23). AP#3 and AP#6 are using
WLAN channel 11 which affects ZigBee channels 21, 22, 23,
and 24. (As shown in Figure 1 and Table 1) Thus, only AP#3
and AP#6 increase the FER of the system; the other APs do
not affect the FER of the system. After all, all the APs are
turned on, the FER values are almost 1, which implies the
network is almost incapable of communication.

B. Frame Error Rate of the proposed cluster-tree network

Second, we observe the FER performance of the proposed
algorithm in the same interference environment. When AP#1 is
turned on, the FER of the network is increased up to 0.22. The
FER of the proposed network during the first 200 seconds after
AP#1 is on is lower than for the conventional network. Since
intra- or inter-cluster channels under interference from WLAN
APs are changed to new channels and the network reconfigu-
ration is processed for the new channels within 200 seconds.
The network shows only a short-term performance degradation
(triangle marks in Figure 10) during this transient period.
After the network starts to suffer from new interference, the
performance of the network is almost recovered within 200
seconds. There is a short-term performance degradation after
AP#3 and AP#6 are on, as discussed in the case for the
conventional network.

Note that there is no performance degradation after AP#2
is on because there is no interference from AP#2. However,
there are small degradations after AP#4 and AP#5 are power-
on. This phenomenon is due to the widely distributed channels
of the network. When an interfering WLAN AP is turned
on, some channels of the ZigBee network are changed. Thus,
after AP#1 and AP#3 are turned on, channels used in the
network are not homogeneous, but highly distributed. When
AP#4 and AP#5, which use WLAN channel 6 and channel 1,
respectively, are turned on, some parts of the network have
already used the same ZigBee channels which are interfered
by WLAN channels 6 and 11 and they change their channels to
the next ones. However, the network recovers its performance
by the proposed algorithm during a short period.

Despite of success in interference mitigation, the proposed
algorithm does not resolve the overall FER degradation of the
network as the number of WLAN APs increases. The reason
is that the increasing number of edge devices degrades the
overall performance of the network. The edge devices are the
ZigBee devices which are located in the edge of the coverage
area of WLAN APs. In the edge, the interference from the
WLAN AP is not strong enough to let the devices detect that
they are under the interference of the WLAN AP; however,
the edge devices sometimes lose frames or receive frames with
errors, and, thus, the performance is degraded.

VI. CONCLUSIONS

IEEE 802.15.4 ZigBee networks have been widely de-
ployed, coexisting with heterogeneous systems, such as
WLAN or Bluetooth. The coverage area of the ZigBee network
is generally rather large and the ZigBee network is more prone
to experiencing interference from neighboring interferences
like WLAN APs.

In this paper, we propose an adaptive interference-aware
multi-channel clustering algorithm for a ZigBee cluster-tree
network. In the proposed algorithm, two types of channels
are reconfigured under the severe interference from WLAN
APs. The channel used within a cluster, called an intra-cluster
channel, is selected and managed by the cluster head (CLH) of
the cluster. The channel used to connect two different clusters,
called an inter-cluster channel, is selected and managed by
the cluster head (CLH) from one cluster and the bridge node
(BRD) from another cluster. We propose five effective and
feasible algorithms to detect the interference and avoid it. The
measurement results in the real network testbed show that the
proposed algorithm is more effective in the real cluster-tree
ZigBee network in the presence of interference from multiple
WLAN APs.
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