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Abstract

Revocable identity-based encryption (RIBE) is an extension of identity-based encryption
(IBE) equipped with an efficient key revocation mechanism. Revocable hierarchical IBE
(RHIBE) is its further extension with a key delegation functionality. Although there are var-
ious adaptively secure pairing-based RIBE schemes, all known hierarchical analogues satisfy
only the selective security. Besides, the currently known most efficient adaptively secure RIBE
and selectively secure RHIBE schemes rely on non-standard assumptions called the augmented
DDH assumption and g-type assumptions, respectively. In this paper, we first triumph over
the barrier by proposing a simple but effective design methodology of RHIBE schemes. More
precisely, we provide a generic design framework of RHIBE based on an HIBE scheme with a
few properties. Fortunately, several state-of-the-art pairing-based HIBE schemes have the prop-
erties. Furthermore, our construction preserves the sizes of master public keys, ciphertexts, and
decryption keys, and complexity assumptions of the underlying HIBE scheme. Thus, we obtain
the first RHIBE schemes with the adaptive security under the standard k-linear assumption.
We prove the adaptive security by developing a new proof technique of RHIBE. Thanks to our
compactness-preserving construction, our R(H)IBE schemes have similar efficiencies to existing
most efficient ones.
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1 Introduction

1.1 Background

Identity-based encryption (IBE), which was proposed by Boneh and Franklin [BF01], is an advanced
form of public-key encryption (PKE), where an arbitrary string (e.g., usernames or e-mail addresses)
can be used as users’ public keys. Thus, unlike traditional PKE, IBE systems do not require a public
key infrastructure (PKI) to create certificates for each public key. A well-known extension of IBE
is hierarchical IBE (HIBE), which has key delegation functionality that allows the decentralization
of the power of key creations from the key generation center (KGC) to users. Specifically, users
in HIBE form a tree structure, and each user can produce their children’s secret keys. As a
result, this functionality realizes efficient management of a large number of users. Departing from
other constructions [ABB10a, ABB10b, CHKP12, DG17, Zhal2], pairing-based schemes are only
known constructions for achieving adaptive security in the standard model, e.g., [BKP14, CG17,
CW14, GCTC16, LP19, LP20, Lewl2, LW10, LW11, Wat09]. Furthermore, several adaptively
secure pairing-based schemes have compact ciphertexts [CG17, CW14, LW10, OT15, RS14] or
compact master public keys [GCTC16, Lew12, LW11]. Thus, in this paper, we primarily focus on
adaptively secure pairing-based schemes in the standard model.

The other IBE variant is revocable IBE (RIBE) [BGKO08], which enables efficient revocation of
identities as required (e.g., if laptops are corrupted or leak their secret keys). There are long-term
secret and short-term decryption keys per identity in RIBE, and the long-term key is responsible
for updating the decryption keys. Specifically, the decryption key can be updated using the secret
key and key update information, which is broadcast by the KGC; however, updating the decryption
key fails if the KGC revokes the user when generating the key update. Therefore, RIBE realizes
the revocation mechanism. Here, the secret key is only used to generate the decryption key;
thus, it can be stored on a more powerful and secure device. However, since decryption keys are
used frequently, they tend to be stored on more vulnerable devices. Therefore, it is desirable to
ensure security when decryption keys are leaked. Based on this situation, Seo and Emura [SE13b]
introduced a new security notion called the decryption key exposure resistance (DKER) which
has become the standard security notion for RIBE. In fact, RIBE with the DKER ensures that
non-exposed decryption keys can still be used without compromising security even if a number
of decryption keys (except that of the target user and the target time period) are exposed. The
revocation mechanism can also be considered in the hierarchical setting [SE13a], which is referred
to as revocable HIBE (RHIBE). Each RHIBE user is responsible for the key delegation functionality
and revocation of their children users. Thus, each RHIBE user also manages a binary tree. An
RHIBE secret key has an additional component for key delegation (hereafter, delegation key). As
with RIBE, in addition to updating keys, delegation keys can be stored on a more powerful and
secure device because key delegations are not performed frequently. In the RHIBE context, there
are two types of DKER notions from a historical perspective. The primary (or weaker) DKER
notion was proposed by Seo and Emura [SE15b], and then Katsumata et al. [KMT19] introduced
a stronger notion. Generally, both notions give the same security guarantee as the DKER in the
RIBE setting, i.e., non-exposed decryption keys can still be used without compromising security
even if a number of decryption keys are exposed except that of the target user and the target time
period. The difference between the weaker and the stronger DKER is which decryption keys are
exposed. In the stronger notion, a number of decryption keys are exposed except that of the target
user and the target time period, while those of the target-user’s ancestor and the target time period
are not exposed in the weaker notion. The lattice-based RHIBE [WZH'19] considered the stronger
DKER as the standard security notion.



To date, a number of adaptively secure pairing-based RIBE schemes with the DKER have been
proposed [GW19, ISW17, LLP17, SE13b, SZSM17, WLXZ14, WES17]. Recently, several generic
constructions of RIBE from two-level HIBE [Lee20, ML19a, ML19b] have also been proposed,
although they require large ciphertexts whose sizes depend on a length of identities. Among these
schemes, the scheme proposed by Watanabe et al. [WES17] and its variant [GW19] are the most
efficient because they satisfy prime-order bilinear groups, compact master public keys, and compact
ciphertexts simultaneously. However, the security of these schemes relies on the augmented DDH
assumption, which is a non-standard variant of the traditional DDH assumption. For RHIBE,
the situation is even worse. Although several pairing-based schemes with the weaker (or primary)
DKER [ESY16, LP18, RLPL15, SE15b]! have been proposed, they only satisfy selective security.
In addition, the security of all schemes (except [ESY16]) is based on ¢-type assumptions, while
the scheme [ESY16] is less efficient than other schemes [LP18, RLPL15, SE15b]. Unfortunately
unlike the RIBE case, there is no generic construction for RHIBE schemes. Therefore, there are no
adaptively secure RHIBE schemes, even if we ignore the stronger DKER and permit non-standard
assumptions.

1.2 Owur Contributions

In this paper, we demonstrate significant progress relative to constructing adaptively secure pairing-
based RHIBE schemes with the stronger DKER. We extract the core essence of existing schemes and
propose a generic construction for an RHIBE scheme from an HIBE scheme with mild requirements
that are satisfied by several pairing-based HIBE schemes [BKP14, CG17, CW14, GCTC16, LP19,
LP20, LW10, RS14] including state-of-the-art schemes [CG17, CW14, GCTC16]. The primary
contributions of the proposed generic construction are summarized as follows.

e We develop a new proof technique such that the construction is adaptiveness-preserving, i.e.,
the proposed scheme achieves adaptive security if the underlying HIBE scheme satisfies the
same security level.

e Our construction is compactness-preserving, i.e., the proposed RHIBE scheme have the same
size master public keys, ciphertexts, and decryption keys as the underlying HIBE scheme.
Note that instantiations of the proposed scheme suffer from larger delegation keys than those
of existing constructions. Informally, each delegation key comprises several sub-delegation
keys, which, in previous RHIBE schemes, comprise only O(1) group elements. In contrast,
that of our instantiations is a secret key of the underlying HIBE scheme; thus, the size of the
latter depends on the level of the given user. However, we can store delegation (and updating)
keys on a powerful device; thus, we believe that the larger secret key-size is not a significant
issue.

Therefore, we obtain the first adaptively secure RHIBE schemes with the stronger DKER from
the standard k-linear assumption in the standard model based on [CG17, CW14, GCTC16]. The
definition of RHIBE is complicated; thus, we provide an overview of our results in Section 2.
Table 1 compares the proposed RHIBE schemes with previous ones.? Here, we use [CG17, CW14]
and [GCTC16] as the underlying HIBE schemes, and we instantiate the proposed RHIBE schemes
with compact ciphertexts and compact master public keys. Although we omit the details, the secret
key of the proposed schemes based on [CG17, CW14] (resp. [GCTC16]) are larger than those of

1To be precise, these works are prior to Katsumata et al. [KMT19]; thus, they do not consider the stronger DKER.
ZNote that we consider insider security as the minimum requirement. The definition and necessity of insider
security is discussed in Section 1.3.



other schemes by factors O(L — £) (resp. O(¢)). The proposed schemes based on [CG17, CW14]
with compact ciphertexts have the same asymptotic efficiency as Seo and Emura’s scheme [SE15b]
in terms of MPK, ctip r, and dkip r-size. Similarly, the proposed scheme based on [GCTC16] with
compact master public keys has the same asymptotic efficiency as the scheme proposed by Ryu et
al. [RLPL15] and that proposed by Lee-Park [LP18]. Note that all of these schemes have better
asymptotic efficiencies than the scheme proposed by Emura et al. [ESY16]. As we have claimed,
only the proposed schemes achieve adaptive security. To compare DKER, we evaluate whether the
existing schemes achieve the stronger DKER because they only have security proofs for the weaker
DKER. Note that Seo and Emura’s scheme [SE15b] can be modified to achieve the stronger DKER
under the stronger assumption.® However, we cannot find analogous modifications for the schemes
proposed by Ryu et al. [RLPL15], Lee-Park [LP18], and Emura et al. [ESY16]. We also note that
there are concrete attacks against these schemes under the stronger DKER model, and that this
fact does not imply that the security proofs of these works [ESY16, LP18, RLPL15] contain bugs.
While all existing schemes (except that proposed by Emura et al. [ESY16]) are based on ¢-type
assumptions, the proposed schemes are based on the standard k-linear assumption.

Table 1: Comparison of pairing-based RHIBE schemes

Scheme IMPK| |ctpr| |dkipr| adaptive? DKER  Assumption
SE15[SE15b] O(L) 0(1) O(1)  selective strong g-type
RLPL15 [RLPL15] 0(1) o(¢) 0() selective  weak g-type
LP18 [LP18§] O(1) O(¢) O(f)  selective  weak g-type
ESY16 [ESY16] O(L) o(?) 0(?) selective  weak DBDH
Ours + [CG17, CW14] | O(L) 0(1) O(1)  adaptive strong k-Lin
Ours + [GCTC16] O(1) O(¢) O(¢)  adaptive strong k-Lin

— |MPK], |ctipr|, and |dkipr| denote the sizes of the master public key, ciphertext, and
decryption key of user ID at time T, respectively, in terms of the number of group elements.

— L and / denote the maximum hierarchical size and level of ID, respectively.

— g¢-type, DBDH, k-Lin stand for a g-type assumption, the decisional bilinear Diffie-Hellman
assumption, and the k-linear assumption, respectively.

Note that the benefit of our results is not limited to RHIBE. Table 2 compares the proposed
RIBE scheme to the scheme proposed by Watanabe et al. [WES17] and its variant [GW19]. These
existing schemes are modifications of Jutla and Roy’s IBE scheme [JR17], we compare them to
the proposed scheme based on Chen-Gong’s HIBE scheme [CG17], which is an extension of the
scheme proposed by Jutla-Roy. Specifically, our instantiation is based on the SXDH assumption,
which is a specific case of the k-linear assumption for k = 1, while the existing schemes rely on a
non-standard augmented DDH assumption. In addition, the reduction loss of the proposed scheme
is better than that of the other schemes. Although our instantiation has slightly larger secret keys
and key updates, the gap is not significant. In contrast, the proposed scheme has shorter master
public keys, ciphertexts, and decryption keys.

3 Although the security of Seo and Emura’s original scheme is based on the g-weak bilinear Diffie-Hellman inversion
assumption, that of the modified scheme is based on the g-bilinear Diffie-Hellman exponent assumption [Sha07].



Table 2: Efficiency comparison of adaptive-identity secure RIBE schemes
with the DKER in prime-order bilinear groups, compact master public
keys, and compact ciphertexts

|MPK| |CtID,T| |SkID79|
Scheme
(G, G2l IG2l) (1G], |G|, |Zp])  (IGal,|Zy])
WES17 [WES17] (6,10,1) (4,1,1) (5,0)
GW19 [GW19] (6,10,1) (4,1,1) (5,1)
Ours + [CG17] (5,7,1) (3,1,1) (7,0)
[kur g |dkgp T reduction )
Scheme ’ ’ assumption
|Ga| (IG2l, 1Zy) loss
WES17 [WES17] 3 (6,0) O(Q?|T) ADDHI1, DDH2
GW19 [GW19) 3 (6,1) O(Q*|T) ADDH1, DDH2
Ours + [CG17] 7 (5,0) 0(Q(Q + |T])) SXDH

~ All schemes use asymmetric bilinear maps e : G1 X Ga — Gp. Groups Gi1, G2, and G
have prime order p.

~ IMPK], |ctip,r|, and |dkmp,r| denote the sizes of the master public key, ciphertext, and
decryption key of user ID at time T, respectively, in terms of the number of group
elements and Z, elements.

"~ |skm,o| and |kur,g| denote the sizes of the secret key of user ID and key update of time
period T associated with a single node 6, respectively, in terms of the number of Go
elements and Z, elements.

~ @ and |T| denote the number of secret key generation queries and the size of the time
period space, respectively.

~ ADDH1, DDH2, and SXDH represent the augmented decisional Diffie-Hellman assump-
tion in G1, decisional Diffie-Hellman assumption in G2, and symmetric external Diffie-
Hellman assumption, respectively.

1.3 Related Work

The revocation problem of IBE was first considered by Boneh and Franklin [BF01] with naive
and non-scalable solutions, where the size of the key update generated by the KGC is linear
in the number of users. Boldyreva et al. [BGKO08| utilized a subset cover framework called the
complete subtree method [NNLO1] and proposed the first RIBE scheme with scalable revoca-
tion by reducing the size of the key update logarithmic in the number of users. Libert and
Vergnaud [LV09] constructed the first adaptively secure RIBE scheme. In addition, Seo and
Emura [SE13b] defined the notion of the DKER, and then proposed the first adaptively secure
scheme with the DKER. Note that the above schemes are pairing-based, and various pairing-based
improvements [GW19, ISW17, LLP17, SZSM17, WLXZ14, WES17] have been proposed. The
RIBE scheme is also constructed under the LWE assumption [CLLT12, Tak21la, TW17, TW21],
code-based assumption [CCKS18], and CDH assumption without pairing or the factoring as-
sumption [HLCL18] although these schemes do not satisfy the DKER. However, Katsumata et
al. [KMT19] proposed a generic construction of RIBE with the DKER from RIBE without the
DKER and 2-level HIBE. Since IBE implies selectively secure HIBE [DG17], RIBE without the
DKER implies selectively secure RIBE with the DKER. In addition, by extending the concept



presented by Katsumata et al., several generic constructions of RIBE with the DKER have been
proposed. For example, Ma and Lin [ML19a, ML19b] proposed a generic construction of RIBE
with the DKER from 2-level HIBE, and Lee [Lee20] proposed a generic construction of RIBE with
the DKER from 2-level HIBE and identity-based revocation. However, these schemes suffer from
large ciphertexts.

The concept of RHIBE was first discussed by Seo and Emura [SE13a]; however, their definition
was too weak for practical application since it does not satisfy collusion resistance that is the
minimum security requirement of HIBE. Thus, Seo and Emura [SE15b] redefined the notion with
the DKER and insider security that ensures collusion resistance. Then, several selectively secure
pairing-based RHIBE schemes were proposed [ESY16, LP18, RLPL15]. Note that several papers
have claimed to construct adaptively secure RHIBE schemes [Leel6, SE15a, WLIJW16, XWW 16,
XWWT18]; however, their security proofs are incorrect or ignore insider security. Katsumata et
al. [KMT19] defined the most strict and rigorous definition of RHIBE and introduced a stronger
definition for the DKER. In addition, Katsumata et al. proposed a selectively secure RHIBE scheme
from the LWE assumption, and Wang et al. [WZH'19] proposed a more efficient selectively secure
scheme in the standard model and adaptively secure scheme in the random oracle model under the
same assumption.

1.4 Organization

The remainder of this paper is organized as follows. Section 2 gives an overview of the proposed
construction. In Section 3, we provide a definition of RHIBE, and in Section 4, we introduce
the additional properties of RHIBE, which are used to construct RHIBE. Section 5 describes the
construction of RHIBE, and, in Section 6, we prove the adaptive security of the scheme.

2 Technical Overview

In this section, we provide a technical overview of our result. We first present an overview of
the definition of RHIBE and the complete subtree (CS) method [NNLO1] Section 2.1, which is a
popular technique to efficiently achieve revocation functionality. We then present the selectively
secure RHIBE scheme with the weaker DKER of Seo-Emura (SE) [SE15b] and an overview of its
security proof in Section 2.2. Then, we provide a proof of the adaptive security of Watanabe et al.’s
(WES) RIBE with the DKER and discuss the difficulties related to combining them to construct
adaptively secure RHIBE in Section 2.3.* In Section 2.4, we present the proposed approach to
construct adaptively secure RHIBE with the weaker DKER. We then discuss how the scheme is
modified to achieve the stronger DKER.

2.1 Preliminaries

Notations. Let N be the set of all natural numbers. For non-negative integers a,b € N with a < b,
we define [a,b] = {a,a+ 1,...,b} and [a] = [1,a]. In addition, as a special case, [a,b] = 0 for
a > b. Let lowercase and uppercase bold letters a and A denote a column vector and a matrix,
respectively, where a’ and AT denote their transposes. For a finite set S, let z < S denote
sampling z from S uniformly at random. For two algorithms A(-) and B(-), let A(:) ~ B(-) denote
that their outputs follow the same distribution.

4Recall that the difference between the weaker and the stronger DKER only appears in the hierarchical setting.
Thus, the approach proposed by Watanabe et al. does not provide a pathway to achieve the stronger DKER.



Let T denote a time period space. According to convention, the size of 7 is polynomially
bounded by the security parameter \. Let ¢-dimensional vector ID := (idj,...,ids) denote an
identity at level-¢, and let Z be an identity space of level-1, which is determined by only the
security parameter \; therefore, an identity space at level-£ is Z*. Here, we use |ID| := £ to denote
the hierarchical level of the identity. For convenience, we consider kgc as a “root” user and let
7% := {kgc}. In addition, Zrp C ZI™*1 denotes a set of level-(|ID| + 1) identities whose direct
ancestor is ID. In other words, Zrp == {ID’ € ZI™PH1 | Vidjrp|1 € Z,ID' = (ID, idjzp41)}. We also
define several notations for the prefix of an identity ID = (idy,--- ,idrp|) in the following. For a
non-negative integer £ < [ID|, an ¢-dimensional prefix of ID is denoted IDy, = (idy,...,1id,). Here,
a direct ancestor of ID is denoted pa(ID) := IDjp|—1], and IDjg := kgc. In addition, prefix ™ (ID) :=
{IDpy}, IDjy), - - -, IDjrp—1 (= pa(ID)), ID} denotes a set of all prefixes of ID and itself. We summarize
the notations of time periods and hierarchical identities in Table 3.

Table 3: Notation of time periods and hierarchical identities

T time period

T time period space

kgc special symbol for key generation center

1D identity

id; i-th element of an identity ID = (idy,...,1ds)

T identity space of id

Tt identity space at level-/

A special identity space at level-0, i.e., {kgc}

|ID| hierarchical level of an identity ID = (idy,...,1dy)

T set of level-(|ID| 4 1) identities whose direct ancestor is ID
1Dy (-dimensional prefix of ID = (idy,...,idy,...), i.e., IDy = (idy, ..., idy)

pa(ID) direct ancestor of ID, i.e., ID[jp|—1]
prefix ™ (ID) | set of all prefixes of ID and itself, i.e., {IDyy), ..., IDyj1p|—1, ID}

Overview of RHIBE. Here, we provide an overview of RHIBE, which appears to be complicated
for beginners. Note that this complexity stems from the existence of three types of keys, i.e.,
secret keys skip, key updates kurpt, and decryption keys dkipr. In addition, a secret key contains
a delegation key delkip € skip that is responsible for key delegation in our description, although a
delegation key delkrp does not explicitly appear in the syntax. Furthermore, a delegation key delkp
is updated during system execution.

At the time of RHIBE system launch, the KGC creates a master public key MPK and KGC'’s
secret key skygc. The ciphertext ctipr depends on the receiver’s identity ID € Z=L and time period
T € T, where L denotes the maximum level of the hierarchy. Here, the configuration of level-1
users ID € T is the same as that of RIBE. All level-1 users ID are given their secret key skip by
the KGC, and the secret keys skip are insufficient to decrypt ciphertexts ctipr. The KGC manages
a revocation list RLxger C Z of level-1 users who will be revoked at time period T. Then, at each
time period T, the KGC broadcasts key update kuygc r for level-1 users. Here, by combining secret
keys skip and key update kuyge 7, only non-revoked users are able to derive decryption keys dkp t
that can decrypt ciphertexts ctip .



The basic configuration of level-¢ users ID € Z¢ for ¢ > 2 is essentially the same. Here, all
level-¢ users ID are given their secret key skip by their level-(¢ — 1) parent users pa(ID). For this
purpose, parent users pa(ID) may update their delegation keys delkpa(1py, Which are parts of the
secret keys, by themselves. Note that the secret keys skip themselves are insufficient to decrypt
ciphertexts ctypr. The parent users pa(ID) manage the revocation lists RLy,(1p)1 C Zpa(ip) of their
children users who will be revoked at time period T. Then, at each time period T, parent users
pa(ID) attempt to broadcast key update Kupa(rp),r for their children users. In this case, parent
users pa(ID) can derive key updates kup,(1p),r only when they are not revoked by their parent users
pa(pa(ID)) in the same time period. Note that parent users pa(ID) may update their delegation
keys delky,(1p) by themselves to create key updates kup,(ip)r- Given the parent user pa(ID)’s key
update kup,(ip),r, only non-revoked users ID can derive decryption keys dkip,r by combining their
secret keys skip and key updates kup,(ipyr broadcast by parent users pa(ID). We summarize the
notations of RHIBE in Table 4.

Table 4: Notation of RHIBE

MPK | master public key

ctipr | ciphertext of an identity ID and a time period T

skip | secret key of an identity ID created by pa(ID)

delkyp | delegation key of an identity ID (a part of skyp) created by ID
kurpr | key update of an identity ID and a time period T created by ID
dkipr | decryption key of an identity ID and a time period T created by ID

RLipr | revocation list managed by an identity ID at a time period T

In the following, we briefly describe the security model. Here, let ID* and T* denote the challenge
identity and challenge time period, respectively. An RHIBE adversary can receive all skyp (which
contains delkrp) and Kupa(p),r under the condition that they cannot derive dkip+r+. Here, all such
secret keys include skyp for ID € prefix™(ID*) as opposed to non-revocable HIBE. Similarly, all
such key updates include kup,gpyr for pa(ID) € prefix™ (ID*) AT = T*. To prevent the adversary
from deriving dkp+ 1+, if an adversary receives skID[*Z] for some ¢ € [|ID*|], then the identity ID[*Z]
or one of its ancestors must be revoked by T*. In addition to skip and kup,(rpy 1, the adversary
in the weaker/stronger DKER model can also receive dkipr. In the weaker DKER model, the
adversary can receive all dkipt except for ID € (ID?{])EGHID*H AT = T*. In addition, the adversary
in the stronger DKER model can receive all dkip r, with the exception of (ID, T) = (ID*,T*). Thus,
compared to the weaker DKER model, the adversary in the stronger DKER model can receive
additional decryption keys (d kID[*z]vT*) ¢e(|To*|-1]-

Complete Subtree Method. In our scheme, all parent users pa(ID) € Z<F~1  including the
KGC, manage their own binary trees BT p,(1p) and assign their child ID € Z,(1p) to a distinct leaf
node denoted np. Here, let Path(BTpa(ID), np) denote a path from the root node to a leaf node
nm- The CS method ensures that there is an efficient algorithm that can output a set of nodes
Npa@p),r € BT pa(ip) by taking assigned leaves (UID)IDEZPQ(ID) of pa(ID)’s child users and a set of child
users RLp,(1p),r € Zpa(rp) from which a member will be revoked as input. The set ./\/pa(m); satisfies
the following properties.

e IfID € RLpa(ID),T7 Path(BTpa(ID)7771D) ﬂ/\/pa(ID),T = 0.



Path(BT pap), mp)

ID ~— D

Figure 1: Diagrams of Path(B7 pap), ) and Nyaqpy 1 for the BT ,(1p) with 8 leaves. “v'” in leaf
nodes means that an identity ID" assigned to the leaf node is revoked, i.e., ID' € RLpa(1p),T-

e If ID ¢ RLya(1p),1; Path(BT pa(ip), 1m0) N Npa(any,r 7 0-
Figure 1 shows diagrams of Path(BT y,(1p), 71p) and Npy(1py,r- We summarize the notations of binary
trees in Table 5. We note that some of the contents will be defined later.

Table 5: Notation of a binary tree

BT
0
n
Path(BT pa(ip), 7o)
Noa(m) 1
SkID,e
delksp,g
kUID,T,e
AN
AN

binary tree managed by a user ID

node in a binary tree

leaf node in a binary tree

path from a root node to a leaf node nrp in a binary tree BT pa(1p)
a set of nodes in a binary tree BT ,5(1p) output by the CS method
sub-secret key of skyp associated with a node 6 € BT pa(1n)
sub-delegation key of delkyp associated with a node 6 € BT 1p
sub-key update of kurp 1 ¢ associated with a node 6 € BT 1p

a set of nodes in BT 1p, where delkp o has been created

a set of nodes in BT pa1p) for all parent users pa(ID)

2.2 Selectively Secure RHIBE Scheme

Here, we present an overview of SE RHIBE and its security proof for selective security.

Construction. The SE RHIBE uses a symmetric bilinear map e : G x G — Gp of prime order
p. Here, g denotes the generator of G. First, we present master public key MPK, ciphertext ctip ,

and decryption key dkip t.

MPK = (ga g1 = gaa g2, (hi)iE[L—‘rl]v (h’;)le[ﬂ)a Skkgc = (9%: delkkgc)a
/] (92, (hi)icip41) (h)iepp) <R G*T4, a R Z,

id‘m|

Ctipr = (gsa (hidl T h|ID| hry1)® ((hll)Thé)s» M- 6(91792)S> )
// S <R Zp



id‘m‘

dkp,r = (93 (- ) 1) ((h)Thy)t g7, g, (hg)i6[|ID|+1,L}) :
/] (rt) <R Z

The description of the KGC’s delegation key delkyg. will be given later. Here, we refer
to MSK = g§ a master secret key. When we write ctipr = (c1,c¢2,¢3,em) and dkpr =
(dk1,dka, dks, (dk;)ic[jtp|+1,0))s We can recover a plaintext M by computing cy - e(c2,dkz) -
e(cs,dks)/e(c1,dky). Generally, the scheme is a concatenation of the Boneh-Boyen-Goh (BBG)
HIBE [BBGO5] and Boneh-Boyen (BB) IBE [BB04] with the same generator g, where the former
and latter are used to encode an identity ID and time period T, respectively.

Next, we present secret key skip and key update kur:

Cpa(m)0(pidi ptdiml g 10,6
skip = < " (" o] Piz1)"0 ;delkmp |,

T1D,0 T1,0Y >
g, (hi ™ iefl+1,1) OEPath (BT p(zoy 710)

// T1,0 <R Zp

Apa(1D),0

delk,,1p) = ( ) ,
€lKpa(1D) 99 DEAN 1o 10

//04 (1D) 0<—RZ

Q—Qpa(1D),0 id idjpa(n)|
gy . (h1 1., h‘|pa(ID)\ h ) pa(ID),T,0

I(upa(ID),T = ((h’l)Th’) pa(ID). 1.6 ’

r ¢ Tpa(10), 1,6
g'e e, gleanro (hy Jie[lpa(tD)|+1,L] 0EN pa(10) 7

// (Tpa(1p),T,605 tpa(1p).1,0) <—RZ

where AN pa(1p) C BT pa(1p) is a set of all activated nodes 6. Here, the activated nodes denote nodes
f associated Wlth delkpa(m) g used to create all skypgy and/or Kupa(),r,0 at least once. ° Each skp
comprises sub-secret keys skip g associated with nodes ¢ in their parent’s binary tree BT ,5(1p) and
sub-delegation keys delkp ¢ associated with nodes 6 in their own binary tree BT 1p. Similarly, each
KUpa(1p),r comprises sub-key updates kup,(p) 1,0 associated with nodes 6 in BT ,;(1p)-

Correctness. We confirm that the above scheme satisfies correctness as follows.

e All parent users pa(ID) can compute delky,(rpy by themselves and can compute skip using
delk .
pa(ID)

e When non-revoked users ID are given skip and kupy(ipy 1, they can compute dkipr. Recall
that the CS method ensures that there is a node 6 € Path(BT p,(1p), 71mp) ﬂ./\fpa(m ¢ for non-
revoked users ID ¢ RLp,(1p),r- Specifically, when we have skip g = (ski, sk, Sk|ID|+17 ..., 8kT)
and Kupa(1p)1,0 = (k:ul, kus, kus, ku| = ku/ ., ku’; ), users ID sample (r',t') < Zg

[pa(ID)[|+1
and can compute dkpt as follows:

|TD|” -

dky
i i id|rp ! ’
= sk - kuy - (ku11D|)ld‘m‘ . (h1d1 .. h|ID|| th+1) . ((h/I)Th/Q)t

0+00pa(1D),0 —Opa(1D),0 id; id|1p) r1p.9+T +r/ INT 2/ \E +t!
=95 (M w Ty hp1) 00T e 1O ((By )" hy ) fea(in) o

id\ID\

= g5 - (B - hyp” hpa)” - (A1) Thy)"

5In other words, each parent user pa(ID) updates delkpa(m) = (delkpa(ID),G)QEANpa<ID) by adding delkpa(n) o when
they create skp g/ and/or Kugs(my 1,67 for 8’ ¢ AN pa(my. This procedure also updates AN pa(mp) + AN pay U {0’}



and
dkiQ = Sk'Q . I{ZUZ . gr/ = gTIDﬁ9+TPa(ID)¢T,9+T/ = gr’
dk’g = k’u,g . gtl = gtPQ(ID)vT«9+t/ = gt
k) = ski - kal - By = h0 TR g for i € [JID] + 1, L)
e When non-revoked users ID are given skip and Kup,(1p) 1, they can compute kurp r. Specifically,
users ID derive dkp 1, sample (7, ty) < g ZIQ,, and then compute for each 6’ € Nipr,

id|p

kuy = delkyy g, - dky - (hi™ Y hii1)"o - (R))ThY)b
hi) o (1))

hL+1)TID,T,9/ . ((h’l)Thé)tm,T,e’

id‘m‘
|1D]
id‘m‘
|1D|

a—ap, ;
= gy pa(ID),0 (hidl o h

_ gg‘_apa(ID),Q . (hi.dl . h

and

tHth, _ t ’
v =g 1D,T,0 ,

ku2 = dkjg . grle" = gTJrT/e’ = ngD,T,G', ]{:Ug = dk?g : gtle’ =g

// + // , .
ku, = dk}-h," =h; ® =h ™" foriel[|ID|+1,L.

Security. Intuitively, the scheme is secure because revoked users ID do not appear to be able to
compute dk; correctly because the randomness ap,(1p) ¢ in the exponents between skip and kupa(1py 1
do not vanish. Seo and Emura formally proved selective security by reducing the security of the
BBG HIBE [BBGO05] to that of SE RHIBE. Given the BBG master public key (g, g1, 92, (hi)ic[z+1]),
the reduction algorithm creates the BB master public key (h});c[o) with the BB trapdoor, which
allows the reduction algorithm to create BB secret key for T # T* in the same manner as the security
proof [BB04]. Note that the reduction algorithm does not know the master secret key ¢¢, i.e., the
BBG maser secret key.

SE Node Division. The most crucial point of the proof is node division. Specifically, the reduction
algorithm creates skip g, delkp,(1p),0, and kups(mp)r,e in distinct ways depending on the division.
Here, let AN denote a set of all activated nodes that appear during the security game, i.e., AN
is the union of AN pa(zp) for all parent users pa(ID), including kgc, that appear during the game.
Let (ID*,T*) be the target identity and target time period that the reduction algorithm knows at
the beginning of the security game. Let £* be the minimum hierarchical level of the target user’s
ancestor whose secret key skID[*Z*] is received by the RHIBE adversary.® To prevent trivial attacks,
the adversary must not be able to receive kupa(ID[*e])J*,@ if it shares the same 6 with SkID[*e],G for

¢ € [¢*,|ID*|].” Here, the user ID},; (or one of its ancestors) must be revoked by time period T*. At

[e*]
the beginning of the game, the reduction algorithm guesses the £* value and determines leaf nodes
Moy, € BTpa(ID[*Z]) for ¢ € [¢*] to which ¢* users ID[*I], ID’[*Q], ce ID’[}*] will be assigned. Then, the

reduction algorithm divides AN into three mutually exclusive subsets SE@P,SS@E), and Sé'g) as

5Note that there may be an adversary that does not receive skip for any ID € prefix™(ID*). Here, we ignore such
adversaries and assume that an adversary always receives sk for some ID € prefixt (ID*).
"Otherwise, the adversary can create dkipx = from kupa(m[*[]),w,g and skm[*[] 0. Note that, according to the definition

of £*, the adversary can receive kupa(m[*e]m*ﬂ even if it shares the same 6 with Skm[*[]’g for £ € [¢* — 1] because the
adversary does not know the secret keys.
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follows:
(0 € BT pa (1D%,)) for £ € [¢* — 1]) v
(9 € BT pa D)) \ Path(BT pa(mp i) [1’*])> 7
(0 € BT, for £ € [¢*,]107])) v
(9 € Path(BTpa(ID ) nIDi‘é*]))

|TD]

Se = AN\ (SeY uSER) = AN\ ( U BTw, )

Sel) =

SEW =

Note that B’Tpa(m[*é*]) BT+, . A graphical overview of SE node division will be presented

[e*—1]
in Figure 2 (Section A). Note that the reduction algorithm can perform this division only when
it knows ID*. In addition, all SkID[*l],Q for ¢ € [¢* — 1] and ¢ € [¢*,|ID*|] are associated with nodes

0 e SE D and 6 € 859, respectively. We summarize the properties of the node division as follows.
e All (SkID79)9€S£(1) received by the RHIBE adversary satisfy ID ¢ prefix™ (ID*). The ad-

Z*
versary receives no (delky,(1p),)

ID € prefix™ (ID*) AT = T*.

beseD) The adversary may receive <kuP3(ID)7T79)OeS£§i) for

o All (kurptp) pese® received by the RHIBE adversary satisfy T # T*. The adversary may
Z*
receive (skip g, delk for ID € prefix™ (ID*).
(skp,g pa(ID),@)gGSggi) p (ID%)

o All (Sk:[D,a,de|kpa(1D),9,kUpa(ID),T,0)9€55(3> received by the RHIBE adversary satisfy ID ¢
Z*
prefix ™ (ID*).

Here, we do not analyze why the properties hold for the node division. Refer to [SE15b] for the
corresponding analysis.

Key Creations. Then, the reduction algorithm changes the distribution of (delkys(1p)g) 1) as

0esel,
gg 7%3(@’9, which cannot be computed by the reduction algorithm. Although the reduction al-

Q—Qpa(1D),0

gorithm cannot compute delk,,p)g = 9o , this is not a problem because the adversary

cannot obtain (delkya(1p),g) peseD) Note that an adversary cannot detect the change because the
Z*
distributions of g, o720 and g;_apa(m)’g are the same, where ap,(myg <R Zp- As a result, the

—Qpa(1D),0 —Qpa(1D),0

a @ -
g Vpa(1).0 (SkIDﬁ)aeSSEP and g, terms of (kuPa(ID)vTﬁ)aessgP are replaced by g,

Qpa(1D),0

and gy , respectively. Therefore, the reduction algorithm can create (kupa(1pyT,6) pese using
e*

9 Cypa(tD). sampled by itself. To compute (skipg) £ the reduction algorithm receives BBG se-
o*

0eS.
id\ID\

cret keys (gg“ . (hid1 "'h\:[D\

sample 1’ <—p Z, and compute

Qpa(1D),0

hrp+1)",g", (hz)iE[IIDHLL}) and modifies them using g, as follows:

id\ID\ id‘m‘ /

i 1 apam i r
(Qg.(hidl...h‘ml hL+1)T) CgaP O (B )

_ Opa(m),6—Q id id|rp| r
= gy (R} 1"'h|1D| hri1)

/
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and (g”l*r,(hz,_r)ie[‘mHl,L}). The reduction algorithm can receive the BBG secret key
because all (Skmv@)eesg“) received by the RHIBE adversary satisfy ID ¢ prefixt(ID*).
e*

Here, (delkpa(p)6) is not changed; thus, the reduction algorithm can create

pesePusely
(skmg,delkpa(ID)79)%85&3%8823) in the same manner as the real scheme. The rest of information

that the reduction algorithm should be able to create is (kuPa(ID)vTﬂ)aessgf) and (kuPa(ID%Ta@)aesgﬁ)‘
To broadcast (kupa(ip)r,9) pese® the reduction algorithm proceeds in the same manner as
e*

(SkID76)9655(1)’ i.e., it receives BBG secret keys and modifies them using gg"a(m)’g. As in the case
e*

of (SkIDve)Ge&‘)éi)’ this operation is effective because all (kup,(ip)1,9) received by the RHIBE

gesey

adversary satisfy ID ¢ prefix™ (ID*). To broadcast (kurp.r) the reduction algorithm first cre-

s
ates BB secret keys (g5 - ((h})Th))!, g') with the BB trapdoor and modifies them using g5 ™’. The

operation is effective because all (kuip14) pese® received by the RHIBE adversary satisfy T # T*.
Z*

2.3 Adaptively Secure RIBE Scheme

Adaptively secure non-hierarchical RIBE schemes have been constructed in the same manner. For
example, Watanabe et al. [WES17] constructed the WES RIBE by concatenating the modified
Jutla-Roy (JR) IBE [JR17] and BB IBE [BB04] with the same generators (g1, g2) of asymmetric
bilinear groups, where the former and latter are used to encode ID and time period T, respectively.
They proved adaptive security by reducing the security of the JR IBE to that of the WES RIBE.®
Although the BB IBE only achieves selective security, they exploited the fact that the time period
space T is polynomially bounded, and their reduction algorithm guessed the target time period
T* with reduction loss |T| at the beginning of the game. To perform node division without the
knowledge of ID*, the reduction algorithm guesses the number Q* on which the RIBE adversary
makes a secret key query on ID* with reduction loss ), which is the number of the RIBE adversary’s
key queries, and assigns the Q*-th queried user to uniformly selected predetermined node n*. Here,
the operation can divide all nodes in the same way as the SE node division for L = 1 and prove
adaptive security in the same manner as the above selectively secure RHIBE.

Unfortunately, this approach is not scalable for hierarchical settings. Specifically, to prove
the adaptive security of RIBE, the reduction loss () is sufficient to divide all nodes because the
reduction algorithm must select only a single predetermined leaf node np~ to which the target ID*
will be assigned. In the hierarchical case, the reduction algorithm must select ¢* predetermined

leaf nodes Moy, € BTpa(ID@]) for £ € [¢*]. In other words, the reduction algorithm must guess ¢*

numbers @7, ..., Q. on which the RHIBE adversary makes secret key queries on ID[*l]7 cee ID[*Z*}’
respectively. Therefore, the approach results in reduction loss Q. In other words, even if we
replace the BBG HIBE of the SE RHIBE with an adaptively secure HIBE scheme, it appears to
be difficult to achieve adaptive security with the proof techniques of SE RHIBE and WES RIBE
in a straightforward manner. Thus, a new approach is required to prove the adaptive security of
RHIBE.

2.4 Proposed Approach for Adaptively Secure RHIBE Scheme

Here, we provide an overview of the proposed RHIBE scheme. Note that the WES node division is
not scalable in the hierarchical setting. First, we employ a new node division to prove the adaptive

8Note that the original JR IBE, which is secure under the SXDH assumption, is not compatible with the reduction.
Here, Watanabe et al. had to modify the scheme and rely on the non-standard variant of the DDH assumption.
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security of RHIBE. Then, we modify the SE RHIBE to obtain an adaptively secure RHIBE scheme
with the weaker DKER because the scheme is not compatible with the new node division. Finally,
we discuss how we achieve the stronger DKER.

Adaptive Node Division. As discussed in Section 2.2, SE node division does not work in the
adaptive security setting because it requires ID*. In addition, it appears that WES node division
cannot be extended to the hierarchical setting. Here, we employ a new node division to prove the
adaptive security of RHIBE. Specifically, as the SE RHIBE case, our reduction algorithm guesses
£*, i.e., the minimum hierarchical level of the target user’s ancestor whose secret key skID[*Z*] is
received by the RHIBE adversary. In addition, as the WES RIBE case, our reduction algorithm
guesses only a single number Q* on which the RHIBE adversary makes a secret key query on ID[*Z*]
with reduction loss ). In other words, the guess is scalable because the reduction algorithm does
not guess the numbers Q7, ..., Q7._; on which the RHIBE adversary makes a secret key query on
ID[*l], cee ID[*g,_1 . Then, the reduction algorithm divides a set of all activated nodes AN into two
mutually exclusive subsets SKy« and KU+, which are defined later. Unlike the SE RHIBE case,

the reduction algorithm does not set leaf nodes MY, € BTpa(ID[*Z]) for ¢ € [¢*] in advance. In turn,

whenever the reduction algorithm creates binary trees BT p,(ipy of all level-(£* — 1) users pa(ID)
such that |ID| = £*, it sets leaves n;a(m) € BT pa(p) to which the Q*-th queried user will be assigned
in advance. Note that, although there are numerous (but polynomially many) leaves n;a(m),

one of them will be used for the @*-th query. Then, our node division is defined as follows:

only

SK 0 (0 € BT pap) for |ID[ < £ 1)V
o= : (9 € BT pa(rn) \ Path(BT pa(in)s 5,1p))  for |ID] = £*> ;

Kl = AN\ SK ; (0 € BT papy for |ID| > (*+1)V
o= = :
(6 € Path(BT pagro), Wa(apy) for |10 = ¢*)

A graphical overview of our node division will be presented in Figure 3 (Section sec:NodeDivision).
Note that the reduction algorithm can perform node division without knowledge of ID*; thus, the
division is compatible with the adaptive security setting. In particular, all SkID[*e]ve for ¢ € [0* — 1]
and ¢ € [¢*,|ID*|] are associated with nodes 6 € SKC;» and 6 € KU+, respectively. We summarize
the property of the node division in the following.

e All (skip g, delkpa(ip) 6)oesk,. received by the RHIBE adversary satisfy ID ¢ prefixt (ID*). The
adversary may receive (Kupa(1py 1,6)9esic,. for ID € prefix ™ (ID*) AT = T*.

o All (kupa(ip),1,0)9eku, received by the RHIBE adversary satisfy ID ¢ prefix™ (ID*) V T # T*.
The adversary may receive (skip g, delkpa(1p),6)esic,. for ID € prefix ™ (ID*).

Here, we omit the analysis of why the properties hold (refer to Section 6 for the corresponding
analysis). Intuitively, SKCys+ and KU~ take similar roles as Sséi) and Sé'g) U&S'gi’), respectively. In
particular, all (skipg)gesk,. received by the RHIBE adversary satisfy ID ¢ prefix™ (ID*) as in the

case of (SkIDﬁ)HeSSgl)' Similarly, all (kupa(1pyT,6)0eku,. received by the RHIBE adversary satisfy

ID ¢ prefix™ (ID*) V T # T*, while all (kUPB(ID):Tﬁ)eeSgﬁ) and (kupa(ID)’Tﬁ)@GSSéi) received by the
RHIBE adversary satisfy T # T* and ID ¢ prefix® (ID*), respectively. Although we omit the details,
the reduction algorithm can create all (skip,g, kUpa(1p)1,0)0e5K,~ and all (skip g, delkpa(1p).6)ockis
in the same manner as SE node division. However, a problem arises in (delkpa(m)’g)geg@* and
(KUpa(1p),1,6)0cks,« due to the slight difference between node divisions; therefore, the modification
of the node division is insufficient to prove the security of the SE RHIBE for two reasons. First, the
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y; thus, the reduction algorithm for SE node division

RHIBE adversary receives no (d3|kpa(ID),9)gegg<1
é*
sets (delkpa(ip),0 = ggiapa(m)’e)ee&g(l), which are elements that cannot be computed by the reduction
e*

algorithm itself. In addition, our node division allows the adversary to receive (delkpa(m)ﬁ)ge‘g;cé*;
therefore, the reduction algorithm cannot set delkpy,(1p) ¢ in the same manner as the SE node division.
Thus, the reduction algorithm cannot answer (delky,(1p))oesk,. even in the selective security
model. Second, the reduction algorithm for SE node division employs distinct methods to create
KUpa(1p),1,0 depending on whether T # T* or ID ¢ prefixt (ID*) holds (i.e., whether 6 € Sé’ég) or f €

3523’)). However, here, the reduction algorithm must know (ID*, T*). In addition, (kupa(1p) T,0)0ekts
satisfies T # T* V ID ¢ prefixt (ID*); therefore, the reduction algorithm without knowing (ID*, T*)
does not have a way to distinguish which of condition T # T* or ID ¢ prefix™ (ID*) holds. Thus, the
reduction algorithm can only answer (kupa(ID)7T79)9€}Cul* in the selective security model.” Therefore,
the SE RHIBE is incompatible with our node division.

Modified RHIBE Scheme. To avoid the issue, we modify the SE RHIBE scheme. Here, we use
BBG HIBE to explain the proposed approach because we believe it facilitates understanding of the
proposed approach compared to SE RHIBE. Note that we extract the required properties of HIBE
to construct adaptively secure RHIBE and replace the BBG HIBE with adaptively secure HIBE
schemes later in this section. Although SE RHIBE is a concatenation of level-L BBG HIBE and BB
IBE, the proposed RHIBE scheme is based on level-(L + 1) BBG HIBE and utilizes its algebraic
property. First, we set MPK, skygc, ctip r, and dkp r, which are very similar to those of BBG HIBE,
as follows:

MPK = (g, 91 = g%, 92, (hi)ic[r+2]) skkge = (95, delkkgc),

/] (92 (hi)iciry2) <R G"*3, a+p L

ctior = (g, (BERE™ - Al hiia) ', M- e(g1,02)")
/] 8 RZp

kot = (g5 - (HTRS - Hinl® B o) 6" (] )iefaploi)) -
/] T RZyp

We use underlines to denote the changes from SE RHIBE. In MPK, (hi)icir41) and (h;)icp2]

of SE RHIBE are replaced by (hi)icz42- In ctipr, a part of BBG HIBE ciphertext of ID,
(hidr... h|1:1)||IDIhL+1)S’ and a part of BB IBE cipertext of T, ((h})™h%)*, of SE RHIBE are replaced
by a part of BBG HIBE ciphertext (h[h3% - - hr:[ﬂthH)s- In dkp 1, we omit ¢g* and a part of the

id‘m‘

first element (h®! - - ‘hil‘;thH)" -((h})*h%)t of SE RHIBE is replaced by (hihs™ - - o1 v2)”
Here, it is easy to verify that dkipr enables users ID to decrypt ctyppr. Then, we describe
delkkgc, skip, delkpa(1py, and kup,(rp)r as follows:

Qkge,6

delkige = (92"*") peani, -

/] akgeo <R Zyp

9Note that we can avoid this issue by guessing T* with reduction loss | 7| as the proofs of the above adaptively
secure RIBE. However, our construction does not require the guess; thus, it avoids this issue. That is why the
proposed RIBE scheme achieves tighter reduction than the WES RIBE [WES17] and its variant [GW19], as shown
in Table 2.
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id|m|

Qpa(1D),0 idy T
skip = 9o - (hy "'hIID|+1hL+2) 7 delk
D = T1D,6 hTIDye) ’ v)
g0 (hi ™ ieuimi+2 41/ pepn

BTpa(ID)vnID)
/] T6 <R Lyp

Qpa(1D),0 idy id|p

92 (he™ e gy

u Upa(1D),0
gUea(m),0 (hi )

hpqo)te®20,
del kpa(ID) —

ie{1}U[|ID|+2,L+1]

GEANPQ(ID)
// (apa(ID),97upa(ID),9) <R Zf,

Q—Qpa(1D),0 T id 1dpa(m)| .
gy pa . (h1h2 L h|paF()aID)|+1hL+2)TP (ID),T,97

r Tpa(ID),T,G
greame (b, )i€l|pa(ID)|+2.L]

kUpa(mp),T =
€N pa (1), T

// Tpa(ID),T,0 <R Zp

Here, delkp,(1p),¢9 of the proposed scheme follows a similar distribution to skipg, and that of SE
RHIBE follows a similar distribution to MSK. This is why the skip of the proposed scheme is
larger than that of the existing RHIBE schemes. It is easy to check that the scheme satisfies the
correctness: delky,(1p) can be created without any secret information, delky,(1py enables users pa(ID)
to create skip, skyp and kupa(mm enable non-revoked users ID to create dkipr and kup .

Key Creations. Next, we observe how our construction avoids the previous issue to prove
adaptive security. As with Seo-Emura’s proof, the reduction algorithm changes the distribu-
tion of factor gg’“‘(m)’g of (delkpa(1p),0)oesk,« to gg_%a(m)’g, which cannot be computed by the
reduction algorithm by itself. As with the SE proof, here, the adversary cannot detect the
—pa(1D),0 of (

« (0%
change. Thus, the g,”™" terms of (skipg)oesi,. and g, KUpa(1D),1,0)0€SK,~ are Te-
Q—Qpa(1D),0 Qpa(1D),0

placed by g, and g, , respectively. Although we omit the specifics, the reduc-
tion algorithm can create all (skipg, kUpa(ip)r,0)eesk,. and all (skipg,delkpya(n) 0)ocku, in the
same manner as SE RHIBE. In addition, the reduction algorithm of the proposed scheme can
also compute (delkya(1n)g)oesi, and (Kupa(ip)re)ocku,.- First, the modification of delkpa(ip).o,
which follows a distribution that is similar to skipg, allows the reduction algorithm to create
(delkpa(m),g)ge‘g;@*. Here, the reduction algorithm receives a special form of BBG secret keys

i id,, : :
(93{ - (R3% ..h|p;‘(’1(;;")jrth+2)",gr, (h”ie{l}u[\pa(ID)|+2,L+1]> of pa(ID), where pa(ID) is encoded in
Qpa(1D),0

levels from 2 to |pa(ID)| + 1, and modifies them using g, . In this case, we exploit the
fact that all (delkpa(p)g)oesk,. received by the RHIBE adversary satisfy ID ¢ prefix™ (ID*).
Next, the modification of the proposed scheme, which is not a concatenation of BBG HIBE
and BB IBE, i.e., it is based on only BBG HIBE, enables the reduction algorithm to cre-
ate (kupa(m)’T,g)ge;@uz*. For this purpose, the reduction algorithm receives BBG secret keys

i id|pa(m r or r
(Qg - (RTRiM ...hlp;?I(D)‘)LthJ'_Q) .9 ,(hi)ie[lpa(ID)‘+27L+1}) of (T,pa(ID)), where T and pa(ID) are

encoded in levels 1 and from 2 to |pa(ID)| 4 1, respectively, and modifies them using gy
Here, we exploit the fact that all (kupa(ip)re)ecku,. received by the RHIBE adversary satisfy
ID ¢ prefix™ (ID*) V T # T*. Therefore, the reduction algorithm can create all delkpa(1p), skip, and
Kupa(p),r received by the adversary in a security proof.

Achieving the Stronger DKER. The above scheme is sufficient to achieve the weaker DKER,;
however, it is insufficient to achieve the stronger DKER. Here, we describe how the reduction
algorithm creates dkip 1. First, the reduction algorithm creates skip g and kup,(1p),r,9 with the same
# as described above and can derive most decryption keys dkipr. Here, the only exception is

pa(ID),0
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(deD[*z]’T*)Ze[g*,ﬂ. Recall that all (skID[*e]’g)ge[g*,H are associated with nodes 8 € SKCy«. As observed

above, the reduction algorithm can create all (kupap)r,9)ecsk,. by itself. However, the method

to create (Skmﬁ)geg]ce* relies on the condition ID € preﬁx*(ID*). In other words, the reduction

algorithm cannot create (skmmﬁ)gew,u. Thus, the reduction algorithm receives the decryption
id|pp|

key as a BBG secret key (gg‘ - (RTh3M -+ Py pj31

ID are encoded in levels 1 and from 2 to |ID|+ 1, respectively. The reduction algorithm requires that
ID ¢ prefix™ (ID*) VT # T* to receive the BBG secret keys; thus, it can only answer (deD[*e] T)eeltr—1]

hr+2)", 9", (h;)ie[\IDHQ,L—H]) of (T, ID), where T and

when T # T*. Thus, the above scheme only achieves the weaker DKER because the reduction
algorithm for the stronger DKER has to be able to create (deD[*z]’T*) ¢efer—1)- Moreover, the above
scheme has a trivial attack in the stronger DKER model since one of <dk1D[*e] ;% )ee[¢x—1) enables an
adversary to decrypt challenge ciphertext ctyp« r+.

To prevent this trivial attack, we modify the decryption key as follows:

id|ID|

dkipr = (g? . (h’{hédl e h|ID|+1hL+2)T79r) // T 4R Zg.

Here, it is easy to check that the decryption key correctly decrypts a ciphertext. Although this is a
simple modification by removing (hi);e[jmp|+2,5+1], it Prevents an adversary with (deD[*L»] T+ )eeler—1]
from decrypting challenge ciphertext ctip« r+. Thus, the reduction algorithm receives the special
BBG secret keys and can answer (deD[*z] 1+ )tefer—1) in the stronger DKER model.

Extracting Essential Properties of HIBE Required for Proposed Approach. The above
modification describes the proposed approach based on BBG HIBE. However, some readers may
wonder whether the approach truly provides adaptively secure RHIBE schemes because we em-
ployed the special algebraic/security properties of BBG HIBE. Thus, we exploit essential properties,
i.e., MSK evaluatability, first-level wildcarded SK, and prefiz decryption restriction, which enable
HIBE schemes to be compatible with the proposed approach. Then, we verify that not only the
BBG HIBE but also several adaptively secure HIBE schemes [CG17, CW14, GCTC16] satisfy the
properties. As a result, we can construct adaptively secure RHIBE schemes based on the HIBE
schemes.

3 RHIBE

In this section, we provide a definition for RHIBE. Note that the content of this section is primarily
based on [KMT19].

Syntax. An RHIBE scheme II consists of six algorithms (Setup, Encrypt, GenSK, KeyUp, GenDK|
Decrypt) defined as follows.

e Setup(1},L) — (MPK, skygc): This is the setup algorithm that takes security parameter 1
and the maximum depth of the hierarchy L € N as input, and outputs a master public key
MPK and the KGC’s secret key skygc.

e Encrypt(MPK,ID,T,M) — ctipr: This is the encryption algorithm, which takes MPK, an
identity ID € ZI™! time period T € 7, and a plaintext M € M as input, and outputs a
ciphertext ctyp t.

e GenSK(MPK, skyy(1py; ID) — (skip, sk;a(m)): This is the secret key generation algorithm, which

takes MPK, a parent’s secret key skp,(1py, and an identity ID € Z,,(1p) as input, and outputs

skip for ID and the “updated” sk;a(m).
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e KeyUp(MPK, T, skip, RL1p 1, kUpa(1p),r) — (kumpr, skip): The key update information generation
algorithm takes MPK, T € T, skyp for ID € ZI™| revocation list RLypr C Zgp, and a parent’s
key update kup,(1p),r as input, and outputs kurpr and the “updated” skip. As a special case,
we define kup,(kge)r == L for all T € 7.

e GenDK(MPK; skip, kupa(m”) — dkp,r or L: This is the decryption key generation algorithm,
which takes MPK, skyp for ID € ZI™l and KUpa(tp),r s input, and outputs a decryption key
dkip for T € T or the special symbol L, indicating that ID or some of its ancestors have
been revoked.

e Decrypt(MPK, dkip 1, ctrp,r) — M: This is the decryption algorithm, which takes MPK, dkip 1,
and ctrp r as input, and outputs the decryption result M.

Correctness. We require ciphertext ctipr to be decrypted properly by a correctly-generated
decryption key dkipr for the same ID and T when ID is not revoked at T. In other words, for all
A €N, L €N, (MPK,skyg) + Setup(1*,L), £ € [L], ID € (2)’, T€ T, M € M, RLyger C Z,
RLIDWT C IID[l]’ e RL:[D[[,”,T C ZID[ffl]’ if ID' ¢ RLpa(1p),r holds for all ID' € prefix" (ID). Then,
we require M’ = M to hold after executing the following procedures.

(1) (kukgc,Ta Skkgc) — KeyUp(I\/IPK, T, SkkgCa Rl—kgc,T» J—)~

(2) For all ID’ € prefix(ID) (in short-to-long order), execute the following (2.1) and (2.2):
(2.1) (skID/7sk;a(ID,)) < GenSK(MPK; skp,(1pr), ID).
(22) (kuID/,T’ Sk/ID/) — KeyUp(MPK, T, SkIDla RLID/,T’ kupa(ID/)J').lO

(3) dkp.x — GenDK(MPK, skrp, kuips(1p) 7). '!

(4) ct + Encrypt(MPK, ID, T, M).

(5) M’ < Decrypt(MPK, dkip T, ct).

Security Definition. Let II be an RHIBE scheme. Adaptive security with the stronger DKER
is defined using a game between adversary A and challenger C. The game is parameterized by
security parameter A\ and polynomial L = L(\) representing the maximum hierarchical depth. In
this game, global counter T, is initialized as 1 to denote the “current time period. In addition,
C’s responses to A’s queries are controlled by Tc,. Intuitively, A can receive all secret keys, key
updates, and decryption keys if they are insufficient to derive dkip+ ¢+ for target tuple (ID*,t*).
The game proceeds as follows.

First, C runs (MPK,skyg) <« Setup(1*, L) and prepares SKList, which initially contains
(kgc, skigc), and into which pairs of (ID,skip) generated during the game are stored. When a new
skip is generated or existing ones are updated by executing GenSK or KeyUp, C stores (ID,skp) or
updates them in SKList. Note that we omit discussion of this addition/update. Then, C executes
(kukge,15 skf(gc) + KeyUp(MPK, Tcy = 1, skige, RLige,1 = 0, L) to generate a key update for the initial
time period Tc, = 1 and gives (MPK, kuggc 1) to A.

Then, A may adaptively make the following five types of a query to C.

Secret Key Generation Query: Upon a query ID € ZI™! from A, C checks if (ID, *) ¢ SKList
and (pa(ID),skpa(p)) € SKList for some skpa(rpy, and then returns L to A if this is not
the case. Otherwise, C executes (skID,sk;a(ID)) < GenSK(MPK;, sky,(1p), ID). If |ID| = 1,
or 2 < [ID] < L — 1 and pa(ID) ¢ RLpa(pa(in)) 1., then C executes (kurpr,,,skp) <
KeyUp(MPK, Tey, skip, RLip 1., = 0, kupa(n 1.,) and returns kumpr, to A. If 2 < |ID| < L
and pa(ID) € RLy,(pa(1p)), 1o, then C executes RLp,(p) 1., < Rlpa()1.,, U {ID} and returns
nothing to A.

107 |ID’| = L, this step is skipped.
"Here, skip is the latest secret key, i.e., the result of Step (2).
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Note that all ID in the following queries (except the challenge query) must be “activated”, in
the sense that skyp has already been generated via this query; thus, (ID,skp) € SKList.

Secret Key Reveal Query: Until the challenge query, upon a query ID € ZI™! from A, C finds
skip from SKList and returns it to A. After the challenge query, C checks
— If Tey > T and ID € prefix* (ID*), then ID" € RLy,(1p/) 1+ for some ID' € prefix™ (ID).
If this condition is not satisfied, then C returns L to A; otherwise, C finds skip from SKList
and returns it to A.

Revoke & Key Update Query: Until the challenge query, upon a query RL C Z< (denoting
the set of identities to be revoked in the next time period) from A, C determines if the

following conditions are satisfied simultaneously.
— RLp,r,, € RL for all ID € Z=L=1 that appear in SKList.'?

— For all identities ID such that (ID,x) € SKList and ID’ € prefix*(ID), if ID’ € RL, then
ID € RL.

After the challenge query, C also checks

— ID' € RLif Tey = T*—1 and skyp for some ID' € prefixt (ID*) has been revealed previously
by the secret key reveal query.

If these conditions are not satisfied, then C returns 1 to A. Otherwise, C increments the
current time period by Tey < Tey + 1 and executes the following operations (1) and (2) for
all “activated” and non-revoked identities ID, i.e., ID € Z<L~1 U {kgc}, (ID, *) € SKList and
ID ¢ RL, in breadth-first order in the identity hierarchy.

(1) Set RLip ., < RLNZ1p, where we define Zy == 7.

(2) Run (kurpt,,,skyp) <= KeyUp(MPK, Tcy, skip, RLp 1., KUpa(p) 1o ), Where Kupa(ige) 1o, =
1.

Finally, C returns all of the generated {kup ., }(1p,+)eskrist\RL tO A

Decryption Key Reveal Query: Until the challenge query, upon a query (ID,T) € ZI™l x T
from A, C checks

— If T < T, holds.
After the challenge query, C also checks

— If (ID,T) # (ID*, T*) holds.'
If these conditions are mot satisfied, then C returns L to A. Otherwise, C finds skip from
SKList, runs dkip 1 < GenDK(MPK; skp, kupa(ID)’T), and returns dkipr to A.

Challenge Query: Note that A is permitted to make this query exactly once. Upon a query
(ID*, T*, M§, M7) such that [M§| = |[M7| from A, C determines if the following conditions are
satisfied simultaneously.

— If T* < Tcy, A has not submitted (ID*, T*) as a decryption key reveal query.
— If T* < Tey and skyp for ID € prefix T (ID*) has been revealed to A, then ID € RLpa (1), 1% —1-
If these conditions are not satisfied, then C returns 1 to A. Oth-

erwise, C selects a bit b € {0,1} wuniformly at random, runs ct* <«
Encrypt(MPK, ID*, T*, M), and returns the challenge ciphertext ct* to A.

12This check ensures that previously revoked identities remain revoked in the next time period.
13 This is the condition of the stronger DKER. The condition of the weaker DKER is replaced by (ID,T) # (ID’,T*)
for all ID’ € prefix* (ID*).
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At some point, A outputs ' € {0,1} as its guess for b and terminates.

This completes the description of the game. In this game, A’s adaptive security advantage is
defined by Advif o (A) =2 |Pr[b) = b] — 1/2].

Definition 1. We say that an RHIBE scheme Il of depth L satisfies adaptive security if the

advantage Advit o4 (X) is negligible for all PPT adversaries A.

4 Pairing-based HIBE

In this section, we describe HIBE and its additional properties that are used in our construction.
The additional properties can be achieved in most existing pairing-based HIBE constructions; there-
fore, HIBE with those properties can be considered an abstraction of existing pairing-based HIBE
constructions. We briefly review the definition of plain HIBE in Section 4.1, and in Section 4.2,
we discuss additional properties of HIBE. Finally, in Section 4.3, we describe how state-of-the-art
HIBE schemes satisfy these properties.

4.1 Plain HIBE

A plain HIBE scheme H.IT with depth L consists of four algorithms (H.Setup, H.Encrypt, H.GenSK,
H.Decrypt) defined as follows.

e H.Setup(1*,L) — (H.MPK,H.MSK): The setup algorithm takes security parameter A and
maximum hierarchical depth L as input, and it outputs a master public key HMPK and a
smaster secret key H.MSK.

e H.Encrypt(H.MPK,ID,M) — H.ctyp: The encryption algorithm takes H.MPK, an identity
ID € H.ZI™! and a plaintext M as input, and outputs a ciphertext H.ctrp.

e H.GenSK(H.MPK, H.skp, ID := (ID,id)) — H.skyp: The secret key generation algorithm
takes H.MPK, a secret key H.skip/, and an identity ID € H.Z;p as input, and outputs a secret
key H.skip. Here, the second input H.skyp can be replaced by H.MSK.

e H.Decrypt(H.MPK, H.skp, H.ctp) — M: The decryption algorithm takes H.MPK, H.skyp, and
H.ctip as input, and outputs the decryption result M.

The correctness of HIBE ensures that the H.Decrypt algorithm outputs a correct decryp-
tion result. In addition, most pairing-based HIBE schemes further satisfy the condition that
H.GenSK(H.MPK,H.MSK, ID) ~ H.GenSK(H.MPK, H.skyp/, ID) even when given H.skyy. The se-
curity of HIBE ensures that it is difficult for an adversary who obtains polynomially many secret
keys H.skgp such that ID ¢ prefix™ (ID*) to extract secret information from H.ctyps.

By definition, an HIBE system has three natural restrictions. First, only the KGC that knows
H.MSK can create a secret key H.skip for any ID € H.Z!™l, Next, a user with H.skyp can create
H.skyp iff ID € prefixt(ID). Thus, finally, an adversary cannot obtain H.skyp for ID € prefix™ (ID*)
in the security game, where ID* is a target identity. We summarize the notations of HIBE in
Table 6. We note that some of the contents will be defined in Section 4.2.
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Table 6: Notation of HIBE

H.MPK master public key

H.MSK master secret key

H.ctrp ciphertext of an identity ID

H.skp secret key of an identity ID

H.MSK pseudo-MSK

H.skID[HT/I?K] secret key of an identity ID under the pseudo-MSK H.MSK

* wildcard identity

H.dkip decryption key of an identity ID

4.2 Properties Extracted from Existing HIBE Constructions

We presented the proposed approach to construct RHIBE schemes in Section 2.4. That explanation
was specific to BBG HIBE because we rely on several special algebraic/security properties of the
scheme, which the definition of plain HIBE does not capture. To construct adaptively secure RHIBE
schemes, here, we introduce three additional properties of HIBE, i.e., MSK evaluatability, first-level
wildcarded SK, and prefix decryption restriction, to abstract the properties to realize the proposed
approach. Note that the extracted properties can be achieved by most pairing-based constructions,
as discussed in Section 4.3.

MSK Evaluatability. In Section 2.4, users or the reduction algorithm performed the following
operations.

e All parent users pa(ID) compute g;pam)"e to create delkpy(1p),g, Where ap,(1py g <R Zp. Here,

P
P20 it does not

although the reduction algorithm may change the computation to gg
change the distribution.

e Bach user ID employs skip g and kup,(1py 1,9, Which are the BBG secret keys whose first factors
of sky and ku; are g; P20 and gg _apa<1D)’6, respectively, and derives dkip r, which is a BBG
secret key whose first factor of dky is g5. In addition, the distribution of dkip r is independent
of SkID,g and kupa(ID);Lg.

Note that these operations are not supported by plain HIBE; therefore, we introduce MSK
evaluatability. In the following, we use notation H.skip[H.MSK] rather than H.skip, to explicitly
describe the MSK-component of H.skip. Here, let H. MSK denote an MSK space of HIBE, which
is a finite multiplicative abelian group. Intuitively, MSK evaluatability allows anyone to perform

the following operations.

1. H.MPK can be used to sample HT/I?K, which we refer to as a pseudo-MSK, randomly from
H.MSK. Note that H.MSK # H.MSK holds with overwhelming probability.

2. H.skID[HT/I?Kl] and H.SkID[HT/l?KQ] for the same ID € Z wunder arbitrary
(HMSK{, HMSKy) € H.MSK? can be merged into H.skpp[f(H.MSKy,H.MSK3)] by
evaluating their MSK-parts with function f : HMSK x HMSK — HMSK. Here, HT/I?Kl
and HT/'?KQ are arbitrary elements in H.MSK including H.MSK.

We formally define MSK evaluatability in Definition 2.
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Definition 2 (MSK Evaluatability). Let H.II be an HIBE scheme. We say that H.II supports MSK
evaluatability w.r.t. a function class F if there exist two probabilistic algorithms H.SampMSK and
H.EvalMSK.
e H.SampMSK(H.MPK) — H.MSK: The pseudo-MSK sampling algorithm takes H.MPK as
mput and outputs H.MSK € H.MSK.

o H.EvalMSK(H.MPK, H.skip[H.-MSK ], H.skip[H.MSK3], f)  —  H.skep[f(H.-MSKy, H.MSKs)]:
The MSK evaluation algorithm takes H.skID[HT/I?Kl] and H.skID[HT/I?Kg] for the same ID,
under (HT/I?Kl, l-ﬂ/I?Kg) € HMSK?, and a function f € F as input, and then outputs
H.skp[f (H-MSKy, H.MSK,)].

In addition, these algorithms satisfy the following requirements.

> Pseudo-MSK Indistinguishability: For any f € F and any H.MSK ¢ HMSK, given

H.MSK, it holds that

H.SampMSK(H.MPK) & f(H.MSK, H.SampMSK (H.MPK)).

> Evaluation Invariance: For any f € F, any (H./l\/l?Kl,H./'\/I?KQ) € HMSK?, and any
ID € Z, given H.skip[H.MSK1] and H.skip[H.MSKy], it holds that

H.GenSK(H.MPK, f(H.MSK1, H.MSK), ID)
~ H.EvalMSK(H.MPK, H.skp[H.MSK], H.skzp[H-MSKs], f).

Remark 1. Although we have defined MSK evaluatability for general F, we consider a sim-
ple class F = {mul,div} throughout the paper, where mul and div indicate multiplication
and division, respectively. In other words, mul(HmKl,Hng) = HT/I?Kl . HT/I?KQ and
div(HT/I?Kl, HT/I?KQ) = HT/I?Kl/HT/I?Kg. Therefore, we omit “w.r.t. F” and simply state MSK
evaluatability for simplicity.

Remark 2. Although we have defined pseudo-MSK indistinguishability for a general dis-
tribution H.SampMSK(H.MPK), we consider only the case where H.SampMSK(H.MPK) is
a uniform distribution on H.MSK throughout the paper. When F = {mul,div}, the
uniformity of H.SampMSK(H.MPK) implies pseudo-MSK indistinguishability.  In addition,
H.SampMSK(H.MPK) # H.MSK holds with high probability.

First-level wildcarded SK. In Section 2.4, we assumed the following special encoding/security
requirement of BBG HIBE:

e delkya(p) o is a BBG secret key, where pa(ID) is encoded in levels from 2 to |pa(ID)| + 1.
delkya(1p),¢ is used to create skipy which is a BBG secret key, where ID is encoded in levels
from 2 to |ID| 4+ 1. In addition, skipg is used to create kurpr g/, which is a BBG secret key,
where T and ID are encoded in levels 1 and from 2 to |ID| + 1, respectively.

¢ Note that the BBG HIBE does not degrade security even if delkp,(1p) ¢ for pa(ID) ¢ prefixt (ID*)
and skgp g for ID ¢ prefix T (ID*) are revealed.

These encodings/security requirements are not supported by plain HIBE; thus, we introduce the
first-level wildcarded SK. This concept is similar to that of wildcarded IBE [ABC*11] and wicked
IBE [AKNO07]. Roughly speaking, if an HIBE scheme supports first-level wildcarded SK, a wildcard

Wy

x” can be used for the first level of identity vectors when generating secret keys, whereas wicked
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IBE allows wildcards at each level of identity vectors for secret keys.'* Thus, first-level wildcarded
SK enables all parent users to allow more flexible delegation procedures than plain HIBE. This
“wildcard” can be replaced with any element identity id € H.Z; therefore, H-Sk(*,idl,...,idm) can be
used to derive H'Sk(T7id17---,id|m|) for any T € H.Z and H'Sk(*,idl,...,idunHl) for any idj;pj41 € HZ. In
other words, an identity space H.Z<% for secret keys becomes W.Z<L := (H.ZU{x}) xH.Z<L=1. Note
that identity space H.Z=" for ciphertexts is the same as that of the original HIBE, i.e., wildcards
are not permitted for ciphertexts at all levels. Here, for simplicity, we define the following notations
regarding to this notion.

(I) For any ID := (ids, idy,...,1idjp|) € W.ZI™l | et

Vid] € HZ,
if id; =
ID' = (id},ids...,1idp|) B
H.Z1p otherwise.

H.Zp U {ID’ € H.ZI™

W'IID =

() Let W.prefix™((idy,...,1d,)) := prefixt((idy,...,ids)) U {(x,ids,...,1ids)} be a wildcarded
prefix for an identity (idi,,...,id,) € H.Z%.
Here, we examined a toy example. Assume H.Z = {0,1}. For ID = (%, 1), we have W.Zrp = H.Z1p U
{(0,1),(1,1)}, where HZ1p = {(*,1,0),(x,1,1)}, and, for ID = (0,1), we have W.prefix" (ID) =
prefixt(ID) U {(,1)} = {0,(0,1), (x,1)}.
Formally, first-level wildcarded SK is defined as follows.

Definition 3 (First-level Wildcarded SK). Let H.II be an HIBE scheme. We say that H.II supports
first-level wildcarded SK if H.GenSK can be modified as follows.

e H.GenSK(H.MPK, H.skyp, ID € W.Z1p) — H.skyp: This is the same as H.GenSK in plain HIBE,
with the exception that it takes ID € W.Z<L as input rather than ID € H.Z<L.

The following correctness and wildcarded secret key query are satisfied.
> Correctness: For any ID' € W.ZSL=1 gnd ID € W.Zypy, given H.skyy, it holds that

H.GenSK(H.MPK, H.MSK, ID') ~ H.GenSK(H.MPK, H.skgp, ID').

> Wildcarded Secret Key Query: In the security game, an adversary is allowed to receive
secret keys H.skip for any ID € W.Z<E\ W.prefix™ (ID*).

Prefix Decryption Restriction. In Section 2.4, we utilized the following special form of a BBG
secret key.

e dkipr is a special form of an BBG secret key that does not contain (h;)ieHIDHQ,L_,_l].

e Note that BBG HIBE does not degrade security even if (deDfa ;1) ¢e[|1p*|—1) are revealed.

The special form of the secret keys is not supported by plain HIBE; thus, we introduce the
prefix decryption restriction. This property degrades the decryption capability of an HIBE secret
key. Note that a similar concept called limited delegation was introduced by Shacham [Sha07].'" If
an HIBE scheme supports the prefix decryption restriction, there is an HIBE decryption key H.dk1p,
which can be considered an HIBE secret key for ID without delegation functionality. In contrast to

1411 this sense, our notion is more closely related to wicked IBE rather than wildcarded IBE because wildcards are
associated with a ciphertext/secret key in wildcarded/wicked IBE. Nonetheless, we use “wildcarded” to express this
intuitive property.

5Shacham define an HIBE secret key H.skip with limited delegation such that it can derive a secret key H.skyy of
a suffix identity ID’ only when |ID’| is less than or equal to limited bound |ID'| = L' < L.
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an HIBE secret key H.skip, a decryption key H.dkgp for ID € H.Z<E can decrypt ciphertext H.ctyy
iff ID = ID’. In other words, H.dkip cannot decrypt ciphertext H.ctypy for ID” € H.Zp, whereas
H.skip can perform this decryption.

Formally, the prefix decryption restriction is defined as follows.

Definition 4 (Prefix Decryption Restriction). An HIBE scheme supports the prefiz decryption
restriction if there exists H.GenDK as follows.

e H.GenDK(H.MPK, H.skip) — H.dkip: The decryption key generation algorithm takes H.MPK
and H.skip as input and outputs a decryption key H.dkip.

The following correctness and decryption key query are satisfied.

> Correctness: For any ID € HZI<E, a correctly-generated ciphertext H.ctip can be decrypted
correctly with H.dkp. In addition, for any ID € H.I=Y given H.skp, it holds that

H.GenDK(H.MPK, H.GenSK (H.MPK, H.MSK, ID)) ~ H.GenDK(H.MPK, H.skzp).

> Decryption Key Query: In the security game, an adversary is permitted to receive decryp-
tion keys H.dkrp for any ID € H.Z<E\ {ID*}.

4.3 Concrete Examples

Here, we demonstrate that the Chen-Wee (CW) HIBE [CW14]'¢ satisfies the above properties
because we consider it to be conceptually simpler to understand than other state-of-the-art HIBE
schemes [CG17, GCTC16]. The CW HIBE is designed on an asymmetric bilinear group of prime-
order p equipped with a non-degenerate bilinear map e : Gy x Gy — Gp. Here, we use the implicit
notation [a]y = ¢§ € Gy, [a]2 = ¢§ € Go, and [a]r = e(g1,92)* € Gr [EHK'17]. In addition,
for a vector a = (a1,...,aq) € Z’;, we use the notation [a]; = ([a1]1,...,[aq)1) € G¥. The
analogous notation is used for [a]s, [a]r and a matrix [A];, [A]2, [A]r. If A and B are matrices
with compatible dimensions, let e([A]1, [B]2) = [ATB]r. First, the CW HIBE samples two matrices
A and B in Zgﬁ_l)Xk from a matrix distribution Dy [EHKT17], W1,..., W1 <R Zék—’_l)x(kﬂ),
and k «+p Z';H. Then, H.Setup(1*, L) outputs H.MPK and H.MSK:

[A]l) [WIA]M R [W—Lr—&-lA]l

H.MPK ::< Bz, [W1Bls,..., W11 1Bls

[ATk]T> , H.MSK = [K]s.

Thus, the master secret key space H.MGSK of the scheme is GSH. This scheme has H.ctipr and
H.SkID:

co = [As]1,
H.ctip == c1 = [(1dfW{ + .-+ id\*ID*\W\TID*\ + Werl)AS]l? )

2 =M-[sTATk|r
skipo = [Br]s,
H.skip := SkID,l = [k]g . [(id1W1 + -+ j-d|ID\W|ID\ + WL+1)BI']2 ,
SkID,|ID|+1 = [W|ID|+1BI']27 ... skip, = [WrBr]s

To be precise, we use Chen-Gay-Wee’s instantiation of a dual system group [CGW15] as Chen-Wee’s HIBE
scheme. In addition, the scheme proposed by Gong et al. satisfies prefix decryption restriction only if n > 2, where
n is a predetermined parameter to manage the efficiency trade-off in their scheme, and we note that this flexible
parameter n is crucial. It is difficult to prove that other unbounded HIBE schemes [Lew12, LW11] have the prefix
decryption restriction because they do not have such a parameter.
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where s,r <pg Z’;. It is easy to verify the correctness of the scheme. Specifically, the decryption
works as M = cg - e(c1, skip+ 0)/e(co, Skip+ 1), where skyp« |1p*|41,- - -, Skip+ 1, are not used. They are
responsible only for key delegation.

Prior to examining whether CW HIBE satisfies the properties discussed in Section 4.2, we
first describe the crucial part in its security proof. Chen and Wee proved adaptive security using
Waters’ dual system encryption methodology [Wat09]. To overcome the main step (i.e., changing
secret keys H.skip queried by the adversary to be semi-functional), they observed that the following

L—[1D|+2,
distributions are uniformly random in Z, I101+2,

{QidT + -+ + Qor idjpps| + Cot1, Gridi+ o+ rojidym) + (L, (Ci)ie[llDl—i—l,L]} ,

where (; <—r Z, for all i € [L + 1]. Intuitively, ¢;id] + --- + QID*\idTIDﬂ + (141 is a random
semi-functional component of ciphertext element ¢, and the other (;id; + - -+ + (jrpjidjmp| + (L+1
and (Gi)ie[jip|+1,0] are random semi-functional components of secret key elements skip; and
(skip,i)ie[jIp|+1,1]> Tespectively. Here, the uniformity claim holds when ID ¢ prefix™ (ID*). In partic-
ular, when |ID*| < |ID|, the claim holds because the second element (yidy + - - - + (jrpjidjmp| + (41
distributes uniformly random in Z, even when id; = id} for ¢ € [|ID*|] because the random
(Cjzp*|41, - - - »(1p|) are independent of the other elements. The claim also holds for [ID*| > |ID|
because ID ¢ prefix™(ID*), which implies that id} # id;+ holds for some i* € [|ID|]. Therefore,
{Co + Cixid}, o + (ixid;+ } distributes uniformly in Zg.

MSK Evaluatability. Since the master secret key space of the CW HIBE is Gg“, we define the
H.SampMSK and H.SampMSK algorithms as follows.

e H.SampMSK(H.MPK) — H.MSK: Tt samples k < Z5™! and outputs H.MSK := [kl.

e H.EvalMSK(H.MPK, H.skp[[ki]2], H.skip[[Ka]2], f) — H.skep[f([k1]2, [k2]2)]: On input

1 1 1

— H.skgp[[ki]2] = (H. Sk§D)07H-Sk§D),17(H'Sng),z‘)iGHID\-i-l,L])v
2 2

— H.skp|[ka]2] = (H-Skgp),o, H.sk§D’,1, (H-Skgn),i)ie[\IDH—l,L])a

/

it samples 1 <«pg ZI; and outputs H.skID[f([El]g, [Eg]g)] = (H.skp,0, H.skp,1,
(H-SkID,i)iE[|ID|+1,L])7 where
- lff = mul: SkID,O = SkgiD)O Sk:([lz))o [BI'/]Q, SkID,l = Sk:([lD),ISk§2D),1[(ld1W1+ . +1d|ID|W|ID|+
Wi1)Br']s, and skip; = sng)Z . k%)l [W;Br']s;

—f f = aiv: sk = (skibly/skiZy) B, skan1 = (skip 1 /skip) - [(id1 Wy + o+
1d|ID\W|ID\ + WL_H)BI' ]2, and SkIDz = (SkID Z/SkID’L) [WiBr/]Q.
These algorithms satisfy the requirements in Definition 2 as follows:

> Pseudo-MSK Indistinguishability: For any [k]g € GE*1 given [E]g, mul([ﬁ]g, [E]g) =
(k]2 - [k]2 [k + k]z and dlv([k] [k} ) = [k ]2/[ lo = [k — k]2, where k <pg Z’;‘H, are

uniformly distributed in GSH.

> Evaluation Invariance: For any ki]2,[kaJ2 € H.MSK, and any ID € I,
given H.skip[[ki]2], H.skip[[ko]2], the master secret key part of H.skip[f([ki]2, [k2]2)] «
H.EvalMSK (H.MPK, H.skrp([k1]], H.skip[[KeJa], ) is f([Ki]o, [Ka]s) for both f € {mul,div}.
Then, the distribution is the same as H.GenSK(H.MPK;, f([ki]2, [k2]2),ID) due to the uni-
formly random r' € Zk.
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Remark 3 (Difficulty achieving MSK evaluatability from lattices and traditional groups). Obuvi-
ously, it appears to be difficult for lattice-based HIBE schemes [ABB10a, ABB10b, CHKP12, Zha12]
and the pairing-free HIBE scheme [DG17] to satisfy MSK evaluatability, which is the primary rea-
son we exclusively focus on pairing-based instantiations.

First-level Wildcarded SK. The CW HIBE can be modified easily such that
it equips first-level wildcarded SK. Here, we define a secret key H.sk(, mp[[kle] =

(Sk(*,ID),Oa Sk(*,ID),ly (Sk(*,ID),i)i€[€+1,L}’Sk(*,ID),*) <—A H.GenSK(H.MPK, [k]o, (*,ID)) for ID =
(idg, .. .,1id,) under a (pseudo-)master secret key [k]o € G5! as

o Sk(u10)0 = [Brl2, [sk(u )1 = [Kl2 - [(1d2Wa + - + 1d/ W + W41)Br)s,

sk(x,10),0+1 = (Wes1Br]a, - .., sk ), = [WrBrl2, sk )« = [Wi1Br]a |

Note that sk, 1p) 0 and (Sk(*,ID),i)ie[é-i—l,L] are the same as the original secret key. In addition, we
can execute H.GenSK(H.MPK, H.sk(, 1p), ID’) by sampling r’ <—g Z’; and computing

o H.skypy = (SkID’,O, SkID’,la (SkID’,i)z‘e[ﬁJrQ,L]a SkID/,*) if ID" = (%, ID,id41): )
skipp = Ky - [(Wroyt + idaWao + -+ + idgWy)Br']s - (sk(s ) 041 - [Weg1Br/]o)*eet,
skip/ s = Sk(*,ID),* - [W1Br']y;

[ H.SkID/ = (SkID’,Oa SkID/,la (SkID/,i)iE[Z—Fl,L]) if ID/ = (:i.d.l7 ID) .
skip' 1 = k(e 1p),1 - [(Wryp1 + idoWa + - - 4+ 1d/Wy)Br']s - (sky, ) . - [W1Br/]2)'%,

where sk o and (SkID’,i)z‘e[£+1, 1) are computed in the same manner as the original delegation
procedure.

The above skyp satisfies the correctness in Definition 3 due to the uniformly random r’ < Z’; .
We demonstrate that CW HIBE permits a wildcarded secret key query in Definition 3, i.e., the
reduction algorithm can change a wildcarded secret key H.sk(, 1p) to semi-functional. Note that it

is sufficient to demonstrate that the following distribution is a uniform distribution in Zﬁ D13,

{Clidf + 4 Qoor|idps + (o1, G, Geida + -+ + (rojidjm) + (o, ((i)ie[\m\ﬂ,/:]} ;

where (; <—p Z, for all i € [L + 1]. Here, (; is a random semi-functional component of a new
secret key element sk, 1p) «, and (2idg + -+ + (rpjidjp| + (L+1 is a random semi-functional com-
ponent of a secret key element skip ;. Since [1d;W;Br]; is omitted, a random semi-functional
component of skip ; differs from that of an HIBE secret key H'Sk(id17~~~,id|m|) by (1id;. The claim of
uniformity holds thanks to the fact that (x,ida,...,1idmp)) ¢ W.prefix* (ID*) < (ida,..., idjrp|) ¢
H.prefix™((id3, ..., idTID*|)).

Prefix Decryption Restriction. Recall that skip 1p|4+1, - - -, Skip,z are not used during decryption
and only are responsible for key delegation; thus, we define the GenDK algorithm as follows:

e H.GenDK(H.MPK, H.skip = (SkID,O,SkID,la(SkID,z‘)ie[eH,L])) — H.dkp: It samples r’ <p Z’;
and outputs H.dkrp = (H.dkgp,H.dkip1) by computing dkipg = skipo - [Br']z, dkip1 =
skip,1 - [(Wrq1 +idi Wy + - - 4 idj1pW)gp ) Br'].

Obviously, H.dkrp is able to decrypt H.ctyp correctly. In addition, the above dkipr satisfies the

correctness in Definition 4 thanks to the uniformly random r’ +pg Z’;. Finally, we demonstrate
that CW HIBE allows the decryption key query in Definition 4, i.e., the reduction algorithm can
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change a decryption key H.dkip to be semi-functional. Here, it is sufficient to demonstrate that the
following distribution is a uniform distribution in ZZ%:

{Co+ Gid] + -+ + Qoridfipeps Co + Cridi + -+ + (ojidjmy}s

where (; <—r Zj for all i € [max{|ID*[,|ID|}]. Note that there are no ((;)ie[jp|+1,z) that are random
semi-functional components of (skip,;)ic[jzp+1,2]- Thus, the claim of uniformity holds because ID #
ID*.

5 Construction

In this section, we present the proposed RHIBE scheme with depth L from an HIBE scheme
with depth L + 1 supporting MSK evaluatability, first-level wildcarded SK, and prefiz decryption
restriction using the CS method. Here, we assume Z C H.Z and 7 C H.Z. The master public
key, ciphertexts, and decryption keys of the proposed RHIBE scheme are the same as those of the
underlying HIBE scheme.

Complete Subtree Method. As claimed in Section 2.1 and Section 2.2, Path(BT pa(p), 1mp) C
BT pa(p) and AN pa(1p) € BT pa(ip) denote a path from the root node to a leaf node np and a set
of activated nodes 0 associated with delkp,(ip) ¢ that have been used to create all skipp and/or
kupa(tp),1,¢ at least once. For all parent users pa(ID) € Z=L=1 and kgc, we introduce the following
notations to indicate the subsets of BT p3(1p): Lpa(ip) is a set of all leaf nodes; ALp,1p) C Lpa(ip) 18
a set of leaf nodes to which some identities have already been assigned; RLp,(1p),r C ALpa(1p) 18 2
set of leaf nodes for users revoked by a time period T.
In this paper, we use four algorithms (CS.SetUp, CS.Assign, CS.Cover, CS.Match) to describe the
CS method.
e CS.SetUp(1*, pa(ID)) — BT pa(ip): The setup algorithm takes the security parameter 1" and a
parent identity pa(ID) € Z=F—!
for pa(ID).
o CS.Assign(BT pa(1p)s ALpa(1p), ID) — (WID,AK:)a(ID)): The assign algorithm takes binary tree
BT pa(1p)s @ set of leaf nodes AL, (1p), and an identity ID € 7™ and samples a leaf node
N1 <R Lpa(ip) \ ALpa(1p) uniformly at random. It assigns ID to nrp and updates AL )

as input, and outputs the description of a binary tree BT p,(1p)

pa(ID
AL 510y U {UID}- Finally, it outputs nrp and Aﬁpa (1D)"

° CS.Cover(BTpa(m), Rﬁpa(m),T) — Npa(ID%T: The cover algorithm takes a binary tree BT pa(1p)
and a set of leaf nodes Rﬁpa(m) 1, and outputs a set of nodes Npa (ID),T-

o CS. Match(Npa(ID) r,Mp) — 6 or L: The matching algorithm takes a set of nodes Npa D),T
output by CS.Cover and a leaf node n1p as input, and outputs 6 € Nya(1p) rMPath(BT pa(1p), 7110)

if such a node exists; otherwise, it outputs an invalid symbol L.
The CS method ensures that the CS.Match algorithm outputs # and L for all leaf nodes np €
Loa(m) \ RLpacp),r and n1p € RLps(1p),1r, respectively. In addition, the CS method allows us to

realize scalable revocation because |N1p| = O(|RL1p|log(|L1p|/|RL1p|)) holds.

Construction. Note that skip g, delkya(1p),6, KUpa(1p),1,0, and dkip 1 of the proposed RHIBE scheme
are HIBE secret keys or an HIBE decryption key:

skipp = H‘Sk(*,ID)[H'MSKpa(ID),B]v de|kpa(ID),0 = H‘Sk(*,pa(ID))[H'MSKpa(ID),G )
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kurp.1g = H.sk(r.1p)[H-MSK/H.MSK1p 9], dkrpx = H.dkz.1p)

It is easy to verify that delkpa(m)ﬂ can derive skyp g, skip g, delkp g, and kupa(ID)’Tyg can derive kurp 10,
and skipg and kup,(p)r,e can derive dkipr due to MSK evaluatability, first-level wildcarded SK,
and prefix decryption restriction. The proposed scheme is presented in the following.

o Setup(1*, L) — (MPK,skyg): Run (H.MPK,H.MSK) <« H.Setup(1*,L + 1) and BT g ¢+
CS.SetUp(1*, kge), then output MPK := H.MPK and skygc := (H.MSK, BT \gc).
e Encrypt(MPK, ID,T,M) — ctip1: Parse MPK = H.MPK. Run
- H.ct(r,1p) < H.Encrypt(H.MPK, (T, ID), M),
then output ctip 1 == H.ct(r 1p).
e GenSK(MPK, skp,(1p), ID) — (skID,sk'pa(ID)): Parse MPK = H.MPK and

(H.MSK, BTkgca (0, delkkgc,@)@eAngc) if pa(ID) = kgc,

> SKpa(p) = (0, Skpa(10),0)0€Path (BT ya(pa(1ny) pa(iny)* B pa(1n)s otherwise.
(Qa delkpa(ID)ﬂ)GEA/\/'pa(m)

Proceed as follows.

1 (User Assignment). Run (UID,BT;)a(ID)) < CS.Assign(BT pa(ip), ID).

2 (Delegation Key Generation). For each node 6 € Path(np) \ .A./\/pa(m), proceeds as
follows.

2-1 (Pseudo-MSK Sampling). Run
- H.MSK 4 (1p).9 < H.SampMSK(H.MPK).

2-2 (Sub-delegation Key Generation). If pa(ID) = kgc, skip this step. Otherwise,
run

: H.sk(*vpa(m))[HT/I?Kpa(ID)ﬁ}  H.GenSK(H.MPK, H-MSK, 1p) , (*, pa(ID))).
2-3 (Update). Proceed as follows.

. Set delkpy(1p) g = { H.MSKige. __ if pa(ID) = kee,

’ H.sk(*,pa(m)){H.MSKpa(ID)’g} otherwise.
- Update BT pa(1n) by ‘AN;)a(ID) — AN o) U {6}

3 (Sub-secret Key Generation). For each 6 € Path(BT pa(ip), 1), parse

> delkpa(p),0 = H‘Sk(*,pa(ID))[Hpra(ID),G}7

and run

o —

. H.Sk(*,ID) H~MSKpa(ID),9} + H.GenSK(H.MPK, H-Sk(*,pa(ID)) H-MSKpa(ID),G} , (%, ID)),

then set SkIDﬂ = H.Sk(*JD)[HT/I?Kpa(ID),G]'

Finally, run B7 1p + CS.SetUp(1*, ID), and output skip and an updated sk:)a(ID), where
— skip = ((0, sk1p,0)gePath(BT pa(rn) i) BT 10)5
(HMSK, BT{(gc? (0, delkkgcﬁ)@GANf(gc) if pa(ID) = kgc,

_ <k’ !
Skpa(ID) (0’ Skpa(ID)76)6€Path(BTpa(pa(ID))777pa(ID))7 BTpa(ID)’

otherwise.
(91 del kpa(ID)ﬂ)HGA./\/'/

pa(ID)
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e KeyUp(MPK, T, skip, RL1p 1, KUpa(1py,T) — (kutp,T, skip): Parse MPK = H.MPK and
> skep = { (H.MSK, BT «gc, (0, delkkgc,@)BGA/\/kgc) if ID :'kgc,
((0,5k1p,0)9ePath(BT o (rn) o) BT 10 (0, delkpp)ocany,)  otherwise,
> ku :{ 1 if ID :.kgc,
pa(ID),T (0, kupa(ID),T,G)QGN’pa(ID),T otherwise.
Proceeds as follows.
1 (Finding Nip1). Run
- Nip,r < CS.Cover(BT 1p, RL1p 1)-
2 (Delegation Key Generation). For each node 6 € N1p 1\ AN 1p, perform Steps 2-1, 2-2,
and 2-3 of GenSK.

3 (Sub-key Update Generation). Run GenDK(MPK, skip, kup,(p),r) until Step 2 to obtain
H.sk(r,1p)[H-MSK]. Then, for each 6 € N1pr, parse

> delkID 9 = H'MSKkgcve/_\ lf ID = kgc’
’ H'Sk(*vID)[H‘MSKIDﬁ] otherwise.
If ID = kgc, run

- H.sky| HMSK_ |« H GenSK(H.MPK, —HMSK_ )
H.MSKjgc,0 H.MSKjgc,0

and set Kuyge 1,0 = H.skT[H.MSK/H./I\/I?Kkgqg]. Otherwise, run
- H.skg1p) [H-MSK1p,6] ¢ H.GenSK(H.MPK, H.sk(, 1p)[H-MSKzp,g], (T, ID)),

H.MSK
- H 'Sk(T,ID) |:H./|\/EKID’9:|

 H.EvalMSK(H.MPK, H.sk z 1p[H.MSK] , H.sk(r,1p) [H-MSKrp g], div),

and set kup.1g = H.sk(z 1p)[H.-MSK/H.MSK1p g].
Finally, output kurpr and an updated secret key skip, where
- kUID,T = (9, kUID,T,G)aeNmm
e = { (H.MSK, BT ., (68, delkige 0)oc.an,) if ID :.kgc,
((0, sk1p,0)pePath(BT 10y o) BT s (0, delkipg)geany,)  otherwise.
e GenDK(MPK; skip, kupa(m);r) — dkp,r or L: Parse MPK = H.MPK and
> skip = ((9, SkID,Q)GEPath(BTPQ(ID),771[))7BTID? (97 delkID,G)GE.ANm)a
> kUpa(ID),T = (0, kupa(ID),T,G)@GNpa(ID),T'
Proceeds as follows.

1 (Finding the Common Node 6). Run CS.Match(Npa(p),1,710) to find 6 € BT yy(1p). If
it outputs L, then output L.

2 (Secret Key Generation under MSK). Parse
> SkIDﬁ == H.Sk(*JD) [H'MSKPQ(ID)79]7

H.MSK
H.MSK 0 (1),

Compute H.sk 1p)H.MSK] as follows:
. H'Sk(T,ID)[H'MSKpa(ID)ﬁ] — HGenSK(HMPK, H.Sk(*le)[H.MSKpa(ID)’g], (T, ID)),

> Kupa(ip),r,0 = H-sK(1,pa(1p)) [
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) H.MSK H.MSK
H'Sk(T’ID)[Hpra(ID)VG] < HGenSK(HMPK, H'Sk(T’pa(ID))|:Hpra(ID)Y0:| 5 (T, ID)),

H.MPK, H.sk z,1p) [H.-MSK sa(1p) 0]

(TID)| T MSK pa1m 0 |

-+ H.skqg,1p)[H.MSK] ¢ H.EvalMSK

3 (Decryption Key Generation). Run
- H.dk( 1p) <~ H.GenDK(H.MPK;, H.sk(z 1p)H.MSK]).
Finally, output dkip 1 :== H.dk(r 1p)-
Decrypt(MPK, dkip 1, ctipr) — M: Parse dkip 1 = H.dk(g,1p) and ctipr = H.ct(g,1p). Run and output

* M < HDeCprt(HMPK, H'dk(T,ID)7 H‘Ct(T,ID))'

Correctness. The correctness of the CS method ensures that a non-revoked user can find node
6 € Path(BT pa(1p),nm) ﬁNpa(ID),T. Then, the correctness of HIBE and first-level wildcarded SK, the
prefix decryption restriction, and evaluation invariance ensure that dkipr is an HIBE decryption
key H.dk(r,1py under H.MSK. Again, the correctness of prefix decryption restriction ensures that
the H.Decrypt algorithm outputs M correctly.

6 Security

In this section, we prove the following theorem.

Theorem 1. If the underlying HIBE scheme with hierarchical depth L+1 supporting MSK evaluata-
bility, first-level wildcarded SK, and prefiz decryption restriction satisfies adaptive (resp. selective)
security, then the RHIBE scheme with hierarchical depth L also satisfies adaptive (resp. selective)
security. Specifically, if there exists an adversary A to break adaptive (resp. selective) security of
the RHIBE scheme with advantage Adv%}flii()\), then there exists a reduction algorithm B to break
adaptive (resp. selective) security of the underlying HIBE scheme with advantage Advﬁl.%E,LH’B()\)
such that AIZE () < O(LQ) - AV, 5(N) (resp. AGVEIE(N) < O(L) - AdVEE, ()
where QQ denotes the number of A’s secret key generation queries.

Proof of Theorem 1. In the following, we prove the theorem for adaptive security. From this point

forward, we divide A’s attack strategy into L + 1 types and consider the following Type-£* strategy

for each ¢* € [L 4 1].

Type-(* strategy: For ¢* € [L], A makes a secret key reveal query on IDTM but not on any
ID prefix+(ID’[}*])\{ID[**]} (= preﬁx+(IDE‘€*_1])). In addition, as a special case for * = L+1,
A does not make secret key reveal queries on any ID € prefix™ (ID*).

To reduce the security of HIBE to that of RHIBE, the reduction algorithm B picks ¢* <—g [L + 1]

and assumes that A follows the attack strategy of Type-£*. If this condition does not hold, B aborts

the game and outputs a random bit. Here, the reduction suffers from O(L) reduction loss. In the
following, we provide a proof against A of the Type-¢* strategy (denoted Ay ) for a fixed ¢*.

Now, we employ Ay« as a building block and construct a reduction algorithm Bys against an
(L + 1)-level HIBE scheme. Note that By« will set

(1", 1D
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as the challenge identity in the HIBE security game; thus, By» does not make secret key reveal
queries on ID € W.prefix " (ID*) during the HIBE security game. First, By is given an HIBE’s master
public key H.MPK from an HIBE challenger C. Whenever new pseudo-MSKs H.MSK_,p) ¢ are

generated, By« stores (6, HT/I?Kpa(ID)ﬂ) in MSKList. Then, By executes BT g CS.SetUp(1*, kgc),
produces kuygc 1, and sends (MPK = H.MPK, kuygc 1) to Ag. Here, By« produces kuygc 1 in the same
way as in revoke & key update queries which we will explain later.

Let Qg+ be the maximum number of secret key generation queries on level-£* identities, and
let ID, € Z' be an identity on which A, makes a g-th secret key generation query on level-£*
identities. Then, By guesses'” the number Q* € [Qy+] such that IDg« = IDE}*] € prefixt(1D*). If
the guess is incorrect, By« outputs a random bit and aborts the game. The guess is correct with
probability 1/Q > 1/Q. Note that we assume the guess is correct in the following.

By« answers Ay«’s queries (including kuygc 1) by interacting with C as follows:

Secret Key Generation Query: Upon the query, the challenger must perform three steps in the
real security game, i.e., user assignments, delegation key generations, and sub-secret key generations.
In the reduction, By«, in turn, performs modified user assignments, node division, and pseudo-MSK
samplings as follows:

1 (Modified User Assignment). Upon A’s query on a level-¢ identity ID’ for ¢ # ¢*, Bys runs
N < CS.Assign(BT papy; ID') and assigns the user to leaf nyy € Lpapy (as in the real
scheme). In addition, if £ = £* — 1, By further samples a uniformly random leaf 77, <r L1
in the level-(¢* — 1) user’s binary tree BT 1y and updates ALy < {n;y }, even though there
is there is no user assigned to the leaf. Then, By~ modifies the way to assign level-£* users
ID, to a leaf node in Ly5(1p,) as follows:

ID, for g € [Q* —1]: By~ executes nm, < CS.Assign(BT pa(1p,): IDg) and assigns ID, to a leaf
n1, and updates Aﬁ;a(mq)  ALpa(p,) U{nm, }- Although the procedure appears to be
the same as that in the real scheme, ID, is never assigned to leaf n;a( to which still

1D,)
has no assigned users.

IDq+: By« assigns IDg+ to the pre-sampled leaf nmp,. = n;a(IDQ*) € ALpa(1pye) € BT pa(mngs)
and does not update Aﬁpa(m@*). Then, By« updates ALy < ALy \ {13y} for all
level-(¢* — 1) activated users ID" except pa(IDg~).

ID, for q € [Q* +1,Qy+]: By~ executes nrp, < CS.Assign(BT pa(1p,)s IDg), assigns ID, to a leaf
N1p,, and updates ALy, 1p,) < ALpa(ip,) U {71, }- In this case, ID, may be assigned to
leaf n;a(mq) when pa(ID,) # pa(IDg+).

Note that the modified user assignments are uniformly random from A«’s view as in the real

scheme.

2 (Node Division). By« divides all activated nodes managed in the reduction into two sets SKy«
and KU+, as discussed in Section 2.4, both of which are initially empty sets. Upon Ap’s
query, By~ updates the sets as follows:

SK 0 (0 € BT pap) for |ID[ < £ —1)V
o = . (Q c BTpa(ID) \ Path(BTpa(ID)a n;a(lD)) for |ID’ — é*) )
’Cug* = .AN \ SICE*

0 (9 G BTpa(ID) fOI‘ |ID| Z f* + ].) \/
' (e € Path(BT pa(mm): Mia(rp)  for |ID] = e*)

"The guess is not required to prove selective security: thus, the reduction loss differs by a factor o(Q).
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As a special case for /* = L+ 1, KU1 is always an empty set, and SK1 denotes a set of
all activated nodes managed in the reduction.

3 (Pseudo-MSK Sampling). By executes

— H-MSKpa(1p) ¢ < H.SampMSK(H.MPK)
and stores it in MSKList.

If pa(ID) = kgc, By« implicitly sets

dele | HMSK/HMSKigey  for 6 € SKpe,
el H.MSKygc 0 for 6 € Ky

Otherwise, By« does not create delkp,(1p) ¢ in this step.

Note that delkygc g is sampled by executing the H.SampMSK' algorithm in the real scheme.
Here, delkygcg follows the same distribution as in the real scheme due to the pseudo-MSK
indistinguishability in Definition 2.
Finally, B+ returns kurp r,, to Ag, where By creates kurp r., in the same manner as the revoke
& key update query, which is explained later.

Secret Key Reveal Query: In the real security game, upon a query ID from Ay, By« finds
(ID,skip) € SKList and gives skip to Ag«. In the reduction, By« performs sub-secret key generations
and delegation key generations as follows:

1 (Sub-secret Key Generation). By« creates sub-secret keys (Sklpjg)gepath(b’f/‘pa(m)WID). For all

nodes ¢ € Path(BT pa(1p), M), Be= creates (skipg)oesic,. and (skipg)oeku,. in distinct man-
ners:

(skip,p)oesic,.: Ber finds HT/I?Kpa(ID),O from MSKList and makes an HIBE secret key reveal
query on (x,ID) to C and receives H.sk(, 1p). Then, By~ executes
~ H.sk (s 1) [H-MSK 5, (1p) 6]  H.GenSK(H.MPK, H-MSK ,5(1p) 4, (¥, ID)),
- H.Sk(*JD) [HMSK/HMSKPQ(ID),Q] <
HEVaIMSK(HMPK, H.Sk(*’ID), H‘Sk(*,ID) [H‘MSKpa(ID),QL dlv)
Finally, By« sets skip g = H.sk(*,m)[H.MSK/HK/I?KPa(ID),Q] and stores it in SKList.
Note that H.MSK/HT/I?Kpa(ID)ﬂ and skipg follow the same distribution as in the real

scheme due to pseudo-MSK indistinguishability and evaluation invariance in Definition 2,
respectively.

(skip,g)oekcus,: Bes finds HﬁKpa(ID)’g from MSKList and executes
~ H.sk(y. 1) [H-MSK p1p) ] < H.GenSK(H.MPK, H-MSK (1) 4, (¥, ID)).
Finally, By« sets skipg = H.sk(*VID)[HT/l?Kpa(ID)ﬁ] and stores it in SKList.

Here, skip g follows the same distribution as in the real scheme due to the correctness of
HIBE.

2 (Delegation Key Generation). By« creates delegation keys (delkipg)pcan,. Here, for all
nodes § € AN such that delkipg do not exist, By creates (delkipg)oesk,. and
(delkip,9)pekus,. in distinct manners:

(delkip,g)oesic,«: Ber finds H./I\/EKID,(; from MSKList and makes an HIBE secret key reveal
query on (x,ID) to C and receives H.sk, 1p). Then, By executes
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~ H.sk(y 1) [H-MSK1p g] < H.GenSK(H.MPK, H-MSK s g, (¥, D)),
~ H.sk(,. 1) [H-MSK/H.MSKp, 6] + -
H.EvalMSK(H.MPK, H.sk , 1p), H.sk(x 1p)[H-MSK1p ], div).
Finally, Bp- sets delkgp g == H.sk , 1p) [H.MSK/H.-MSKp ].

Here, H.MSK/ HT/I?KID,a and delkqp ¢ follow the same distribution as in the real scheme
due to the pseudo-MSK indistinguishability and evaluation invariance in Definition 2,
respectively.

(delkip,p)oekis,e: Be finds HT/I?KI]M from MSKList and executes
~ H.sk(s 1p)[H-MSK1p ] < H.GenSK(H.MPK, H-MSK 5,4, (+, ID)).
Finally, Bp- sets delkgp,g == H.sk(,. 15 [H-MSK1p g].

Note that delkp ¢ follows the same distribution as in the real scheme due to the correct-
ness of HIBE.

Finally, By« returns skip = ((6, sk1p,0)gepath(BT paup) mmo)s BT 10, (6, delkin,g)gcans,) to Aps.
Revoke & Key Update Query: Upon a query RL from Ay, By« checks if all conditions of the
query are satisfied simultaneously. If the output is not L, By« updates each revocation list RLip r in
the same manner as the real security game. Then, the challenger performs three steps in the real
security game, i.e., finding Nipt, delegation key generations, and sub-key update generations. In
the reduction, By« performs finding N1p 1, pseudo-MSK samplings, and sub-key update generations
as follows:

1 (Finding N1p ). By executes
. NID’T — CS.COVGF(BTID, REID,T)
as the real scheme.

2 (Pseudo-MSK Sampling). For each node 6 € Nipr \ AN1p, B+ performs the pseudo-MSK
sampling in the same manner as for secret key generation queries.

3 (Sub-key Update Generation). By« creates (kurp ., 0)oesk,. and (kurp ., 0)ecku,. in distinct
manners: -
(kup 1ey,6)0esKc,+ 0 Ber finds H.MSKyp g from MSKList and runs

~ H.skz,, 10)[H-MSKrp 6] + H.GenSK(H.MPK, H-MSKrp g, (Tey, ID)).
Finally, By sets kugp1, g == H.sk(r...1p)[H-MSK1p g].
Note that HT/I?KID’G’ and kugp ., ¢ follow the same distribution as those in the real

scheme due to the pseudo-MSK indistinguishability in Definition 2 and the correctness
of HIBE, respectively.

(ku1p,Tey,0)0ekcs,e: Bes finds H./I\/I?ng from MSKList and makes an HIBE secret key reveal
query on (Tcy, ID) to C and receives H.sk(r_, p). Then, B+ executes

~ H.skp,, 1p)[H-MSKrp g] + H.GenSK(H.MPK, H-MSKrp g, (Tey, ID)),

~ H.skz, 1p)[H-MSK/H.-MSKp 9]
H.EvalMSK(H.MPK, H.sk(z.,. 1), H.sk(r., 10) [H-MSK sa(1p) 6], div).

Finally, B+ sets kugp1, g = H.sk(r., 1p)[H-MSK/H.-MSKp g).

Note that kurpr,.,e follows the same distribution as that in the real scheme due the
evaluation invariance in Definition 2.
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Finally, By« returns the generated {kuip t., }(1p,«)eskrist\RL tO Aps.

Decryption Key Reveal Query: Upon query (ID,T) from A+, By« checks if all conditions of
the query are satisfied simultaneously. If the output is not 1, By~ makes an HIBE decryption key
reveal query on (T, ID) to C and receives H.dk(r 1p). Finally, By sets dkip,r := H.dkr,1p) and returns
it to Ag*.

Note that dkgpr follows the same distribution as that in the real scheme due to the correctness
of HIBE.

Challenge Query: Upon a query (ID*,T*, Mj, M}) from Ay, By check if all conditions of the
query are satisfied simultaneously. If the output is not 1, By makes an HIBE challenge query
on ((T*,ID*), Mg, M7) to C and receives HIBE challenge ciphertext H.ct(r« 1pr). Then, By« sends
H.ct* := H.ct(r+ 1p+) to Ag as an RHIBE challenge ciphertext.

Note that H.ct* is created in the same manner as the real scheme.
After By« receives a bit b’ from Ay, By« sends 3’ < b’ to C as its own guess.

The above completes the description of By«. Note that By« can make all of the above queries
to C without making HIBE secret key queries on ID € W.prefix* ((T*, ID*)) and HIBE decryption
key reveal queries on (T*,ID*). We observe that By makes HIBE secret key reveal queries and
decryption key reveal queries to C in the following cases.

e HIBE secret key reveal queries on (x,ID) for (skipg,delkip)sesk,. to answer RHIBE secret
key reveal queries.

e HIBE secret key reveal queries on (Tcy, ID) for (kuip ., 0)0ckus,. to answer revoke & key update
queries.

e HIBE decryption key reveal queries on (T,ID) for dkipr to answer RHIBE decryption key
reveal queries.

Next, we observe that the node division during secret key generation queries satisfies the following
properties.

o All (skgp g, delkpa(mp) 0)oesk,. received by Ag satisfy ID ¢ prefixt(ID*). Thus, (x,ID) ¢
W.prefix™ ((T*, ID*)) hold. We explain why this holds as follows.

— From the definition of the Type-¢* strategy, ID € Z<¢"~1 on which Ay makes secret key
reveal queries satisfy ID ¢ prefixt (ID*) because Ay does not make the queries on ID@]

for ¢ € [ —1].

— From the definition of Sy and the assumption that IDg« = ID[*M, all skip g of ID € v
on which Ay makes secret key reveal queries satisfy 8 € SKy« only when ID # ID‘[}*]
because Path(BT pa(1p+ ) nID[*m) NSKp = 0.

[e*
— From the definition of SKy«, all skip g of ID € Z2+1 and delkipg of ID € Z=% on which
Ay makes secret key reveal queries satisfy 6 ¢ SKy+ because all associated nodes belong
to BT pa(mo) for some |ID'| > £* + 1.

o All (kumpr.,0)0cku,. received by Ay satisfy ID ¢ prefix™ (ID*) V T # T*. Thus, (Tcy, ID) ¢
W.prefix ™ ((T*, ID*)) hold. We explain why this holds as follows.

— From the definition of Kif;, all kurp 1., ¢ of ID € Z="—1 received by Ay satisfy 0 ¢ KU
because the associated nodes belong to BT p,p) for some [ID'| < £* — 1.
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— All kurp 1., 0 of ID € Z=" received by Ay satisfy 0 € KUy only when ID ¢ prefixt (ID*) v
T # T*. In particular, if ID € prefix™ (ID*) N Z=¢, ID’[;*] € prefixt(ID). From the
definitions of the Type-£* strategy and the security of RHIBE, Ay makes a secret key
reveal query on ID*M; therefore, all ID such that ID’[}*] € prefix™ (ID) are revoked by T*.
Then, from the de‘ginition of KU+ and the assumption that IDg« = ID’[Z*], T # T* holds.

e From the definition of RHIBE, dkip 1 received by Ay satisfy (ID, T) # (ID*,T*).

As observed previously, By perfectly simulates the adaptive security game against Ay~ with
probability 1/Q. Here, the probability that ' is a correct guess is the same as that of b'; thus,
By+’s advantage is Adv%ﬁfﬂz* (A) < O(Q)-Advii 74, By« (A). Therefore, B’s advantage against A for a
general attack strategy is Advii o3 (A) < Yren+1 0Q) -Adv%{%ﬂlﬁp (A) < O(LQ)-AdViTT, | 5(N).

O

7 Conclusion

In this paper, we have proposed the first adaptively secure RHIBE schemes in the standard
model under the standard k-linear assumption. The achievement is significant because all known
RHIBE schemes in the standard model [ESY16, KMT19, WZH"19, LP18, RLPL15, SE15b] only
achieve selective security. In addition, the security of most known RHIBE schemes over bilinear
groups [LP18, RLPL15, SE15b] are based on g-type assumptions. We obtain the proposed scheme
by developing a generic construction of RHIBE from HIBE with mild requirements that are satisfied
by several state-of-the-art pairing-based schemes [CG17, CW14, GCTC16]. Moreover, the proposed
scheme is attractive even in a non-hierarchical case. Although the security of the currently most
efficient adaptively secure RIBE schemes [GW19, WES17] is based on a non-standard assumption,
the proposed RIBE scheme instantiated by [CG17] is secure under the standard k-linear assump-
tion and achieves similar efficiency as we summarized in Table 2. It has to be an interesting open
problem for constructing more efficient adaptively secure RHIBE schemes. '
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A Graphical Overview of the Node Division

In this section, we give graphical overviews of the SE node division and our node division. As we
defined in Section 2, ID* is the target identity and ¢* is the minimum level of which the RHIBE

adversary receives skID[*Z*].

A.1 The Seo-Emura Node Division
The SE node division is defined as the following mutually exclusive three subsets Sé’g), Sc‘:éz)
S

, and

) nIDFe*] )) } )

1 *
s o {9 : (9 € BT pamy,) for £ € [¢* = 1]) v (0 € BT pa(roy,.p) \ Path(BT (oo

@ _ [,
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Figure 2 represents a graphical overview of the SE node division.

A.2 Owur Node Division
Our node division is defined as the following mutually exclusive two subsets SKy and Kifp«:

SK 0 (0 € BT paqny for |ID| <& —1)V
px = : (9 = BTPa(ID) \ Path(BTpa(ID)an;a(ID)) for |ID| = e*) )
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0 € BT, for |ID|>¢*+1)V
Klpe = AN\ SKpe = {0: ( ( pa(ID) ) }

0 € Path(BT pa(m0): Tia(rp))  for ymy:e*)

Figure 3 represents a graphical overview of our node division.
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Figure 2: Graphical overview of SE node division
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Figure 3: Graphical overview of our node division
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