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The automatic dependent surveillance—broadcast (ADS-B) sys-
tem adopts an open communication mode, and the lack of designed-in
security measures in the ADS-B system makes it vulnerable to var-
ious types of attacks (jamming, spoofing, etc.). In view of the low-
bandwidth and less-data-bit features of the ADS-B, this paper studies
the integrity and authenticity of information by signing messages and
proposes an ADS-B message authentication method based on certifi-
cateless short signature. This method uses short signature and does
not require certificate management and has efficient performance.
Compared with the existing approach, the computation costs of the
proposed method in the signature phase are reduced by 1/2, and the
signature length is reduced by 3/4. Additionally, we used the extended
NS2 simulation platform to simulate 1090ES data link in different sce-
narios of the network; the simulation results show that our solution is
suitable for minimum operational performance standard of ADS-B.
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[. INTRODUCTION

Over the years, the aviation industry has rapidly ad-
vanced and the number of planes has been increasing
dramatically. It is reported that the average number of reg-
istered flight movements over Europe is around 26 000 per
day [1]. Airplane is currently the safest means of transporta-
tion with the lowest accident rate. With the development of
economy, more and more people choose airplane as their
primary forms of travel. According to the forecast of the
International Civil Aviation Organization (ICAO), between
2005 and 2025, it is expected that the number of passenger-
kilometers and the number of passengers carried to increase
over 100% [2]. In addition, the International Air Transport
Association also foresees that the number of passengers and
tonnes of cargo that aviation will fly is going to be about 16
billion and 400 million, respectively, in the year 2050 [3]. It
can be predicted that the number of airplane will continue
to increase in the future, and airspace will become more
and more crowded, which will pose great challenges to the
conventional air traffic control (ATC) system. Due to the
low precision and low refresh rate (4—10 s) of the conven-
tional ATC system, it cannot meet the growth requirements
of air traffic. Under this background, automatic dependent
surveillance—broadcast (ADS-B) emerged.

A. ADS-B System Architecture

ADS-B is a new type of air surveillance technology by
international aviation industry developed and will be the
future development direction of the civil aviation. ADS-B
systems are scheduled to be deployed in most airspace by
2020, as part of next-generation air transportation systems
[4]. In the ADS-B system, there are two subsystems: ADS-B
OUT and ADS-B IN. ADS-B OUT periodically broadcasts
its messages, and the receiving subsystem, ADS-B IN, re-
ceives these messages. In the transmitter aircraft, the GPS
receiver receives global navigation satellite system (GNSS)
data, calculates its own position, speed, and other concerned
information, packages the information into ADS-B mes-
sage format, and broadcasts it continuously through the
data link. The aircraft or ground stations equipped with the
ADS-B IN receiver can know the relevant information of
the aircraft by receiving the information. Compared with the
conventional ground-based radar system, ADS-B provides
real-time and more accurate aircraft position information
with lower maintenance costs and longer service life, while
construction and maintenance costs are only about one-
tenth of the former [5]. A typical architecture of the ADS-B
system is shown in Fig. 1.

Currently, ADS-B mainly uses two data links: univer-
sal access transceiver (UAT) and 1090 extended squitter
(1090ES). As can be seen from Fig. 2, the typical size
of the ADS-B message in the UAT is 272 bits, while the
payload size of ADS-B in 1090ES is 56 bits only. The
UAT operates at 978 MHz with a bandwidth of 1 Mb/s.
Since the UAT requires installing new hardware, it is cur-
rently only used for general aviation. 1090ES is compatible
with traditional Mode S transponders and mainly used in

IEEE TRANSACTIONS ON AEROSPACE AND ELECTRONIC SYSTEMS VOL. 56, NO. 3 JUNE 2020


https://orcid.org/0000-0002-0691-1767
https://orcid.org/0000-0002-1473-3729

ADS-B
Receiver

|

|

1090ES/UAT |

Datalink |
A

ADS-B
Transmitter

Data
Processing

| |
I | ADS-BIN
| ADS-BOUT _ [
L] A A ADS-B
- - _— ADS-B Datalink
S 7 1090
‘ | ES UAT
} ATC ADS-B Traffic }
} System Receiver Broadcast } l\ﬁﬂfe | Mode C Mzde
| ADS-B Ground Station \
,,,,,,,,,,,,,,,,,,,,,,, H
Fig. 1. ADS-B system architecture.
36 bit 272 bits 112 bits
- -— -
UAT| sync PAYLOAD PARITY
Sbits  3bits 24 bits 56 bits 24 bits
<> > - -
1090ES | DF | CA | ICAO DATA PI

Fig. 2. ADS-B message structures.

commercial aircraft. In this paper, we focus only on the
commercially used 1090ES data links, and the relationship
between 1090ES and UAT data link can refer to the lower
right of Fig. 1.

B. ADS-B Vulnerability

ADS-B uses an open unencrypted broadcast protocol.
As the original designer pays more attention to the inter-
operability and compatibility design of the protocol, it may
be less concerned with the encryption protection of the
protocol. Therefore, the cost and engineering knowledge
required for the attack makes it almost impossible for the
designer to consider the protocol as a security mechanism
for the ADS-B protocol. However, with the development
of technology, especially the advent of software-defined ra-
dios over the past few years, the threat model has changed
dramatically. As illustrated in Figs. 1 and 2, the transmit-
ted ADS-B message is a plain text, and the data link it
uses has no additional security measures; any third party
with widely available standard hardware and software can
eavesdrop, block, modify, insert, and delete ADS-B mes-
sages relatively easily, which brings a significant security
risk for its practical application. Researchers have shown
possible attacks on ADS-B equipment [4], [7], which will
have fatal consequences in reality, for example, plane hi-
jacking and air collision [8].
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The vulnerabilities of ADS-B originate from the nature
of an unencrypted wireless protocol. From a security per-
spective, the attack estimates for ADS-B can be divided
into three categories: data integrity, message authenticity,
and confidentiality. Data integrity requires that ADS-B data
cannot be modified, deleted, inserted, and forged during
transmission, and message authenticity guarantees that the
received message is indeed from the aircraft which claimed.
This can defend against message modification, insert, and
delete attacks. Confidentiality means that messages are
only accessed by authorized aircraft, and confidentiality
is mainly against eavesdropping. Considering compatibil-
ity and interoperability, ADS-B gave up confidentiality at
the beginning of design; the focus for this paper is on data
integrity and message authenticity.

Therefore, the research focus of this paper is to ensure
the integrity and authentication of ADS-B messages, while
having better performance under the condition of using
fewer data bits.

C. Our Contributions

For the case that there are few available data bits in
the ADS-B message, we apply the certificateless short-
signature cryptosystem [9] to the ADS-B field and pro-
pose an ADS-B message authentication method based on
certificateless short signature, which modifies Tsai’s CLSS
scheme [10]. By signing the ADS-B message to ensure the
integrity and authentication of the information, and with-
out changing the original content of the message, any third
party can correctly identify the message, thereby preserv-
ing the openness of the ADS-B system. Specifically, the
contributions of this paper are as follows.

1) We proposed an ADS-B message authentication
method based on certificateless short signature. To
the best of the authors’ knowledge, we first apply
the certificateless short-signature cryptosystem to the
ADS-B field, which provides integrity and authentic-
ity in ADS-B messages.

2) The proposed approach overcomes the problem of
the certificate management in the asymmetric en-
cryption approach of ADS-B security. More impor-
tantly, compared with the related scheme, the key
generation center (airport, ICAQO, etc.) in our solu-
tion cannot obtain the aircraft’s private key, and thus,
it can offer true nonrepudiation.

3) Since our approach eliminates the costly map-to-
point operations, the proposed approach is computa-
tionally efficient for on-board equipment with lim-
ited resources. Moreover, compared with the exist-
ing related scheme, our approach has lower commu-
nication cost, which is one-fourth of the compared
scheme. Therefore, it is suitable for a low-bandwidth
ADS-B data link.

[I. RELATED WORK

Security of the ADS-B system has been receiving a
great deal of attention recently. Much work has been
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accomplished about security of ADS-B, mainly divided into
two categories: noncryptographic approaches [11]-[14] and
cryptographic approaches [15]-[25]. Noncryptographic ap-
proaches include Kalman filtering, time difference of ar-
rival, multilateration, distance bounding, etc. In this paper,
we focus only on the cryptographic approaches.

Krishna et al. [26] first studied security measures for
verifying ADS-B messages using symmetric key encryption
or digital signatures. Pan et al. [19] proposed an ADS-B data
authentication scheme based on the elliptic curve cipher
and X.509 certificate. The scheme requires the certification
authority (CA) management certificate, which increases the
operating cost of the ADS-B system, and in the certificate
exchange protocol, the verification phase of the certificate
requires high computation and communication costs, and
thus, it is not suitable for a low-bandwidth ADS-B data link.

To overcome the shared key problem in symmetric cryp-
tography, Baek et al. [21] proposed a confidentiality frame-
work based on staged identity-based (ID-based) encryp-
tion. The scheme combines symmetric cryptography with
ID-based encryption to overcome the key sharing problem
in symmetric encryption.

In order to improve the efficiency of signatures in asym-
metric encryption, Baek et al. [18] proposed an authentica-
tion framework based on online/offline ID-based signature.
The scheme separates the operations of different complex-
ity in the signature and completes the complex operations
unrelated to the message to be signed in the offline phase.
In the online phase, the airborne equipment only needs to
do a small amount of low-complexity operations to obtain
the signature of the message.

In view of the low-bandwidth characteristics of the
ADS-B data link, Yang ef al. [20] proposed a broadcast
authentication scheme for ADS-B based on ID-based sig-
nature with message recovery. Because the message can be
recovered from the signature, the length of the message is
reduced indirectly, thus reducing the communication cost
of the ADS-B message.

To more efficiently perform authentication, Yang et al.
[22] proposed an ADS-B authentication framework based
on hierarchical ID-based signature with batch verification.
The scheme supports one-time authentication of a group of
signatures. However, this scheme requires complex map-to-
point operations during the authentication phase. To address
the weaknesses in Yang et al.’s [22] scheme, He ef al. [23]
proposed a new hierarchical ID-based signature with batch
verification. However, the signatures generated by these two
schemes are longer, which increases the communication
cost of the ADS-B data link.

Yang et al. [24] proposed a hybrid encryption scheme
that combines format-preserving encryption with broadcast
authentication protocol (TESLA) to provide confidentiality,
authenticity, and integrity. In order to improve performance,
recently, Gowri et al. [25] have proposed a new pairing-
free ID-based ADS-B authentication scheme with batch
verification.

Overall, there are two methods in cryptographic ap-
proaches to ensure ADS-B security: data encryption and
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digital signatures. Data encryption requires the communi-
cation parties to preshare a secret key, and the keys cannot
be well distributed in real time, which makes its deployment
difficult. Moreover, a single private key leak will destroy the
entire system, and simply encrypting the ADS-B message
is regarded conflicting with the open nature of the ADS-B
system. For instance, concerning flight safety and opera-
tional requirements, the Federal Aviation Administration
(FAA) claims the necessity of clear ADS-B data [6].
However, digital signature does not change the content
of the ADS-B messages; it only appends the signatures
to the end of the messages, guarantees the integrity and
authentication of the data, and also preserves the openness
of the ADS-B system. However, most current asymmetric
encryption methods in the ADS-B system require the CA to
manage certificates, which greatly increases the complexity
and operating costs of the ADS-B system. Moreover, in the
current related solution, the length of the signature is large
and the amount of computation required is large, which is
not suitable for the low-bandwidth data link of the ADS-B.

A. Requirements on the Message Authentication Method

In order to ensure ADS-B security, we consider the
following security requirements needed to be satisfied.

1) Integrity and Authenticity: The ADS-B system
adopts an open communication mode, and the lack of
designed-in security measures in the ADS-B system makes
it vulnerable to various types of attacks. Integrity requires
that ADS-B data cannot be modified, deleted, and forged
during transmission, and authenticity ensures that the trans-
mitted messages is indeed sent by legitimate ADS-B equip-
ment. Therefore, it can resist active adversarial threats such
as spoofing, message modification, etc.

2) Low Bandwidth: In the ADS-B system, the com-
munication costs should be as small as possible. First, the
1090-MHz band is crowded; apart from 1090ES, there are
three modes, namely, modes A, C, and S transponders that
currently use 1090 MHz as the downlink frequency. More-
over, the available data space is small and limited in the
ADS-B data link. For instance, the payload size of ADS-B
in 1090ES is 56 bits only. Second, in the ADS-B system,
each aircraft periodically broadcasts its messages at a high
frequency (0.5 s). Lower communication costs will reduce
the impact on the ADS-B data link.

3) Efficient Performance: The performance of mes-
sage authentication method should be efficient since on-
board devices are usually resource constrained.

B. Adversary Model

MccCallie et al. [27] show six ways of attacks that could
damage the ADS-B system, ranging from the relatively
easy disruption using jamming device to more difficult tar-
get ghost injects (spoofing) to flood denial. The focus for
this paper is how to provide broadcast authentication and
integrity for ADS-B. Jamming threat is a general wire-
less security problem, which does not directly threaten au-
thenticity. Furthermore, as long as the ADS-B message
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is not fully encrypted, it will inevitably face eavesdrop-
ping, and the open nature of ADS-B has been considered a
desirable feature in most scenarios [4]. Therefore, in this
paper, we do not consider eavesdropping and jamming. This
paper considers an external adversary to the ADS-B system,
which is capable of launching active adversarial threats to
authenticity and integrity, such as spoofing ghost aircraft or
damaging traffic data.

Although we do not consider eavesdropping, it is the
first stepping stone for more sophisticated and problematic
attacks. Eavesdropping can be used not only to collect sen-
sitive flight information, but also to replay messages and the
corresponding signatures. However, these attackers cannot
forge a new signature, so it is not directly threatening au-
thenticity. We can simply append a timestamp to the ADS-
B message to prevent the replay attack, which is a tradeoff
approach, since adding timestamps will increase communi-
cation overhead. However, it is a really important consider-
ation for future air traffic communication protocol design.

In addition, considering a key compromise scenario,
in the ID-based cryptography, private key generator (PKG)
knows the private key of all aircraft; the FAA or ICAO could
assume the role of PKG. ADS-B operates in a cryptograph-
ically untrusted environment. Once PKG is compromised,
all private keys will be leaked; then, the adversary could
forge any entity’s signatures. So, it cannot offer true nonre-
pudiation. Our approach is based on certificateless public
key cryptography that do not require the use of certificates.
Furthermore, only part of the private key is generated by
PKG, and the complete private key is generated by the air-
craft itself, which eliminates the key escrow problem and
enhances the overall security of the ADS-B system.

C. Motivation

In order to simplify the management of public key cer-
tificates, Shamir introduced the notion of ID-based public-
key cryptography [28]. Most of the current schemes in
ADS-B security are ID-based cryptography. However, the
key escrow problem is an inherent problem of ID-based
cryptography; the private key of any user is known to the
PKGs, and usually, ICAO or Airport is assumed to be PKG.
Since ADS-B operates in a cryptographically untrusted en-
vironment, whatever cryptographic hardware, software, and
keys are ultimately employed will be accessible to mali-
cious parties [6]. Once the PKG’s master key is leaked,
an adversary could forge any aircraft’s signatures, and that
means that all security measures are completely ineffective.
In [29], Al-Riyami and Paterson introduce a new paradigm,
namely, certificateless public key cryptography. In certifi-
cateless public key cryptography, PKG only knows user’s
partial private key, eliminating the key escrow problem.
That is why, we apply the certificateless public key cryp-
tography to the ADS-B field.

D. Organization

The rest of this paper is organized as follows. Section I1I
presented some preliminaries. We proposes an ADS-B
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message authentication method based on short certificate-
less signatures and demonstrates the experiment results in
Sections IV and V, respectively. Finally, we make a con-
clusion of this paper in Section VI.

[ll.  PRELIMINARIES

In this section, we briefly review the basic concepts
on bilinear pairings, some related mathematical problems,
and definition of the proposed message authentication
method. For more detailed information about cryptography,
refer to [9].

A. Bilinear Pairings and Difficult Problems

Let G be acyclic additive group generated by P, whose
order is a prime ¢, and G, be a cyclic multiplicative group
with the same order g. Let e : G| x G| — G, be a map
with the following properties.

1) Bilinearity: e(aP,bQ) = e(P, Q)* forany P, Q €

Gi,anda,b € Z;.

2) Nondegeneracy: There exists P, Q € G, such that
e(P, Q) # 1; in other words, the map does not send
all pairs in G| x G to the identity in G,.

3) Computability: There exists an efficient algorithm to
compute e(P, Q) forall P, Q € G;.

The proposed message authentication method is based

on the following difficult problems:

1) Computational Diffie—Hellman problem: Given
P,aP,bP,c G,anda, b € Z,, there exists no algo-
rithm that can compute ab P € G with nonnegligible
probability within polynomial time.

2) Collusion attack algorithm with k traitors (k-CAA):
For an integer a € Z;, P,O=xP,hy,...,h €
Z,, (1/(hy +x)P,...(1/(he + x))P, it is hard
compute 1/(h 4 x) forsome h ¢ hy, ..., hy.

B. Definition of the Proposed ADS-B Message Authenti-
cation Method

The proposed ADS-B message authentication method

consists of the following algorithms.

1) Setup: On input of a security parameter k, the Setup
algorithm, which is run by the KGC, generates a
master private key s, public parameters params, and
its corresponding master public key Pyup. Then, this
algorithm publishes the master public key Py, and
the public parameters params and keeps the master
private key s secret.

2) Set partial private key: On input of system parame-
ters params, master private key s, and FlightID, this
algorithm, which is run by KGC, outputs a partial
private key dip. The aircraft verify the legality while
receiving a partial private key.

3) Set secret value: Take the system parameters params
and FlightID as input, this algorithm, run by airplane,
returns a secret-value xyp.

4) Setpublic key: On input of system parameters params
and secret value xp, this algorithm is run by airplane
and returns the full public key PKjp.
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Fig. 3.

Main idea of the message authentication method.

5) CLSS-Sign: This algorithm is run by airplane and
takes public parameters params, message m, and the
airplane full private key as inputs and then returns a
signature o.

6) CLSS-Verify: On input of system parameters params,
message m, master public key Py, the signature o,
and the full public key PKjp, this algorithm outputs
“1” when the signature o is valid. Otherwise, this
algorithm outputs “0.”

V. PROPOSED ADS-B MESSAGE AUTHENTICATION
METHOD

The design of our method is based on the communica-
tion process from the takeoff to the landing of the aircraft,
combining the process of digital signature with the commu-
nication process of ADS-B messages. The main idea of the
message authentication method is shown in Fig. 3. Before
the aircraft takes off, it first submits identity information to
the airport and obtains partial private key. Then, the aircraft
calculates the corresponding public key and the complete
private key, while it keeps the private key secret and pub-
lishes its public key. A complete list of all known public
keys or a list of public keys that have changed since the
last flight can be uploaded to the aircraft before the aircraft
takes off. Real-time key or system parameters publication
could be communicated over satellite or ground data links
that are available on most commercial aircraft.

During the flight of the aircraft, the GPS receiver re-
ceives GNSS data, calculates its own position, speed, etc.,
and then packages the information into ADS-B message
format. Afterwards, the airborne equipment uses the pri-
vate key to sign the ADS-B messages to be transmitted
and then broadcasts the message—signature pair. The sur-
rounding aircraft, ground station, or any third part equipped
with an ADS-B IN receiver can receive the messages. The
receiver verifies the received messages with the published
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public key. If the verification passes, it indicates that the
messages have not been changed or replaced by adversary.
Moreover, regardless of whether they verify the signature or
not, the broadcast messages can be seen by all participants,
and thus, there remains the openness of the ADS-B system.
If the message is changed during the propagation process,
for example, an adversary spoofing ghost aircraft, and the
verification fails, then the receiver drops the messages and
thus ensures the integrity and authentication of the ADS-B
message.

A. Proposed Method

This section presents the details of the ADS-B mes-
sage authentication method based on certificateless short
signature.

1) Setup: Let G, G, be bilinear groups of some prime
on order p > 2%, and k be the security parameters
of the scheme. ¢ : G; x G — G, is an admissible
bilinear pairing. Let H, : {0, 1} x G| x G| — Z;,
H, :{0,1} x Gy x Gy x G| —> Z;‘ be two secure
cryptographic hash functions. KGC chooses a ran-
dom number s € Z7 as a master private key and
keeps it secretly, and an generator P € G then com-
putes the corresponding master public key Py =
{Ppubl s Ppub2’ Ppub3} ={sP, 57! s S2P} and publishes
parameters {G, G2, q, P, Ppw, Hi, H, e(P, P)}.

2) Set partial private key: Given the system parameters
params, master private key s, and FilghtID, KGC
chooses a random number ryp and then computes the
following equations:

Rip = rip Ppubi (D
hip = H(ID, Rip, Ppup) 2)
SIp = rp + Aips  mod q. 3)
Each aircraft will be identified by a ID(FilghtID),
which is of the following format ID = AR || AD ||
FN || AUX, which denote aircraft registration (AR),
24-bit ICAO code, flight number (FN), and other aux-
iliary information (AUX), respectively. AUX may
contain the date and duration of the flight, which
can serve as additional information for unique iden-
tification of an aircraft [18]. KGC transmits partial
private key dip = (sip, Rip) to the plane. Upon re-
ceiving dyp, the plane can verify its validity over the
following equation:

?
s Ppubt = Rip + Ao Ppup3- @

3) Set secret value: Given the system parameters
params, the plane chooses a random number xyp as
its secret value.

4) Set public value: Given the system parameters
params and the secret value xip, the plane with iden-
tity ID(FlightID) computes Pip = Xip Ppupi and sets
PKp = (Pp, Rip) as the public key and publishes it.
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5) CLSS-Sign: Given the system parameters params and
a message m, the plane(signer) computes

o = (kip + xm) "' Poura S

where kID = HQ(ID, m, PIDv RIDs Ppub)~

6) CLSS-Verify: Given the system parameters params,
ID, PKp, message m, and signature o, the aircraft
or ground station (verifier) computes the following
equations:

hip = H{(ID, Rip, Ppub) (6)
kip = Hy(ID, m, Pip, Rip, Ppub)- (7

Then, the verifier check the following equation:

)
e(o, kip(Rip + hp Poub3) + Pip) = e(P, P). (8)

If (8) holds and accepts the signature o, the signature
o is invalid. We note that e(P, P) is precomputed in
the setup phase and only computed once.
Correctness: if o is a valid signature on message
m, then the correctness holds [see (9) shown at the
bottom of this page].

B. Security Proof

For certificateless cryptosystems, there are two types
of adversary with different capabilities [28]: A; and A;.
Adversary A; models a dishonest user who does not have
access to the master private key and partial private key but
has the ability to replace the public key. Adversary A;,
models a malicious KGC who has access to the master
private key but cannot replace the public key.

In this section, we briefly present the proposed method
in the random oracle model, which is existential unforge-
ability against adaptive chosen message attack based on the
k-CAA hard problem. The principle of proof is similar to
[30]. To save space, we only give a summary proof about
adversary A;. For detailed proof, refer to [10].

The challenger C runs Setup to generate the system pa-
rameters and the master private key. The system parameters
is sent to the adversary, and the master private key is kept
secret.

Adversary makes the following queries.

1) H, queries: A; can query the random oracle on
(ID, Rip, Ppup); the challenger C returns H, and then
adds (ID, Rip, Ppub, Hi)tolist Lp,.

2) H, queries: A; can query the random oracle on
(ID, Pp, Rip, Pyuy); the challenger C returns H, and
then adds (ID, Pip, Rip, Ppub9 H)) to list LHz'

3) Partial key queries: A; query on his/her chosen ID,
if ID # ID*; the challenger computes partial key and
return to adversary. If ID = ID*, the challenger ter-
minates partial-key queries.

4) Replace public key: A; can request to replace public
key with new public key PKjy; the challenger re-
places the original public key PKjp with PKj, and
then adds (ID, PK|p,) to list Lpk.

5) Sign: Foreachsign query on aninput (m, ID), if ID #
ID*, the challenger generates the corresponding valid
signature o ; otherwise, the challenger reports failure
and terminates the simulation.

Finally, A; outputs a signature o * for ID* on a message
m*. The signature can pass the verification equation (8).
Then, we show the probability that A; successfully forges
a signature as follows.

E/: The challenger does not abort all partial key queries
during the simulation.

E,: A; successfully forges a signature o on m for ID.

E5: The forged signature o* satisfies ID = ID*.

Then, we have

( qu)QH]
PrlEi] > |1 —— (10)
q
Pr[E; | E1] > € (11)
qs (12)

PrlEs | Ey A E2] > —
q

where gy, and g, represent the number of H; queries and the
sign queries, respectively. If adversary successfully forges
the signature o* and the signature can pass (8), then the
probability that adversary breaks the k-CAA problem is
PrEq] > (1= Zr)im - & e

Because € is nonnegligible, adversary cannot break the
k-CAA problem. Hence, the proposed method is existential
unforgeability against adaptive chosen message attack.

V. PERFORMANCE ANALYSIS

To evaluate the performance of the proposed method,
this section compares the proposed method with current
newer similar methods, in terms of computation cost and
communication cost. Furthermore, we used the extended
NS2 simulation platform to simulate the impact of our
method on the 1090ES data link.

A. Computation Costs

First is the theoretical comparison of computational
complexity. Table I gives a comparison of computational

e(0, kin(Rip + hip Poubs) + Pip) = e((kipsip + x1p)~' Poub2, kin(Rip + Aip Poubs) + Pip)
= e((Ha(o)(rip + Hy(#)5)) + x1p)~'s ™' p, Ha()(rips P + H(e)s*P) + xips P)

= e((Hx(e)(rip + Hi(#)s)) + xp)~' P, Hy(e)(rip P + H(e)sP) + xip P)
=e(P, P)((HZ(.)(rID+H](‘)S))+XID)7]'((HZ(.)(VID+H1(’)5))+XID)

:e(P,P)
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TABLE I
Efficiency Comparisons

Methods  Sign Verify
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Fig. 4. Signature signing time for different experiments.

efforts required for our method with that of the signa-
ture method in [22] and [23]. Here, we only consider the
costly operations, which are defined in the following, where
T,, denotes the runtime of executing a point multiplication
operation, Ty, denotes the runtime of executing a bilinear
paring operation, and 7},,, denotes the runtime of executing
a map-to-point operation. It can be observed from Table I
that both [22] and [23] needs to execute two point multipli-
cation in sign phase. In contrast, the proposed method only
needs one-point multiplication. In the verification phase, the
proposed method needs one bilinear paring operation and
two-point multiplication and does not require map-to-point
operation, which efficiently reduces the time of verification
compared with [22] and [23].

In order to demonstrate the actual performance of the
proposed method, we implemented the above schemes on a
personal computer (Intel-i3 3.8-GHz processor, 4-GB mem-
ory. and Window 10 operating system) using the pairing-
based cryptography library developed by Stanford Univer-
sity based on C language. We chose a super singular elliptic
curve E(F,) : y* = X* + 1 over on the finite field F, for g
is a 160-bit prime number, and p is a 512-bit prime number.
To obtain more stable and accurate runtime, we ran each
method 30 times to get an average value, and the statisti-
cal results are shown in Figs. 4 and 5, which illustrate the
signature time and the corresponding verification time of
different methods, respectively. From Fig. 4, we can see that
the performance of [22] and [23] in the signature phase is
not much different, and [23] is slightly better than [22]. The
signature time of the proposed method is half of the com-
pared scheme and is consistent with the theoretical analysis
in Table I. It can be seen from Fig. 5 that in the verification
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Fig. 6. Mean running time of different methods.

phase, the proposed method is still superior to the compared
scheme. In order to compare the performance of different
schemes more intuitively, we averaged 30 sets of data into
a histogram of Fig. 6. It can be clearly seen from Fig. 6 that
the proposed method is superior to the compared scheme
in both the signature phase and the verification phase.

B. Communication Costs

In this section, we analyze the communication cost of
the proposed method and compare its performance with
[22] and [23]. According to the above analysis, we know
that the ADS-B system has limited bandwidth, which means
the amount of data transferred is small. It can be seen from
Fig. 7 that the signature length of the proposed method is
one-fourth of the compared scheme, which greatly reduces
the communication cost of the ADS-B system. Note that L
is the bit length of an element in an additive group G;.

C. Simulation Results

For further performance analysis, we used the extended
NS2 simulation platform to simulate 1090ES data link in
different scenarios of the network. In this simulation, we
simulated the scenario where the aircraft (flight altitude:
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Fig. 8. Map of ground station coverage.

10 km) communicates with the ground station, and the mes-
sages are sent every half second. We used the 1090ES Al
device with a communication range of 20 nmi (37.04 km)
[31]. The most important assumption taken to develop the
simulation model was that every transmission message
within a communication range would be received by the
ground station. In order to ensure that the ground station
can receive messages from all aircraft within the commu-
nication range, in the multipath fading environment, the
actual communication distance is 14.757 km. The ground
station coverage area depends on the flight altitude /# and
the maximum communication range. Hence, it is neces-
sary to know the coverage of a single ground station. As
we can see from Fig. 8, the coverage of the ground sta-
tion can be abstracted into a square, where the side length
D=2x=2,/ 0208x1.82210 _ 5 347 Table Il shows the parameter
setting for NS2.

In order to reduce the complexity, we set the simulation
topology to a square area of 15 km x 15 km. All the mobile
nodes in the scenario are randomly moving at a constant
speed in the horizontal area with a vertical height of 10 km.
The number of node increases from 10 to 200. All mobile
nodes are produced by the NS2 stochastic production scene.
The mobile node broadcasts an ADS-B position message
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TABLE II
Scene Parameter Setting

Scenario Size(Km) 15.347%15.347

Aircraft 10-200
Number of Nodes
Ground Station 1
Aircraft evenly distributed
Node Distribution
Ground Station center
) Aircraft 10 Km
Node Height
Ground Station 0 Km
Simulation Time 10s
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Fig. 9. Trend of the packet loss ratio with the increase in the number of
aircraft.

and an airspeed message every 0.5 s. The ground station has
a height of 0 km and is located at the center of the topology.

Fig. 9 shows the packet loss ratio under different
network scenarios. With the increase of aircraft number,
which means that message collision probability will be-
come larger. So, the original ADS-B packet loss rate also
increases. When the number of aircraft reaches 200, the
packet loss ratio is about 17%. Additionally, our method im-
plies additional processing time to sign or verify a packet; it
will be discussed later, which also increase packet collision
probability. That is why, the secure ADS-B packet loss ratio
is slightly larger than the original ADS-B packet loss ratio.
Note that we did not consider the interference of the Mode
S transponder. Namely, in this paper, we only consider the
case of packet collision due to the broadcast or receive time
interval from two separate messages that overlap partially
or completely.

End-to-end delay refers to the time between the send-
ing node signing the message and the receiving node suc-
cessfully verifying the signature. End-to-end delay under
different network scenarios is shown in Fig. 10. End-to-end
delay mainly includes transmission delay, propagation de-
lay, and reception delay. The propagation delay is related to
the height of the aircraft. When the altitude of the aircraft is
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TABLE III
Comparative Summary: Attributes and Features

Methods Data Source Non Complex
Integrity Integrity Reputation Operation
HIBS-Y Yes Yes No Yes
HIBS-H Yes Yes No No
OURS Yes Yes Yes No

10 km, the mathematical expectation of the propagation de-
lay is 0.042 ms. The transmission delay and reception delay
are calculated in the same way: E:ﬁgiﬁzﬁ = %mb:/‘s =0.112
ms. So, the total end to end delay expectation is 0.266 ms.
As can be seen from Fig. 10, the end-to-end delay is in-
dependent of the number of nodes in the network. With
the increase in the number of aircraft, the end-to-end de-
lay fluctuates around 0.266 ms. However, our method has a
higher end-to-end delay compared to the original ADS-B.
When using the proposed method, the end-to-end delay is
increased by about 24 ms. As mentioned above, the average
running time of the proposed method is 23.32 ms. It can
be seen that the increased end-to-end delay is almost the
same as the running time of the proposed approach. This is
because securing data packets in our approach means that
additional processing time is required to sign or verify a
packet. Although the method used in this paper increases
the end-to-end delay, its value is still less than the highest
Required Communication Technical Performances delay
constraint specified (740 ms) by Eurocontrol and FAA for
AOC services [32].

A comparison of different methods is shown in Ta-
ble I1I, where complex operation denotes map-to-point op-
eration. Data integrity ensures that ADS-B messages have
not been modified during the broadcast process. Source
integrity ensures that the transmitted messages are indeed
sent by legitimate ADS-B equipment. Like our solution,
the compared schemes also ensure the security of ADS-B
by signing the message, thus ensuring data integrity and
source integrity. However, compared schemes are based on
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identity encryption; the PKG can forge any aircraft’s signa-
tures, so it cannot offer true nonreputation. Our approach
is based on certificateless public key cryptography, and the
PKG only generates partial private key of aircraft, thus pro-
viding nonrepudiation. Map-to-point operation is an expen-
sive cryptographic operation and requires more computing
resources. In our method, we remove the complex opera-
tion, which greatly improved the efficiency of the signature.

VI. DISCUSSION

In this section, we briefly discuss the advantages and
disadvantages of our approach and its impact on the ADS-
B system.

A. Communication Overhead

The communication overhead of our approach is L,
where L is the bit length of an element in an additive group
G . To achieve a security level of 1024-bit RSA algorithm,
the size of P is 512 bits. Therefore, the size of an element
in G is 512 4+ 512 = 1024 bits. The communication over-
head of our approach is L = 1024 bits, which is larger than
the maximum payloads of the ADS-B message specified in
1090ES (56 bits). Note that the communication overhead of
Yang et al. [22] and He et al. [23] are 4L = 4096 bits. There
are two alternative broadcast methods: 1) broadcasting the
message-signature pair together; and 2) broadcasting a se-
quence of ADS-B 112 bit standard messages, where the
first is the standard ADS-B message followed with sev-
eral ADS-B messages that package the divided signature
segments in the ADS-B data blocks. The former method
requires altering the ADS-B message format, and extend-
ing the ADS-B message length will increase the potential
of interference. The latter method preserves the format of
the ADS-B message. The disadvantage of the latter method
is that it increases the delay between the original message
transmission and the message’s authentication. In order to
secure ADS-B operations, the incurred latency is worth-
while compared to no security at all. To avoid these dif-
ficulties mentioned above, a possible alternative would be
to broadcast signed ADS-B messages over the aviation-
protected L-band at 960-1215 MHz [6].

B. Key Management

System parameters and public keys are public. There
are two alternative published methods: 1) broadcasting the
message—public keys pair together; and 2) uploading a com-
plete list of public keys before the aircraft takes off. The
former method occupies the already crowded bandwidth
and reduces the update frequency of messages, which is
critical for ADS-B. Hence, we chose the latter method. To
reduce the occupation of the crowded 1090ES data link, be-
fore the aircraft takes off, a complete list of all known public
keys or a list of public keys that have changed since the last
flight can be uploaded to the aircraft, while real-time key
or system parameters publication could be communicated
over ground data links that are available on most commer-
cial aircraft.
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During the flight of the aircraft, in nonradar airspace,
there is no ground station, so the key publication could be
communicated over satellite data links. In radar airspace, a
simplified example is illustrated in Fig. 11. Zone A is under
control of ATC A, while zone B is under control of ATC
B. The dotted line represents the trajectory of the aircraft.
When the aircraft passes through the management area of
different ATCs, it will be given the public key that has been
changed in the area while being granted permissions. Be-
cause the ATC that manages each area is geographically
well defined, the aircraft can choose the appropriate public
key. In order to reduce the occupation of the 1090ES data
link, Flight Information Service Bulletin (FIS-B) is an op-
tional solution. One major tradeoff to be considered when
implementing this solution is the cost. One is the installa-
tion cost. FIS-B is broadcast over the UAT frequency; to
facilitate interoperability between aircraft using different
frequencies, the FAA will install ADS-R (Rebroadcast) ca-
pabilities in ADS-B ground stations to rebroadcast 1090ES
messages in the UAT format and vice versa. The other is
the cost of use. The aircraft needs more storage space to
store a large number of public keys. To save storage space,
the aircraft can only store the public keys of area where it
passing through.

VIl.  CONCLUSION

Considering the low bandwidth and limited available
data bits of the ADS-B system, in this paper, we proposed
an ADS-B message authentication method based on certifi-
cateless short signature. Compared with the related scheme,
the signature length of the proposed method in the signa-
ture phase is reduced by 3/4, and the overall performance is
also improved to a certain extent. The performance of the
signature phase is nearly doubled. In addition, our method
does not need to manage certificates; at the same time, it
eliminates the key escrow problem, which greatly reduces
the burden on the ADS-B system and enhances the us-
ability and overall security of the system. Additionally, we
conducted a simulation under the extended NS2 simulation
platform, and the simulation results show that the proposed
method is suitable for minimum operational performance
standard of ADS-B. The next step is to demonstrate the
feasibility of its application in the actual ADS-B network

WU ET AL.: ADS-B MESSAGE AUTHENTICATION METHOD BASED ON CERTIFICATELESS SHORT SIGNATURE

[33]. In addition, we noticed that ADS-B messages are sent
at a high frequency, and it is crucial for the receiver to
be able to quickly verify ADS-B messages. Hence, future
work will include extending the method to provide batch
verification.
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