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The aim of this work is to synthesize 8*8 substitution boxes (S-boxes) for block

ciphers. The confusion creating potential of an S-box depends on its construction

technique. In the first step, we have applied the algebraic action of the projective

general linear group PGL(2,GF(28)) on Galois field GF(28). In step 2 we have used

the permutations of the symmetric group S256 to construct new kind of S-boxes.

To explain the proposed extension scheme, we have given an example and con-

structed one new S-box. The strength of the extended S-box is computed, and an

insight is given to calculate the confusion-creating potency. To analyze the secu-

rity of the S-box some popular algebraic and statistical attacks are performed as

well. The proposed S-box has been analyzed by bit independent criterion, linear

approximation probability test, non-linearity test, strict avalanche criterion, differ-

ential approximation probability test, and majority logic criterion. A comparison of

the proposed S-box with existing S-boxes shows that the analyses of the extended

S-box are comparatively better. © 2017 Author(s). All article content, except where

otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license

(http://creativecommons.org/licenses/by/4.0/). [http://dx.doi.org/10.1063/1.4978264]

I. INTRODUCTION

The field of secure communications is playing a vital contribution to make digital data invul-

nerable against different types of insecure channel attacks and the subfield of secure communication

which is responsible for this is known as Cryptology. The oldest methods to shield information

privacy are cryptology,1–32 steganography32 and watermarking. The main aim behind all of these

methods is data security. Cryptology can be subdivided into two main branches; cryptography and

cryptanalysis. Cryptography is the field of making encryption algorithms and Cryptanalysis is the

field of breaking encryption algorithms. Cryptography has two main sub-fields, one is symmetric

encryption algorithms and the second is asymmetric encryption algorithms. Symmetric encryption

algorithms have two main branches namely Block ciphers and Stream ciphers. Some examples of

block ciphers are Advanced Encryption Standard (AES),1 Data Encryption Standard (DES), Inter-

national Data Encryption Algorithm (IDEA) etc. The concept of block cipher was introduced by C.

Shannon in 1949.33 The DES was proposed by the famous International Business Machines (IBM)

in 1975 and the government of United States of America (USA) adopted DES as a standard in 1977

for their banking industry, electronic comers, military etc. The inventors of DES claimed in 1975 that

it is very difficult to break the code of their proposed system. But in 1998 some university students

broke the code of DES in just 24 hours.2 Therefore, the government of USA decided to change their

standard and they asked for an open proposal from the world. Many scientists sent different kinds

of encryption algorithms but the decision goes in favor of Belgium cryptographers and the name of

the cryptosystem was Rijndael. In 2001, the National Institute of Standards and Technology (NIST)

accepted Rijndael as a standard for the USA to present higher safety than Data Encryption Standard
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(DES). AES is a symmetric key encryption algorithm. From 2001 to till now they are using AES

as a standard in the USA and worldwide successfully. The size of the key is vital in measuring the

strength level of any encryption algorithms. Hence AES has the flexibility to have three different

types of keys such as 128 bits, 192 bits, and 256 bits. It is proved that AES is more secure in terms of

encryption as compare to DES because DES has the key size of only 56 bits. One more thing which

is very important in measuring the security of any cryptosystem is its number of rounds. Basically,

AES is an iterative cryptosystem and has three options for the rounds such as 10, 12 and 14. The

number of rounds depends on the key size such as 10, 12 and 14 rounds are for 128 bits, 192 bits, and

256 bits respectively. One round of AES has four steps named SubByte, ShiftRow, MixColumn and

AddRoundKey. The only nonlinear part in these four steps is SubByte. The basic operation which

goes in this step is S-box transformation. One thing which is important to mention here is that the

final round is constituted with stages as previous rounds except the MixColumn.1

In block ciphers, S-box and P-box are two important components of a secure block cipher

identified by Claude Shannon. The basic purpose of an S-box is to produce confusion between the

ciphertext and the secret key and P-box is responsible for diffusion. S-box is the heart of every block

cipher cryptosystem. In AES S-box characterizes the nonlinearity of the whole algorithm. Basically,

8*8 S-box is a function from GF(28) to GF(28), where GF(28) is a finite field of order 256. In other

words, we can say that an 8*8 S-box is the combination of eight different Boolean functions. The

square S-box used in Rijndael is not economical because it is LUT based and during implementation

uses more resources.2 So to overcome this drawback in Rijndael some authors proposed cellular

automata S-boxes.6

In secure communication the role of the nonlinear component for block ciphers (Substitution

box) is imperative. Substitution box plays a central role in providing the task of confusion during the

process of enciphering the digital data.1 It is well known that in block ciphers S-P (Substitution and

Permutation) network is central part and if the S-box is not good it means one has to compromise

on the quality of encryption. Therefore before using any S-box in a cryptosystem, it is important to

measure its strength. To evaluate the properties of prevailing renown boxes some cryptographers have

paid attention in the literature.3,4,6 These analyses include linear approximation probability method

(LP), bit independence criterion (BIC), majority logic criterion (MLC),3 strict avalanche criterion

(SAC), non-linearity method, and differential approximation probability method (DP).

The scheme in the assembly of the novel S-boxes make use of the linear fractional transfor-

mations, that is, az + b/cz + d where ad − bc , 0 and permutations of a particular type from the

symmetric group of order 256!. After the construction of S-boxes, the most important thing is to ana-

lyze its confusion producing ability between the ciphertext and secret key in block ciphers. There are

some renowned analyses to measure the strength of S-boxes such as linear approximation probabil-

ity, differential approximation probability, nonlinearity, strict avalanche criterion, bit independence

criterions and majority logic criterions. With these analyses, one can analyze the strength of any n*k

S-box but in this paper, we are going to propose 8*8 S-boxes because we are making these boxes

particularly for AES.

This paper consists of two parts. In the first part we are proposing new S-boxes and to explain

the presented algorithm for the synthesis of S-box we have given one particular example. The second

part consists of analyses of S-box which we have proposed in an example of part one. We start

by presenting the algebra of general linear groups with that we can calculate the number of boxes

which we can construct. Section III explaining the technique of construction of proposed S-boxes.

Several analyses are executed on the novel S-boxes, and their particulars are argued in Section IV.

The statistical analyses based on image encryption applications are presented in Section V we present

the conclusion.

II. PROJECTIVE GENERAL LINEAR GROUPS

In this section we will discuss some results about a family of linear groups35 known as projective

general linear groups denoted by PGL(n, F). If F is a field then we denote by GL(n, F) the group

of n matrices having entries from the field F. Since the entries of the matrices in GL(n, F) are from

the field F so the matrices are invertible. This group has dimension n over F and is known as the
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general linear group. We denote by GL(n, Fq), the general linear group with entries from the finite

field Fq. We always assume that n ≥ 2 for GL(1, F) is simply the multiplicative group F∗ of F, and is

abelian.

Theorem 1 (35). |GL(n, q)| = (qn − 1)(qn − q) . . . (qn − qn−1)

We are interested to find the order of PGL(2, q). The group PGL(2, q) is the image of GL(n, q)

under a homomorphism whose kernel consists of non-zero scalar matrices and so has order q ☞ 1.

Theorem 2 (35). The determinant map det : GL(n, F)→F∗ is a homomorphism.

Theorem 3 (35). The following conditions on a matrix A ∈GL(n, F) are equivalent: a) A ∈

Z(GL(n, F)); b) A belongs to the kernel of the action of GL(n, F) on Ω; c) A is a scalar matrix, that

is, A= λA for some λ ∈ F∗.

Remark. So from the above results it is clear that the order of PGL(n, q) is

|PGL(n, q)| = (qn − 1)(qn − q) . . . (qn − qn−1)/(q − 1). (1)

III. THE PROPOSED S-BOXES

The assembly of the novel S-boxes depends on two steps. First we will define a group action

f : PGL(2, GF(28))×GF(28)→GF(28) of the projective general linear group PGL(2, F)) on the

Galois field GF(28).34 The function f is a linear fractional transformation, known as Möbious

transformation, given as:

f (z)=
az + b

cz + d
(2)

So in our case, f (z) is the projective transformation of PGL(2, GF(28)), where a, b, c, d

∈GF(28) satisfying ad − bc, 0. From this action we can construct 16776960 number of S-boxes, the

justification of this is given in equation (1).

The S-box is constructed by evaluating f (z) for the fixed values of a, b, c, d chosen from GF(28)

against the range of z defined as [0, 255]. In addition, the conditions of ad − bc, 0 and cz = ☞d are

checked and avoided. The numbers obtained as a result of f (z) are then converted in binary form and

represented as power of w, where w is given as the root of the primitive irreducible polynomial.

In step 2 we will apply a permutation of a particular type on the outcome of step 2 to change the

positions of elements and also to destroy the structure of Galois field. This permutation will increase

the diffusion capability of that cipher, the permutation is as follows;

TABLE I. The permutation of step 3.

Rows/Columns 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 212 16 44 114 149 42 176 240 76 160 96 189 207 251 84 214

1 112 229 228 230 196 8 201 191 159 106 125 110 164 117 33 249

2 213 155 248 167 56 116 69 38 177 206 192 58 70 172 87 204

3 217 168 123 145 238 77 127 173 63 99 80 62 246 133 137 85

4 244 129 78 83 161 9 209 183 25 59 12 188 90 73 171 113

5 35 236 130 163 158 242 187 134 57 18 100 225 92 142 13 150

6 200 24 170 5 237 36 148 147 140 72 71 154 165 174 184 21

7 239 75 97 151 152 128 256 215 231 51 136 105 232 61 226 107

8 26 88 182 68 198 143 4 233 54 43 46 120 22 220 52 60

9 19 181 29 11 30 245 175 89 104 178 79 45 2 103 241 193

10 47 202 6 223 221 243 3 40 115 95 14 93 64 32 144 81

11 190 162 141 180 101 119 124 28 254 210 7 253 109 224 37 186

12 250 74 1 194 205 131 10 219 146 135 23 132 98 126 66 203

13 41 121 195 252 185 255 208 122 222 227 53 20 86 234 102 211

14 49 39 138 48 65 139 199 91 179 67 235 15 216 157 247 34

15 50 108 153 169 197 156 111 27 118 82 218 31 17 55 166 94
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With this procedure one can synthesize a large number of S-boxes but, to make the reader

understand in an easy way, we will elaborate on technique with the help of an example given below.

Example* In this example, we will construct a single S-box to elaborate proposed algorithm

in more details. Let us consider a particular type of linear fractional transformation such that

f (z) = 35z +15/9z + 5, where 35, 15, 9, 5 ∈GF(28). This linear transformation will give us a 16 × 16

table by having entries from GF(28) using the procedure of Ref. 34, which is given in Table I.

Basically, we are using a particular primitive polynomial for the construction of substitution

box. But one can use any primitive polynomial from the list given below and correspond to different

primitive polynomials we will get different S-boxes with different algebraic and statistical properties.

The procedure is explained in Figure 1.

ρ8
+ ρ4

+ ρ3
+ ρ2

+ 1 (3)

ρ8
+ ρ5

+ ρ3
+ ρ1

+ 1 (4)

ρ8
+ ρ5

+ ρ3
+ ρ2

+ 1 (5)

ρ8
+ ρ6

+ ρ3
+ ρ2

+ 1 (6)

ρ8
+ ρ6

+ ρ4
+ ρ3

+ ρ2
+ ρ1

+ 1 (7)

ρ8
+ ρ6

+ ρ5
+ ρ1

+ 1 (8)

FIG. 1. Flowchart of proposed algorithm.
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ρ8
+ ρ6

+ ρ5
+ ρ2

+ 1 (9)

ρ8
+ ρ6

+ ρ5
+ ρ3

+ 1 (10)

ρ8
+ ρ6

+ ρ5
+ ρ4

+ 1 (11)

ρ8
+ ρ7

+ ρ2
+ ρ1

+ 1 (12)

ρ8
+ ρ7

+ ρ3
+ ρ2

+ 1 (13)

ρ8
+ ρ7

+ ρ5
+ ρ3

+ 1 (14)

ρ8
+ ρ7

+ ρ6
+ ρ1

+ 1 (15)

ρ8
+ ρ7

+ ρ6
+ ρ3

+ ρ2
+ ρ1

+ 1 (16)

ρ8
+ ρ7

+ ρ6
+ ρ5

+ ρ2
+ ρ1

+ 1 (17)

ρ8
+ ρ7

+ ρ6
+ ρ5

+ ρ4
+ ρ2

+ 1 (18)

For example, the elements of f (z) for values of a, b, c, d as 35, 15, 9, 5 respectively and for z

as [0, 255] gives the output of first step as shown in Table II. The values of z as GF(28) are depicted

in column 1, the transformation f (z) is shown in column 2 and the transformed S-box elements are

shown in column 3. The S-box as 16 × 16 matrix is shown in Table III.

Tables II and III is the output of step 1. After applying step 2 and 3 on Table III we will get Table IV

which is our proposed S-box corresponding to a particular type of linear fractional transformation.

IV. ANALYSES FOR EVALUATING THE STRENGTH OF S-BOX

To find the S-box with fitting confusion creating strength many standards evaluating analyses

are presented in literature such as Bijectivity, DP, SAC, BIC, Non-linearity, and LP. We will also use

these criteria to test the security of proposed S-box of example*.

A. Bijectivity

Adamas C et al. pointed out that if the linear sum of the Boolean functions f i of each component

of the designed n × n S-box is 2n☞1, then f is bijective.1 Specifically, the expression,

wt(a1f1 + a2f2 + . . . + anfn) (19)

where ai ∈ 0, 1, (a1, a2, . . . , an), (0, 0, . . . , 0), wt() denotes the Hamming weight. In fact, a reversible

S-box generally essential, particularly in a replacement network, the S-box must be bijective.

TABLE II. Construction of S-box using linear fractional transformation.

z f (z)=
(az+b)
(cz+d)

S-box elements

0 f (0)=
(35(0)+15)

(9(0)+5)
198

1 f (1)=
(35(1)+15)

(9(1)+5)
214

.

.

.
.
.
.

.

.

.

254 f (254)=
(35(254)+15)
(9(254)+5)

6

255 f (255)=
(35(255)+15)

(9(255)+5)
76
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TABLE III. The output of step 1: 16 × 16 matrix resulted from fractional transformation.

Rows/Columns 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 198 214 241 163 130 165 217 127 179 123 111 197 43 141 237 3

1 168 201 17 121 142 101 232 174 11 249 16 156 10 50 183 65

2 72 184 200 132 58 47 27 159 231 189 8 18 206 194 177 31

3 193 92 122 192 85 137 243 49 178 170 36 135 230 95 100 128

4 13 109 227 0 224 144 208 78 173 32 139 234 107 82 172 81

5 51 233 12 154 94 161 244 55 07 34 251 225 153 93 254 138

6 102 240 115 242 110 134 124 79 157 160 90 238 73 53 169 250

7 136 118 112 48 40 114 22 246 46 131 23 69 52 235 248 2

8 116 91 117 26 166 25 219 59 54 229 120 245 89 185 99 226

9 105 45 60 199 164 191 228 202 37 104 143 209 220 147 44 186

10 145 125 203 29 38 41 215 108 64 88 119 74 213 96 211 83

11 218 146 196 205 67 152 129 175 84 158 207 176 80 62 150 86

12 57 155 195 216 75 19 1 87 33 68 71 236 239 255 35 212

13 148 188 133 15 204 187 42 182 97 56 24 221 252 30 77 181

14 4 247 167 21 9 222 180 190 151 140 39 171 14 126 66 253

15 103 223 70 98 28 20 63 162 61 113 149 210 106 5 6 76

TABLE IV. The proposed S-box.

Rows/Columns 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 195 220 215 219 242 203 207 101 144 1 199 139 254 119 171 214

1 106 34 105 221 250 89 71 240 173 116 162 175 60 164 210 96

2 183 253 51 134 150 159 247 108 148 165 229 241 209 120 145 21

3 4 103 131 99 24 54 5 58 7 18 32 226 235 135 178 213

4 9 35 140 26 27 206 90 160 82 155 118 179 137 227 143 36

5 83 113 0 237 128 252 177 91 202 107 190 153 74 76 88 111

6 112 239 170 251 67 77 147 37 69 249 2 223 80 156 63 168

7 81 163 64 47 50 61 152 245 188 182 122 129 16 255 243 114

8 109 12 19 236 95 55 68 23 100 167 222 157 196 93 25 211

9 192 33 79 124 130 138 48 40 70 238 184 20 126 94 11 123

10 224 146 154 10 73 6 132 92 98 115 172 194 49 53 228 217

11 231 104 151 205 45 117 78 169 204 86 244 234 197 218 174 8

12 186 216 133 142 28 166 180 102 232 125 212 31 75 189 43 42

13 208 158 181 198 72 3 246 14 193 149 87 185 38 97 29 62

14 225 248 56 17 201 121 46 52 59 30 39 233 110 85 136 127

15 44 161 41 13 191 230 66 200 65 57 141 15 176 84 187 22

B. Nonlinearity

Definition 1. Let f (x) : GF(2n)→GF(2) be an nth Boolean function. The nonlinearity1 of f (x)

can take the form,

Hf =minl∈Ln
dH (f , l) (20)

where, Ln is a set of the whole linear and affine functions, and dH (f, l) denotes the Hamming distance

between f and l.

The nonlinearity denoted by the Walsh spectrum can take the form,

Nf = 2−n(1 − maxω∈GF(2n) |S〈 f 〉(ω)|) (21)

The cyclic spectrum of the function f (x) is,

S〈 f 〉 (ω)= 2−n
∑

x∈GF(2n)

(−1)f (x)⊕x.ω (22)
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where, ω ∈GF(2n), and x.ω denotes the dot product of x and w. The larger the nonlinearity N f of the

function f, the stronger the ability of its resistance to the linear attacks, vise versa. The nonlinearity

of one proposed S-box is given in Table V.

C. Strict avalanche criterion

SAC depicts information that once a single unit of eight length byte of plaintext converted from

0 to 1 or vise versa, the altering likelihood of each binary unit in the output is 0.5. This analysis is

very important evaluate the confusion ability of S-box.35 The SAC of one proposed S-box is given

in Table VI.

D. Bit independent criterion

Let f j be a Boolean function and let f k be a two bits output of an S-box. If fj ⊕ fk is highly

nonlinear and meets the SAC, then the correlation coefficient of each output bit pair may be close

to 0 when one input bit is inverted. Thus, we can check the BIC of the S-box by verifying whether

fj ⊕ fk (j , k) of any two output bits of the S-box meets the nonlinearity and SAC.1 The BIC of one

proposed S-box is given in Table VII.

E. Differential approximation probability

The Differential approximation probability DPf can be a sign of the XOR sharing of the initial

seed and output of the Boolean function. The minor the DPf the greater the capability of nonlinear

component of the block cipher to show resistance next to the differential type of cryptanalysis attacks,

vice-versa.2 The DP of one proposed S-box is given in Table VIII.

TABLE V. The non-linearity of proposed S-box.

Functions of S-box 0 1 2 3 4 5 6 7

Nonlinearity 112 112 112 112 112 112 112 112

TABLE VI. Strict avalanche criterion of proposed S-box.

Rows/Columns 0 1 2 3 4 5 6 7

0 0.515625 0.515625 0.453125 0.562500 0.453125 0.500000 0.453125 0.484375

1 0.468750 0.484375 0.562500 0.500000 0.484375 0.531250 0.500000 0.453125

2 0.515625 0.515625 0.500000 0.468750 0.562500 0.500000 0.531250 0.500000

3 0.531250 0.531250 0.468750 0.453125 0.500000 0.546875 0.500000 0.531250

4 0.453125 0.500000 0.453125 0.515625 0.500000 0.531250 0.546875 0.500000

5 0.453125 0.515625 0.515625 0.468750 0.468750 0.531250 0.531250 0.546875

6 0.531250 0.531250 0.468750 0.515625 0.468750 0.484375 0.531250 0.531250

7 0.515625 0.562500 0.515625 0.531250 0.484375 0.515625 0.484375 0.531250

TABLE VII. Bit independent criterion of proposed S-box.

Rows/Columns 0 1 2 3 4 5 6 7

0 112 112 112 112 112 112 112

1 112 112 112 112 112 112 112

2 112 112 112 112 112 112 112

3 112 112 112 112 112 112 112

4 112 112 112 112 112 112 112

5 112 112 112 112 112 112 112

6 112 112 112 112 112 112 112

7 112 112 112 112 112 112 112



T
A

B
L

E
V

II
I.

D
if

fe
re

n
ti

al
ap

p
ro

x
im

at
io

n
p

ro
b

ab
il

it
y

o
f

p
ro

p
o

se
d

S
-b

o
x

.

R
o
w

s/

C
o

lu
m

n
s

0
1

2
3

4
5

6
7

8
9

1
0

1
1

1
2

1
3

1
4

1
5

0
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

1
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

2
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

3
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

4
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

6
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

7
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

8
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

9
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

1
0

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

1
1

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

1
2

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

1
3

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

1
4

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

1
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5
0

.0
1

5
6

2
5

0
.0

1
5

6
2

5

8



035116-9 Altaleb et al. AIP Advances 7, 035116 (2017)

F. Linear approximation probability

Given two randomly selected masks Γx and Γy, we use Γx to calculate the mask of all possible

values of an input x, and use Γy to calculate the mask of the output values S(x) of the corresponding

S-box. After masking the input and the output values, the maximum linear approximation that can

be computed by the following equation,2

LPf =maxΓx,Γy,0

�
�
�
�
�

{x ∈ X |x.Γx = S(x).Γy}

2n
−

1

2

�
�
�
�
�

(23)

where, Γx and Γy are the mask values of the input and output, respectively, X is a set of all possible

input values of x, having 2n elements. The smaller the LP, the stronger the ability of the S-box for

fighting against linear cryptanalysis attacks, vise versa.

G. Majority logic criterion

This analysis criterion is used to know about the image encryption strength of an S-box based

on statistical analyses such as correlation analyses, homogeneity analyses, contrast analyses, entropy

analysis, energy analysis and mean absolute deviation. This criterion uses these six statistical analyses

to execute on the plaintext and S-box transformed images. The basic function of MLC is to determine

the distortions produced by S-box transformation in plaintext image. A decision criterion is identified

and the outcomes of above mentioned six statistical analyses are used to decide the most powerful

S-box that is producing high deformation in plaintext image. In this paper, we are using the image

FIG. 2. S-box transformation results of MLC for renown and proposed S-boxes.

TABLE IX. Results of statistical analysis used by majority logic criterion.

S-boxes/Analyses Entropy Contrast Correlation Energy Homogeneity MAD

AES1 7.9325 7.2240 0.1294 0.0211 0.4701 43.4554

APA6 7.8183 8.9114 0.1004 0.0193 0.4665 62.0698

Gray5 7.9299 7.7961 0.0902 0.0198 0.4567 53.0894

Proposed 7.9325 7.2240 0.1294 0.0211 0.4701 43.4554

Prime4 7.8811 6.9646 0.2516 0.0198 0.4728 58.3894
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of F-16 as a test to carry out MLC. Figure 2 shows the S-box transformation of the standard image

of F-16 with the use of different renown S-boxes and their corresponding readings are presented in

Table IX.

V. CONCLUSION AND FUTURE DISCUSSION

This work is related to construction of S-boxes. The scheme has two steps, the first step is based

on a projective general linear group acting on Galois field and step two consists of permutation shuf-

fling of step one units with particular elements of the group the S256. The proposed method has many

advantages such as when we apply the action of projective general linear group on Galois field we are

intended to break the structure of Galois field, because Galois field is basically a cyclic group if we will

not break the structure, it means one can construct all other elements of S-box with only one generator.

The second advantage is that it is well known in the field of secure communication that permutation

induce diffusion so the second step of permutation shuffling improve the diffusion creating ability of

the cipher if one will use the proposed S-boxes. In section II of the paper, we have given an introduc-

tion about the linear group it is clear from equation (1) that with proposed method we can construct

16777216 numbers of S-boxes if we use only one permutation of S256 in step 2. To verify the strength

of generated S-boxes, we have taken 3000 S-boxes randomly and analyze their strengths on renowned

cryptographic criteria. We have concluded that 98 percent boxes have very good cryptographic proper-

ties such as non-linearity, BIC, LP, DP, and SAC. In section III of the paper, we have given one example

to explain the construction procedure and we have shown by analyses that the S-box in the example is

very good to use in the block cipher encryption algorithm. So one can use proposed boxes for secure

communication.

In future, we are planning to use proposed S-boxes in AES algorithm. It is well known that

AES has only one S-box in its Byte Sub step and it uses the same box in all its rounds depending

upon its key length. Now we have 16777216 number of boxes with good properties, we believe

that these huge number of boxes has a vital application in block cipher encryption algorithms. We

have given a comparison between the AES algorithm and proposed future algorithm on which we

are planning to work. One can see in Figure 3 that at Byte Sub step we have a huge number of

options.

FIG. 3. Comparison between AES and future algorithm.
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