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Abstract—The Generalized Temporal Role-Based Access Control (GTRBAC) model provides a comprehensive set of temporal

constraint expressions which can facilitate the specification of fine-grained time-based access control policies. However, the issue of

the expressiveness and usability of this model has not been previously investigated. In this paper, we present an analysis of the

expressiveness of the constructs provided by this model and illustrate that its constraints-set is not minimal. We show that there is a

subset of GTRBAC constraints that is sufficient to express all the access constraints that can be expressed using the full set. We also

illustrate that a nonminimal GTRBAC constraint set can provide better flexibility and lower complexity of constraint representation.

Based on our analysis, a set of design guidelines for the development of GTRBAC-based security administration is presented.

Index Terms—Role-based access control, temporal constraint, expressiveness analysis, minimality.
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1 INTRODUCTION

WITH the development of Internet-based services and
applications proceeding at unprecedented speed,

prudent security mechanisms are needed if the full
potential of the Internet is to be exploited [3], [13]. Central
to a security system is the access control mechanism. Robust
access control techniques are needed for alleviating security
concerns and raising the trust level for Internet-based
services and applications [3]. Role-based access control
(RBAC) approaches have emerged as an attractive solution
for implementing security mechanisms for organizations
with diverse security requirements [10], [15], [21], [26]. Such
approaches can provide a viable alternate to the traditional
discretionary and mandatory access control (DAC and
MAC) techniques [13], [15], [22], [25], [27]. Several valuable
features associated with RBAC models, such as their policy
neutrality, support for enforcing the principle of least
privilege, and efficiency [12], [15], [26], make them an ideal
candidate for developing broad range of access control
policies. In particular, for heterogeneous multidomain
environments, such as the Internet [3], [11], [13], [15], [23],
[28], RBAC models provide an elegant framework for
secure interoperation.

Context is an important aspect in any access control

management. In particular, time plays a key role in

managing time-sensitive accesses. A leading example is
the workflow management systems, where tasks generally
have critical requirements in terms of their invocation/
completion deadlines. For such applications, time-based
access control techniques are desirable [2], [4], [5], [6], [17].
To address this issue, a Generalized Temporal RBAC
(GTRBAC) model has been proposed in [17]. The model
allows specification of a broad range of temporal con-
straints, an important feature that orthogonally applies to all
aspects of an RBAC system, such as enabling and activation
of roles, user-role, and role-permission assignments. In
particular, the GTRBAC model distinguishes between role
enabling and role activation. A role is enabled if a user is
allowed to acquire its assigned permissions. An enabled role
becomes active when a user acquires its permissions during
a session. This is in contrast to a disabled role, which cannot
be activated by any user. Therefore, constraints on en-
abling/disabling of roles specify when roles can/cannot be
assumed by users. Implementation of an XML-based frame-
work to support GTRBAC policy specification and enforce-
ment has been reported in [7], [8], [14].

The GTRBAC model also includes the following three
types of hierarchies [16], [17]: inheritance-only hierarchy
(I-hierarchy) that only allows permission-inheritance
semantics, activation-only hierarchy (A-hierarchy) that only
allows role activation semantics, and inheritance-activation
hierarchy (IA-hierarchy) that allows both permission-
inheritance and role-activation semantics. In the presence
of timing constraints on various entities, the separation of
the permission-inheritance and the role-activation semantics
associated with the three types of hierarchies provide a
basis for capturing various time-based inheritance seman-
tics of these hierarchies. These temporal hierarchies can
further be divided into restricted and unrestricted types
[16], [17]. Separation of inheritance and activation
semantics is necessary for capturing lattice-based policies
using RBAC [16], [24].
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An open issue for any model with a rich constraint

language is its expressiveness and minimality. The latter

indicates whether or not the set of constraints specified by

the model is minimal. Minimality is a crucial criterion for

determining whether a nonminimal model provides any

practical benefits over the minimal model. Nevertheless, a

nonminimal model may provide better flexibility and more

benefits in terms of complexity and usability. Given the

large variety of RBAC constraint languages recently

proposed, their expressive power and minimality are

becoming important issues [1], [5], [9], [17], [18], [19].

Furthermore, there is a growing emphasis on developing

RBAC models that use a generic set of context and content

based attributes to capture complex access control require-

ments [9], [17], [18], [19]. In this paper, we present an

analytical framework for addressing the issue of expres-

siveness and minimality of constraint languages for RBAC.

In particular, we cast our analysis in the framework of the

GTRBAC model since this model has a rich constraint

language. It can be noticed that the set of constraints for the

GTRBAC model is not minimal [17]. One of the contribu-

tions of this paper is to prove the existence of a minimal

model that has a subset of constraint types defined in the

original GTRBAC model and has the same expressive

power as the original model possesses. We also illustrate

how various sets of different constraint types can be used to

generate a family of GTRBAC models having the same

expressive power. However, an important issue, as men-

tioned earlier, is to determine whether or not having a

nonminimal set of constraints in the GTRBAC model is of

any benefit. In particular, we show that a nonminimal

GTRBAC model offers several advantages in terms of

complexity of specification and usability. Usability of the

model is informally expressed as manageability and

convenience in the specification of the access control policy.

It also refers to maintaining a clear semantics among the

constraints. For example, as we show in this paper, timing

constraints on user-role assignments may be replaced by

temporal constraints on role enabling to enforce the same

policy. However, doing so may alter the original semantics.

In this example, for instance, the original meaning of “a user

is scheduled to assume a particular role in a given interval

of time” is changed to the new semantics which says “the

role is enabled in the given interval of time.” Through

detailed analysis, we provide a set of design guidelines for

constructing better representation of GTRBAC policies. The

results presented in this paper can lead to the development

of efficient tools that can facilitate effective administration

of the GTRBAC-based policies.
The approach presented in this paper for analyzing the

expressiveness and minimality of the GTRBAC constraint
model has a much broader significance as this approach
can be used to evaluate any nonminimal specification
model in terms of its complexity and flexibility. Flexible
context-based access control models are critical for emer-
ging Internet-based applications and have already been
introduced in numerous COTS products, such as Oracle,
which provides some functionality to handle contextual

information in access control decision. The proposed

analysis can be used to derive policy design guidelines
for developing semantically clear and less complex

policies. To the best of our knowledge, no previous work

has addressed the issue of minimality of an RBAC model
and has analyzed its complexity and usability.

The paper is organized as follows: In Section 2, we
briefly overview the GTRBAC model as well as various

temporal role hierarchies. In Section 3, we analyze the

expressiveness of the GTRBAC model and present the
minimality results that lead to a set of constraint design

guidelines. We present related work and conclusions in

Sections 4 and 5, respectively.

2 GTRBAC MODEL AND TEMPORAL ROLE

HIERARCHY

2.1 GTRBAC Model

The GTRBAC model supports a separate notion of role

enabling and role activation and provides constraint and
event expressions associated with them [17]. An enabled

role indicates that a valid user can activate it, whereas an

activated role indicates that at least one user has activated

the role. The model allows specification of the following set
of constraints:

1. Temporal constraints on role enabling/disabling. These
constraints allow specification of intervals and
durations in which a role is enabled. When a
duration constraint is specified, the enabling/dis-
abling of a role is initiated by a constraint enabling
event that results either from the firing of a trigger or
through an administrator initiated runtime event.

2. Temporal constraints on user-role and role-permission
assignments. These constraints allow the specification
of intervals and durations in which a user or
permission is assigned to a role.

3. Activation constraints. These constraints allow the
specification of restrictions on the activation of a
role. These include, for example, specifying the total
duration for which a user may activate a role or the
number of concurrent activations of the role at a
particular time.

4. Runtime events. A set of runtime events allows the
administrator to dynamically initiate the GTRBAC
events, or enable the duration or activation con-
straints. Another set of runtime events allows users
to request the activation or deactivation of a role.

5. Constraint enabling expressions. The GTRBAC model
includes events that enable or disable the aforemen-
tioned duration and role activation constraints.

6. Triggers. The GTRBAC triggers allow expressing
dependencies among events.

Table 1 summarizes different types of constraints and

expressions of the GTRBAC model. The periodic expression

used in the constraint expressions is of the form ðI; P Þ [20],

where P is an expression denoting an infinite set of periodic
time instants, and I ¼ ½begin; end� is a time interval

denoting the lower and upper bounds that are imposed

on instants in P [20]. The function SolðI; P Þ is used to

158 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 2, NO. 2, APRIL-JUNE 2005



denote all the time instants in ðI; P Þ. In this paper, we also
use function ESolðI; P Þ to represent the set of endpoints of
the intervals in ðI; P Þ, i.e., if ðI; P Þ represent the set of
intervals fðts1 ; te1Þ; ðts2 ; te2Þ; . . . ; ðtsn ; tenÞg, then

ESolðI; P Þ ¼ fts1 ; te1 ; ts2 ; te2 ; . . . ; tsn ; teng:

D expresses the duration specified for a constraint. In the
duration and role activation constraint expressions, Dx and
Nx indicate the constrained durations and cardinalities. If
the subscript x starts with u, then it is a per-user-role
constraint; otherwise, it is a per-role constraint. For instance,

Dactive indicates the duration for which a specified role

remains active, whereas Duactive indicates how long a user

may activate the specified role. The following example

illustrates the specification of a GTRBAC policy. For more

details, we refer the readers to [17].

Example 1.Consider the GTRBAC policy depicted in Table 2

for a hospital enterprise. Constraint 1a specifies that the

roles DayDoctor and NightDoctor are to be enabled in

DayTime and NightTime. In constraint 1b, Adams is

assigned to role DayDoctor on Mondays, Wednesdays,
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and Fridays, whereas Bill is assigned to it on Tuesdays,

Thursdays, Saturdays, and Sundays. The assignment in

entry 1c indicates that Carol can assume the DayDoctor

role every day between 10am and 3pm. In assignment 2a,

users Ami and Elizabeth are assigned roles NurseInTrain-

ing and DayNurse, respectively, without any periodicity

or duration constraints. In other words, their assign-

ments are always valid. Constraint 2b specifies a

duration constraint of two hours on the enabling time

of the NurseInTraining role. However, this constraint is

only valid for six hours after constraint c1 is enabled.

Consequently, once the NurseInTraining role is enabled,

Amiwill be able to activate the NurseInTraining role for at

the most two hours.
Trigger 3a indicates that constraint c1 is enabled

once the DayNurse is enabled. As a result, the
NurseInTraining role can be enabled within the next
six hours. Trigger 3b indicates that 10 min after Elizabeth
activates the DayNurse role, the NurseInTraining role is
enabled for a period of two hours. As a result, a nurse
in-training can then have access to the system only if
Elizabeth has an active session in the system. In other
words, once the roles are activated, Elizabeth acts as a
training supervisor for a nurse in training. It is possible
that Elizabeth activates the DayNurse role several times
within six hours after the DayNurse role is enabled.
The activation constraint 4c limits the total activation
time associated with the NurseInTraining role to two
hours. Set 4 shows additional activation constraints. For
example, constraint 4a indicates that there can be, at
the most, 10 users activating the DayDoctor role at a
given time, whereas constraint 4b indicates that there
can be, at the most, five users activating the NightNurse

role at a time.

2.2 Temporal Role Hierarchies

In this section, we briefly overview the temporal

hierarchies in the GTRBAC model [17]. Table 3 shows

the predicate notations used in defining the semantics of

these hierarchies. Predicates enabledðr; tÞ, assignedðu; r; tÞ,

and assignedðp; r; tÞ refer to the status of roles, user-role,

and role-permission assignments at time t. Predicate

can activateðu; r; tÞ indicates that user u can activate

role r at time t, implying that user u is implicitly or

explicitly assigned to role r. activeðu; r; s; tÞ indicates that

role r is active in user u’s session s at time t, whereas

acquiresðu; p; s; tÞ implies that u acquires permission p at

time t in session s. The axioms in Table 3 capture the key

relationships among these predicates and identify the

permission-acquisitions and role-activations allowed in

the GTRBAC model. Axiom 1 states that if a permission

is assigned to a role, then it can be acquired through that

role. Axiom 2 states that all users assigned to a role can

activate that role. Axiom 3 states that if a user u can

activate a role r, then all the permissions that can be

acquired through r can be acquired by u. Similarly, axiom 4

states that if there is a user session in which a user u has

activated a role r, then u acquires all the permissions that

can be acquired through r. We note that axioms 1 and 2

indicate that permission-acquisition and role-activation

semantics are governed by explicit user-role and role-

permission assignments.
Semantically, a role hierarchy extends the scope of the

permission-acquisition and role-activation semantics be-
yond the explicit assignments through the hierarchical
relations defined among roles. Within the GTRBAC frame-
work, the following three hierarchy types are identified:
permission-inheritance-only hierarchy (I-hierarchy), role-acti-
vation-only hierarchy (A-hierarchy), and the combined
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inheritance-activation hierarchy (IA-hierarchy) [16], [17]. Each
of these hierarchies may be of restricted or unrestricted type.
A restricted hierarchy may further be categorized as weakly
or strongly restricted. In Table 4, the semantics of each
hierarchy type is defined by its corresponding condition c.
The condition c for the unrestricted I-hierarchy, ðx �t yÞ,
implies that if ðx �t yÞ holds, then the permissions that can
be acquired through role x include all the permissions that
can be acquired through role y. In other words, permissions of
the junior roles are inherited by the senior role. Similarly,
the condition c corresponding to the unrestricted A-hierarchy
implies that if user u can activate role x, and ðx �t yÞ is
defined, then user u can also activate role y even if he is not
explicitly assigned to y. Moreover, it also implies that user u
cannot acquire y’s permissions by merely activating x. In
other words, permission-inheritance is not allowed in an
unrestricted A-hierarchy. The IA-hierarchy is the most
general form of hierarchy and includes both permission-
inheritance and role-activation semantics.

Restricted hierarchies capture the semantic relation
between the enabling times of the hierarchically related
roles. The weakly restricted hierarchies allow inheritance or
activation semantics in the nonoverlapping enabling inter-
vals of the hierarchically related roles, whereas the strongly
restricted hierarchies allow inheritance and activation
semantics only in the overlapping enabling intervals.
According to the condition for the weakly restricted
I-hierarchy, if ðx �w;t yÞ is defined, then only role x needs
to be enabled at time t for the inheritance semantics to
apply. Role y may or may not be enabled at that time.

However, for the strongly restricted I-hierarchy, if ðx �s;t yÞ is

defined, both x and y need to be enabled at time t for the

inheritance semantics to apply. The restricted A and

IA-hierarchies are defined similarly.

3 EXPRESSIVENESS OF GTRBAC AND DESIGN

CONSIDERATIONS

As shown in Section 2, the GTRBAC model allows

specification of a large set of time-based constraints. A

pertinent question is whether such an exhaustive set of

temporal constraints is desirable at all or if there is a

minimal set of constraint types that has the same expressive

power as the set containing all the constraint types of the

GTRBAC model [17]. In this section, we show formally that

the set of GTRBAC constraint types is not minimal. By

introducing the notion of activity-equivalence or a-equivalence,

we show that there exists a minimal set of constraint types

that have an expressive power equivalent to the set of all the

GTRBAC constraint types. However, we show through an

analysis that even though such a minimal set exists, the

nonminimal set of GTRBAC constraints provides better

alternatives for representing access constraints. In particu-

lar, such alternatives allow user convenience and lower

complexity of representation. Furthermore, the large set of

constraints in the GTRBAC model provides flexibility and

allows appropriate choice of a semantically clear specifica-

tion, enhancing the usability of the model.
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3.1 Minimality of GTRBAC

Given a GTRBAC system, we call the set containing all its
constraints Temporal Constraint and Activation Base (TCAB).
A TCAB can be represented as a set

T ¼ ðCURp; CRp; CPRp; CURd; CRd; CPRd; C
a
dr; C

a
dur; C

a
mr;

Ca
mur; C

a
nr; C

a
nur; C

a
nmr; C

a
nmur; Ctr; CcÞ;

where each component in this set is a constraint type as
depicted in the last column of Table 1. Here, we use a
constraint type name to refer to the set containing the
constraints of that type as well; for example, CURp also refers
to the set containing the periodicity constraints on user-role
assignments. In the following discussion, we use a shorter
version, such as T ¼ ðCRp; CURpÞ, when only CRp and CURp

are the nonempty sets of constraints. The behavior of a
GTRBAC system depends on T , the set of users Users, the
set of roles Roles, the set of permissions Permissions,
and the role hierarchy RH. Therefore, we use the tuple
ðT; Users; Roles; Permissions; RHÞ to indicate a GTRBAC

configuration. We use the notation ðu )
Cf

t
pÞ to read “u

acquires permission p at time t under configuration Cf .” Next,

we define the notion of a-equivalence between two GTRBAC

configurations.

Definition 1 (Activity-equivalence or a-equivalence).

Given a GTRBAC system with two configurations Cf1 ¼

ðT1; Users; Roles1; Permissions; RH1Þ and

Cf2 ¼ ðT2; Users; Roles2; Permissions; RH2Þ;

the configurations Cf1 and Cf2 are said to be a-equivalent
(written as Cf1 � Cf2) if, for all pairs ðu; pÞ such that
u 2 Users, p 2 Permissions, the following condition holds:

u )
Cf1

t
p

� �

$ u )
Cf2

t
p

� �

:

Furthermore, if Cf1 � Cfx and Cfx � Cf2, then Cf1 � Cf2
(transitivity property).

The a-equivalence between two configurations of a

GTRBAC system indicates that a user can perform the

same set of accesses under the two configurations. Hence,

by replacing configuration Cf1 by Cf2, we do not change

the accesses that are allowed for each individual user. Note

that a-equivalence does not necessarily imply policy equiva-

lence as we consider the same set of users and permissions.

Policy equivalence would mean that, at all times, the two

configurations follow the same rules. Our goal here is to

show different configurations of roles and constraints,

allowing the same set of users to acquire the same set of

permissions, and then analyze the complexities of these

configurations.

Next, we illustrate that the set of GTRBAC constraint

types is not minimal, i.e., some constraint types can be

removed without reducing the expressive power of the

GTRBAC system. Using the a-equivalence relation over a set

of GTRBAC configurations, we will show that there is a

minimal representation that uses only periodicity and

duration constraints on roles and the per-role activation

constraints. We still need the default assignments, repre-

sented by Cd, that assign users or permissions to roles

without specifying any temporal restriction.

We now present algorithms TransformPR and Trans-

formUR shown in Figs. 1 and 2 that can be used to generate

a-equivalent configurations for a given input configuration.

Algorithm TransformPR produces an a-equivalent config-

uration of a given GTRBAC configuration, with all the

temporal constraints on role-permission assignments re-

placed by those on role enabling. Similarly, algorithm

TransformUR produces a new configuration a-equivalent to

the input configuration Cfin with all the user-role assign-

ments and per-user-role activation constraints replaced by

those on role enabling and per-role activation, respectively.
The following two lemmas formally prove that the

transformation carried out by each algorithm correctly
outputs a-equivalent configurations. The proofs of these
lemmas and the other formal statements presented later
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in the paper are provided in the Appendix (which is
available as a free pdf at www.computer.org/portal/
pages/transactions/tdsc/content/archives.html).

Lemma 1 (Correctness of TransformPR). Given an input
configuration Cfin, algorithm TransformPR produces Cfout
such that there are no temporal role-permission assignments in
Cfout, and Cfin � Cfout.

Lemma 2 (Correctness of TransformUR). Given an input
configuration Cfin, algorithm TransformUR produces Cfout
such that there are no temporal user-role assignments and per-
user-role activation constraints in Cfout, and Cfin � Cfout.

These lemmas indicate that, by replacing the temporal
constraints on assignments by those on roles and per-user-
role constraints by per-role constraints, we get a reduced
model that has the same expressiveness. We use the
following notion of minimal constraint set (MCS) to show
the fact that there is an a-equivalent configuration with the
minimum number of constraint types.

Definition 2 (Minimal Constraint Set). Let MCS(T) be
the set of constraint types in TCAB T, and CS ¼
fCf1; Cf2; . . .Cfng be an a-equivalent set of configurations
for some n, such that

Cfi ¼ ðTi; Users; Rolesi; Permissions; RHiÞ

for i ¼ 1; 2; . . . ; n. We say that MCSðTiÞ is the minimal

constraint set (MCS) of CS if there exists no other configura-

tion Cfj ¼ ðTj; Users; Rolesj; Permissions; RHjÞ such that

i 62 j and MCSðTjÞ � MCSðTiÞ.

The definition implies that a minimal constraint set is the

one that has the least number of temporal constraint types.

Note that the definition also implies that the role set and

hierarchy structures may be different in different config-

urations. We now proceed to present the minimality result

for GTRBAC system, which is expressed by the following

theorem.

Theorem 1 (Minimality of GTRBAC). Let Cf1 be a GTRBAC

configuration such that

fCd; CRp; CRd; C
a
r ; Ctr; Ccg � MCSðT1Þ:

There exists a GTRBAC configuration Cf2 such that:

1. Cf1 � Cf2,
2. MCSðT2Þ ¼ fCd; CRp; CRd; C

a
r ; Ctr; Ccg, (C

a
r indicate

all per-role constraint types), and
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3. MCSðT2Þ is a minimal constraint set over
fCf1g [ fCf j Cf1 � Cfg.

Theorem 1 claims that the original set of GTRBAC

constraints is not minimal because a set of default assign-

ments, periodicity, and duration constraints on role

enabling ðCRp; CRdÞ, per-role activation constraints ðCa
r Þ,

triggers ðCtrÞ, and constraint enabling expression ðCcÞ can

be used to represent any access policy that can also be

represented by the full set of the GTRBAC constraints. It can

be noticed from the transformation algorithms that repla-

cing temporal constraints on assignments by temporal

constraints on roles, in general, increases the number of

roles and the complexity of a role hierarchy. The reason is

that algorithms TransformPR and TransformUR create a

new role while replacing each temporal assignment. This

may not seem intuitive and efficient as it appears that there

will be as many new roles generated as there are temporal

assignments being replaced. A more intuitive and practical

approach would be to create the least number of roles with

enabling intervals that are nonoverlapping. For example, if

there is a Doctor role and each of the n users are assigned to

this role for either day time or night time (or both), then,

instead of creating n new roles, we can simply create the

temporal roles DayDoctor and NightDoctor and assign the

users to either of the two roles. To create such temporally

nonoverlapping roles, we must first divide n periodic

expressions into a temporally nonoverlapping set of

periodic expressions such as Daytime and Nighttime. We

next provide formal definitions and algorithms needed to

generate this set by creating disjoint periodicity expressions

from a set of periodicity expressions.
Note that, our minimal model is the one that has

temporal constraints on various role enablings. It may be

possible that we can construct another minimal model with

temporal constraints on the assignments (user-role and/or

role-permission) instead of role enablings. As roles are the

central entity of an RBAC model, we focus on the minimal

model shown above. Furthermore, the constraints on role-

activation cannot have any equivalent representation using

user-role or role-permission assignments as they are refered

to as runtime constraints. Hence, there would still be some

temporal constraints on roles even if we eliminate temporal

constraints on role enablings.

3.2 Operations on Periodicity Expressions

In this section, we first introduce the formal notions of

containment, equivalence, overlapping, and disjunction opera-

tions between a pair of periodic expressions. Note that an

arbitrary set of intervals can be represented by a periodic

expression. This is possible because each such expression,

in the worst case, can be formulated as a periodic

expression that lists every starting point and the smallest

calendar as duration [20].

Definition 3 (Relations on periodic expressions). Let

PE1 ¼ ðI1; P1Þ and PE2 ¼ ðI2; P2Þ be two periodic expres-

sions, then the relations between them can be as shown in

Table 5.

Fig. 3 shows examples of these relations. Note that the

fourth part of the definition implies that if the only

endpoints of intervals of two periodic expressions are

common, they are considered disjoint.
We can extend these pair wise relations to define

relations among a set of periodic expressions. A set of

periodic expressions is said to be disjoint if the periodic

expressions are pair wise disjoint. Similarly, a set of

periodic expressions are equivalent if all the periodic

expressions are equivalent to one another. Ideally, we want

to compute a disjoint set of periodic expressions that is

minimal so that these can be associated with roles to make
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them temporally distinct. The next definition expresses the

notion of minimal disjoint set (MDS) over a set of periodic

expressions.

Definition 4 (Minimal Disjoint Set). Let PE ¼

fPE1; PE2; . . . ; PEng be a set of arbitrary periodic expres-

sions. The minimal disjoint set (MDS) over PE is the least

set of disjoint periodic expressions, MDSPE , defined as:

MDSPE ¼ minmfPE0
i j 1 � i � mg such that the following

conditions hold:

1. For all 1 � i, j � m, i 6¼ j, ðPE0
i � PE0

jÞ.

2. SolðPE0
1
Þ [ SolðPE0

2
Þ [ . . . [ SolðPE0

mÞ
¼ SolðPE1Þ [ SolðPE2Þ [ . . . [ SolðPEnÞ.

3. For all 1 � i � m, 1 � j � n, either ðPE0
i � PEjÞ or

ðPE0
i � PEjÞ.

In this definition, the first and second conditions indicate

that the MDS contains a disjoint set of periodic expressions

containing all the time instants that are exactly contained in

all the original set of periodic expressions PEis. The third

condition ensures that each PE0
i can be either contained in

or disjoint from each PEj. Example 2 (Fig. 4) illustrates the

notion of MDS.
Associated with an MDS, we define a minimal subset (MS)

of a periodic expression over the MDS as follows and is

illustrated in Example 3 (Fig. 5).

Definition 5 (Minimal subset (MS) for a periodic expres-

sion over a MDS). Let MDSPE ¼ minmfPE0
i j 1 � i � mg

be a minimal disjoint set over

PE ¼ fPE1; PE2; . . . ; PEng

for some n; The minimal subset (MS) for a periodic

expression PEj 2 PE over the MDSPE is the set

MSPEj
ðMDSPEÞ ¼ fPE0

�1; PE0
�2; . . . ; PE0

�kg � MDSPE ,

1 � k � m such that,

. minkf�k j 1 � i � k, �i 2 f1; 2; . . . ;mgg, and

. for each t 2 SolðPExÞ, there is exactly one y 2
f�1; �2; . . . ; �kg such that ðt 2 SolðPE0

yÞ.

It can be noted that the MS of a periodic expression PEx

of PE is the minimal subset of MDSPE that collectively
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contains all the time instants of PEx. Next, we illustrate

some formal properties related to the computation of MDS

and MS. We use iMDSPE to represent MDS of the first

i periodic expressions of PE, i.e., fPE1; PE2; . . . ; PEig.

Lemma 3 (MDS for two expressions). Let PE ¼

fPE1; PE2g be a set with a pair of nonequivalent and

nondisjoint periodic expressions; then the following conditions

hold:

1. If ðPEi � PEjÞ, then, for ði; jÞ 2 fð1; 2Þ; ð2; 1Þg,
there exist periodic expressions PEx; PEy such that
MDSPE ¼ fPEx; PEyg. Furthermore, PEx ¼ PEi

and SolðPEyÞ ¼ SolðPEjÞ 	 SolðPEiÞ.
2. If ðPEi 
 PEjÞ, then, for ði; jÞ 2 fð1; 2Þ; ð2; 1Þg, there

exist periodic expressions PEx; PEy; PEz such that
MDSPE ¼ fPEx; PEy; PEzg. Furthermore, PEx ¼
PEi\PEj, PEy¼PEj	PEx and PEz¼PEi	PEx.

As each periodicity expression generates a set of time

instants, the result follows immediately.
Fig. 6 depicts the algorithms for generating the set MDS

of periodic expressions. Algorithm PairMDS computes

MDS for a pair of periodic expressions. We note that, when

two expressions are equivalent, the MDS contains a single

periodic expression. Similarly, when the expressions are

disjoint, the MDS contains both the periodic expressions.

Algorithm computeMDS repeatedly calls PairMDS and

recursively builds the MDS by first finding the MDSs of

smaller sizes. The following results show the correctness of

the algorithm:

Lemma 4 (MDS for n periodic expressions). Given a

nonequivalent and nondisjoint set of periodic expressions

PE ¼ fPE1; PE2; . . . ; PEng, there exist periodic expressions

PE0
1
; PE0

2
; . . . ; PE0

m such that

MDSPE ¼ fPE0
1
; PE0

2
; . . . ; PE0

mg:

Theorem 2 (MDS using computeMDS). Given an arbitrary

set of periodic expressions PE ¼ fPE1; PE2; . . . ; PEng, there

exists a set fPE0
1
; PE0

2
; . . . ; PE0

mg such that

1. MDSPE ¼ fPE0
1
; PE0

2
; . . . ; PE0

mg and

2. for PE as input, algorithm computeMDS produces
MDSPE .

Corollary 1 (Bounds for size of MDS). Given a set of periodic
expressions PE ¼ fPE1; PE2; . . . ; PEng, the algorithm
computeMDS produces MDSPE ¼ fPE0

1
; PE0

2
; . . . ; PE0

mg
such that if sn ¼ jMDSPEj, then 1 � sn � ð2n 	 1Þ.

Corollary 2 (Bounds for size of MS). Given a set of periodic
expressions PE ¼ fPE1; PE2; . . . ; PEng and MDSPE ¼
fPE0

1
; PE0

2
; . . . ; PE0

mg produced by algorithm compu-

teMDS, if pn ¼ jMSPE1
j þ jMSPE2

j þ . . .þ jMSPEn
j, then

n � pn � n2n	1.

Examples 2 and 3 presented earlier illustrate the
computation of MDS by algorithms computeMDS and
pairMDS. We next present an algorithm, shown in Fig. 7,
for generatring an a-equivalent configuration for a given
GTRBAC system by removing the temporal constraints on
user-role assignments and computing the MS and MDS of
the periodic expressions. Theorem 3 establishes its
correctness.

Theorem 3 (Correctness of TransformMDS). Given an input
configuration Cfin with only periodicity constraints on user-
role assignments, algorithm TransformMDS produces a
configuration Cfout such that the following holds:

1. Cfin � Cfout and
2. Cfout has no temporal constraint on user-role

assignments.

Note, in algorithm TransformMDS, we consider only the
periodicity constraints on user-role assignment. If we allow
the presence of per-role constraints also, the algorithm can be
easily extended to handle it by introducing per-role con-
straints on the newly created roles.

3.3 System Complexity and Design Considerations

The complexity of a GTRBAC system may have different

dimensions. Foremost among them is the number of roles.

Typically, an unmanageable number of roles in a system are

undesirable. Another concern is the number of temporal

constraints. In this case, we deal with the complexity

incurred by a hierarchy. In addition, we have the default
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assignments, where only membership needs to be checked to

determine whether a particular user is assigned to a role or

not. Thus, temporal assignments introduce additional

complexity compared to an RBAC system without temporal

constraints because such assignments involve, besides

checking for membership, ensuring the temporal validity

of a membership. To simplify our discussion on the

complexity issues, we first develop a family hierarchy of

GTRBAC models that have equivalent expressive power,

based on the results presented in the previous section, and

then investigate the potential benefits of the models at a

higher level of this hierarchy over those at the lower level.
For the analysis of the complexity of policy specification,

we use the notation for the complexity parameters shown in
Table 6. The minimality result in the previous section
indicates that the minimal GTRBAC model is the one that
includes the following temporal constraints: per-role activa-
tion constraint, periodicity and duration constraints for role-
enabling/disabling, constraint enabling, and triggers. Fig. 8
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TABLE 6
Complexity Parameters and Notation Used

Fig. 6. Algorithms PairMDS and ComputerMDS.



shows the minimal model as GTRBAC0 at level 0 of the
family hierarchy. At level 1, we have three different models,
each of which introduces a new type of constraint to the
constraint set of GTRBAC0. GTRBAC1;A represents the
model having all the temporal constraints of GTRBAC0

plus the per-user-role activation constraints. Similarly,
GTRBAC1;U represents the model having all the temporal
constraints of GTRBAC0 plus the user-role assignment
constraints, whereas GTRBAC1;P represents the model
having all the temporal constraints of GTRBAC0 plus the
role-permission assignment constraints. At level 2, we have
the GTRBAC2 model that contains all the temporal
constraints. Note that we can have other models between
Level 1 and Level 2 representing combinations of the
different pairs of models from Level 1. For our analysis, we
adopt this simpler hierarchy. The results in the previous
section indicate that all the models of the different levels are
a-equivalent.

Next, we illustrate through analysis that it is advanta-
geous to use a model at a higher level in terms of user-
convenience, clarity of semantics, and complexity of representa-
tion. Our analysis is focused on the advantages and
disadvantages of using a Level 1 model as compared to
using the minimal model present at Level 0.

3.3.1 Constraints on Role Enabling and Assignments

As shown in Section 3.1, all temporal constraints on user-role
and role-permission assignments can be replaced by the
temporal constraints on roles using the algorithms in Figs. 1
and 2. However, such a transformation may result in a large
number of roles and/or produce complex access control
structures. In this section, we evaluate various design
alternatives for choosing constraints on role enablings and
assignments. This evaluation is based on comparing the
complexity of representation using a Level 1 model against
those of various representations using the minimal model for
expressing the same set of access requirements.

It can be noted, in TransformUR of Fig. 2, the

transformation involving the replacement of temporal

constraints on the user-role assignments by the temporal

constraints on the roles is similar to the transformation

involving the replacement of the temporal constraints on the

role-permission assignments by the temporal constraints on

the roles in TransformUR (see Fig. 1), except for the

difference as a result of adding the new hierarchy relations.

That is, in the first case, the newly created roles are made the

seniors of the original role (refer to lines 18 and 35 in Fig. 2) ,

whereas, in the second case, the original role is made the

senior of the new roles (refer to line 18 in Fig. 1). Because of

this similarity, we can primarily focus on the user-role

assignments, as similar results can be obtained for the role-

permission assignments. Also, algorithm TransformUR

transforms both the periodicity and duration constraints in a

similar way, i.e., each such constraint is replaced by a new

role. Hence, the complexity analysis used for periodicity

constraints is applicable for the duration constraints as well.

Hence, we focus on the periodicity constraints only and point

out important considerations related to the duration con-

straints whenever they apply. A temporal constraint on user-

role assignment states that the user can activate a role in the

specified periods or for a specified duration, provided the

role is enabled. Instead of using a temporal constraint on

user-role assignment (assuming the user is still assigned to

the role using default assignment), we enforce the desired

access control by using the temporal constraints on role

enabling. Next, we will present the complexity issues

related to the representations of a set of access requirements

usingGTRBAC0 andGTRBAC1;U models. For our purpose,

we use the following example:

Example 4. Assume a DayDoctor role in a hospital. Five
doctors A, B, C, D, and E are assigned to this role in the
periods given by the periodic expressions PEA, PEB,
PEC , PED, and PEE of Example 2. We assume
GTRBAC1;U representation of these constraints and,
hence, there are no activation constraints. We also focus
on the two different representations using the GTRBAC0

model, denoted as GTRBAC1

0
and GTRBAC2

0
.

GTRBAC1;U representation. For each doctor, a
periodicity constraint on his assignment to the Day-

Doctor role is specified using periodic expressions shown
in Fig. 9a. For example, for doctor A, the periodic
expression PEA is used, i.e., there is a constraint (PEA,
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assignU DayDoctor to A) in T . Similarly, the assignment
constraints for the remaining doctors with the respective
periodic expressions are specified.

GTRBAC1

0
representation. In this alternative repre-

sentation, we use algorithm TransformUR with the
above GTRBAC1;U representation as the input. Accord-

ingly, for each user-role assignment, a role is created, and

a default assignment and a periodicity constraint on the

new role are added. For instance, for a constraint (PEA,

assignU DayDoctorto A), a role, say rA, is created and a

new constraint (PEA; enable rA) is added, whereas the

constraint (PEA, assignU DayDoctor to A) is replaced by

default assignment (assignU rA to A). Similarly, all other
temporal assignments are replaced. The result is

depicted in Fig. 9b.
GTRBAC2

0
representation. This alternative uses the

minimal disjoint set approach using algorithm Trans-

formMDS (see Fig. 7). The result is as shown in Fig. 9c.
From Example 2, we know that

MDSfPEA;PEB;PEC;PED;PEEg

¼ fPE000
1
; PE000

2
; PE000

3
; PE000

4
g

¼ ffSun;Tuesg; fThu;Frig; fMon;Wedg; fSatgg:

A role is created for each periodic expression of

MDSfPEA;PEB;PEC;PED;PEEg. As

jMDSfPEA;PEB;PEC;PED;PEEgj ¼ 4;

four new roles are created. Each doctor is assigned to a

set of new roles which correspond to the periodic

expressions that constitute the MS of the periodic

expression associated with the doctor (see Example 3),

e.g., since

MSPECðMDSfPEA;PEB;PEC;PED;PEEgÞ ¼ fPE000
1
; PE000

2
g;

doctor C is assigned to the new roles corresponding to
the expressions PE000

1
and PE000

2
.

In the complexity expressions, we ignore the original role
and any activation constraints associated with it as they
remain the same in all the representations. Note, for the
GTRBAC1;U representation, the complexity is n:TUR. The
following theorem provides complexities associated with
the alternative representations using the GTRBAC0 model.

Theorem 4 (Complexity expressions for GTRBAC1

0
and

GTRBAC2

0
representations). Let n be the number of users

assigned to a role r and let PE ¼ fPE1; PE2; . . . ; PEng be
the set of the periodic expressions in the user-role assignment
constraints corresponding to n users assigned to r, i.e., there is
a ðPEi; assign r to uiÞ for each i ¼ 1 to n. The general
complexity expressions for the alternative representations
GTRBAC1

0
and GTRBAC2

0
are as follows:

1. GTRBAC1

0
representation:

n:S þ n:TR þ n:Rþ n:H,
2. GTRBAC2

0
representation:

pn:S þ sn:TR þ sn:Rþ sn:H,

where

pn ¼jMSPE1
ðMDSPEÞj þ jMSPE2

ðMDSPEÞj þ . . .

þ jMSPEn
ðMDSPEÞj;

and sn ¼ jMDSPEj.

See the Appendix (which is available as a free pdf at www.
computer.org/portal/pages/transactions/tdsc/content/
archives.html) for proof. Based on this theorem, we get the
following complexities for each representation of Example 4,
which is shown in Fig. 9.

. GTRBAC1;U representation: 5:TUR.

. GTRBAC1

0
representation: 5:S þ 5:TR þ 5:Rþ 5:H.
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. GTRBAC2

0
representation: 10:S þ 4:TR þ 4:Rþ 4:H

(using algorithm TransformUR).

For the above example, the GTRBAC1;U representation is
the best choice in terms of complexity as it has the least
number of roles, no hierarchy overhead, and no default
assignments. Furthermore, this representation is simple and
intuitive to use and, hence, is convenient. The main
difference between the GTRBAC1

0
and the GTRBAC2

0

representations is that the latter always produces roles that
are temporally disjoint. The GTRBAC1

0
representation, on

the other hand, associates one role for each user for whom
there is a temporal assignment constraint. However, the
GTRBAC1;U representation may not be the best for all the
cases, as illustrated below.

Note the complexities of the GTRBAC1;U and GTRBAC1

0

representations remain unchanged for a given n, irrespec-
tive of how the periodic expressions are pair wise related.
The complexity of the GTRBAC2

0
representations for a

given n, however, depends on the MS and MDS of the set
PE. The following corollary states the effect of MS and
MDS on the complexity of the GTRBAC2

0
representations.

Corollary 3 (Complexity cases for GTRBAC2

0
representa-

tions). Let n be the number of users assigned to a role r, and
let PE ¼ fPE1; PE2; . . . ; PEng be the set of the periodic
expressions in the user-role assignment constraints corre-
sponding to n users, i.e., there is a ðPEi; assignU r to ui) for
each i ¼ 1 to n. Then:

1. If ðPEi � PEjÞ holds for all i; j pairs such that 1 � i,
j � n (i.e., they are pair wise disjoint), then the
complexity of

GTRBAC2

0
¼ complexity of GTRBAC1

0

¼ n:S þ n:TR þ n:Rþ n:H:

2. If ðPEi ¼ PEjÞ holds for all i; j pairs such that 1 � i,
j � n (i.e., they are pair wise equivalent), then the
complexity of GTRBAC2

0
¼ n:S þ TR þRþH.

3. The worst case for GTRBAC2

0
is

n2n:S þ 2
n:TR þ 2

n:Rþ 2
n:H:

Proof of this corollary is given in the Appendix. The first
part of the corollary deals with the case when all the
periodic expressions associated with the user-role assign-
ments are disjoint. In this case, the GTRBAC2

0
representa-

tion is the same as the GTRBAC1

0
representation. When

ðPEi ¼ PEjÞ for all i; j ¼ 1 with n being large, the
GTRBAC2

0
representation is substantially better than the

GTRBAC1;U representation. This is due to the fact that
temporal constraints incur more processing costs than the
default assignments. Note the new role created can be
combined with the original role. However, the worst case
for GTRBAC2

0
representation, as indicated by the third part

of Corollary 3 is Oð2nÞ in terms of the number of new roles
created, temporal constraints on roles, and the number of
new hierarchical relations, and Oðn2nÞ in the number of
default assignments. Based on these observations, we can
summarize the following design guidelines:

1. The GTRBAC1;U representation is preferable to the
GTRBAC1

0
representations; the complexity of the

former in terms of the number of roles, the number
of temporal constraints, and/or the number of
hierarchical relations created is always lower.

2. The GTRBAC1;U and GTRBAC1

0
representations

may result in unnecessary temporal constraints
because of some common periodic expressions. For
example, there may be a large number of doctors
who need to use the DayDoctor role at daytime,
requiring daytime a common period for many users.
Using the GTRBAC1

0
representations in such cases

also results in the same periodicity constraints on the
different roles as algorithm TransformUR does not
attempt to reduce the number constraints based on
common periodicity expressions. The GTRBAC2

0
is a

good solution in all such cases where some user-role
assignments have common periodic expressions. If
all the periodic expressions are equivalent, then this
model produces a single role and all the users are
assigned to that role, as indicated by the results in
the second part of Corollary 3. According to
Theorem 4 and Corollary 3, GTRBAC2

0
is advanta-

geous when the MS set of each periodic expression
is very small (the smallest case is when it has only
one member as indicated by the second part of the
corollary, i.e., when all the periodic expressions are
equivalent). Furthermore, a small MDS set is
desirable as it determines the number of newly
created roles.

Similarly, if all the periodic expressions are pair-

wise disjoint, then GTRBAC2

0
and GTRBAC1

0

representations become equivalent, as shown by

the first part of Corollary 3.
3. The GTRBAC1;U representation is highly flexible in

terms of access specification since, in addition to the
role enabling constraints, it also supports the
temporal constraints on user-role assignments. For
example, consider the following constraints:

([Mon, Wed, Fri], assign
U
John to DayDoctor).

([Tue, Thurs], assign
U
John to NightDocotor).

([10am, 3pm], assign
U
Greg to DayDoctor).

By using the above constraints, we can keep the roles

with enabling times fixed in the system and express

the individual user requirements using the periodi-

city constraints. In this case, system-wide DayDoctor

and NightDoctor roles are more or less fixed and, as

illustrated, users are assigned to these roles as

required. Furthermore, these constraints are seman-

tically much clearer than its GTRBAC1

0
and

GTRBAC2

0
forms with temporal constraints on the

role enabling only.
4. Note, in case there are per-user-role activation

constraints, the GTRBAC2

0
representations may not

offer any advantage. For example, as shown in
Fig. 9c, each user is assigned to multiple new roles.
In such a case, if there had been a per-user-role
constraint for each user, we would have been
required to take extra steps during its transformed
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representation. Here, we note that the algorithm
TransformMDS creates an As-hierarchy (strongly
restricted activation hierarchy) between the new roles
and the original role. Therefore, if we leave the per-
user-role constraints unaltered in the transformed
representation, the per-user-role constraints will still
be specified in terms of the original role. The new
representation, however, will still be valid, as the
users assigned to the new role will have to explicitly
activate the new role. However, such semantics is
not intuitive, as the users are only implicitly
assigned to the original role. Therefore, in presence
of the per-user-role activation constraints, the
GTRBAC1

0 and GTRBAC1;U representations pro-
vide more intuitive and convenient representations
than the GTRBAC2

0 representation.
5. Unlike the periodicity constraints, replacing the

duration constraints on user-role assignments by

the duration constraints on role enabling is less

flexible. As duration constraints have nondetermi-

nistic start times, such constraints depend on some

other events. Such dependencies often have some
implications on application semantics. Even though

it may be possible to replace a duration constraint on

user-role assignment, care must be taken to ensure

that the dependency semantics is not lost, as

illustrated by the following example:
Example 5. Consider the Manager and Employee

roles in an enterprise and assume that the Employee

role is enabled on weekdays from 9am to 5pm,

whereas the Manager role is enabled everyday. At

other times, the Employee role is enabled only if

Mr. Smith, the manager who is also the owner, has

activated his Manager role. This constraint can be

expressed using the following trigger:

(activate Manager for Smith !

enable Employee) (t1)

Suppose Smith needs to allow John, another

employee in his office, to work on Saturday and

Sunday, when he himself is also working, for at most

four hours. Such a change in the policy can be

carried out by adding the following constraints:

(Every Saturday and Sunday, 4 hours,

assignU John to Employee) (c1)

(activate Manager for Smith !

assignU John to Employee) (t2)

(deactivate Manager for Smith !

disable Employee) (t3)

When Smith activates the Manager role on Satur-

day, it enables the Employee role using trigger t1 and

assigns John to the Employee role using trigger t2.

Because of the constraint c1 active at the time, the

assignment gets restricted to four hours during

which John can work. In this case, if we try to use

the duration constraint on the Employee role instead,

the implicit dependency between the activation of

the Manager role and allowing John to work is lost.

6. We note that the transformation such as in
GTRBAC2

0 is not possible for a user-role assignment
with duration constraints. Although there may be
common duration values associated with the differ-
ent user-role assignments, there is an inherent
dependency semantic associated with each duration
constraint that relates it to a trigger or a constraint
enabling expression.

7. Except for guideline 4, all other guidelines are
applicable to role-permission assignments as well.

Thus, except for some cases where GTRBAC2
0 is better in

terms of the complexity of representations, the GTRBAC1;U

provides the best representational form in terms of
complexity, user convenience, and semantic clarity.

3.3.2 Activation Constraints

In this section, we compare the GTRBAC0 and GTRBAC1;A

models in terms of their expressiveness of the same set of
activation constraints. For simplicity, we assume that
GTRBAC1;A has only total active duration constraints in
addition to the constraints in GTRBAC0. A similar analysis
applies to other activation constraints. In the complexity
expressions, we use AUR and AR to represent per-user-role
activation constraint and per-role activation constraint,
respectively, as shown in Table 5. In addition, we do not
include the original role and any of its associated per-role
constraints in the complexity expressions. For the discus-
sion that follows, we use the following example:

Example 6. Let A, B, C, D, and E be the users subscribing
for 100, 100, 100, 250, and 50 hours of active time per
week, respectively, from a video library. A straightfor-
ward representation of these constraints using the
GTRBAC1;A model is shown in Fig. 10a. To represent
these constraints using GTRBAC0, we can either use the
part of algorithm TransformUR that removes per-user-
role activation constraints or we can simply assume that
there are no temporal assignment constraints and run the
TransformUR on this configuration. Such a representa-
tion, later referred to as the GTRBACs

0 representation, is
shown in Fig. 10b.

From the example, it is clear that the straightforward
representation of a set of n per-user-role constraints for
n users assigned to a role (a per-role constraint on the role
may or may not be present), using the two models incur the
following costs:

1. GTRBACs
1;A representation: n:AUR. (1).

2. GTRBACs
0 representation (using algorithm Trans-

formUR): n:AR þ n:Rþ n:H. (2)

Note that we have not included the original role and any
of the per-role constraints on it as they always remain the
same. We can note that, between the two cases illustrated
above, the GTRBACs

1;A model gives a better representation
in terms of the reduced number of roles. The total number
of activation constraints is the same in both. However, it is
important to know whether or not these two models give
the best representations. Note that, in Fig. 10a, users A, B,
and C have the same per-user-role access requirements
which can be expressed as one per-role constraint. Similarly,
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note that, in Fig. 10b, roles MV1, MV2, and MV3 have the

same per-role constraint values, which can be combined.

Such common per-user-role values can be used to generate

a better representation than the two discussed above. The

following theorem formally shows the complexity of the

representation by considering such common values.

Theorem 5 (Complexity expression for GTRBAC0 and

GTRBAC1 representations). Let n be the number of users

assigned to role r, D ¼ fd1; d2; . . . ; dnjdi is the total active

duration that the ith user is allowed over role r}, Dm ¼

fd0
1
; d0

2
; . . . ; d0mg � D be the set of distinct elements of D, and

CmðdÞ be the number of times d occurs in D. Then, the

complexities of the following two representations are as

follows:

1. GTRBAC1;A representation:
ðnx 	 nyÞ:AUR þ ny:AR þ c:ðb:ny þ 1Þ:ðRþHÞ.

2. GTRBAC0 representation: nx:AR þ nx:Rþ nx:H,
where

. nx ¼ jDmj and ny ¼ jD0j such that 1) D0 � Dm

and 2) if d 2 D0, then CmðdÞ > 1.
. b ¼ 1 if ðn > nxÞ; b ¼ 0 otherwise.
. c ¼ 1 if ðn > nx > 0Þ; c ¼ 0 otherwise.

Proof of this theorem is given in the Appendix (which is

available as a free pdf at www.computer.org/portal/

pages/transactions/tdsc/content/archives.html). The com-

plexities of the previously mentioned representations of the

constraints as shown in Figs. 10a and 10b can be derived by

forcing each element in D to be considered as unique. Note

the values of some dis in D may be equal. In that case, D0 is

nonempty and contains those elements ofD that occur more

than once. Here, nx ¼ jDmj ¼ n, ny ¼ 0, b ¼ 0, and c ¼ 0

and, hence, the complexities are as follows:

GTRBACs
1;A representation:

ðnx 	 nyÞ:AUR þ ny:AR þ c:ðb:ny þ 1Þ:ðRþHÞ ¼ n:AUR

(same as (1)).

GTRBACs
0
representation:

¼ nx:AR þ nx:RþH ¼ n:AR þ n:Rþ n:H (same as (2)).

Thus, for Example 6, we have the following complexities,

as given by Theorem 5 (the constraints are as shown in

Fig. 10):

GTRBACs
1;A representation: 5:AUR;

GTRBACs
0
representation: 5:AR þ 5:ðRþHÞ.

It can be noted that, in the GTRBACs
0
representation,

there are five temporal constraints for the five new roles

and one for the original role. The GTRBACs
1;A representa-

tion has the original roles and five per-user-role and one per-

role constraints. Based on these observations, we summarize

the following guidelines.

1. If there are many users having a common active

duration requirement, then using a role and a
constraint that specifies both the total and default

duration constraint minimizes both the number of

roles and the number of temporal constraints, as

indicated by Theorem 5.
2. If the expected requirements for the active durations

for individual users vary substantially, GTRBAC1;A

representation is preferable.
3. If more flexibility is needed in specification, using

per-user-role constraints (and, hence, GTRBAC1;A

representation) is better. For example, if the users

A, B, C, D, and E request different active durations

every week, then the use of per-user-role constraints is

more appropriate.
4. In some cases, a hybrid approach utilizing both the

per-role and per-user-role constraints will give a more
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Fig. 10. Access requirements of Example 6 using (a) GTRBACs
1;A representation and (b) GTRBACs

0
representation by running algorithm

Transform2 on a GTRBACs
1;A configuration.



efficient representation, as shown by Fig. 11b. This is
the GTRBAC1;A representation as mentioned in
Theorem 5.

Thus, it can be noted that the GTRBAC1;A representation
has distinct advantages over the GTRBAC0 representation.

4 RELATED WORK AND DISCUSSION

The TRBAC model proposed by Bertino et al. is the first

known model that addresses temporal constraints for an

RBAC model [5]. It, however, incorporates temporal

constraints on the role enabling only and, hence, it does

not provide support for a diverse set of requirements.

The GTRBAC model presented in [17] is a generalization

of the TRBAC model and incorporates an extensive set of

new temporal constraint expressions. However, issues

such as whether the exhaustive set of the GTRBAC

constraints has any practical benefit are not addressed in

[17]. Bertino et al. propose a time-based access control

model that supports temporal authorization and deriva-

tion rules [4]. However, the model does not address roles

and assignments and, hence, differs significantly from the

GTRBAC model. Many researchers have addressed the

need for supporting constraints in an RBAC model [1],

[6], [13], [17], [18], [21], [25], [27]. However, they do not

address time-based access restrictions. Bertino et al. have

proposed a logic-based constraint specification language

that can be used to specify constraints on roles and users

and their assignments to workflow tasks [6]. However, it

also does not include temporal constraints in their

specification models. Atluri and Gal have recently

proposed a Temporal Data Authorization Model (TDAM)

that can express access control policies based on the

temporal characteristics of the data, such as valid and

transaction time [2]. The GTRBAC model discussed in

this paper can capture this aspect of authorization by

using dynamic role-permission assignments through

periodicity and duration constraint, as well as triggers.

To the best of our knowledge, analysis similar to what

we have presented in this paper regarding the minimality,

expressiveness, and usability of an access control model

has not been pursued earlier. Although it deals with a

theoretical analysis of policy design issues, the paper’s

focus has been on analyzing the alternative model

configurations for a given policy to investigate the

practical design considerations rather than addressing

typical policy correctness issues (e.g., safety). With such a

formal basis for producing practical policy design guide-

lines, efficient tools can be developed to assist the task of

access control administration. In particular, in current and

emerging applications, fine-grained and often complex

models, such as the GTRBAC model, are necessary to

specify a diverse set of dynamic access control require-

ments [9], [18], [19], [20]. The fact that capturing a single

context attribute such as time in an extended RBAC

model has resulted in the fairly complex GTRBAC model

provides a glimpse about significant complexity in the

model with more generic set of context attributes. In such

a case, the issue of expressiveness and usability will

become much more complex but crucial. Extension of the

analysis presented in this paper can lead to the develop-

ing of efficient access control administration tools.

5 CONCLUSIONS

In this paper, we have addressed the issue of expres-

siveness of the GTRBAC model. The main contribution is

to address the issue of minimality, complexity of

constraint specification, and user convenience of GTRABC

models. Through detailed analysis, it is shown that a
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Fig. 11. Constraints of Example 6 (a) using GTRBAC0 representation and (b) using GTRBAC1;A representation.



comprehensive set of GTRBAC constraints can provide

distinct advantages over the minimal GTRBAC model in

terms of user convenience and the complexity of

constraint representation. This is a significant result in

terms of practicality as it shows that the constraints set of

a nonminimal GTRBAC model can provide a security

policy designer with the flexibility and intuitive choices

over various constraint expressions as well as much better

and less complex representations in certain cases. Based

on these results, we have presented a set of design

guidelines that can assist security policy designers in

choosing more convenient and less complex constraint

expressions. As a future work, we plan to extend the

analysis to include time-based separation of duty as well

as dependency constraints. Such results can eventually

lead to the development of efficient tools for security

administration and developing better support for secure

e-commerce applications [28]. An important issue related

to expressive models like GTRBAC is that of safety. A

restricted notion of safety has been presented for the

GTRBAC model that is aimed at capturing ambiguous

event-based execution semantics [17]. We plan to extend

the safety analysis issue in light of the results presented

in this paper. Another important future work is to

address the privacy issue [28] within an RBAC frame-

work and investigate the expressiveness versus usability

issues within the context of information privacy.
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