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Abstract

In this paper we proposean e-commerce protocol for
trading digital productsover the Internet. Thenovel fea-
turesof our protocol include: (1) ensuringfair exchange,
(2) not requiring manualdisputeresolutionin caseof un-
fair behaviorby anyparty, (3) assuringeach party that the
itemheis aboutto receiveis indeedthecorrectone, (4) not
requiringtheactiveinvolvementof a trustedthird partyun-
lessa problemoccurs,and(5) ensuringanonymityfor both
the customerand the merchant. No existing e-commerce
protocolthatweknowof hasall thesefeatures.

1 Intr oduction

Researchershave identifieda numberof desirablechar-
acteristicsthatmustbesatisfiedby e-commerceprotocols:
(i) shouldensurefair exchange,(ii) shouldnot requireman-
ual disputeresolution in caseof unfair behavior by one
party, (iii) eachpartyshouldbeassuredthat the item he is
aboutto receiveis indeedthecorrectone,(iv) shouldnotre-
quiretheactive involvementof anonlinetrustedthird party,
and(v) shouldensureanonymity for thecustomerandop-
tionally for themerchant.No existinge-commerceprotocol
thatwe know of satisfiesall of theserequirementssimulta-
neously. Weproposeaprotocolthatsatisfiesall theseprop-
erties. Before we outline our approach,we elaborateon
eachof theserequirements.

Fair exchange: Ideally fair exchangerequiresthat ei-
therboththepartiesinvolvedin thetransactionreceiveeach
other’s itemsor nonedo. However, researchers[9, 10, 21]
have often usedthe term in a weaker sense: the proto-
col gathersenoughevidenceduring executionso that, in
caseonepartybehavesunfairly andobtainstheother’s item
�
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without sendinghis, the misbehaving party canbe prose-
cuted.If adisputeoccurs,a judgelooksat theevidenceand
delivershis judgment.Thedisputeresolutionis performed
after theprotocolexecution,that is, after thecustomerhas
obtainedhis productor themerchanthis money. However,
such“after-the-fact” protection[14, 15] maybeinadequate
in ane-commerceenvironmentwherethecustomerandthe
merchantmaybeunreachableafterthetransaction.

Avoiding manual dispute resolution: The need for
manualdisputeresolution,whenonepartybehavesunfairly,
doesnot ariseif protocolsprovide true fair exchange – un-
der all circumstances1 eitherboth the partiesreceive each
other’s itemsor nonedo. Protocolsproviding true fair ex-
change[14] typically useanonlinetrustedthird party. The
third party receives the information from eachparty in-
volved in thee-commercetransactionandthenforwardsit
to the otherparty. As a result if any party misbehavesor
prematurelyquits,no harmis causedto theotherparty.

Ensuring correct item will be received: Before ex-
changingthe items, eachparty must have the confidence
thattheitemheis aboutto receive from theotherpartywill
indeedbethecorrectone.Theuseof anonlinetrustedthird
partyhelpsto meetthis requirementaswell. For example,
in the protocol proposedby Ketchpel[14] the third party
verifies the contentsof eachitem beforeforwarding it to
the respective parties.Althoughusinga trustedthird party
helpsmeetsomerequirements,thethird partyis asourceof
bottleneckfor theseprotocols.Not only is theperformance
of thethird partyanissue,but alsoits vulnerabilityto denial
of serviceattacks.

Reducinginvolvementof the third party: Severalpro-
tocolshave beenproposed[1, 2, 3, 4] that do not usethe
third partyunlessa problem,suchas,a partymisbehaving
or prematurelyaborting,occurs.Suchprotocolsaretermed
optimistic [1, 2, 3]. Most of theseprotocolsdo not ensure
truefair exchange[1].

1This includesany partymisbehaving or prematurelyquitting.



Anonymity: Oneproblemnotaddressedby existingtrue
fair exchangeprotocolsis anonymity. Anonymity ensures
thattheidentityof acustomerand,optionally, thatof amer-
chantis not revealedduringane-commercetransaction.A
customer, for example,maynotwantoutsidersto compilea
patternof hisspendinghabits.Thusthecustomermaywant
anonymity. A merchant,similarly, mayalsowantto remain
anonymous. Although anonymity is addressedby several
paymentmechanismschemes[6, 18,16,17], noneof these
schemesaresatisfactory. Someof them[16, 17] actively
useanonlinetrustedthird party; theanonymity is compro-
misedif the third partycolludeswith theothers.Some[6]
provideanonymity but allowsthecustomerto createmoney.
Others[11] rely on tamperproof hardwaredevices.

Weproposeaprotocolthatensuresanonymity of thecus-
tomer and the merchant. Money is transferredelectroni-
cally from onebank to anotherin the form of a payment
token that is generatedby a bank. The individual parties
cannotgenerateor duplicatea paymenttoken. Moreover,
the customer(the merchant)is not revealedthe identity of
merchant’s (customer’s) bank – this preventscollusion of
differentpartiesandcompromisinganonymity.

Besidesanonymity, our protocolallows thecustomerto
verify thattheproductheis aboutto receive is theoneheis
aboutto pay for. This verificationis doneby thecustomer
usingthetheoryof crossvalidationthatwasdevelopedin a
relatedpaper[20]. Notethatin otherworks[14], thetrusted
third partyperformstheverificationandgivesanassurance
that the itemsthe two partiesaregoing to interchangewill
bethecorrectones.

Wedo,however, rely onthetrustedthird partyfor ensur-
ing truefair exchange.Themerchantescrowstheencrypted
productanda pair of keys with thethird party. Thus,if the
merchantdisappearsafter receiving the payment,the third
party can always give the customerthe keys for decrypt-
ing theproduct.But thethird partyis not involvedunlessa
problem,suchas,apartymisbehavingor prematurelyabort-
ing occurs.Thus,theuseof thethird partyis keptto amin-
imum level.

The restof thepaperis organizedasfollows. Section2
givesaninformal descriptionof theprotocol.Section3 de-
scribesthetheoryof crossvalidationonwhichourprotocol
is based.Section4 describesthebasicprotocol. Section5
providestheextensionsnecessaryto provide fair exchange
whenapartymisbehavesor aborts.Section6 analyzeshow
anonymity is assuredby our protocol. Finally, section7
concludesthepaper.

2 Inf ormal Description of Our Protocol

A merchantM who wishesto sell anelectronicproduct
m registersitself with thethird partyTP. M sendstheprod-
uct, its descriptionwhich includesthe cost,anda key pair

(K1, K � 1
1 ) to TP. TP encryptstheproductwith key K1 and

advertisesit on theweb. If M wantsto remainanonymous,
healsosendshis onetime publickey, Mi pub, to TP.

Theprotocolbeginswith thecustomer, C, downloading
an encryptedproductfrom TP. C then sendsa purchase
order to M, usinga pseudoidentifier, togetherwith a one
time public key, Ci pub, that is to beusedin the transaction.
M respondsby sendingthe productencryptedwith a key,
denotedby K1 � K2, togetherwith encryptedinformation
aboutthe accountthat he wishesto be credited. The key
K1 � K2 hasamathematicalrelationwith thekey K1. Using
the theoryof cross-validation,C is able to verify that the
producthe is aboutto receive is the onehe will be paying
for.

WhenC is satisfied,heaskshis bankCB to generatethe
paymenttoken. The paymenttoken canonly be encashed
by the encryptedaccount. CB generatesthe paymentto-
ken,signsit with asignaturecommonto all banks,andfor-
wardsit toC. C thenforwardsit to M whoforwardsit to his
bankMB. MB aftersuccessfullyincrementingM’saccount,
sendsamessageto M. M afterreceiving thismessagesends
thedecryptingkey to C.

3 Theory of CrossValidation

Beforepresentingour protocolwe outline the theoryof
cross-validation on which the protocol is basedand then
show how this theory is usedin ensuringthat the product
thecustomeris aboutto receivewill bethecorrectone.For
detailsthereaderis referredto [20].

Definition 1 Thesetof messages� is thesetof nonnega-
tive integers mthatare lessthananupperboundN, i.e.

���
	 m �0 � m 
 N � (1)

Definition 2 A key K is definedto be the ordered pair

 e� N � , where N is a productof distinctprimes,e is rel-
atively prime to the Euler’s totient functionφ � N � ; e is the
exponentandN is thebaseof thekey K.

Definition 3 Theencryptionof a messagem with thekey K
��
 e� N � , denotedas[m,K], is definedas

�
m��
 e� N ����� me mod N (2)

Definition 4 Theinverseof a key K ��
 e� N � , denotedby
K � 1, is an ordered pair 
 d � N � , satisfyinged � 1 mod
φ � N � .
Theorem1 For anymessagem.

� �
m� K ��� K � 1 � � ���

m� K � 1 � � K � � m (3)

whereK ��
 e� N � andK � 1 ��
 d � N � .



Definition 5 TwokeysK1 ��
 e1 � N1 � andK2 ��
 e2 � N2 �
are saidto becompatibleif e1 � e2 andN1 andN2 are rel-
ativelyprime.

Definition 6 If twokeysK1 ��
 e� N1 � andK2 ��
 e� N2 �
are compatible, thentheproductkey, K1 � K2, is definedas

 e� N1N2 � .

Theorem2 For any two messages m and m̂, such that
m� m̂ 
 N1 � N2,

�
m� K1 � K2 ��� �

m̂� K1 � mod N1 if andonly if m � m̂ (4)

�
m� K1 � K2 ��� �

m̂� K2 � mod N2 if andonly if m � m̂ (5)

where K1 is thekey 
 e� N1 � , K2 is thekey 
 e� N2 � and
K1 � K2 is theproductkey 
 e� N1N2 � .

3.1 Ensuring Corr ectProduct will beReceived

We claim that a customerC is able to ensurethat the
productm he is aboutto receive from the merchantM, is
thesameastheoneheordered,beforeC paysfor or receives
the product. This propertyis achievedusingthe resultsof
theorem2. M sendstheproductm to the third partyTP to
be encryptedwith a key K1 and placedat a public place,
asanadvertisementfor m. WhenC decidesto purchasem
from M, heacquiresT � �

m� K1 � from TP andkeepsit for
futurevalidationof theproductreceived.

To sell m to C, M selectsa secondsetof keys (K2, K � 1
2 )

suchthat K2 is compatiblewith K1 accordingto definition
5. M providesC with T  �� �

m� K1 � K2 � .
C verifiesthat

�
m� K1 � and

�
m� K1 � K2 � areencryptionof

the samemessagem by verifying: T � T  modN1, asper
equation(4).

When satisfied,C sendsthe paymenttoken. M in re-
turn, sendsthe decryptingkey K � 1

2 . C obtainsm using
m � �

T  !� K2 � 1 � . Theproof of correctnessfollows from the
above theorems.

3.2 Security

In thetheorypresentedin section3, if e is chosensmall
andC canguesse correctly, we canhave a securityprob-
lem2. Assumethattheexponente is small,saye� 3. C starts
as if he is buying the sameproductm threetimes,but al-
waysstopsafterhaving received

�
m� K1 � K2 � , �m� K1 � K3 � ,�

m� K1 � K4 � , where K2 ��
 e� N2 � , K3 ��
 e� N3 � and
K4 ��
 e� N4 � .

Let N � N1 � N2 � N3 � N4. Knowing me modNi , for i
� 1 "#"$" 4, theattackercan,usingtheChineseremainderthe-
orem[19], computem. ThusC cangettheproduct,without

2Althoughweuseanasymmetriccryptographicsystemin thisprotocol,
unlike publickey cryptosystemswe donotdisclosetheexponente.

payingfor it. Notethatthisattackis similarto thelow expo-
nentattackon theRSA cryptosystem[13]. However, since
C doesnot know thevalueof e, this problemwill not arise.
Below weprovideanadditionalmechanismusingwhichthe
securitywill notbecompromisedevenif C canguessecor-
rectly.

For every transactionthatM performs,M choosesa ran-
domnumberr suchthatr is relatively primeto N2. C down-
loads

�
m� K1 � from TP. Ratherthan sending

�
m� K1 � K2 �

to C, M sendsthe following:
�
m" r � K1 � K2 � , � r � K1 � , where

m" r is the productof m with r. To validatethe product,C
multiplies

�
m� K1 � with

�
r � K1 � and the resultingproductis

comparedwith
�
m" r � K1 � K2 � . If bothmatch,thenC is con-

fident that the producthe is aboutto receive is the onehe
is going to pay for. Finally, insteadof sendingjust K � 1

2 ,
M now sendsK � 1

2 andr � 1 wherer � 1 is the multiplicative
inverseof r moduloN2. Using the decryptingkey K � 1

2 , C
obtainsm" r modN2. Multiplying thisby r � 1, C canretrieve
m.

4 The BasicProtocol

Table1 lists thenotationsusedin thedescriptionof the
protocol. We make the following assumptionsin the pro-
tocol: (i) Encryptedmessagescannotbedecryptedwithout
properkeys. Digital signaturescannotbe forged. Crypto-
graphicchecksumsensureintegrity of messages.(ii) All
partiesusethesamealgorithmfor encryptionaswell asfor
generatingcryptographicchecksums.(iii) Customerandthe
merchanteachhave a bank account. (iv) Identity of any
party cannotbe revealedfrom the IP addressalone. (v) A
constanttime out periodknown to all partiesis usedwhen
apartywaitsfor amessagefrom anotherparty.

Prelude

Beforetheprotocolbegins,weassumethatthefollowing
stepshave alreadyexecutedthatsetsup theenvironmentin
whichtheprotocoloperates.Notethatevenafterthesesteps
haveexecutedthee-commercetransactionmaynotexecute.

1. M registerswith TP. For every product, m, that M
wantsto advertisewith TP, hesendsthefollowing: (i)
m and its description,and(ii) the key pair (K1,K � 1

1 ).
TP performsthe encryptionbeforeuploading

�
m� K1 �

onthecatalog.In thismannerTP is ableto certify that
theproductmeetsits claim.

2. M keepsa public key with TP. M generatesa pub-
lic/private key pair, (Mi pub� Mi prv), and provides the
public key, Mi pub, to TP. M requiresC to usethepub-
lic key Mi pub for this transaction. M may chooseto



Symbol Inter pretation
C, M, andTP Customer, Merchant,andThird Party
CB andMB Customer’sBankandMerchant’sBank
Cacct Customer’sbankaccountwith CB
Macct Merchant’sbankaccountwith MB
m Productthecustomeris purchasing
PO Purchaseorderusedto orderproductm
Ti Transactioninvolving purchaseof m
Aprv, Apub A’sprivateandpublickeys
Ai prv, Ai pub A’sprivateandpublickeysusedonly in Ti

Bcprv, Bcpub Commonprivateandpublickeys for banks
A �&% B : X A sendsX to B�
X � K � Encryptionof X with key K

CC � X � Cryptographicchecksumof X
K1 Key givento theTP by M
K � 1

1 Decryptingkey of K1 heldby third party
K2 Key thatis compatiblewith K1

K � 1
2 Decryptingkey correspondingto K2

r Randomnumberchosenby merchantfor Ti

r � 1 Multiplicative inverseof r moduloN2'
Paymenttokenusedfor payingfor theproduct

Table 1. Symbols used in protocol description

changethispublickey aftereachtransactionor period-
ically. This stepmaybeomittedif M doesnot wish to
remainanonymousandhis public key canbeobtained
from elsewhere.

3. C selectsa product to purchase.C downloads
�
m� K1 �

andMi pub from TP. NotethatC doesnotactuallyhave
the productm, becausehe doesnot have the decrypt-
ing key K � 1

1 . This
�
m� K1 � will be usedlater by C to

validatetheproductreceivedfrom M.

4. C generatesa onetime public/pri vate key. C gener-
ates a public/private key pair, (Ci pub� Ci prv), which
he wishes to use during the current e-commerce
transactionTi .

ProtocolDescription

Thebasicprotocolinvolvesthefollowing stepswhenno
party misbehavesor prematurelyquits. The messagesex-
changedin the protocol are shown in figure 1. Note that
only the circledmessagenumbersareshown in the figure.
The messagenumbered0 correspondsto stepsthat have
beenperformedin theprelude.

Message1

C �(% M : PO� �CC � PO�)� Ci prv �*� �Ci pub� Mi pub�
C initiates the e-commercetransactionby sending

M three things: (i) a purchaseorder, PO, (ii) a

CB

C M

MB

2

3 4

5

1

67

8

TP

00

Figure 1. The Basic Protocol

signedcryptographicchecksumof thepurchaseorder,�
CC � PO�)� Ci prv� , and(iii) thepublickey of C encrypted
with M’s publickey,

�
Ci pub� Mi pub� .

Thepurchaseorder, PO, containsthedetailsof theor-
der, suchas,the productC is purchasing,the priceC
is paying,thepseudoidentitiesof C andM, andother
necessaryinformation.

C generatesa cryptographicchecksumof the PO and
signsit. ThiswayM canverify if thePOwasreceived
correctly. C’s signatureforestallsdebateover whether
C expressedintentionto purchasetheproduct.

C alsosendshispublickey, Ci pub, thatis to beusedfor
this transaction.To prevent intrudersfrom observing
thiskey, it is encryptedwith M’s public key Mi pub.

Message2

M �(% C :
�
Abort � Mi prv �

OR

M �(% C :
�
CC � PO�)� Mi prv � ,�

m" r � K1 � K2 � , �
CC � �m" r � K1 � K2 �!�)� Mi prv � ,�

r � K1 �+� �CC � � r � K1 �!�)� Mi prv � ,�
Macct � MBpub�*� �CC � �Macct � MBpub�,�)� Mi prv �

M after receiving Message1 checksif the purchase
orderis to hissatisfaction.

If M is not satisfied,he sendsan abortmessageto C
andabortsthetransaction.



If M is happy with the purchaseorder and wants
to continue with the protocol he sendsthe follow-
ing things to C: (i) signedcryptographicchecksum
of the PO,

�
CC � PO�)� Mi prv � , (ii) encryptedproduct,�

m" r � K1 � K2 � , (iii) signedcryptographicchecksumof
theencryptedproduct,

�
CC � �m" r � K1 � K2 �!�)� Mi prv � , (iv)

the randomnumber, r, encryptedwith K1,
�
r � K1 � , (v)

its signedcryptographicchecksum
�
CC � � r � K1 �,�)� Mi prv � ,

(vi) encryptedaccount information,
�
Macct � MBpub� ,

and (vii) signedchecksumof the encryptedaccount,�
CC � �Macct � MBpub�,�)� Mi prv � .
M’s endorsementon the purchaseorderforestallsde-
bateoverwhetherthepurchaseorderwasreceivedcor-
rectly or not andwhetherM agreedto thetermsof the
currenttransaction.

M alsosendstheencryptedproductandasignedcryp-
tographicchecksumof the encryptedproduct. In this
and the following messages,the purposeof a signed
cryptographicchecksumof a messageis twofold: (a)
it canbe usedasevidenceof what the senderhasac-
tually sentand(b) it alsoensuresthe integrity of the
messagewhile in transit.

To remainanonymous,M shouldnot reveal his bank
accountinformationto C. Sohesendshis accountin-
formationencryptedwith the public key of his bank,
MBpub. C will not beableto decryptthis information
andgetM’s accountnumber.

Message3

C �(% CB :
�-�
MTI � Cprv �+� CBpub�

After receiving Message2 from M, C checksto seeif
it is anabortmessageor theencryptedproduct.If it is
anabort,C abortsthetransaction.

If C hasreceivedtheencryptedproductfrom M, heval-
idatestheproductasoutlinedin Section3.2. If thetwo
compareandC is still interestedin buyingtheproduct,
hesendsthebanka signedmoney transferinstruction,
MTI , encryptedwith CB’s public key.

The money transferinstruction,MTI , consistsof the
following: (a) the amount of money that is being
transfered,(b) C’s accountthat is to be debitedCacct ,
and (c) M’s encryptedaccountthat is to be credited�
Macct � MBpub� .
If, on the other hand,the product is not validatedC
skipsMessage4 andsendsanabortin Message5.

Message4

CB �(% C :
�-� ' � Bcprv �+� Cpub�

OR

CB �(% C :
�
Failure� Cpub�

After receiving Message3, CB, first checksto seeif
C’s accounthasenoughmoney. Thenit sendsan ap-
propriateresponseto C – eitherthe paymenttoken

'
appropriatelysignedand encryptedor a failure mes-
sage.

Thepaymenttoken
'

createdby CB containsthe fol-
lowing information: (a) theamountthat is beingcred-
ited,(b) theencryptedaccountthatwill becredited,(c)
anonceto preventreplayattacks.

In orderfor MB to honourthepaymenttoken, it must
besignedbyabank.However, topreventcollusionand
compromisationof anonymity, we do not wantMB to
know who CB is. To solve this problem,we assume
thatall bankssharea commonpublic,privatekey pair
� Bcprv � Bcpub� . If a banksignsa messageusingthekey
Bcprv, then the recipientof the messagewill be able
to verify that the messagehasbeensignedby a bank
but will notbeableto guesswhichbanksignedit. This
ideais similarto usingagroupsignaturescheme[7, 8].
A groupsignatureis publicly verifiablebut it maintains
anonymity of thesigner.

Message5

C �&% M :
�-� ' � Bcprv �+� Mi pub� .

OR

C �&% M :
�
Abort � Ci prv � .

Dependingon whetheror not C is interestedin suc-
cessfullycompletingthe transaction,he sendseither
the signedand encryptedpaymenttoken that it got
from CB in Message4 or anabortmessageto M.

Message6

M �(% MB :
�-� ' � Bcprv �+� MBpub� .

If M receives an abort messagein Message5, he
abortsthetransaction.On theotherhandif hereceives
thepaymenttokensignedby CB, heforwardsit to his
own bankMB afterencryptingit with MB’spublickey.

Message7

MB �&% M :
�
ack � MBprv �

MB after receiving the paymenttoken in Message6
decryptsthemessageto gettheaccountnumberthatis
to becredited.Thenit creditstheappropriateaccount
andsendsanacknowledgementto M.

Message8

M �(% C :
�
K � 1

2 � Ci pub�*� �CC � K � 1
2 �)� Mi prv � ,�

r � 1 � Ci pub�*� �CC � r � 1 �)� Mi prv �
After receiving the acknowledgementin Message7,

M sendstheproductdecryptionkey, K � 1
2 andthemul-

tiplicative inverseof r moduloN2, namely, r � 1, to C.



Using theseC candecryptthe productasoutlined in
Section3.2.

5 Extensionsto EnsureTrue Fair Exchange

Truefair exchangerequiresthateitherbothpartiesobtain
eachother’s itemsor nonedo. In thecontext of ourprotocol
fair exchangewill beensuredif eitherbothM receivesthe
paymenttoken andC the productor nonedo. C is saidto
have receivedtheproductif hereceivesboththeencrypted
productandtherequireddecryptingkey. M is saidto have
received the paymenttoken oncehe hasverified that it is
thecorrectpaymenttoken.Now whenall thepartiesbehave
honestlyandexecutesthe protocolpresentedin Section4,
true fair exchangeis ensured.In the following paragraphs
we outline the extensionsnecessaryto ensuretrue fair ex-
changeevenif any partymisbehavesor prematurelyaborts.

In this protocol, the partiesinteractby sendingandre-
ceiving messages.One party when expectinga message
from the otherparty cannotwait for an indefiniteamount
of time.3 This problemis solvedby associatinga time out
periodwith eachmessage.Both thesenderandthereceiver
of the messageis awareof this time out period. If the re-
ceiver doesnot hearfrom thesenderin this time period,he
first sendsamessageto thesendersayingthathehasnotre-
ceivedthemessageandagainwaitsto hearfrom thesender.
If thesenderrespondsbeforethetimeoutperiod,theproto-
col proceedsasbefore. If thesenderdoesnot respond,the
receiver assumesthat thesenderdoesnot want to continue
with the protocol. Dependingon the stageof executionof
the protocol, the receiver takes the appropriatestep. For
example,if the protocolis in the early stagesof execution
thenthereceiver canchooseto discontinuewith theproto-
col. On the otherhand,if the protocolis in the latestages
of execution,thenthereceivercantake this upwith TP.

Beforeproceedingfurther, we wish to draw attentionto
one fact. Fair exchangeis compromisedif M choosesto
discontinuewith the protocol after receiving the payment
token. However, if any party discontinueswith the proto-
col beforeC sendsthepaymenttoken, fair exchangeis not
compromised.

Note that sinceM merchantsendsthe decryptionkey
only after it hasreceived paymentin a satisfactorymatter,
it will alwaysbethecasethatC initiatestheextendedpro-
tocol. Theextendedprotocolinvolvesinteractionwith TP
andis initiatedbyC by sendingthemessagesandthesigned
checksumsit hasreceivedfrom M – evidencesof M misbe-
having – andthepaymenttoken.

TP verifies the paymenttoken. TP thengetsin touch
with M andaskshim to sendthe productdecryptionkey.
TP thenstartsatimer. M onreceiving themessagecansend

3This mayhappenif theotherpartyhassimply disappeared.

theproductdecryptionkey to TP. TP canforwardthis toC.
Alternatively, M mayclaimthathedid notsendtheproduct
decryptionkey becausehehasnot receivedthepaymentto-
kenfromC. TP, in thiscase,sendsthepaymenttokento M
– M canthencontinuewith therestof theprotocolstarting
with Message6 of theBasicProtocolin section4.

If M doesnot respondwithin thetimeoutperiod,TP can
verify the paymenttoken from any bank– that it is of the
correctamountandit is indeedsignedby abank– andthen
forwardthemessagecontainingthekey, K1 � 1, to C. C can
useK1 � 1 to decrypt

�
m� K1 � thathedownloadedfrom TP at

thebeginningof theprotocol.

Analysisof True Fair Exchange

Both C and M behave properly: It is easyto seethat in
this caseC obtainstheproductandM thepaymentto-
ken.

M behavesimpr operly: This includesthefollowing:

1. M receivesthecorrectpaymenttokenin Message
5 but doesnotsendtheproductdecryptionkey in
Message8.
C in this caseinitiatesthe extendedprotocolby
presentingall themessagesreceivedfrom theM.
TP gets in touch with M and requestsfor the
productdecryptionkey. If M doesnot comply
or hasdisappeared,TP sendsC the decryption
key K � 1

1 thatis escrowedwith him, andasksC to
decrypt

�
m� K1 � with this key.

2. M sendsthewrongproductdecryptionkey.
This is handledasin theabovecase.

3. M falselyclaimsthathehasnotreceivedthepay-
ment token or hasnot received the correctpay-
menttoken.
Notethatif M doesnotreceivethepaymenttoken
or receivesincorrectpaymenttoken,hedoesnot
sendthe productdecryptionkey. Now whenC
initiatestheextendedprotocol,healsogivesTP
thepaymenttoken. Soif M claimsnot receiving
the paymenttoken, TP can verify the payment
token, forward it to M and requesthim for the
productdecrytionkey. A final point is that M
will not benefitby depositingthepaymenttoken
multiple times.

C behavesimpr operly: Thereare threeways in which C
canbehave improperly.

1. C falselyclaimsthatit hassentthepaymenttoken
but hasnot receivedtheproductdecryptionkey.
In this case,C initiatestheextendedprotocolby
sendingthenecessaryevidencetogetherwith the



paymenttoken.TP thengetsin touchwith M and
sendshim the paymenttoken,M thencontinues
with Message6 of thebasicprotocol.

2. C hassendinadequateamountin paymenttoken.
NotethatM canverify thepaymenttokensendby
theC. If it containsinadequateamount,M does
not depositthe paymenttoken but getsin touch
with C. If C doesnot make ammends,he just
keepsthe copy of the paymenttoken and does
not sendthe productdecryptionkey. Later on,
if contactedby TP, he canpresentthe payment
token asevidenceof unfair behavior by C. TP
can thensendthe correctpaymenttoken which
heobtainedfrom C.

3. C falselyclaimsthat he hasreceived the wrong
productdecryptionkey.
In any abnormalscenarioC getsin touchwith TP
andpresentsall themessagesit receivedfrom M.
Soif hemakesa falseclaim, thenTP detectsit.

6 Ensuring Anonymity

Oneof theprimaryobjectivesof this protocolis to pro-
tect the anonymity of C underall possiblescenarios.To
getassuranceof anonymity we mustensurethat (i) no sin-
gle party hasenoughinformation to link C to M and (ii)
it will not bepossiblefor all the partiesto colludeandget
this information.Theprotocolproposedby Low et al. [16]
ensures(i) but not (ii).

To analyzeanonymity we follow the approachof Low
et al.[16, 17] and tabulate the information that eachparty
knows in Table2. The entriesY, N, andM standfor Yes,
No, andMayberespectively. Thetableis interpretedasfol-
lows. Considerfirst row 1. A Y undercolumnCB indicates
thattheidentityof C is known by CB; N underthecolumns
MB, M and TP indicatethat noneof the entitiesMB, M
andTP know the identity of C. Considernext row 8. N’s
undercolumnsCB andMB indicatethatneitherCB norMB
knowsanythingaboutPO; Y undercolumnM indicatesthat
M knows PO; finally a M undercolumnTP indicatesthat
the third partymayor maynot know anything aboutPO –
dependingon whethertheextendedprotocolis executedor
not.

Analyzing Collusion

Notethatthenecessaryconditionsfor two partiesto col-
ludeare(a) thetwo partiesmustknow eachother’s identity
and(b) the two partiesmusthave somecommonpieceof
informationpertainingto the transactionthatC carriesout
with M. From table 2 it is clear that no party alonehas
enoughinformationto link C andM.

Inf ormation CB MB M TP
C Y N N N

CB Y N N N
MB N Y Y N
M N Y Y N
TP N N Y Y

Cacct Y N N N
Macct N Y Y N
PO N N Y M

Mi pub N N Y Y
Mpub N Y Y N
Ci pub N N Y M
Cpub Y N N N�

m" r � K1 � K2 � N N Y M�
r � K1 � N N Y M�
K � 1

2 � N N Y M�
r � 1 � N N Y M'

Y Y Y M

Table 2. Information Possessed by Each Party

Two party collusion

Weusetable2 to derive theinformationobtainedwhenany
two partiescollude. Thepossibletwo partycollusionsand
theknowledgethey obtainaftercolludingaregivenbelow.

TP and M: M doesnot learn anything new by colluding
with TP. As a resultof this collusion,TP will have
theknowledgepossessedby M.

TP and CB: TP andCB do not know eachother’s identity
andthey will not beableto collude.

TP and MB: TP andMB donotknow eachother’s identity
andsothey cannotcollude.

M and CB: M andCB do not know eachother’s identity
andsocannotcollude.

M and MB: M learnsnothingnew from MB. If they col-
lude,MB will know whatM knows.

CB and MB: CB andMB doesnotknow eachother’s iden-
tity andsothey cannotcollude.

Summarizingtheresultsabove,we cansaythattheonly
partiesto getnew informationasa resultof two partycol-
lusionsareTP andMB. However, bothof themget the in-
formationwhich is alreadypossessedby M. SinceM does
not have enoughinformationto link C with M, asa result
of thiscollusionthecolludingpartiesalsowill nothavethis
information.



Thr eeParty Collusion

Fromtheprevioussection,it follows that theonly possible
two partycollusionsare(i) TP andM and(ii) M andMB.
Thusthe only threeparty collusionis betweenTP, M and
MB. Now evenif thesethreepartiescollude,theonly infor-
mationthey cancollectively obtainis whatever M already
possessesin Table2. SinceM doesnot have the informa-
tion linking C to M, anonymity of C is preserved.

Four Party Collusion

EvenafterthethreepartiesTP, M andMB colludethey will
notknow theidentityof thefourthpartyCB. Hence,nofour
partycollusionis possiblein ourprotocol.

7 Conclusion

In this work we have proposedane-commerceprotocol
that hassomedesirablefeatures.First, it providesfair ex-
changeunderall circumstances.Second,theprotocoldoes
not requireany manualdisputeresolutionin caseany party
behavesunfairly. Third, theprotocoldoesusea third party;
however, thethird partydoesnot becomeactively involved
unlessa problemoccurs. Fourth, the protocol allows the
customerto be confidentthat he is paying for the correct
productbeforeactually paying for it. Fifth, the protocol
providesanonymity for thecustomerandthemerchant.

One future work is to optimize the protocol by reduc-
ing thenumberof messagesexchangedbetweentheparties.
Anotherimportantfuturework is evaluatingthecorrectness
of the protocolusingformal methodsof softwareverifica-
tion like modelchecking[12] andtheoremproving [5].
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