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Abstract

In this paper we proposean e-commete protocol for
trading digital productsover the Internet. The novel fea-
tures of our protocolinclude: (1) ensuringfair exchangg,
(2) not requiring manualdisputeresolutionin caseof un-
fair behaviorby any party, (3) assuringead party thatthe
itemheis aboutto receives indeedthe correctong (4) not
requiringthe activeinvolvemenbf a trustedthird party un-
lessa problemoccurs, and (5) ensuringanonymityfor both
the customerand the merchant. No existing e-commere
protocolthat we knowof hasall thesefeatues.

1 Intr oduction

Researcherhave identifieda numberof desirablechar
acteristichat mustbe satisfiedby e-commercerotocols:
(i) shouldensurdair exchange(ii) shouldnotrequireman-
ual disputeresolutionin caseof unfair behaior by one
party; (i) eachparty shouldbe assuredhattheitem heis
abouttoreceveis indeedthecorrectone,(iv) shouldnotre-
quiretheactive involvementof anonlinetrustecdthird party,
and(v) shouldensureanorymity for the customerandop-
tionally for themerchantNo existing e-commercerotocol
thatwe know of satisfiesall of theserequirementsimulta-
neously We proposea protocolthatsatisfiesall theseprop-
erties. Before we outline our approach,we elaborateon
eachof theserequirements.

Fair exchange: Ideally fair exchangerequiresthat ei-
therboththepartiesinvolvedin thetransactiomeceive each
others itemsor nonedo. However, researcherf9, 10, 21]
have often usedthe term in a wealer sense: the proto-
col gathersenoughevidenceduring executionso that, in
caseonepartybehaesunfairly andobtainsthe othersitem
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without sendinghis, the misbehaing party canbe prose-
cuted.If adisputeoccursajudgelooksattheevidenceand
delivershis judgment. The disputeresolutionis performed
afterthe protocolexecution,thatis, afterthe customeras
obtainedhis productor the merchantis monegy. However,
such“after-the-fact” protection[14, 15] may beinadequate
in ane-commercervironmentwherethe customerandthe
merchanmaybe unreachablafterthetransaction.

Avoiding manual dispute resolution: The need for
manualdisputeresolution whenonepartybehaesunfairly,
doesnot ariseif protocolsprovide true fair exchange — un-
der all circumstancéseither both the partiesreceie each
others itemsor nonedo. Protocolsproviding true fair ex-
changg14] typically useanonlinetrustedthird party The
third party receves the information from eachparty in-
volvedin the e-commercdransactiorandthenforwardsit
to the otherparty As aresultif arny party misbehaesor
prematurelyquits,no harmis causedo the otherparty

Ensuring correct item will be receved: Before ex-
changingthe items, eachparty must have the confidence
thattheitem heis aboutto receive from the otherparty will
indeedbethecorrectone. Theuseof anonlinetrustedthird
party helpsto meetthis requirementswell. For example,
in the protocol proposedby Ketchpel[14] the third party
verifies the contentsof eachitem before forwardingit to
the respectie parties. Although usinga trustedthird party
helpsmeetsomerequirementsthethird partyis a sourceof
bottleneckfor theseprotocols.Not only is the performance
of thethird partyanissue but alsoits vulnerabilityto denial
of serviceattacks.

Reducinginvolvementof the third party: Severalpro-
tocols have beenproposed1, 2, 3, 4] that do not usethe
third party unlessa problem,suchas,a party misbehaing
or prematurelyaborting,occurs.Suchprotocolsaretermed
optimistic[1, 2, 3]. Most of theseprotocolsdo not ensure
truefair exchangd1].

IThisincludesary partymisbehaing or prematurelyquitting.



Anonymity: Oneproblemnotaddressetly existingtrue
fair exchangeprotocolsis anorymity. Anonymity ensures
thattheidentity of acustomemand,optionally thatof amer
chantis not revealedduring an e-commercdransaction A
customerfor example,maynotwantoutsiderdo compilea
patternof his spendinchabits. Thusthe customemaywant
anorymity. A merchantsimilarly, mayalsowantto remain
anorymous. Although anorymity is addressedby several
paymentmechanisnschemeg6, 18,16, 17], noneof these
schemesre satishctory Someof them[16, 17] actively
useanonlinetrustedthird party; the anorymity is compro-
misedif thethird party colludeswith the others.Some[6]
provide anorymity but allowsthecustometo createmongy.
Otherg[11] rely ontamperproof hardwaredevices.

We proposeaprotocolthatensuregnorymity of thecus-
tomer and the merchant. Money is transferredelectroni-
cally from one bankto anotherin the form of a payment
token thatis generatedy a bank. The individual parties
cannotgenerateor duplicatea paymenttoken. Moreover,
the customer(the merchant)is not revealedthe identity of
merchans (customers) bank— this preventscollusion of
differentpartiesandcompromisinganorymity.

Besidesanorymity, our protocolallows the custometto
verify thattheproductheis aboutto receive is theoneheis
aboutto pay for. This verificationis doneby the customer
usingthetheoryof crossvalidationthatwasdevelopedin a
relatedpapef20]. Notethatin otherworks[14], thetrusted
third party performsthe verificationandgivesanassurance
thattheitemsthe two partiesaregoing to interchangewill
bethecorrectones.

We do, however, rely onthetrustedthird partyfor ensur
ing truefair exchange Themerchanescravstheencrypted
productanda pair of keys with thethird party Thus,if the
merchantdisappearsfter receving the payment,the third
party can always give the customerthe keys for decrypt-
ing the product.But the third partyis notinvolvedunlessa
problem suchas,apartymisbehaing or prematurelyabort-
ing occurs.Thus,theuseof thethird partyis keptto amin-
imum level.

The restof the paperis organizedasfollows. Section2
givesaninformal descriptionof the protocol. Section3 de-
scribeghetheoryof crossvalidationonwhich our protocol
is based.Section4 describeghe basicprotocol. Section5
providesthe extensionsnecessaryo provide fair exchange
whena party misbehaesor aborts.Sectioné analyzesow
anorymity is assuredoy our protocol. Finally, section7
concludeghepaper

2 Informal Description of Our Protocol

A merchantM who wishesto sell an electronicproduct
m registersitself with thethird party TP. M sendghe prod-
uct, its descriptionwhich includesthe cost,anda key pair

(K, Ky 1 to TP. TP encryptsthe productwith key K; and
adwertisesit ontheweh If M wantsto remainanorymous,
healsosendshis onetime public key, Mipub, to TP.

The protocolbegins with the customerC, downloading
an encryptedproductfrom TP. C thensendsa purchase
orderto M, usinga pseudaidentifier, togetherwith a one
time public key, Cipun, thatis to be usedin the transaction.
M respondsby sendingthe productencryptedwith a key,
denotedby K; x K, togetherwith encryptedinformation
aboutthe accountthat he wishesto be credited. The key
K1 x K2 hasamathematicatelationwith thekey K;. Using
the theory of cross-alidation, C is ableto verify that the
productheis aboutto receie is the onehe will be paying
for.

WhenC is satisfied he askshis bankCB to generatehe
paymenttoken. The paymenttoken canonly be encashed
by the encryptedaccount. CB generateshe paymentto-
ken,signsit with a signaturecommonto all banksandfor-
wardsit to C. C thenforwardsit to M who forwardsit to his
bankMB. MB aftersuccessfullyncrementingVl’saccount,
sendsamessagéo M. M afterreceving thismessagsends
thedecryptingkey to C.

3 Theory of CrossValidation

Before presentingpur protocolwe outline the theory of
cross-alidation on which the protocol is basedand then
shov how this theoryis usedin ensuringthat the product
the customeiis aboutto receive will bethe correctone.For
detailsthereadeiis referredto [20].

Definition 1 Thesetof messaged/ is thesetof nonnega-
tive integers mthatare lessthanan upperboundN, i.e.

M ={m0<m< N} (1)

Definition 2 A key K is definedto be the ordered pair
< e, N >, wheee N is a productof distinctprimes,e is rel-
atively prime to the Euler’s totient function(N); e is the
exponentandN is the baseof the key K.

Definition 3 Theencryptionof a messge m with thekey K
= < e,N >, denotedas[m,K], is definedas

[m,< eN>]=m* modN (2

Definition 4 Theinverseof a key K =< e N >, denotedby
K~1, is an ordered pair < d,N >, satisfyinged = 1 mod

®N).
Theorem1 For anymessge m.
[MK],K™ = [[mK™],K]=m 3)

wheeK =< e,N > andK~1 =< d,N >.



Definition 5 TwokeysK; =< e1,N; > andK; =< e, Ny >
are saidto be compatibleif e = e, andN; andN; arerel-
ativelyprime

Definition 6 If twokeysK; =< e,N; > andKy; =< e,Np >
are compatible thenthe productkey, K1 x Ky, is definedas
<e,NiNp >.

Theorem2 For any two messges m and m, sud that
m’ m < Nl) NZ!

[m, K1 x Kg] = [M,K1] mod N; if andonlyif m=rh (4)

[m, K1 x Ko] = [M,Kz] mod N, if andonlyif m=rh (5)

whee K; is thekey < e/ N; >, Ky isthekey < ;N > and
K1 x Ky is the productkey < ¢, Ny Ny >.

3.1 Ensuring CorrectProduct will be Receved

We claim that a customerC is able to ensurethat the
productm he is aboutto receive from the merchantM, is
thesameastheoneheorderedbeforeC paysfor orreceves
the product. This propertyis achiazed usingthe resultsof
theorem2. M sendsthe productm to the third party TP to
be encryptedwith a key K; and placedat a public place,
asanadwertisemenfor m. WhenC decidegto purchasem
from M, heacquiresT = [m,K;] from TP andkeepsit for
futurevalidationof the productreceved.

To sellmto C, M selectsa secondsetof keys (Ko, K5 D)
suchthatK; is compatiblewith K1 accordingto definition
5. M providesC with T" = [m,Kz x K3].

C verifiesthat[m,K;] and[m,K; x Kz] areencryptionof
the samemessagen by verifying: T = T’ mod Ny, asper
equation(4).

When satisfied,C sendsthe paymenttoken. M in re-
turn, sendsthe decryptingkey Kgl. C obtainsm using
m= [T/,Kz~]. Theproof of correctnessollows from the
abovetheorems.

3.2 Security

In thetheorypresentedn section3, if e is chosersmall
andC canguesse correctly we canhave a securityprob-
lem?. Assumethattheexponenteis small,saye=3. C starts
asif heis buying the sameproductm threetimes, but al-
waysstopsafterhaving received [m, Ky x Ka], [m, K1 x K3],
[m,K1 x Ka], where K, =< N, >, K3 =< /N3 > and
Kg=<eNg>.

Let N = Nj x N2 x N3 x Ng. Knowing m® modN;, for i
=1... 4,theattaclercan,usingthe Chineseemaindethe-
orem[19], computem. ThusC cangetthe product,without

2Althoughwe useanasymmetricryptographicystenin this protocol,
unlike public key cryptosystemsve do not disclosethe exponente.

payingfor it. Notethatthisattackis similarto thelow expo-
nentattackon the RSA cryptosystenj13]. However, since
C doesnotknow thevalueof e, this problemwill notarise.
Below we provide anadditionalmechanisnusingwhichthe
securitywill notbecompromisedvenif C canguess cor
rectly.

For every transactiorthatM performs M choosesran-
domnumbenr suchthatr is relatively primeto N,. C down-
loads [m,K1] from TP. Ratherthansending[m,K; x Ky]
to C, M sendsthe following: [m.r,K; x K3], [r,K1], where
m.r is the productof m with r. To validatethe product,C
multiplies [m,K1] with [r,K1] andthe resulting productis
comparedvith [m.r,Ky x Ky]. If bothmatch,thenC is con-
fidentthat the producthe is aboutto receve is the one he
is going to pay for. Finally, insteadof sendingjust Kz‘l,
M now sendsK, * andr— wherer 1 is the multiplicative
inverseof r moduloN,. Using the decryptingkey Kz‘l, C
obtainsm.r mod N,. Multiplying thisby r =1, C canretrieve
m.

4 The BasicProtocol

Table1 lists the notationsusedin the descriptionof the
protocol. We malke the following assumptionsn the pro-
tocol: (i) Encryptedmessagesannotbe decryptedwithout
properkeys. Digital signaturesannotbe forged. Crypto-
graphicchecksumsensureintegrity of messages.(ii) All
partiesusethe samealgorithmfor encryptionaswell asfor
generatingryptographichecksums(iii) Customeandthe
merchanteachhave a bank account. (iv) Identity of ary
party cannotbe revealedfrom the IP addressalone. (v) A
constantime out periodknown to all partiesis usedwhen
apartywaitsfor amessagérom anotherparty

Prelude

Beforetheprotocolbegins,we assumehatthefollowing
stepshave alreadyexecutedthat setsup the environmentin
whichtheprotocoloperatesNotethatevenafterthesesteps
have executedhe e-commercéransactiormaynotexecute.

1. M registerswith TP. For every product, m, that M
wantsto adwertisewith TP, hesendghefollowing: (i)
m andits description,and (i) the key pair (K1,K;%).
TP performsthe encryptionbefore uploading[m, K]
onthecatalog.In thismannerfT P is ableto certify that
the productmeetsts claim.

2. M keepsa public keywith TP. M generatesa pub-
lic/private key pair, (Mjpun, Miprv), and provides the
public key, Mipup, to TP. M requiresC to usethe pub-
lic key Mipyp for this transaction. M may chooseto



Symbol Inter pretation

C, M, andTP | CustomerMerchantandThird Party

CB andMB Customers BankandMerchants Bank
Cacd Customers bankaccountwith CB

Maca Merchants bankaccountwith MB

m Productthe customeiis purchasing

PO Purchaserderusedto orderproductm

Ti Transactiorinvolving purchasef m

Aprv, Apub A's privateandpublic keys

Aiprvs Aipub A's privateandpublic keys usedonly in T;
Beprvs Bepub Commonprivateandpublic keys for banks
A=B:X AsendsX to B

[X,K] Encryptionof X with key K

CC(X) Cryptographiachecksunof X

K1 Key giventothe TP by M

Kt Decryptingkey of Ky heldby third party
Ko Key thatis compatiblewith Ky

Kz‘1 Decryptingkey correspondingo K

r Randomnumberchoserby merchanfor T;
r-t Multiplicative inverseof r moduloN;

P Paymenttokenusedfor payingfor the product

Table 1. Symbols used in protocol description

changehis publickey aftereachtransactioror period-
ically. This stepmaybe omittedif M doesnhotwishto

remainanorymousandhis public key canbe obtained
from elsevhere.

3. C selectsa productto purchase.C downloads [m,Kj]
andM;pyp from TP. NotethatC doesnotactuallyhave
the productm, becausée doesnot have the decrypt-
ing key K. This [m Ky] will be usedlater by C to
validatethe productrecevedfrom M.

4. C generatesa onetime public/privatekey. C gener
ates a public/private key pair, (Cipub,Ciprv), Which
he wishes to use during the current e-commerce
transactiorl;.

Protocol Description

Thebasicprotocolinvolvesthefollowing stepswvhenno
party misbehaesor prematurelyquits. The messagesx-
changedn the protocolare shawvn in figure 1. Note that
only the circled messag@umbersare shovn in the figure.
The messagenumberedO correspondgo stepsthat have
beenperformedn theprelude.

Messagel

C=M: PO, [CC(PO),Ciprv]a [Ci puby Iv'ipub]

C initiates the e-commercetransactionby sending
M three things: (i) a purchaseorder PO, (i) a

Figure 1. The Basic Protocol

signedcryptographiacchecksunof the purchaseorder
[CC(PO),Ciprv], and(iii) thepublickey of C encrypted

Thepurchaserdet PO, containsthe detailsof the or-
der, suchas, the productC is purchasingthe price C
is paying,the pseudadentitiesof C andM, andother
necessarynformation.

C generates cryptographicchecksunof the PO and
signsit. Thisway M canverify if the PO wasreceved
correctly C's signatureforestallsdebateover whether
C expressedntentionto purchasehe product.

C alsosendshis publickey, Cipub, thatis to beusedfor
this transaction.To preventintrudersfrom observing
thiskey, it is encryptedwith M’s public key M;pyp.

Message?
M = C: [Abort,Mjpn/]
OR
M = C: [CC(PO),Mipn],
mr, Ky x Ko],  [CC([m.r, Ky x K3]), Mipry],

[I‘, Kl]’ [CC([I‘, Kl])a Mi prv],
[Macd, M Bpub], [CC([Macd, M Bpub]), Mi prv]

M afterreceving Messagel checksif the purchase
orderis to his satishction.

If M is not satisfied,he sendsan abortmessagédo C
andabortsthetransaction.



If M is hapyy with the purchaseorder and wants
to continuewith the protocol he sendsthe follow-

ing thingsto C: (i) signedcryptographicchecksum
of the PO, [CC(PO),Mipn/, (ii) encryptedproduct,
[m.r,K1 x Kp], (iii) signedcryptographicchecksunof

theencryptedoroduct,[CC([m.r, Ky x Kz]), Mipn/], (iv)

the randomnumber r, encryptedwith Ky, [r,K1], (V)

its signedcryptographiachecksumCC([r, K1]), Mipr],

(vi) encryptedaccountinformation, [Maca, MBpub],

and (vii) signedchecksumof the encryptedaccount,
[CC([MacdaMBpub]),Miprv]-

M’s endorsemenbn the purchaseorderforestallsde-
bateoverwhetherthe purchaserderwasreceivedcor-
rectly or notandwhetherM agreedo thetermsof the
currenttransaction.

M alsosendgheencryptedproductanda signedcryp-
tographicchecksunof the encryptedoroduct. In this
andthe following messageshe purposeof a signed
cryptographicchecksumof a messageés twofold: (a)
it canbe usedasevidenceof whatthe senderhasac-
tually sentand (b) it alsoensureghe integrity of the
messagevhile in transit.

To remainanorymous,M shouldnot reveal his bank
accountinformationto C. So he sendshis accountin-
formation encryptedwith the public key of his bank,
MBpub. C will not be ableto decryptthis information
andgetM’saccountnumber

Message3

After receving Message2 from M, C checkgo seeif
it is anabortmessager the encryptedproduct.If it is
anabort,C abortsthetransaction.

If C hasrecevedtheencryptegroductfrom M, heval-
idatesthe productasoutlinedin Section3.2. If thetwo
compareandC is still interestedn buying the product,
he sendghe banka signedmoney transferinstruction,
MTI, encryptedwith CB'’s public key.

The mong transferinstruction,MT]I, consistsof the
following: (a) the amountof mone that is being
transfered(b) C's accountthatis to be debitedCsy¢q,
and (c) M’s encryptedaccountthat is to be credited
[Macct,MBpub]-

If, on the other hand,the productis not validatedC
skipsMessaget andsendsanabortin Messageb.

Messaged

CB=>C: [[?,Bcpr]; Cpub)
OR
CB = C: [Failure,Cpup)

After receving Message3, CB, first checksto seeif
C’s accounthasenoughmone. Thenit sendsan ap-
propriateresponsdo C — eitherthe paymenttoken P
appropriatelysignedand encryptedor a failure mes-
sage.

The paymenttoken 2 createdby CB containsthe fol-
lowing information: (a) theamountthatis beingcred-
ited, (b) theencryptedaccounthatwill becredited,c)
anonceto preventreplayattacks.

In orderfor MB to honourthe paymenttoken, it must
besignedby abank.However, to preventcollusionand
compromisatiorof anorymity, we do not wantMB to
know who CB is. To solwe this problem,we assume
thatall bankssharea commonpublic, privatekey pair
(Beprv, Bepub) - If @abanksignsa messageisingthe key
Beprv, thenthe recipientof the messagewill be able
to verify thatthe messagénasbeensignedby a bank
butwill notbeableto guessvhichbanksignedit. This
ideais similarto usingagroupsignatureschemg?, 8].
A groupsignaturas publicly verifiablebutit maintains
anorymity of thesigner

Messageb

C=> M [[P,Bcpr]; Mipub)-
OR
C = M : [Abort,Cipr].

Dependingon whetheror not C is interestedn suc-
cessfullycompletingthe transaction he sendseither
the signedand encryptedpaymenttoken that it got
from CB in Messaged or anabortmessagéo M.

Messages

M = MB: [[P, Bcprv], MBpup).-

If M receves an abort messagen Message5, he
abortsthetransactionOn the otherhandf hereceves
the paymentoken signedby CB, he forwardsit to his
own bankMB afterencryptingit with MB’s publickey.

Messager

MB afterreceving the paymenttokenin Messaget
decryptghemessagéo gettheaccounnumberthatis
to be credited. Thenit creditsthe appropriateaccount
andsendsanacknavledgemento M.

Messages

M= C: [Kz_lacipub]v [CC(Kz_l)’ Miprv],
[r=%,Ciput], [CC(r=1),Mipn]
After receving the acknavledgemenin Message?,

M sendgtheproductdecryptionkey, K5 L andthemul-
tiplicative inverseof r moduloN», namely r=1, to C.



Using theseC candecryptthe productasoutlinedin
Section3.2.

5 Extensionsto Ensure True Fair Exchange

Truefair exchangeequireghateitherbothpartiesobtain
eachothersitemsor nonedo. In the context of our protocol
fair exchangewill be ensuredf eitherboth M recevesthe
paymenttoken andC the productor nonedo. C is saidto
have recevedthe productif herecevesboththe encrypted
productandthe requireddecryptingkey. M is saidto have
receved the paymenttoken once he hasverified that it is
thecorrectpaymentoken. Now whenall thepartieshehae
honestlyand executesthe protocolpresentedn Section4,
true fair exchanges ensured.In the following paragraphs
we outline the extensionsnecessaryo ensuretrue fair ex-
changevenif ary partymisbehaesor prematurelyaborts.

In this protocol, the partiesinteractby sendingandre-
ceiving messages.One party when expectinga message
from the other party cannotwait for an indefinite amount
of time3 This problemis solved by associating time out
periodwith eachmessageBoth the senderandtherecever
of the messagés aware of this time out period. If the re-
ceiver doesnot hearfrom the sendeiin this time period,he
first sendsamessagéo thesendesayingthathehasnotre-
ceivedthe messagandagain waitsto hearfrom thesender
If thesenderesponddeforethetime out period,the proto-
col proceedsasbefore. If the senderdoesnot respondthe
recever assumeshatthe senderdoesnot wantto continue
with the protocol. Dependingon the stageof executionof
the protocol, the recever takes the appropriatestep. For
example,if the protocolis in the early stagesof execution
thenthe recever canchooseto discontinuewith the proto-
col. Onthe otherhand,if the protocolis in the late stages
of execution,thentherecever cantake thisupwith TP.

Beforeproceedingurther, we wish to draw attentionto
onefact. Fair exchangeis compromisedf M choosego
discontinuewith the protocol after receving the payment
token. However, if any party discontinueswith the proto-
col beforeC sendghe paymenttoken, fair exchangeis not
compromised.

Note that since M merchantsendsthe decryptionkey
only afterit hasreceved paymentin a satishctory matter
it will alwaysbethe casethatC initiatesthe extendedpro-
tocol. The extendedprotocolinvolvesinteractionwith TP
andis initiatedby C by sendinghemessageandthesigned
checksumé hasrecevvedfrom M — evidencesof M misbe-
having — andthe paymentoken.

TP verifiesthe paymenttoken. TP thengetsin touch
with M and askshim to sendthe productdecryptionkey.
TP thenstartsatimer. M onreceving themessageansend

3This mayhapperif theotherparty hassimply disappeared.

theproductdecryptionkey to TP. TP canforwardthisto C.

Alternatively, M mayclaim thathedid not sendtheproduct
decryptionkey becausée hasnotrecevedthe paymento-

kenfrom C. TP, in this case sendghe paymentokento M

— M canthencontinuewith therestof the protocolstarting
with Messageb of the BasicProtocolin sectiord.

If M doesnotrespondvithin thetimeoutperiod, TP can
verify the paymenttoken from ary bank— thatit is of the
correctamountandit is indeedsignedby a bank—andthen
forwardthe messageontainingthe key, K;~1, to C. C can
useK;~* to decrypt]m,K4] thathe downloadedrom TP at
thebeginning of the protocol.

Analysis of True Fair Exchange

Both C and M behave properly: It is easyto seethatin
this caseC obtainsthe productandM the paymento-
ken.

M behavesimproperly: Thisincludesthefollowing:

1. Mrecevesthecorrectpaymentokenin Message

5 but doesnotsendthe productdecryptionkey in
Messages.
C in this caseinitiatesthe extendedprotocol by
presentingll the messagesecevedfrom the M.
TP getsin touchwith M and requestsfor the
productdecryptionkey. If M doesnot comply
or hasdisappearedT P sendsC the decryption
key K; * thatis escravedwith him, andasksC to
decrypt[m, K] with this key.

2. M sendghewrong productdecryptionkey.
Thisis handledasin theabove case.

3. M falselyclaimsthathehasnotrecevedthepay-
menttoken or hasnot receved the correctpay-
menttoken.

Notethatif M doesnotrecevethepaymentoken
or recevesincorrectpaymenttoken, he doesnot
sendthe productdecryptionkey. Now whenC

initiatesthe extendedprotocol,he alsogives TP

the paymentioken. Soif M claimsnot receving

the paymenttoken, TP can verify the payment
token, forward it to M and requesthim for the
productdecrytionkey. A final point is that M

will not benefitby depositingthe paymenttoken
multiple times.

C behavesimproperly: Therearethreewaysin which C
canbehaeimproperly

1. Cfalselyclaimsthatit hassenthepaymentoken
but hasnot receivedthe productdecryptionkey.
In this case C initiatesthe extendedprotocolby
sendingthe necessargvidencetogethemwith the



paymentoken. TP thengetsin touchwith M and
sendshim the paymenttoken, M thencontinues
with Messageb of thebasicprotocol.

2. C hassendinadequat@amountin paymentoken.
NotethatM canverify thepaymentokensendby
theC. If it containsinadequatemount,M does
not depositthe paymenttoken but getsin touch
with C. If C doesnot make ammendshe just
keepsthe copy of the paymenttoken and does
not sendthe productdecryptionkey. Later on,
if contactedby TP, he canpresentthe payment
token as evidenceof unfair behaior by C. TP
canthensendthe correctpaymenttoken which
he obtainedrom C.

3. C falselyclaimsthat he hasreceved the wrong
productdecryptionkey.
In any abnormakcenaridC getsin touchwith TP
andpresentall themessaget recevedfrom M.
Soif hemakesafalseclaim,thenTP detectst.

6 Ensuring Anonymity

Oneof the primary objectivesof this protocolis to pro-
tect the anorymity of C underall possiblescenarios. To
getassurancef anorymity we mustensurethat (i) no sin-
gle party hasenoughinformationto link C to M and (ii)
it will not be possiblefor all the partiesto colludeandget
thisinformation. The protocolproposedyy Low etal. [16]
ensuregi) but not (ii).

To analyzeanorymity we follow the approachof Low
et al.[16, 17] andtakulate the information that eachparty
knows in Table2. The entriesY, N, andM standfor Yes,
No, andMayberespectiely. Thetableis interpretedasfol-
lows. Consideffirstrow 1. A Y undercolumnCB indicates
thattheidentity of C is known by CB; N underthe columns
MB, M and TP indicatethat none of the entitiesMB, M
and TP know theidentity of C. Considemext row 8. N’s
undercolumnsCB andMB indicatethatneitherCB nor MB
knows anythingaboutPO; Y undercolumnM indicateghat
M knows PO; finally a M undercolumnTP indicatesthat
the third party may or may not know anything aboutPO —
dependingon whetherthe extendedprotocolis executedor
not.

Analyzing Collusion

Notethatthe necessargonditionsfor two partiesto col-
ludeare(a) thetwo partiesmustknow eachothers identity
and (b) the two partiesmusthave somecommonpiece of
informationpertainingto the transactiorthatC carriesout
with M. Fromtable 2 it is clearthat no party alone has
enoughinformationto link C andM.

Information
C
CB
MB
M
TP

Caca
Maca
PO
Mipub
Mpub
Cipub
Cpub
[m.r, Ky % Kz]
[ra Kl]
Ko7
1]
U

<|z|z|Z|z|<|z|z| z| Z| Z|<| z| z| z| <| <| §)
<|z|z|z|Z|z|z|<| 2| z|<| 2| Z|<| <| 2| 2| 5
< <|<|<|<|z|<|<|<|<|<|z|<|<|<|z|z|=

2z 2| =z z|< 2| Z|Z|<| 2| 2| Z| 2| 3

Table 2. Information Possessed by Each Party

Two party collusion

We usetable? to derive theinformationobtainedwhenary
two partiescollude. The possibletwo party collusionsand
theknowledgethey obtainaftercolludingaregivenbelow.

TPand M: M doesnot learn arything new by colluding
with TP. As aresultof this collusion, TP will have
theknowledgepossessety M.

TP andCB: TP andCB do notknow eachothers identity
andthey will notbeableto collude.

TP and MB: TP andMB donotknow eachothersidentity
andsothey cannotcollude.

M and CB: M andCB do not know eachothers identity
andsocannotcollude.

M and MB: M learnsnothingnew from MB. If they col-
lude,MB will know whatM knows.

CB and MB: CB andMB doesnotknow eachothersiden-
tity andsothey cannotcollude.

Summarizingheresultsabove, we cansaythattheonly
partiesto getnew informationasa resultof two party col-
lusionsare TP andMB. However, bothof themgetthein-
formationwhich is alreadypossessetly M. SinceM does
not have enoughinformationto link C with M, asa result
of this collusionthecolluding partiesalsowill nothave this
information.



ThreeParty Collusion

Fromthe previous section,it follows thatthe only possible
two party collusionsare (i) TP andM and(ii) M andMB.

Thusthe only threeparty collusionis betweenT P, M and
MB. Now evenif thesethreepartiescollude,theonly infor-

mationthey cancollectively obtainis whatever M already
possessem Table2. SinceM doesnot have the informa-
tion linking C to M, anorymity of C is presered.

Four Party Collusion

EvenafterthethreepartiesT P, M andMB colludethey will
notknow theidentity of thefourth partyCB. Hencenofour
party collusionis possiblein our protocol.

7 Conclusion

In this work we have proposedan e-commercerotocol
thathassomedesirablefeatures. First, it providesfair ex-
changeunderall circumstancesSecondthe protocoldoes
not requireary manualdisputeresolutionin caseary party
behaesunfairly. Third, the protocoldoesusearthird party;
however, the third party doesnot becomeactively involved
unlessa problemoccurs. Fourth, the protocol allows the
customerto be confidentthat he is payingfor the correct
productbefore actually paying for it. Fifth, the protocol
providesanorymity for the customerandthe merchant.

One future work is to optimize the protocol by reduc-
ing thenumberof messageexchangedetweertheparties.
Anotherimportantfuturework is evaluatingthe correctness
of the protocolusing formal methodsof software verifica-
tion like modelchecking[12] andtheoremproving [5].
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