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An Anonymous IoT based e-Health Monitoring
System using Blockchain Technology

Omaji Samuel ID , Akogwu Blessing Omojo, Syed Muhammad Mohsin ID , Prayag Tiwari ID , Deepak Gupta ID , and
Shahab S. Band ID

Abstract—The Internet of things (IoT) has made it possible for
health institutions to have remote diagnosis, reliable, preventive
and real-time decision making. However, the anonymity and
privacy of patients are not considered in IoT. Therefore, this
paper proposes a blockchain-based anonymous system, known
as GarliMediChain, for providing anonymity and privacy dur-
ing COVID-19 information sharing. In GarliMediChain, garlic
routing and blockchain are integrated to provide low-latency
communication, privacy, anonymity, trust and security. Also,
COVID-19 information is encrypted multiple times before trans-
mitting to a series of nodes in the network. To ensure that
COVID-19 information is successfully shared, a blockchain-
based coalition system is proposed. The coalition system enables
health institutions to share information while maximizing their
payoffs. In addition, each institution uses the proposed fictitious
play to study the strategies of others in order to update its
belief by selecting the best responses from them. Furthermore,
simulation results show that the proposed system is resistant
to security-related attacks and is robust, efficient, and adaptive.
From the results, the proposed proof-of-epidemiology-of-interest
(PoEoI) consensus protocol has 15.93% less computational cost
than 26.30% of proof-of-work (PoW) and 57.77% proof-of-
authority (PoA) consensus protocol, respectively. Nonetheless, the
proposed GarliMediChain system promotes global collaborations
by combining existing anonymity and trust solutions with the
support of blockchain technology.

Index Terms—Blockchain, e-health, Fictitious Play, Healthcare,
Internet of Things (IoT), IoT data

I. INTRODUCTION

Today, the Intenet of things (IoT) is a new technological
way to bring together different sensors via the Internet [1].
Besides, the concept of IoT was initiated in 1999 to connect
all electronic items via the Internet using radio frequency
identification (RFID) [2]. Also, IoT allows other information
from sensors to be collected for management and intelligence
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gathering. Nevertheless, IoT may connect other input-output
devices, such as smart mobiles, medical sensors, fitness track-
ers, cameras, bluetooth devices, near field communication,
etc., [2]. The technological advancement in IoT facilitates the
emergence of the Internet of medical things (IoMT). The IoMT
allows the remote management and monitoring of patients’
data. It is also utilized to solve a variety of health information
technology infrastructure problems [3]. In this study, the
IoT devices are resource-constrained, which means that they
cannot be used for activities that require large computations
and memory storage. To resolve this challenge, the IoT devices
are connected to edge nodes, which have more memory storage
and high computational capabilities. Additionally, the privacy
and anonymity of users are not fully explored in IoT, which
are the main focus of this study.

A. Anonymity Protection of COVID-19 Patients using Garlic
Routing

The invisible Internet project (I2P) provides an efficient
network that enables users to communicate in an encrypted
and anonymous manner [4]. I2P uses the onion routing concept
for providing anonymity to users that deployed the network.
Moreover, onion routing provides low-latency Internet connec-
tions that prevent traffic analysis and other network attacks. It
also uses public-key encryption for encrypting messages in an
onion-like structure to be decrypted by the intended recipients.
For example, the work in [5] deployed onion routing for
enabling users to anonymously access the Internet.

The improvement over the onion routing is the garlic
routing. Garlic routing is a technique that establishes a path or
tunnel through a series of peers. The sender in garlic routing
continuously encrypts messages which are decrypted by every
hop as they are transmitted via the tunnel. During the estab-
lishment phase, the path for routing messages is known to each
peer. The peer formed intermediate nodes in the garlic routing
technology. Unlike onion routing, garlic routing encapsulates
all relayed messages from the intermediate nodes in encrypted
form and sends the ciphertexts to the concerned nodes [4].
The authors in [6] developed a sidechain system, which is a
hybrid of garlic routing and onion routing. The objective of
the sidechain is to enhance the privacy of transactions within
the network. However, the trust concerns among nodes in the
blockchain are not considered. The authors in [7] designed an
approach that is based on garlic routing for enhancing secure
information sharing among users. The proposed approach
provides anonymity in the context of information security. The
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proposed approach, on the other hand, does not solve the issue
of a single point of failure or user trust problems during the
manufacturing process.

To improve the anonymity and privacy of users’ trans-
actions, blockchain has been combined with garlic routing.
In [8], the authors presented an anonymous technique for
ensuring users’ privacy during energy trading that is built
on blockchain and garlic routing. For the selection of miners
and the construction of blocks, the proposed technique used
a proof-of-authority (PoA) consensus process. However, the
technique does not resolve the issues of trust concerns and
miners’ centralization problems. In [9], the authors developed
a solution based on blockchain and garlic routing to protect
the privacy and secrecy of bills of landing users. However,
the system does not solve the problem of trust among users.
In literature, none of the works done in [4]–[9] considered
how to solve the problem with tracing of nodes when errors
have been committed. Additionally, coalition among nodes for
ensuring trustworthy data sharing is not considered.

B. Privacy and Anonymity of COVID-19 Patients using
Blockchain Technology

Currently, different technologies and approaches have been
deployed to reduce and minimize the danger and transmission
of the pandemic coronavirus, known as COVID-19, since its
outbreak in 2019. These technologies range from artificial
intelligence [10]–[13], epidemiological models [14], [15], etc.
Besides, different open research areas, such as integrative
medicine, vaccine development, drug discovery and public
communication are essential to finding lasting solutions to
COVID-19 [16]. Interestingly, public communication is vital
in the fight against COVID-19 through media propagation
and public awareness. However, inappropriate COVID-19 in-
formation exchange among health institutions can result in
excessive coronavirus transmission. Also, because of lack
of trust and unauthentic media propagation of COVID-19
information from several unregulated news items, patients
infected by COVID-19 cannot get proper guidance on the
prevention and mitigation of the spread of the virus. Therefore,
an efficient technology to track and minimize the spread of the
COVID-19 virus is essential. Furthermore, researchers are not
limited to just discovering a cure for the pandemic; they are
also building theoretical and practical technologies to aid in
the effective exchange of information in the fight against the
pandemic. The proposed system helps in mitigating the spread
of the COVID-19 virus through authentic public information
dissemination. In this paper, before any information about
COVID-19 is shared, it must be validated and authenticated
by a trusted entity (see Section II-C4 for the credibility of the
trusted entity). Furthermore, rumour mongering is eliminated
while unnecessary news items are scrutinized before adopting
them as a means of information dissemination.

Nowadays, unlike several emerging technologies,
blockchain provides a secure and decentralized way of
data storage where untrusted parties are allowed to participate
in the global wellbeing of the system. The authors in [17]
proposed a blockchain-based system to track critical COVID-
19 data. During data sharing; however, the technology does

not ensure privacy or anonymity to the health institutions.
The authors in [18] identified methods of blockchain that
are addressing the problems, which may arise from the
COVID-19 pandemic. These methods include disease control,
supply chain control of medical items, treatment transparency
control, tracking control of health instruments, etc. However,
privacy concerns and scalability issues of blockchain are
not considered. Similar work in [19] presented the roles of
blockchain in detecting COVID-19, such as contact tracing,
e-government, online education, supply chain management,
automated surveillance, manufacturing management, etc.
However, salient features of blockchain such as security,
scalability, throughput, resource management require further
improvement. The authors in [20] presented a system, known
as Beeptrace, which is based on blockchain for providing
an efficient contact tracing. However, the Beeptrace solution
does not consider the anonymity of users. The authors in
[21] proposed a framework that is based on blockchain to
preserve the privacy of patients using their smartphones.
However, anonymity depends on pseudonyms, which make
it difficult to trace defaulter during a record auditing. The
authors in [22] presented a k-anonymity method along with
hyper-ledger system to preserve the privacy of patients.
However, k-anonymity method is prone to temporal attack,
complementary release attack and unsorted matching attack.
The authors in [23] proposed a system that is based on
blockchain for preserving the privacy of COVID-19 patients.
In the proposed system, an identity-based broadcast group
signcryption was used. However, they do not address the
elucidation key escrow problem.

Moreover, there is a similar work with our proposed system.
The work in [8] considers anonymity and privacy preservation
of energy users. However, the system in [8] incurs high com-
putation costs since the energy users are resource-constrained,
i.e., energy users are smart meters. In addition, no information
regarding the robustness, efficiency and adaptability of the
system were discussed. To solve the problems, this study
introduces edge computing to solve the problem of resource
constraints of medical devices. Furthermore, the efficiency,
robustness and adaptability of the system are presented. Table I
compares the proposed GarliMediChain system with existing
systems in terms of year, techniques, limitations, consensus
protocol, robustness, efficiency and adaptability.

C. Motivation
Motivated by the drawbacks of existing schemes [17], [18],

[20], [21] regarding the lack of anonymity and privacy con-
cerns of patients’ health information, our proposed research is
conceived. For example, because of the societal stigmatization
of those who are infected by the COVID-19 virus, there is a
need to develop a system that provides both anonymity and
privacy for the patient during data sharing. The concerns of
privacy and anonymity for COVID-19 data sharing in public
health scenarios are addressed in this study. It is important
to note that anonymity refers to the concealment of patients’
identities; whereas, privacy refers to the protection of patients’
private information from other patients. As the risk of infec-
tions and transmission of ongoing pandemics increases, the
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TABLE I: The proposed system is compared to other systems

Ref. 1 2 3 4 5 6 7
[4] 2019 I2P Communication link falsification and fault-tolerance issue ✗ ✗ ✗ ✗
[5] 2018 I2P Communication link falsification and fault-tolerance issue ✗ ✗ ✗ ✗
[6] 2019 Sidechain Trust concern ✗ ✗ ✗ ✗
[7] 2019 Garlic routing Trust concern ✗ ✗ ✗ ✗
[8] 2021 Garlic routing and blockchain Problem with tracing of nodes when errors have been committed ✓ ✗ ✗ ✗
[9] 2021 Garlic routing and blockchain Trust concern ✗ ✗ ✗ ✗
[17] 2020 Blockchain System does not provide users’ privacy and anonymity ✗ ✗ ✗ ✗
[18] 2020 Blockchain Privacy concern and scalability issue ✗ ✗ ✗ ✗
[19] 2020 Blockchain Privacy concern and scalability issue ✗ ✗ ✗ ✗
[20] 2020 Blockchain Anonymity issue ✗ ✗ ✗ ✗
[21] 2021 Blockchain Anonymity issue ✗ ✗ ✗ ✗
[22] 2021 k-anonymity system Prone to temporal, complementary release and unsorted matching attacks ✗ ✗ ✗ ✗
[23] 2021 Blockchain Elucidation key escrow problem ✗ ✗ ✗ ✗
Our 2022 GaliMediChain The overall computational cost of the proposed system model is not considered ✓ ✓ ✓ ✓

1: Years, 2: Techniques, 3: Limitations, 4: Consensus Protocols, 5: Robustness, 6: Efficiency, 7: Adaptability, ✓: Considered, ✗: Not considered

technology for implementing medical public communication
is also improving. As more researchers, academia and health
practitioners are expected to be involved, these problems are
more vital to the development of such technology in order to
alleviate the risk of transmission via public health awareness.
In this regard, we offer solutions to the issues mentioned, as
well as the following contributions to this work:

1) To propose a privacy and anonymity health system
for COVID-19 data sharing using a garlic routing and
blockchain technology, known as GaliMediChain.

2) Trust among coalition group is enforced using ficti-
tious play. Fictitious play enables users to update their
believes by selecting from the best responses of the
opponents’ play.

3) A consensus mechanism is proposed for the generation
of blocks and the selection of miners. The proposed
mechanism is based on proof of epidemiology of interest
(PoEoI).

4) The proposed system’s performance is analyzed, which
reveals that it is robust, efficient, and adaptive in the
presence of security-related threats.

The remaining part of the paper is organized as follows.
Section II presents the proposed system model while Section
III provides the security analysis of the system. Finally,
Section IV presents the conclusion with future work.

II. THE PROPOSED SYSTEM MODEL

In centralized solutions [2]–[5], control and utilization of
resources are possible. However, the problem of a single
point of failure and the high cost of computation may make
the centralized solutions impractical in a real-world scenario
especially when the number of IoMT devices increases. Also,
the solutions that are based on centralization does not solve
the problem of decision making especially when the patients
involved have divergent opinions. Furthermore, the centralized
system manages each patient’s transaction records in con-
solidated solutions. Patients are also subjected to additional
judicial oversight. Each patient has a copy and control over
their transactions with our proposed solution, which is not
achievable with a centralized system. Therefore, the scenario
considers in this study solves the above-mentioned problems of

centralized solutions. The proposed system model is depicted
in Fig. 1. From the figure, the proposed system model consists
of five important components, such as edge devices, garlic
routing, consortium blockchain system and coalition group.
These components are discussed as follows.

Coalition 1 Coalition N
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Fig. 1: The anonymous IoT based e-health monitoring system

A. Edge Nodes

Edge computing was introduced to intelligently connect
several IoT devices and remote servers including data centres
[24]. It allows the efficient management and processing of
load, and data storage that are handled by edge nodes. This
makes the edge nodes to be increasingly sophisticated and
smart. In existing literature [24], cloud system plays a central
role in data analysis and management of edge nodes. Besides,
edge nodes are just meant to relay and filter remote data to
the cloud system, not to undertake in-depth data analysis.
Furthermore, edge nodes provide content caching, persistent
storage and service delivery. However, distributing edge nodes
to different networks bring the problems of security, privacy,
anonymity and single point of failures. To address these
problems, we introduce blockchain technology, which will be
discussed in Section II-C.
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B. Garlic Routing

The proposed anonymous IoT healthcare system layer en-
cryption process in Fig. 2, is comprised of a set of source
nodes (senders), a set of intermediate nodes and a set of
destination nodes (receivers). Any node in the source nodes
can communicate with a node in the destination nodes via the
intermediate nodes. Before communication is established, a
trusted node, known as TrustNode, is selected based on its
credibility among other nodes. TrustNode is responsible for
setting up the system credentials, which include a pair of keys
(i.e., private and public keys), blind certificates, pseudonyms
and path selection model. The system credentials are initial-
ized before any node can communicate with each other for
mitigating fraudulent dealings in the proposed system. The
pair of keys are used for encrypting and decrypting multiple
messages before and after transmission, the blind certificates
are used to ensure the authenticity of transmitted messages,
and the pseudonyms are used to provide anonymity of entities
during communication. A path selection is randomly chosen to
prevent the same path from being used repeatedly. It prevents
network traffic analysis attacks [25] and also ensures the
anonymity of entities involved during data sharing.

CDC
(B)

CDC
(D)

CDC
(F)

CDC
(A)

CDC
(C)

CDC
(E)

Sender

Unwrapped 
Clove

Message
Bi-directional 

Communication
Edge Device

Blockchain
Network

Receiver

Encryption

Inbound

Full Clove Clove # 1: Request Message

Clove # 2: Response Message

IoT Gateway

Fig. 2: The anonymous IoT based e-health system layer
encryption process

A method called garlic routing, as defined by I2P [26], is
used in the proposed GarliMediChain system. Garlic routing is
a private network that hides senders’ and recipients’ identities.
Within a garlic routing network, numerous messages are
encased in layers of encryption structure. The GarliMediChain
system employs the onion routing concept, allowing the recipi-
ent to decode a packet by unfolding one layer of the encryption
structure across a one-way tunnel [8]. Each sender encodes the
packets in the garlic routing, referred to as “cloves.” Before
being sent between nodes, the encoded cloves are encased in
a predetermined size termed “garlic.” The destination node is
the only node that decodes each clove, making it undetectable
to the other nodes, which re-translate the clove to the next
hop in the network. In this paper, nodes and centre for disease
controls (CDCs) are used interchangeably.

In Fig. 2, the CDC A can select multiple paths: CDC B
−→ CDC C and CDC D −→ CDC E, for forwarding packets
to CDC F . Identity-based encryption is used to safeguard the

identities of nodes in the paper, and it was inspired by the work
in [8]. Let the set of source nodes be defined as SN

△
= {sn =

1, 2, 3, . . . , SN}, the set of intermediate nodes be IMN
△
=

{imn = 1, 2, 3, . . . , IMN} and the set of destination nodes
be DN

△
= {dn = 1, 2, 3, . . . , DN}. To avoid verbosity, the

proposed GarliMediChain system has a similar architecture
with the work presented in [8]. Fig. 3 shows the processes and
relationships between protocols and analyses. From the figure,
it is shown that each IoT device requested a login credential
from TrustNode through the registration protocol at step (1).
In step (2), TrustNode requested session, private and public
keys of all nodes from the layered encryption protocol. The
keys generated by layered encryption protocol are sent to IoT
users via TrustNode at steps (3) and (4). The IoT user gets a
list of path sets from the path selection protocol in steps (5)
and (6). Steps (6), (8) and (9) enable IoT users to encrypt the
message and route via intermediate nodes to the destination
node while the destination node decrypts the message using
its private key.

IoT 
Device

(1) Each user 
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login 
credentials

Registration
Layered 

Encryption
Path 

Selection
IoT 

Device
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the intended 

nodes  
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encrypted 
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the 

destination 
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intermediate 

nodes

(9) 
Destination 

node decrypts 
the message 

using its 
private key

Fig. 3: A sequence diagram showing the processes and re-
lationship between the different protocols of the proposed
system model

C. Consortium Blockchain System
In medical edge computing, data sharing from controllers

to patients may cause problems like insecurity, lack of both
privacy and trust. Blockchain is one of the plausible solutions
to efficiently address the above-mentioned problems. In the
blockchain, all messages are broadcasted and communicated
in a distributed and decentralized fashion. These messages are
written onto the blockchain in an immutable manner and can
be audited and verified by entities in the network. In this
study, we aim to combine the advantages of edge comput-
ing, garlic routing and fictitious play with blockchain. Also,
all calculations are performed within the proposed network
and off-chain. It means that the computations are performed
distributively by using edge computing, which minimizes the
overall computing cost of the proposed system model. Note
that the validation of transactions, selection of miners and
consensus protocol are discussed as follows.
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1) Validator Selection Process: Inspired by [27], two types
of blockchain nodes are considered in this paper: evaluator
and validator. Hospitals who take and transmit ledger data
are represented by evaluator nodes, and every CDC in the
blockchain network is a node. All nodes have a greater
probability of becoming validator nodes, allowing them to
be part of the consensus process. Validators are nodes on
the blockchain that send block confirmation messages to the
rest of the nodes in the network. They are chosen from
a list of high credible nodes. Any validator with a high
credibility is qualified to write a block onto the blockchain,
and is referred to as a TrustNode. TrustNode digitally
signs and hashes a hospital’s record before submitting it to
the blockchain. The signed record is stored in the blockchain
as a candidate block transaction. Hospitals rate CDCs based
on their current performance, and each TrustNode saves a
copy of its network’s credibility scores. A node becomes a
validator node in the PoEoI consensus protocol only when
its credibility score exceeds the defined credibility threshold
value, which lies between “0” and “1”. The defined threshold
value in this paper is assumed to be 0.6. Although, we are not
constrained by the defined threshold value, it can be chosen
dynamically. The validator nodes do not include nodes with
credibility scores less than the defined threshold value.

2) Processes for Creating and Validating Blocks: With the
assistance of some validators, the TrustNode validates the
candidate block. As soon as the candidate block arrives from
the TrustNode, each validator compares its signature to the
signature of the preceding block that was remotely stored.
After successful verification, validators on the blockchain net-
work broadcast confirmation messages. The TrustNode then
provides the necessary epidemiological data sharing service
to the hospitals and opens a new transaction for it. When the
TrustNode receives the (N−NCN) amount of confirmation
messages with all validators signatures attached, a new block is
created. The number of malicious node is denoted by NCN . If
(N−NCN) confirmation messages are received, the block is
published; otherwise, it is not. In chronological order, a new
block is added to the blockchain. The system is considered
attacked if the TrustNode does not properly store the data.

Nodes can provide puzzle solutions, which are a random
number of nonces that resolve the cryptographic hash issues
of the proof of work (PoW) consensus protocol [28], on the
blockchain. The difficulty of PoW is unrelated to the network
nodes’ credibility. By resolving the puzzling issue [28], a node
on the blockchain can create a new block.

H(nonce||H(bh)) ≤ f(CS(n)).target, (1)

where || denotes ”append,” H(.) signifies a function of cryp-
tographic hash, bh denotes a block header, and f(.) denotes
a function that produces the puzzle difficulty. During each
consensus process, target is the system’s difficulty target for
all validators. The TrustNode becomes the quickest validator
on the blockchain that answers cryptographic puzzles by
broadcasting the candidate block across the network. While
the other validators evaluate the correctness of the nonce
that generates the candidate block. If the validation procedure
went well, it means the validators were in agreement. In a

linear order, the recently produced block in the blockchain is
linked to the preceding block. After that, each blockchain node
updates its record in order to keep track of the information of
the newly created block [28].

3) Properties of the Proposed System: In this study, the
computational power of the proposed system is measured
based on its hash rate. The hash rate of the system is calculated
as the ratio of the successful nonce to the total number of
elapsed time. Other salient properties of the proposed system
are discussed as follows.

1) Security: The security of the proposed system is de-
termined based on blockchain and garlic routing. The
blockchain used in this study is a consortium system
where access control is used to limit the number of unau-
thorized users. Here, only users with valid credentials
can authenticate and have access to the system. In ad-
dition, identity-based encryption mechanism is adopted
for the encryption of session keys and messages before
they are transmitted over the network. Note that only
the intended users can decrypt the messages even if they
are sent to the intermediate nodes for routing to the next
hop.

2) Scalability: The scalability of the proposed system is
determined by the number of coalitions created. It means
that more nodes are added to the system without neces-
sarily increasing the computing cost of the system.

3) Throughput: The throughput of the system depends
on the system’s efficiency and to avoid verbosity, see
discussion in Section II-C5.

4) Resource Management: The proposed system uses appli-
cation intensive consensus mechanism, which requires
minimum energy resources as compared to the PoW
consensus mechanism, which is CPU intensive [18].
This means that the proposed system does not required
high computational power for mining and adding of
blocks to the blockchain. Moreover, in future, we intend
to consider the overall computational cost by proposing
an efficient optimization method.

The benefit of employing blockchain for the anonymity and
privacy of patients’ information is discussed as follows. The
traditional anonymity method [22] does not guarantee trust
in information. Also, it may violate the privacy of the data
owners. Furthermore, it may lead to homogeneity and back-
ground knowledge attacks. Whereas, the traditional privacy
method may create the problem of data accuracy. Therefore,
to solve these problems, blockchain is employed in this study
to ensure the trust of information and privacy while garlic
routing provides anonymity to patients.

4) Credibility of the Trusted Node: In this paper, it is
assumed that TrustNode can either behave honestly or ma-
liciously. To prevent the malicious behavior of TrustNode,
a credibility method is adopted. Here, every node in the
network is allowed to participate in the evaluation process
of TrustNode. The evaluation process considered in this
work includes direct and indirect evaluations. In the direct
evaluation process, a rating score between [0, 1] is awarded
to TrustNode while for the indirect evaluation process, the
historical honest behavior of TrustNode is used for assessing
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its credibility. Although, direct evaluation is prone to feedback
sparseness and misjudgment [29]. However, in this study, time
relevance is incorporated in the evaluation process to prevent
misjudgment. If TrustNode receives a rating score between
0 − 5, it means that TrustNode is involved in malicious
activity; otherwise, a rating score between 5− 10 is awarded
to TrustNode, which means that it has an honest behavior.
For the indirect evaluation, trust recommendation from other
nodes is used to determine the honest behavior of TrustNode.
The historical honest behavior of TrustNode is measured on
the basis of two consecutive high rating scores that are above
5.

5) The Proposed Protocol for Proof of Epidemiology of
Interest: The proposed PoEoI protocol is based on the addition
number game, as shown in Fig. 4. The steps for playing the

Player 
1

Player 
2

Player 
N

22 23 24 25 26 26 27 28 29 30
31 32 33 34 35 36 37 38 39 40
………………………………………….
………………………………………….

109 110 111 112 113 114 115

Number Board

11 12 13 14 15

Number Cards

11 12 13 14 15

Number Cards

...

Binary 
Number

01 01

Binary 
Number

01

1

2

3

Calculation Board

Player 1: (11) + (22) = 33
Player 2: (12) + (33) = 45
Player 1: (13) + (45) = 58
Player 2: (14) + (58) = 72
Player 1: (14) + (72) = 86

  Player 2: (14) + (86) = 100

Fig. 4: The proposed addition number game

game are described as follows.
• Step 1⃝: To start the game, a binary number “1” or “0”,

is generated by the system. If any player selects “1”, it
means that the player can start the game. On the other
hand, if “0” is selected, it means that the player cannot
start the game.

• Step 2⃝: A winner begins the game by choosing x
R←− X ,

This indicates that a number x is chosen at random from
the set of numbers X contained in the number cards.
Where X = {11, 12, 13, 14, 15}. The player adds the
number x to any number in the number board and then
returns x to the other four numbers in the number cards.

• Step 3⃝: The second player picks x
R←− X and adds to

the sum obtained by the first player.
• Step 4⃝: The players continue to add x

R←− X alternately
to the sum obtained by the opponent.

• Step 5⃝: The game continues until one player obtains an
overall total of 100 and beyond. It means that the player
is declared the winner of the game.

The strategies of this game are (1) every player is given an
equal opportunity to pick a random binary number, which was
generated by the system at the start of the game and (2) a
winner is declared if it has a total of 100 and above against its
opponent. In this study, the proposed GarliMediChain system
is resilient because any faulty in CDCs does not affect the

total operations of the network. Algorithm of the proposed
GarliMediChain system is given in Algorithm 1. Moreover,
the properties of the proposed PoEoI consensus protocol are
given as follows.

Efficiency: The efficiency of the proposed GarliMediChain
system is evaluated in this research based on the time it takes
each CDC to respond to or request EoI either in the same
coalition group or different coalition groups (see Section II-D).
We consider the communication time CT , delivery time DT

and the total cost for requesting EoI, which is defined as

EoIC = CT +DT . (2)

Let the system’s throughput be represented as Rp and suppose
that the request of EoI from any CDC is greater than Rp,
then the system is said to be overloaded with requests (i.e,
Rp < DT

N ). The actual time taken ACT , also known as the
elapsed time, for any CDC to provide an authentic EoI is
defined as

ACT = DT + FT , (3)

where FT is the function of CDC request for EoI and the total
number of CDCs.

FT =
N

DT
, (4)

where N is the number of CDCs. If Rp < FT , the system is
saturated and ACT will grow infinitely.

Robustness: The estimated cost that the proposed Gar-
liMediChain system will fail multiplied by the probability
of the failure is referred to robustness of GarliMediChain
system. Let PrCDC denotes the probability that a CDC may
fail to respond or supply EoI, CCDC represents the cost of
reassigning the request of EoI from another CDC and CL is
the cost of losing the request for EoI from a single CDC. Thus,
the weakness of the system, denoted as Wsys, is defined as

Wsys = PrCDCCCDC + PrCDCCL. (5)

Adaptability: In GarliMediChain system, the ability to keep
records of transactions upto date in a way that any fault can
be detected easily in real-time, is referred to as adaptability.
Besides, the capacity Ccap of the proposed GarliMediChain
system to keep records is defined as

Ccap =
N

DT
+

1

Rp
. (6)

In this paper, the proposed PoEoI consensus protocol is
explained in the following phases, as shown in Fig. 5.

Request Phase: Each hospital initially requests EoI to the
winner CDC. The winner CDC checks the authenticity of the
request before processing it. Afterwards, it sends the prepare
EoI message to other CDCs for validation.

Prepare Phase: The CDCs broadcast a prepared EoI mes-
sage to each other while checking for its validity. When a
CDC receives 2n valid EoI from different CDCs, the “prepare
phase” is completed. Where n ∈ N .

Commit Phase: Each CDC broadcasts a commit EoI mes-
sage to one another for validation. Once the number of commit
EoI messages is greater than 2n+1, the EoI message is added
to the blockchain.
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Request Prepare Commit Response

Hospital

Winner
CDC

CDC 1

CDC N

...

Fig. 5: Phases of proposed PoEoI consensus protocol

Response Phase: In this phase, when the hospital receives
2n+ 1 of the same reply of the EoI messages, the consensus
is completed.

D. The Coalition Group

In this paper, each CDC can accumulate more quantity of
epidemiological information EI that comprises of a set of
actions, represented by ACDC , which means the information
sharing action that a CDC is willing to perform. Moreover,
ACDC = {P,EDavail}, defines the available epidemiological
data EDavail at negotiation prices P . The values of P depend
on the total amount of epidemiological data collected by each
CDC after calculating Rev = F (EI). Where F (EI) is the
function of the shared data and EI =

∑
i∈N ei such that

ei ∈ EI is the ith shared information. Moreover, Rev is the
revenue of CDC. At any given time slot t, the utility of CDC
as a function of ei is calculated as:

Ui(ei) = q ln(ei), (7)

where q is the payment negotiation parameter. When the
requester CDC’s maximum quantity of epidemiological infor-
mation EI is not met, it receives EI from other CDCs who
are ready to contribute. When the requester CDC receives EI ,
he or she is satisfied.

Note that Ui(ei) is the utility of CDC, which is expected to
be a concave non-decreasing function of ei, i.e., δU(ei)

δei
≥ 0

and δ2U(ei)
δe2i

< 0.
Definition 2.1: Each CDC depends on the EoI that is

equivalent to its negotiation power.
The explanation of Definition 2.1 is that CDC must collect
more EoIs from infectious disease experts or world health
organization (WHO). The cost for collecting EoI depends on
P and the investment cost. Each CDC wishes to maximize
its profit by learning or imitating other CDCs with the best
strategies. Moreover, every CDC is expected to acquire the
requisite knowledge on how to collect EoI through drug
discovery, integrative medicine and vaccine development [16].
Otherwise, it has to get the required EoI alone or through
negotiation with other CDCs.

Proposition 2.1 (Optimal Response): Every CDC maximizes
its utility by adopting and improving on the optimal strategies
of other CDCs.

Proof 2.1: The proof of Proposition 2.1 is given as follows.
Each CDC initially believed that other CDCs have the best
strategies. It means that CDC will fulfill its EoI by learning
the opponent’s play and strategy. Besides, it may deviate from
existing strategies in order to optimize its payoff.

Definition 2.2: Let P (S) = {a, S} be the joint policy that
assigns all CDCs’ joint state S = [s1, s2, . . . , si] to the i
actions A = [a1, a2, . . . , ai].

E. Fictitious Play

In a game theory, fictitious play is a type of learning
paradigm in which CDCs are confronted with an uncertain
distribution of their opponents’ strategy. For example, even
when a CDC is fully engaged in coalition activities, it is
conceivable for the CDC to depart from those activities to
maximize its utility. As a result, each CDC monitors the
opponents’ play techniques to update its belief by selecting
the optimum response to their play. In terms of action a, the
total utility of CDCs for engaging in coalition S is expressed
as TU .

TU(S) = max

[ ∑
i≤N

( ∑
ai∈aS

Ui(ai)
)]
. (8)

TC =
∑

a∈S TU(S) is used to calculate the total coalition
value.

Using the fictitious play, a CDC can monitor the behavior of
other CDCs by learning the collection of random probability
distributions pr1, pr2, pr3, . . . , pri. The probability law for
random variables is defined by each distribution pri

R←− [0, 1].
As a result,

∑N
i=1 pri = 1. According to the fictitious play,

CDC must calculate pri by taking into account a count ci for
each action that corresponds to EI . As a result, it is defined
as

Fp =
ci∑N
i=1 ci

. (9)

Note that the demand for EoI by any CDC is uncertain,
which must conform to the supply EoI of other CDCs.
Similarly, a requester CDC may negotiate with other CDCs
by developing a probability pri for each negotiation. Thus,
Eq. (8) is redefined as:

TU(S) = max

[ ∑
i≤N

( ∑
ai∈aS

priUi(ai)
)]
. (10)

III. SECURITY ANALYSIS

The proposed GarliMediChain system is subjected to a
security assessment in this section. The analysis is based on
threats to information system, which include Sybil attacks
and double spending attacks. Besides, there are other attacks,
such as distributed denial-of-service (DDoS) and man-in-the-
middle attacks. These attacks are prevented by the proposed
system model. The DDoS attack occurs when the network is
overwhelmed with bogus traffic (e.g., a centralized system is
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Algorithm 1: The proposed GarliMediChain Algo-
rithm

Input: Number of CDCs
Output: CDC’s strategies

1 set i = 1
2 if ∃(ni ∈ N == 0) then
3 Return CDCi

4 else
5 Return CDC such that

6 TU(S) = max

[∑
i≤N

(∑
ai∈aS

Ui(ai)
)]
,

7 when fictitious ends;
8 foreach Coalition group do
9 Set the negotiation price;

10 Create a list of CDCs who are willing to share
EoI;

11 Get a list of CDCs that require EoI;
12 Get the leader of the coalition group using the

proposed addition number game;
13 Implement PoEoI consensus protocol to add a

block to blockchain;
14 Evaluate the system’s performance based on

robustness, adaptability and efficiency;

15 Update TU(S) as

TU(S) = max

[∑
i≤N

(∑
ai∈aS

priUi(ai)
)]
.

most vulnerable to this type of attack); thereby, making the
system malfunction [31]. The proposed model is a distributed
system, which means that the failure of any node does not
affect the system. The advantage of the proposed system is
that every node has the same copy of the ledger. The man-
in-the-middle attack happens when an intruder intercepts the
communication for the purpose of exploiting the vulnerability
of the system [32]. This type of attack occurs when the
intruder has knowledge of the proposed system. In this study,
it is impossible for an intruder to intercept the network
because of the architectural design of the system. Also, the
consensus mechanism makes it difficult for an intruder to
modify the information because all information in the form
of the transaction must be validated and authenticated by the
majority in the network.

Before performing the security analysis, a threat model is
designed for the proposed system.

A. Threat Model

A threat model enables us to assess the security design and
makes is easier to perform risk assessment on the system.
However, there are no universal established principles for
designing a threat model [30]. In this research, we assume that
the proposed GarliMediChain system is vulnerable to identity-
based attacks and honest-but-curious adversaries. Furthermore,
some CDCs in the proposed system may be honest; in the
sense that they provide EoI voluntarily, while others may
be malicious; in the sense that they purposefully exploit the

system’s vulnerability to create harm. Moreover, some CDCs
may intentionally fail to respond or provide an incorrect EoI.
The proposed PoEoI consensus protocol aims to safeguard
against system’s failure by using coalition decision making
(i.e., it involves data of both correct and incorrect CDCs)
that reduces the number of defaulter CDCs. Note that the
GarliMediChain system is resilient to both Sybil and double-
spending attacks because of the PoEoI consensus protocol.
The protocol ensures that the identity of each CDC is verified,
which prevents the creation of fake identities. Besides, before
any transaction is written onto the blockchain, it must be
verified and authenticated by validators, which prevent double-
spending related attacks.

In this study, we categorize the security assessment of the
proposed system based on authentication attack, availability
attack, confidentiality attack, and controllability of the system,
as shown in Table II. Motivated by [33], the security assess-
ment of the proposed GarliMediChain system is performed. To
prevent certain attacks on the proposed system, it is paramount
to give the security features of the blockchain nodes. Two
cases of attacks can be possible in this scenario: internal
and external attacks. The latter has no significant impact on
the system since blockchain and garlic routing is secured.
Moreover, our focus is on the former case, which occurs
when a malicious user gains entry into the system. The impact
of the attack may be degradation of patients’ information or
complete interruption of the system. Blockchain nodes’ au-
thentication is a vital part of the security architecture as CDCs
formed the nodes in the blockchain. Furthermore, because
they are real network users, CDCs may intentionally attack
the system by compromising its security. The availability
attack occurs when the blockchain nodes are not available
for negotiation and interaction (i.e., coalition formation). The
availability attack affects the performance and process of the
system, such as delays in communication. Typically, DDoS is
a kind of availability attack. To address this type of attack, a
request threshold, denoted as Request Threshold, is defined
along with the maximum number of requests, Max Request
as given in Algorithm 2. Confidentiality attack enables the

Algorithm 2: DDoS mechanism

1 if Max Request > Request Threshold then
2 Alert the system for possible DDoS attack

3 else
4 Allow communication to happen

malicious user to gain access to both patients and system
information when access right is not granted.

Definition 3.1: Considering that the malicious user gains
access to the proposed system; then, it can exploit the system
to determine its security, which is defined as follows.

1

N
− 1

Ψ
≤ θ, (11)

where Ψ is the number of unavailable nodes and θ is the degree
of availability attack.



IEEE SYSTEMS JOURNAL 9

TABLE II: Security assessment of the proposed system model

Attack Strength Authentication Availability Confidentiality Degree of Attack Impacts
Low Escrow key problem Honest-but-curious Non-repudiation - Short term
Medium Sybil, DDoS, feather forking DDoS - Partial Efficiency degradation
High Replay, timestamp

dependence, re-entrancy
- Eavesdropping Full Forgery of data

Theorem 3.1: The proposed system prevents availability
attacks.

Proof 3.1: The proof of Theorem 3.1 is presented as follows.
Suppose that Eq. 11 is not true. Then, the malicious user can
conveniently exploit the vulnerability of the proposed system.
However, because a single point of failure is not possible with
the proposed system, which means failure in any node does
not affect the entire system. Therefore, Theorem 3.1 is proven,
which implies the proposed system prevent availability attacks.

Theorem 3.2: The proposed system prevents confidentiality
attacks.

Proof 3.2: The proof of Theorem 3.2 is presented as follows.
Suppose that Eq. 11 is true. Then, the malicious user has
access to the proposed system. Besides, it is difficult for the
malicious user to modify the private information of a patient
because it requires the login credential of that patient. There-
fore, the proposed system prevents confidentiality attacks.

IV. SIMULATION RESULTS

We implement the proposed system using Python 3.6.1. To
create keys for the identity-based encryption, a Charm library
is utilized, as well as a Crypto library for encryption and hash-
ing [34]. The performance parameters considered in this paper
to evaluate the proposed system are efficiency, robustness and
adaptability. Besides, this paper is not limited to the above-
mentioned performance parameters. The simulation results of
the proposed GarliMediChain are provided in this section. The
parameters used for performing simulation are given in Table
III while the implementation can be found in Github 1.

TABLE III: The parameter values utilized in this paper

Parameters Meaning Values
CT Communication time per second 10
DT Delivery time per second 3
Rp System’s throughput per second 3.4
N Number of CDCs 1000
PrCDC Probability that a CDC may fail to respond

of supply EoI
0.6

CCDC Cost of reassigning the request of EoI
from another CDC per second

30

CL Cost of losing the request for EoI from a
single CDC per second

60

q Payment negotiation parameter 0.6
P Negotiation price 10
EDavail Available epidemiological data 100
ei The number of ith shared information 100
ci The ith count for each action that corre-

sponds to EI
20

iter The Number of iteration 1000

1Github implementation of the proposed system model.

A. Evaluation of the proposed GarliMediChain System
In Fig. 6, we consider 1000 CDCs for the analysis. The

efficiency of the proposed system is the amount of time (in
seconds) needed by a CDC to request for EoI. From the
figure, as the number of CDCs grows, the total cost of the
system grows as well. It means that CT and DT are inversely
proportional to each other, which have an impact on the total
cost. Here, efficiency means that suppose 1000 CDCs decide
to request for EoI, their total cost is 103 seconds.

200 400 600 800 1000
Number of CDCs

20

40

60

80

100

To
ta
l C

os
t (
se
co

nd
s)

Efficiency

Fig. 6: Efficiency of the proposed GarliMediChain

In Fig. 7, the proposed system’s adaptability is analyzed.
Adaptability means that the system in real-time can store
records up-to-date in a manner that any fault is detected. From
the results in Fig. 7, it is observed that as the number of
CDCs increases, the total cost reduces, which means that the
system can store more records and keep them up-to-date in a
reasonable amount of time. Also, it means that the system has
a higher capacity to detect a fault in real-time.

In Fig.8, the robustness of the proposed system is evaluated.
We assume PrCDC = 0.6, CCDC = 30 seconds and CL = 60
seconds. It means that suppose 60% probability of failure
is encountered, then the total cost increases along with the
number of CDCs. Besides, it means that as the adversary
tries to compromise more CDCs, its total cost increases
proportionally.

In Fig. 9, the time taken by the system to respond or request
for EoI is analyzed. The elapsed time increases as the number
of CDCs grows, according to the results. It means that FT and
DT are inversely proportional. Moreover, there is a tradeoff
between elapsed time and communication time. Furthermore,
it means that as more CDCs wish to share EoI, communication
time increases while elapsed time decreasing. Besides, elapsed
time and delivery time are proportional.

https://github.com/omajiman/An-Anonymous-System-for-COVID-19-Information-Sharing-using-Blockchain-Technology
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Fig. 7: Adaptability of the proposed GarliMediChain
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Fig. 8: Robustness of the proposed GarliMediChain
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Fig. 9: Elapsed Time of the proposed GarliMediChain

B. Evaluation of the Fictitious Play for CDCs

In this section, the evaluation of the fictitious play for CDCs
is provided. For the analysis, two CDCs are considered. Using
Eq. (7) the total utility is calculated, and its value is shown
in Fig. 10. The value of the total utility lies within 0− 1 and

the payment negotiation parameter q = 0.6. Moreover, the
value of q is arbitrary selected, which implies that there is a
60% probability of achieving a fair negotiation. From Fig. 10,
it is observed that as the number of iterations increases, the
total utility converges to a stable value after 200 iterations. It
implies that both CDC1 and CDC2 consider the same strategy
to update their belief by selecting the best responses of the
play.
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Fig. 10: Total utility versus number of iterations

C. Evaluation of Security Analysis

The results for the security analysis is given in this section.
According to Eq. (11), we consider the degree of availability
attack θ = 0.6. In this study, if the probability is more than
0.6, the availability attack is highly possible. In Fig. 11, it is
observed that as the number of unavailable nodes increases,
the probability of attack reduces, which means that the degree
of availability attack reduces as well. Also, with a lower
probability, it is difficult for a malicious user to compromise
the proposed system.
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Fig. 11: Probability versus number of unavailable nodes
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D. Evaluation of the Proposed PoEoI Consensus Protocol

In this paper, we compare our proposed PoEoI consensus
protocol with PoW consensus protocol [28] and PoA con-
sensus protocol [8]. As already discussed in Section II-C3,
the hash rate is used to determine the computational cost per
second of the proposed system. In Fig.12, it is observed that
the proposed PoEoI has 15.93% less computational cost than
26.30% of PoW and 57.77% of PoA consensus protocols,
respectively. The reason for the high computational cost of the
PoA consensus protocol is that the Pagerank rank algorithm
added to the overall cost of the system. In Fig. 13, the number
of nonces versus the elapsed time is given. It is observed that
as the number of elapsed time increases, the nonce increases as
well. Hence, there is a direct relationship between nonce and
elapsed time. Besides, nonce determines the level of difficulty
for mining a block in the blockchain. Thus, our proposed
PoEoI consensus protocol has the least number of nonces
generated, which means that it is more efficient than other
existing protocols.
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Fig. 12: Computation cost versus number of bits
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V. CONCLUSION

This study proposes a blockchain-based anonymous system
that provides anonymity and privacy of COVID-19 patients’
information in IoT. Garlic routing and blockchain have been
combined in the system to provide low-latency communi-
cation, privacy, anonymity, trust, and security. Additionally,
COVID-19 data is encrypted numerous times before being
sent to a series of network nodes. To facilitate secure COVID-
19 information exchange, a blockchain-based coalition system
is being developed. The coalition method enables healthcare
institutions to exchange data while simultaneously improving
profitability. Furthermore, each institution uses the proposed
fictitious play to examine other institutions’ strategies to
update its beliefs by choosing the best responses from them.
The simulation findings demonstrate that the proposed system
is robust, adaptive, and efficient, preventing an honest-but-
curious health institution from attacking it. From the results,
the PoEoI consensus protocol has 15.93% less computational
cost as compared to 26.30% of PoW and 57.77% PoA con-
sensus protocol, respectively.

In future, we intend to analyze the overall cost of the pro-
posed system and the scalability of the proposed system will
be investigated for real-time implementation. Furthermore,
we want to improve the proposed system in collaboration
with other health institutions, practitioners, and government
organizations.
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