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An Authentication Protocol
Without Trusted Third Party

Shiuh-Pyng ShiehMember, IEEE Wen-Her Yang, and Hun-Min Sun

Abstract—A secure authentication protocol which supports A. Initial Phase

both the privacy of messages and the authenticity of communicat- The inf fi ter i ibl ither f tual
ing parties is proposed. The trusted third party (key information € Iniormation center 1s responsible neither for mutua

center) is not needed once the secure network system is set up@uthentication nor for the generation of common keys. The
Mutual authentication and key distribution can be achieved with  role of this center is to simply generate public and secret in-

two messages merely between two parties involved. formation for newly registered users. When the secure network

Index Terms—Authentication protocol, ID-based scheme. system is setting up, the key information center will execute
the following steps.

1) Choose two large prime numbegs and ¢, and let
n=p-q.
HE first ID-based scheme, proposed by Shamir [3], 2) Obtain the center's secret informati@ghfrom the fol-
supports only digital signature rather than message en- |owing computation, wherel is only known by the
cryption. Tsujii proposed another ID-based cryptosystem based center.
on the discrete logarithm problem [4], which suffers from the
conspiracy problem, and needs high overhead of exponential 3-d(mod(p—-1)-(¢—1)) =1 1)
computations. Okamoto and Tanaka extended Shamir’s ideas)
and combined digital signature and key distribution in a simple . : :
ID-based scheme [2] which supports message encryption and .GF(p) z_;md GF(q), where g is the center's public
. : . information.
withstands the conspiracy problem. However, in the scheme4 Let ID. denote the identity of F wh ts t
user identifications may be forged, user secret information ) LetID; denote the identity of user who requests to

may be disclosed, and the high overhead of exponential ;efgrzztriretoa?é‘:’essicurear?gt\évgré?]i could be composed
computations is needed. ' '

In this letter, we propose a new authentication protocol in 5) Choose a one-way functiofi to compute the extended

which the key information center is needed only when the identity (ELD;) of ¢ as follows
secure network system is being set up or when new users EID; = f(ID;) (mod 2%)
request to register. Not only does our protocol need fewer = (EID;;, EID;g, . .., EID; ) (2)
exponential computations but it also resolves the security
problems that appeared in the Okamoto and Tanaka’s scheme. where N denotes the bit length dtID.
6) After computingEID;, calculate the user secret infor-
mation S; as

I. INTRODUCTION

Find an integer; which is a primitive element in both

Il. SECURE AUTHENTICATION PrROTOCOL

Both the ID-based scheme and symmetric cryptographic Si =EID} (mod n). 3)

technique are used in the new secure authentication protocol. From the relations above, the following equation would
The ID-based scheme is used for system setup and authen- pe gbtained.

tication, while the symmetric cryptographic is used for sub-

sequent message encryption to obtain better communication EID; =57 (mod n). 4)
performance. There are two phases in the new authentication/
protocol. Theinitial phaseis completed at the key information )
center to set up the system, and #ugthentication phasés . ! )
executed betw:en theytwo communication partiesp to achieve the information, usef must keeps; secret and store the

mutual authentication and exchange the common session key, PuPlic information(n. g, f(x)). _ _
Once the secure network system is set up, the key infor-

mation center is not needed except when new users join.
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B. Authentication Phase I1l. COMPUTATION OVERHEAD

The new authentication protocol only needs two messagedn the Okamoto and Tanaka’'s scheme, each party needs five
to complete the mutual authentication. Upon receipt of the firskponential computations to complete mutual authentication
message from use€r userj verifies the message contents. land exchange a common key for each session (oneXfor
the verification succeeds, he believes that the message is st forY;, two for equation check, and one for the common
by useri. Thus userj authenticates user Similarly, useri key calculation).
authenticates user with the second message. The execution Our protocol reduces the number of exponential computa-
steps for mutual authentication and key exchange for a sesdiimms for each communication session from five to two. In the
are listed as follows. authentication phaseve can first compute”, then calculate

1) If useri wishes to communicate with usgrhe generates X; and Y; as follows:

a random number: and calculates the following two

integers: );z Equ 't!.J ‘g o ((mO(ijl n)) 82
. i =i cume; - g - g mod n
X, =g%" (mod n) (5)
Y; = 5; - time; - g2 (mod n) (6) No exponential computation but multiplication is needed in

these two equations. The verification of sender’s identity [see
wheretime; is the time he calculated the two integers.(7)] can also be accomplished without exponential computa-
2) Useri sends these two intege’s; andY; together with tion in the same way. Therefore, our protocol needs only two
ID; and time; to user;. exponential computations (one fgf?, and one for common
3) Upon receipt of the message, Usecomparestime; key (X;)™).
with the present local time. If the difference between
time; and the present local time is shorter than the valid
period, the message received is considered valid. Ac- ) )
cording to different network environments, the length of Our protocol provides message encryption and the authen-
the valid period can be adjusted. (In order to avoid valiticity of communicating parties to guarantee the privacy and
messages being rejected in a network where clocks &Furity of network communication. It does not have the
not at least loosely synchronized, the step for comparifgnsPiracy problem existing in the Tsuji's scheme because
time; and present local time should be skipped.) TheftS Security relies on the difficulty of computing the discrete

user; calculatesEID; = f(ID;) and checks whether the!09arithm problem. If a forger wants to masquerade uster
following equation holds: communicate with others, he must find two integerandy

satisfying the following equation:

IV. SECURITY ANALYSIS

EID; - time? = Y;?/X?
_ _ _ y® = EID; - time? - 22, (15)
4) If the equation holds, usgrbelieves the message is sent

by user: and keepsX; for generation of the common The use of low public exponents in this equation does not
key later. Then, he generates a random numfjeand lower the the difficulty to crackKy, z). Although the forger

calculates the following two integers: can get a pair of integer§y?®,z?) that makes the equation
X, = g% (mod n) 8) ho!d, the pagr(yQ, a:) is uqattalnable b_ecause computifig x)
B ] 2rj pair from (y°,z*) is a discrete logarithm problem.
Yj =5 - time; - g (mod n). (©) Our protocol can also protect users from the Hastad’s attack.
5) User; sends these two integef; and Y; along with Hastad proposed an attack on using RSA with low exponents
ID,, and time; to user. in a public key network [1]. To illustrate this attack, suppose

6) Upon receipt of the message, usechecks whether that a message: is broadcasted to three parties in which the

time; is identical to the one he sentiige; herein can be Public exponents are; = ¢, = ¢z = 3, and in which the
considered as a nonce of usewhich is only used for moduli areny, ny, andns. The encrypted messages are
once.) If yes, he calculatdsID; = f(ID;) and checks
if the following equation holds:
EID, -timej? = Y?/X2. (10) Usglng the Chinese remalnger theorem, one can find
m°modninans. However, m < ninonz because
7) If it is true, user¢ calculates the session kéy;; as m < ni,n2,ns. Therefore,m® is not affected by being
follows: reduced modulav; nong, and the message can be recovered
_ T 3eriers by taking the cube root ofn3. This attack will not succeed
J in our protocol, because the same moduhiss used for
8) In the same way, usgr calculates the session kdy;; all parties.
as follows: Although we use a timestamp to check the message legality,
i Berier the replay-attack will not succeed in our protocol, even if the
Kji=X;"=¢g (12) - - - I
assumption of synchronized clocks does not exist. Considering
9) Usersi andj useK;; = K; as the common key of this the following scenario, an intruder eavesdropped a communi-
session to encrypt the communicating messages.  cation session, e.g., the communication between usseid

m? mod ny, m®mod ny, m> mod ns.
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userj. The intruder may replay an old authentication message  of the one-way functiory(z). If he randomly chooses
captured in the old session. Upon receipt of the old messages, an identity informationD”, and sends it together with
userj checks the legality ofime;. If the system’s clock time is (X',Y"), the time he wrote the message, and the forged
synchronized, he knows the message is invalid by examining  message, upon receiving the packet, ugewill get
time; and therefore discards this authentication message. If  EID” from f(ID”), instead of£ID’. Consequently, the
the system’s clock is not synchronized, he may reconsider  verification of (7) will fail, and user; will reject the

the message. Then he chooses a new random nurjband forged request. Therefore, our protocol is able to protect
replies the following message to the intruder: user communication from the attack of forged requests.
— 375
Xj=g"" (mnod ) (16) V. CONCLUSION
— . 2.rj5’
Yj/ = §; - time; - g7 (mod n). 17) An ID-based authentication protocol is proposed in which

. - . _both the key in formation center and files for the storage of
H?We"‘;ﬂzi.ﬁf‘.,e common key of this communication 3§5§7§|on public information are not required. Once the secure network
K =9 7, instead of the old common ke’ = g 5 system is set up, the authentication and key exchange can
The |r_1truder cannot computg thg new common keywithout H)e handled solely by the two parties involved, instead of the
knowing the random numbet. Since the old messages are alkey information center. This protocol resolves the problems
encrypted by the old common ke, he cannot successfully appeared in the Okamoto and Tanaka's scheme. Even if the
replay the old messages he eavesdropped. fsaay try to system clocks are not synchronized, it can withstand the replay
de_crypt them by the new common kég/, but _the decryption oplem. In contrast to five exponential computations needed
fails. Consequently, he closes the connection and the att%kthe Okamoto and Tanaka's scheme, our protocol needs

fails. only two exponential computations for mutual authentication
Our protocol also does not have the two weaknesses and key exchange, thereby greatly reducing the load on
peared in the Okamoto and Tanaka's scheme. communication devices.
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