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1. Certificateless Public Key Cryptography 2. Mediated CL-PKE without pairing 

3. Experimental Results 

•  Encryption and decryption times of the mCL-PKE for different  

   message size 4. Discussions and Future Work 

•  Performance comparison with a recent pairing based scheme 

•  The experimental environment 
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• Secure data sharing for public cloud computing services 
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   - In case of multiple users,  

        bottleneck problem:   

         : The data owner must encrypt the same data encryption key       

            multiple  times. 
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•  CL-PKE: Certificateless Public Key Encryption 
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•  Goals of CL-PKE  

     1) To solve the certificate management problem of traditional PKC 

     2) To solve the key escrow problem of ID based PKC 
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•  mCL-PKE: Mediated Certificateless Public Key Encryption 

•  Key features of our mCL-PKE without pairings 

     1) Instantaneous revocation of compromised public keys using 

         Security Mediator(SEM) 

     2) Solution of  the key escrow problem and certificate management  

          problem based on CL-PKC 

     3) Efficiency based on pairing-free approach 

     4) Security against CCA (Chosen Ciphertext Attack) and Partial  

         decryption attack   

•  Drawbacks of previous  work 

     1) Inefficient pairing based approach 

     2) Weak Security – CPA(Chosen Plaintext Attack),  

                                       Partial decryption attack         


