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1. Certificateless Public Key Cryptography

* CL-PKE: Certificateless Public Key Encryption
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2. Mediated CL-PKE without pairing
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1. SetUp

Pick a generator g of Z,, with order g¢.

Select x € Z; uniformly at random and compute y =
g°.

Choose cryptographic hash functions H; : {0,1}" x
Z, — Zy, Hs : {0,1}" X.Z; X &y, — Zg, H3 : {0,1}" —
Zy, Hi: Z5 = {0,177, Hs : Z% — {0,1}"™ and
Hg : Z;, x {0,1}"**0 x Z= x {0,1}"* — Z7, where
n, ko are the bit-length of a plaintext and a random
bit string, respectively.

* mCL-PKE: Mediated Certificateless Public Key Encryption
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6. SEM-Decrypt

Check that I D4 is a legitimat
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5. Encrypt

Check whether g%t = w; - y72IPasw0.w1)
If the checking result is not valid, encryption algorithm
must be aborted.

Choose o € {0,1}* and
compute r = Hs(M,o, I D4, Ua).

Compute C', = g".
‘ Compute Cs = (M ||o) & Hy(UA") & Hs(wg-

wg HE{IID"““'“}'T]%H:;(IUE' _yHﬂ;D_.;__u,n}-r)'

Partial Private key PPK,

User secret value Xp
public value P,

Compute €74
Ly Tregiifti= gl adiy

= (M||o) & Ha(Ua") Compute Cs = Hg(Ua, (M||o) & Hy(UL), Cy, Ca).

Check whether '3 = Hg ((-"V_:L, Co® H5(C-ld0 ) o 3 s )

4. SEM-Key Extract

Parse M’ and ¢ from M'||e’ = Ha(C1*4) & C4 € 7z

selects sp, 51

wo = g%, wy = ¢, dop = so+ xH1(IDa,wo), di = 81 +
IHQ(ID‘.;,’-!UDJU]_).

S,=(Xa, PPKa) P

Compute ' = Hy(M',a' . IDy, U4) and "'

9y _ KGC sets do as the SEM-key for A.
T . Check whether ¢ = Cy After A proves the knowledge of the secret value z4 such
( / —> Encry pt|0n S that Uy = ¢°4, KGC sets (U4, wp,wy,dy) as the A's public
K ) keys.
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* Drawbacks of previous work
1) Inefficient pairing based approach
2) Weak Security — CPA(Chosen Plaintext Attack),
Partial decryption attack

. /

* Goals of CL-PKE
1) To solve the certificate management problem of traditional PKC
2) To solve the key escrow problem of ID based PKC
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* Key features of our mCL-PKE without pairings

a 1) Instantaneous revocation of compromised public keys using
3. Experimental Results Security Mediator(SEM)
2) Solution of the key escrow problem and certificate management
* The experimental environment oroblem based on CL-PKC
ntel Core™ 5. 8 GBytes e YT— C/Ct+ NTL library 4) SecurltY against CCA (Chosen Ciphertext Attack) and Partial
2430 CPU @ memory Linux kernel version 5.5.2 decryption attack
2.40GHZ \ %
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* Encryption and decryption times of the mCL-PKE for different ) )
message size 4. Discussions and Future Work
L N Application Scenario
:m : * Secure data sharing for public cloud computing services
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e s S I M i | —_—t i .
T A Encrypt data encryption key Public Cloud
W & ew T w I R using mCL-PKE, Encrypt dz
Data | using symmetric enc. A Encrypted L
(a) mCL-PKE Encryption (b) mCL-PKE Decryption owner Storage
* Performance comparison with a recent pairing based scheme (3) Get users” KGC-k
(6) SEM Decryption
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..................................... igﬁiim :_fe’“#“'f 9 bottleneck problem:
e =T T R R et T : The data owner must encrypt the same data encryption key
multiple times.
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