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Abstract—With the adoption of state-of-the-art telecommu-
nication technologies for sensing and collecting traffic related
information, Vehicular Sensor Networks (VSNs) have emerged
as a new application scenario that is envisioned to revolutionize
the human driving experiences and traffic flow control systems.
To avoid any possible malicious attack and resource abuse,
employing a digital signature scheme is widely recognized as
the most effective approach for VSNs to achieve authentication,
integrity, and validity. However, when the number of signatures
received by a Roadside Unit (RSU) becomes large, a scalability
problem emerges immediately, where the RSU could be diffi-
cult to sequentially verify each received signature within 300
ms interval according to the current Dedicated Short Range
Communications (DSRC) broadcast protocol. In this paper, we
introduce an efficient batch signature verification scheme for
communications between vehicles and RSUs (or termed vehicle-
to-Infrastructure (V2I) communications), in which an RSU can
verify multiple received signatures at the same time such that
the total verification time can be dramatically reduced. We
demonstrate that the proposed scheme can achieve conditional
privacy preservation that is essential in VSNs, where each mes-
sage launched by a vehicle is mapped to a distinct pseudo identity,
while a trust authority can always retrieve the real identity of a
vehicle from any pseudo identity. With the proposed scheme, since
identity-based cryptography is employed in generating private
keys for pseudo identities, certificates are not needed and thus
transmission overhead can be significantly reduced.

I. INTRODUCTION

With the advancement and wide deployment of wireless
communication technologies, car manufactures and telecom-
munication industries recently gear up to equip each vehicle
with wireless devices that allow vehicles to communicate with
each other as well as with the roadside infrastructure in order
to enhance driving safety and improve drivers’ driving experi-
ences [1]. Such vehicular communication networks, which are
also referred to as Vehicular Ad Hoc Networks (VANETS),
inherently provide us a perfect way to collect dynamic traffic
information and sense various physical quantities related to
traffic distribution with very low cost and high accuracy.
Such functionalities simply turn a VANET into a Vehicular
Sensor Network (VSN) [2], which is considered essential for
achieving automatic and dynamic information collection and
fusion in an Intelligent Transportation System (ITS) [3]. VSNs
have been envisioned to have a great potential to revolutionize
human’s driving experiences and create a fresh new framework
in metropolitan-area traffic flow control, and will undoubtedly
take an important part of the future wireless metropolitan-area

networks.

According to the Dedicated Short Range Communications
(DSRC) [4] protocol, each vehicle in a VANET broadcasts
a traffic safety message every 100-300 ms, which keeps the
vehicle’s driving related information, such as location, speed,
turning intention, and driving status (e.g., regular driving, wait-
ing for a traffic light, traffic jam, etc.), to other vehicles. With
multi-hop forwarding, the messages will be either terminated
by an RSU or dropped when exceeding over their lifetimes.
When receiving a message, the RSU can either react to it if the
sending vehicle of the message is nearby with some requests
that can be handled locally (e.g., requesting to turn the traffic
light to green in case no any traffic from the other direction
of the intersection, and requesting for local map information,
etc.), or deliver the information to a traffic control center
if the message is considered to contain any possible useful
information. The RSU can also monitor and summarize the
traffic situation of where it is located and report it to the traffic
control center. With all the collected traffic related information,
the traffic control center can generate an optimized control and
management strategy for traffic light control by analyzing the
current traffic load in each intersection. In addition to traffic
information collection for traffic flow analysis and control,
VSNs can equip current transportation systems with many
new value-added functionalities, such as serving as a virtual
“black box” for each vehicle which keeps the driving record
for resolving any possible traffic dispute and reconstructing
scene of accidents.

Although VANETSs that support VSNs have been taken
as the candidate for implementing the future context-aware
intelligent traffic information collection system, many chal-
lenging security and privacy issues in VANETs have been
identified [5]-[15], which have to be well addressed before the
implementation of VSNs can be put in a practical scenario for
vehicular sensor networking purposes. To ensure both identity
authentication and message integrity in VSNs, one appealing
solution is to sign each message with a digital signature
technique before the message is sent. However, conventional
signature schemes that verify the received messages one after
the other may fail to satisfy the stringent time requirement
of the vehicular communication applications. Note that an
RSU could communicate with hundreds of On Board Units
(OBUs) [16] (the communication devices on the vehicles),
each sending a safety related message to the RSU every 100-
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300 ms. In this case, verifying a large number of signatures
sequentially could take a long time and will certainly become
the processing bottleneck at the RSUs. For instance, in a high
density traffic scenario, there could be roughly 180 vehicles
keeping within the communication range of an RSU, and each
vehicle is sending a message every 300 ms. This means a ver-
ifier (such as an RSU) has to verify 600 messages per second,
which is obviously a tough requirement for any current digital
signature scheme. In addition, the maintenance of public key
certificates under the traditional Public Key Infrastructure
(PKI) also incurs huge communication overhead.

In order to tackle the above mentioned problems and make
VSNs suitable for the intelligent traffic systems, this paper
introduces an efficient batch signature verification scheme for
the communications between vehicles and RSUs. Our scheme
has the following unparalleled features: 1) Multiple signatures
can be verified at the same time instead of one after the
other as that in the previously reported approaches. Therefore,
the signature verification speed can be significantly improved
such that the computational workload of the RSUs can be
alleviated; 2) By generating distinct pseudo identities and the
corresponding private keys for signing each message with
a tamper-proof device, privacy regarding user identity and
location of the vehicles can be protected; 3) The identities
of the vehicles can be uniquely revealed by the trusted au-
thorities under exceptional cases; and 4) Since identity-based
cryptography is employed by the tamper-proof device, efforts
on certificate management and the transmission overhead can
be significantly reduced.

The remainder of the paper is organized as follows. In
Section II, background and preliminary knowledge related to
the proposed research is given, including the network model,
pairing technique, batch verification, and security require-
ments. In Section III, the proposed batch verification scheme is
described in details. In Section IV, the security of the proposed
scheme is analyzed. In Section V, the performance evaluation
is presented. Section V surveys the related work. Finally,
Section VII concludes the paper and presents future work.

II. BACKGROUND AND PRELIMINARIES
A. Network Model

We introduce a two-layer vehicular network model, as
shown in Figure 1. The lower layer is composed of vehicles
and RSUs. The communication among them is based on the
DSRC protocol. Each vehicle has its own public keys and
private keys, with which all messages are signed and then sent
to its neighboring RSU. Each RSU receiving the traffic related
information is responsible for verifying the digital signatures
of the messages.

In general, the top layer is comprised of application servers
(such as traffic control analysis center), and a Trust Authority
(TA). The RSUs communicate with an application server
and TA using a secure transmission protocols, such as the
wired Transport Layer Security (TLS) protocol. The RSUs are
responsible for forwarding the valid messages received from

OBUs to the application server. The application server is re-
sponsible for making further analysis and/or giving feedbacks
to RSUs after collecting the traffic related information such as
current time, location, traffic accidents, traffic distribution, and
road weather information [17] from the RSUs. For instance,
the application server can aid to gather and analyze the traffic
density of a whole city, and predict the traffic distribution in
order to optimize the traffic light control. We assume that the
TA is always trusted and can never be compromised, which is
responsible for assigning master private keys for the OBUs.

/%ust Authority

Fig. 1.

The network model

B. Security Requirements

The vehicles to RSUs communication scenario is subject to
the following three security requirements: message authenti-
cation, identity privacy preserving, and traceability, which are
further discussed as below.

Message authentication: Messages from vehicles have to be
authenticated to confirm that they are indeed sent unaltered
by legitimate entities for the RSUs. In addition, when the
number of vehicle increases, the speed of RSUs for signature
verification should be faster in order to avoid any possible
performance bottleneck.

Identity privacy preserving: In vehicular communication,
due to its broadcasting nature, overhearing an identity-specific
information could happen frequently. If the employed signa-
ture scheme is an ordinary digital signature, the signature
would easily leak one’s identity information [18]. Even though
a pseudo identity is employed as a mask, an outside observer
can also link multiple signatures to one vehicle through traffic
analysis. This issue is called linkability, which may incur a
location privacy violation problem [19]. Therefore, identity
privacy preserving is required.

Traceability: The TA should have the ability to retrieve
a vehicle’s real identity from its pseudo identity when the

Authorized licensed use limited to: University of Waterloo. Downloaded on March 24, 2009 at 15:03 from IEEE Xplore. Restrictions apply.

This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE INFOCOM 2008 proceedings.

817



signature is in dispute or when the content of a message is
bogus.

In this paper, we aim to address all the aforementioned
issues.

C. Bilinear Maps

Since bilinear maps work as the basis of our proposed
scheme in this paper, we briefly introduce the bilinear maps
in this section.

Let G be a cyclic additive group generated by P, and Gp
be a cyclic multiplicative group. G and Gr have the same
prime order ¢, i.e., |G| = |G| =¢. Let 6 : G x G — Gp be
an bilinear map, which satisfies the following properties:

e Bilinear: For all P, Q, R € G, and a,b € Z, é(Q,P +
R) = é(P+ R,Q) = é(P,Q) - é(R,Q). In particular,
é(aP,bP) = é(P,bP)* = é(aP, P)" = é(P, P)?.

o Non-degenerate: There exist P, () € G such that é(P, Q)
# 16y

o Computable: There is an efficient algorithm to compute
é(P,Q) for any P, Q € G.

Such an bilinear map € is called an admissible pairing, and
can be constructed by the modified Weil [20] or Tate pairings
[21] on elliptic curves. The group that possesses such a
map é is called a bilinear group, on which the Decisional
Diffie-Hellman (DDH) problem is easy to solve while the
Computational Diffie-Hellman (CDH) problem is believed
hard [22]. For example, given P,aP,bP,cP € G and any
a,b,c € Z,, there exists an efficient algorithm to determine
whether ab = ¢ mod g by checking é(aP,bP) = é(P,cP),
while there exists no algorithm that can compute abP € G
with non-negligible probability within polynomial time.

D. Batch Verification

With the pervasiveness of telecommunication applications,
the demand and requirement on authentication for communi-
cation security become more stringent. The delay caused by
verification of a bulk of signatures may dramatically impede
transmission throughput and impair the system applicability. In
order to speed up the process of verification, a batch verifica-
tion scheme should be a good alternative solution since it can
verify all the signatures received in a time window with rather
short time compared to verify each signature one after the
other. The batch cryptography based on RSA was introduced
by Fiat [23] in 1989. Some other batch signature schemes
were proposed later [24]-[28]. The latest batch verification
scheme proposed in [29] is based on the CL signature scheme
[30], and is the first solution on batch verification without
using random oracles, in which the computation efficiency can
be significantly improved. For instance, 3 pairing operations
are required to verify a single signature. With the batch
verification scheme of [29], verifying n signatures also takes
3 pairing operations instead of 3n pairing operations. In other
words, the verification time of the dominant operation (i.e.,
paring) is independent of the number of signatures to verify.
Therefore, the batch verification can dramatically decrease the
time spent on verifying a large number of signatures, which

can achieve much better scalability. In this paper, we propose
an efficient identity-based batch verification scheme based on
the improved CL signature scheme in [29].

III. BATCH VERIFICATION FOR TRAFFIC INFORMATION
MESSAGES

In this section, we propose a novel Identity-based Batch
Verification (IBV) scheme for traffic related message trans-
mission. The proposed scheme includes the following four
phases: the key generation and pre-distribution phase, the
pseudo identity and private key generation phase, the message
signing phase, and the batch verification phase. The notations
throughout this paper are listed in Table I.

TABLE I
NOTATIONS

Notation  Descriptions
Vi: The ith vehicle
RSU: A roadside unit
TA: A trust authority
G: A cyclic additive group
Gr: A cyclic multiplicative group
P: The generator of the cyclic additive group G
é A bilinear map: G x G — Gp
q The order of the group G
T A random nonce
Sit The ith private master key of the tamper-proof device, where i

is equal to 1 or 2
Poupi: The ith public key of the TA, where i is equal to 1 or 2
RID: The real identity of the vehicle
PWD: A password or authentication credential used to activate a

tamper-proof device
ID*: A pseudo identity of the vehicle V;
IDY: A part of the ID?, such that ID* = (ID},ID})
SK;: A private key of the vehicle V;
SK;L.: A part of the SK?, such that SK* = (SK?, SK3)
M;: A message sent by the vehicle V;

K2
h(.): A one-way hash function such that SHA-1 [31]
H(.): A MapToPoint hash [22] function such as H : {0,1}* — G

[|: Message concatenation operation, which appends several mes-
sages together in a special format

A. Key Generation and Pre-distribution

Firstly, let each vehicle be equipped with a tamper-proof
device, which is secure against any compromise attempt in
any circumstance. With the tamper-proof device on vehicles,
an adversary cannot extract any data stored in the device
including key material, data, and code [5], [7]. We assume that
there is a trust authority (TA) which is in charge of checking
the vehicle’s identity, and generating and pre-distributing the
private master keys of the vehicles. Prior to the network
deployment, the TA sets up the system parameters for each
RSU and OBU as follows:

e Let G be a cyclic additive group generated by P, Gp
be a cyclic multiplicative group, and G and G have the
same order gq. Let é : G x G — G be a bilinear map.

o The TA first randomly chooses si,s2 € Z; as its two
master keys, and computes Ppyp1 = 1P, Ppupz = s2P
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as its public keys. These two master keys of the TA are
then loaded in the vehicles’ tamper-proof device.

o Each RSU and vehicle are preloaded with the public
parameters {G, Gr,q, P, Pyup1, Ppup2 }. In addition, the
tamper-proof device of each vehicle is preloaded with the
parameters {s1, s2}.

o To activate the tamper-proof device, each vehicle is
assigned with a real identity, denoted as RID € G, and
a password, denoted as PWD, where the RID uniquely
identifies the vehicle, while the PWD is required in
the authentication process by the tamper-proof device.
Therefore, an adversary cannot take advantages of the
tamper-proof device even if the vehicle is stolen.

B. Pseudo Identity Generation

To achieve privacy preservation, we exploit to use the
tamper-proof device, which is responsible for generating ran-
dom pseudo identities and corresponding private keys based
on identity-based cryptography [20]. The tamper-proof device
is composed of three secure modules: an authentication mod-
ule, a pseudo identity generation module, and a private key
generation module as shown in Figure 2, which are further
described in details as follows.

Authentication module: The authentication module works
as an access control mechanism. A vehicle inputs its unique
real identity RID and the password PWD to initiate the
device, where the PWD can be the signature of the RID
signed by the TA. If the RID and PWD successfully pass the
verification of the authentication module, the RID is delivered
to the next module, the pseudo identity generation module.
Otherwise, the device denies providing services for the vehicle.
Obviously, the authentication module enhances the security of
the tamper-proof device since a malicious adversary cannot
take advantages of it even though the tamper-proof device is
physically held by the adversary.

Pseudo identity generation module: This module is respon-
sible for generating a list of random pseudo identities from
the authenticated RID. Each pseudo identity ID is composed
of ID; and ID,. In this module, the ElGamal encryption
algorithm [32] over the ECC [33] is employed to encrypt the
RID as shown in Figure 2. The two items of the cipher texts
are taken as /Dy and ID, respectively. In other words, we have
IDy = rP, and IDy = RID&® H (rP,,1 ), where r is a random
nonce. r is changed each time and guarantees the distinction
of ID; and IDs for each pseudo ID. & is an Exclusive-OR
(XOR) operation. Here, P and P, are the public parameters
preloaded by the TA. After the encryption, ID; and IDs are
delivered to the private key generation module.

Private key generation module: In this module, identity-
based cryptography [20] is employed. Since a pseudo identity
has two parts (i.e., ID; and IDs), the private key generation
module is responsible for computing a private key based on
ID1 and IDs. Thus, the resultant private key also contains
two parts, which are denoted as SK; and SK», respectively.
As shown in Figure 2, SK; and SK- are equal to sy/D; and

soH(ID1||ID3), respectively.

Tamper-proof Device

Pseudo ID Generation
Module

Authentication
Module

Private Key Generation
RID Module
PWD

1D, 1D,
SK,.SK,

D, = r-P
ID, = RID® H(r-P,,;)

SK, = s, -ID,

Verify RID and PWD SK, =s, - H(ID, || ID,)

Fig. 2. The tamper-proof device

Finally, a vehicle can obtain a list of pseudo identi-
ties ID=(ID1,ID5) along with the corresponding private keys
SK=(SK1,5SK32). Note that the pseudo identities and the private
keys can be generated offline by the tamper-proof device; thus,
no delay will be caused in the signing messages at the OBU
side due to this process.

C. Message Signing

When vehicles are traveling on the road, they periodically
broadcast traffic related information that may potentially affect
the decision making and traffic distribution optimization at the
traffic control center. To ensure the integrity of the messages,
each message sent by a vehicle should be signed and verified
when being received. With the proposed IBV scheme, the
message signing phase is presented as follows.

1) A vehicle, denoted by V;, first generates the traffic

related message denoted by M.

2) V; picks a pseudo identity ID'=(ID},ID}) and the cor-
responding private key SK‘=(SK%,SK%) by way of the
tamper-proof device.

3) With the private key SK'=(SK%,SK%), V; can compute
the signature o; of the message M, where

o; = SKj+h(M;)SK} .

4) Subsequently, V; sends the final message (ID', M;, o;)
to its neighboring RSU.

5) These steps are repeated every 100-300 ms according to
the DSRC [4].

The signature of the proposed IBV scheme has the following
merits. Firstly, the signature overhead is very low. Compared
with the ECDSA signature scheme of IEEE1609.2 [34], which
is the current standard for VANETS, the length of a signature
in the IBV scheme is a half of that of the ECDSA, i.e.,
|o;| = 161 bits ~ 21 bytes.! However, the IBV scheme does
not need any signature certificate to be sent along with the
message due to the adoption of identity-based cryptography;
instead, only a short-length pseudo identity is sent, which is
of a length 42 bytes, i.e., |ID'| = |ID}| + |ID}| = 42 bytes. In
contrast, the ECDSA scheme has to incorporate a certificate in
the message, which is 125 bytes long in the case of using the

INote that with the IBV scheme, in order to get a short signature, we use an
MNT curve [35] with 160-bit ¢, where the bilinear map é : G; X Gg — G
is asymmetric, G; # Go, and elements in G; are 161 bits long.
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certificate presented in IEEE 1609.2 Standard [34]. We will
further compare our proposed IBV scheme with the ECDSA
scheme in terms of the communication overhead in Section V.

Secondly, from the perspective of signing speed, the pro-
posed IBV scheme does not add any extra signature generation
delay compared with that in ECDSA, where both of them need
two multiplication operations on an elliptic curve. At last, the
signature of the IBV scheme does not leak any real identity
information of the vehicle because a pseudo identity is used
in the scheme. Furthermore, since all the messages are signed
with different pseudo identities, thus none of the two messages
can be connected to a single vehicle with the IBV signature
scheme, which is expected to successfully address the issue
of privacy preservation in VANETS.

D. Batch Verification

Based on the network architecture as described in Section
I, once an RSU receives a traffic related message from a
vehicle, the RSU has to verify the signature of the message
to ensure that the corresponding vehicle is not attempting
to impersonate any other legitimate vehicle or disseminating
bogus messages, which may result in tremendous impairment.
For ease of presentation, we first introduce the single signature
verification process, followed by the presentation on the batch
verification of multiple signatures signed by distinct vehicles
on different messages.

Single signature verification: Given the system public pa-
rameters {G, Gr,q, P, Pyup1, Ppus2} assigned by the TA
and the message <IDi,Mi,ai> sent by the vehicle V;,
the signature o; is valid if é(o;, P) = é(ID%, Pyupi) -

é(h(M;)H(ID'||IDY), Ppup2), as verified below.
(O'zaP) ]
= é&(SKY + h(M;)SK}, P)
— o(SKY, P)(h(M)SKi, P)
= €(s11Dy, P)é(h(M;)s2 H(ID'|ID3), P)
= é(ID}, 51 P)é(h(M;)H (ID'||IDY), soP)
= e(IDy, Pyun1 )e(h(M;) H(ID}||ID3), Ppuv2)

Therefore, the computation cost by the RSU for verifying a
single signature is dominantly comprised of one MapToPoint
hash [22], one multiplication, and three pairing operations.
Note that the computation cost of a pairing operation is much
higher than the cost of a MapToPoint hash and a multiplication
operation.

Batch verification: Given n distinct messages denoted

as  (ID', My,01), (ID*, M,03), .., (ID",M,,0,),
respectively, which are sent by n distinct vehicles
denoted as Vi, Vb, .., V,, all signatures, denoted
as oy, 09, .. on, are valid if é(Z’ 1az,P)

= (i, IDY, Ppup) - €032 h(My)H(ID} ||ID3), P,
Let HID' denote H(IDi||ID%). This

pub2 )
batch verification

equation follows since

é(Z:L 104, P)

= &(X2;_(SK] + h(M;)SK3), P)

= e 1SK3,P) (Xiy P(M3)SKs, P)

= e(X- 1511D17 P)e (Zz 152h(Mi)HIDZaP)
= e(Xi, IDY, s1P)e(3oi_, h(M;)HID', s, P)

> D>

(Zz 1ID117 publ) (Z (M')HlDi»Ppub2)~

Thus, this batch verification can dramatlcally reduce the ver-
ification delay, particularly when verifying a large number
of signatures. From the above batch verification equation,
the computation cost that the RSU spends on verifying n
signatures is dominantly comprised of n MapToPoint hash,
n multiplication, 3n addition, n one-way hash, and 3 pairing
operations. This appealing property demonstrates that the
verification time for multiple signatures is constant regardless
of the size of the batch. Thus, the time for an RSU to verify
a large number of signatures sent by the surrounding vehicles
can be dramatically reduced, which can apparently reduce the
message loss ratio due to the potential bottleneck of signature
verification at the RSU. Another advantage is that the RSU can
aggregate multiple signatures as one signature and deliver it to
an application server, which can perform the batch verification
on the aggregate signature. Thus, the workload of application
server will also be reduced. In our scheme, the aggregate
signature is equal to Z?:l o, given n distinct signatures, o1,
092,y «eey Opy.

IV. SECURITY ANALYSIS

In this section, we analyze the security of the proposed batch
verification scheme in terms of the following three aspects: the
message authentication, the user identity privacy preservation,
and the traceability by the TA.

o Message authentication. The message authentication is
one of the basic security requirements in vehicular com-
munications. In the proposed IBV scheme, the signature
o; = SK1 + h(M)SK> is actually a one-time identity-
based signature. Without knowing the private key SK; and
SKj, it is infeasible to forge a valid signature. Because of
the NP-hard computation complexity of Diffie-Hellman
problem in G, it is difficult to derive the private keys
SK; and SK» by way of ID1, P,yp1, P, and H(ID1||ID>).
At the same time, because o; = SK; + h(M)SK> is a
Diophantine equation, by only knowing o and h(M), it is
still difficult to get the private keys SK; and SK5. There-
fore, the one-time identity-based signature is unforgeable,
and the property of message authentication is achieved.

o Identity privacy preserving. In the proposed scheme, the
real identity RID of a vehicle is converted into two
random pseudo identities /Dy and /Do, where ID1 = rP
and ID; = RID& H (7 Ppy) for unknown 7. Note that the
pseudo identity pair (ID1,1D5) is actually an ElGamal-
type ciphertext, which is semanticly secure under the
chosen plaintext attacks. Therefore, without knowing the
master-key (s1,s2), it is infeasible for anyone to tell
the real identity from the pseudo identity pair. Also, the
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linkability does not exist because the pseudo identities
(ID1,1D5) in each signature instance is distinct. There-
fore, the identity privacy preservation can be guaranteed.

o Traceability. Given the pseudo identity pair ID; and
IDs, only the TA, given the master-key (s1,$2), can
trace the real identity of the vehicle by computing
ID2 D H(SllDl) =RID® H(Tppub> D H(Sl’I”P) = RID.
Therefore, once a signature is in dispute, the TA has the
ability to trace the vehicle from the disputed message, in
which the traceability can be well satisfied.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of the IBV
scheme in terms of verification delay and transmission over-
head. Since the proposed scheme focuses on the signature
verification process at the RSUs, it does not matter whether the
VANETSs support vehicle-to-vehicle communications or not.
In the following evaluation, we assume all the vehicles can
communication directly with the RSU.

A. Verification Delay

We define and compute the time cost of the cryptographic
operations required in each verification by the proposed IBV
scheme. Let T denote the time to perform one point multi-
plication over an elliptic curve, Tiy the time of a MapToPoint
hash operation, and 7p4, the time of a pairing operation. Since
these operations dominate the speed of a signature verification,
we only consider these operations and neglect all the other
operations such as additive and one-way hash function. We
adopt the experiment in [37], which observes processing time
for an MNT curve [35] of embedding degree k£ = 6 and 160-
bit ¢, running on an Intel Pentium IV 3.0 GHZ machine. The
following results are obtained: Tiny is 0.6 ms and Tpy is 4.5
ms.

Next, we compare the proposed IBV scheme with ECDSA
and BLS [22], [36] in terms of the verification delay. Here,
the ECDSA scheme is the signature algorithm adopted by
IEEE1609.2 standard [34], while BLS is a short signature
scheme, which can also be used to perform signature ag-
gregation. Table II shows the combination of the dominant
operations of the three signature schemes in terms of verifying
a single signature and n signatures, respectively. From the
batch verification equation in Section III-V, we observe that
the time to verify n distinct signatures is 37 par+nTmtp+nTmul-
According to [36], with BLS, the time spent on verifying n
signatures is equal to (n + 1)Tpar + nTmyp; while with the
ECDSA, verifying distinct n signatures requires 2n7my. Since
ECDSA and BLS are not identity-based signature schemes,
additional operations are needed to verify the public key’s
certificate. Thus, the overall message verification time for
ECDSA and BLS should be doubled? as shown in Table II.

2With the IBV scheme, each message sent by a vehicle corresponds to a
distinct identity. Thus, to achieve the same privacy level as the IBV’s, the
vehicle using the public key based schemes also needs to change an identity
for each sending message. That is the reason why verification time for ECDSA
and BLS should be doubled in this paper.

TABLE II
COMPARISONS OF THE SPEED OF THREE SIGNATURE SCHEMES (MS)

Verify a single signature Verify n signatures

IBV : 3Tpar + Tmtp + Tmu| 3Tpar + nTmtp + nTmu|
BLS : ATpar + 2T mp 2n + Q)Tpar + 2nTmtp
ECDSA : 4Ty AnTmul
2600 | ~dx BY 3
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BLS
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Fig. 3. Verification delay vs. Traffic density

In our analysis, we assume the communication coverage of
an RSU is one square kilometer, and each vehicle periodically
broadcasts a traffic related message every 300 ms. The traffic
density is taken as the number (#) of vehicles within an RSU’s
radiation range. We compare the performance by using IBV,
ECDSA, and BLS to verify the signatures at an RSU.
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Fig. 4. Verification delay ratio vs. Traffic density

Figure 3 shows the relationship between the verification
delay and the number of vehicles within an RSU’s radiation
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range. The embedded small figure is a local zoom-in with
the traffic load ranging from 8 to 14. From Figure 3, we can
observe that the verification delay by using BLS is always the
largest no matter how many messages are received by an RSU.
Another interesting result is that when the number of messages
received within 300 ms is smaller than 11, the ECDSA scheme
achieves the smallest message verification latency; however,
when the number of messages is greater than 11, the IBV
scheme yields much less verification latency. Figure 3 also
shows that within a 300 ms interval, the maximum number
of signatures that can be verified by the RSU is equal to 29,
125, and 239 when the BLS, ECDSA, and IBV schemes are
adopted, respectively. In other words, when the number of
incoming messages is greater than these maximal thresholds,
some messages will be lost accordingly. Obviously, the IBV
scheme can verify the largest number of signatures, which is
observed to achieve the lowest message loss ratio when the
traffic load increases.

One solution for the scenario when the number of messages
is larger than the maximal threshold is that the RSU can leave
the verification of the extra signatures to an application server,
which is supposed to have powerfully parallel processors and
can verify all of the leftover signatures. In this way, the RSU
can relieve the computation workload by passing the unverified
signatures to the application server. This solution, nonetheless,
is at the expense of additional communication overhead by
transmitting those signatures. This issue on the communication
overhead will be tackled in the next subsection.

We compare the message verification delay of these three
schemes in terms of the ratio of the verification delays as
shown in Figure 4. We can see that the delay ratio between
IBV and ECDSA approaches to a constant, which is approx-
imately 0.641 when the number of messages in one interval
is greater than 40. The delay ratio between IBV and BLS is
approximately 0.157 when the number of messages is larger
than 30. In other words, the speed of IBV is 35.6% faster than
that of ECDSA, and is 84.3% faster than that of BLS.

B. Transmission Overhead

In this section, we compare the transmission overhead
of the three schemes. The comparison is in terms of the
following two aspects: the transmission overhead incurred by
delivering the messages from a vehicle to an RSU, and the
overhead incurred by delivering a message from an RSU to
an application server. Here, the transmission overhead includes
a signature and a certificate appended to the original message,
while the message itself is not counted.

TABLE III
COMPARISONS OF TRANSMISSION OVERHEAD OF THREE SCHEMES (MS)

Send a single message Send n messages

IBV : 21442 bytes 21+42n bytes
BLS : 21+125 bytes 21+125n bytes
ECDSA :  42+125 bytes 42n+125n bytes

For IBV and BLS, the length of a signature is 21 bytes,

while the length for ECDSA is 42 bytes. When we use BLS
or ECDSA, a certificate must be transmitted along with a
signature. If we use the certificate presented in IEEE 1609.2
Standard [34], which has 125 bytes in length, the total trans-
mission overhead of the BLS and ECDSA scheme is 21+125
bytes and 42+125 bytes, respectively, as shown in Table III.
Since the proposed IBV scheme is based on identity-based
cryptography, only a short pseudo identity with 42 bytes is
transmitted along with the original message. Thus, the total
transmission overhead of IBV is 21+42 bytes as shown in
Table III.

5 :
b BV
45t | 0 ECDSA o
BLS
41 o’ g
= ast I :
=3 o
T 3r 1
i o
b l.“‘ |
2 25¢ o
= {v“
g 2+ *a‘ 4
E A L
z 15} = b
@ v ...ﬁ'
= gt £
1t .&""'ﬁ J
al L
05} e ]
b
e . . . . :
] 5000 10000 15000 20000 25000 30000

The number of messages received by a REU in 1 minute

Fig. 5.
RSU in

Transmission overhead vs. the number of messages received by an
1 minute (between vehicles and an RSU)

a0

sl |BY J)
aol | ¢ ECDSA
BLS
k)
— 70} .
2 o
&
Q e} o
- a
] o
2 a0t o 1
5
z
c 40t & ]
K=
2 o
E 30r 1
w o
g o
= oot W e Fu
o L L
e e
op -t :
P
it , , ,
i 100 200 300 400 500

The number of agaregate signatures

Fig. 6.  Transmission overhead vs. the number of aggregate signatures
(between an RSU and an application server)

Figure 5 shows the relationship between the transmission
overhead and the number of messages received by an RSU
in 1 minute. Obviously, as the number of messages increases,
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the transmission overhead increases linearly. The transmission
overheads of ECDSA is the largest among the three schemes,
and the transmission overhead of the IBV is much smaller than
the other two. We can further observe that the transmission
overhead of the IBV scheme is 43.2 percent of that of BLS and
37.7 percent of that of ECDSA. On the other hand, as shown
in Figure 5, within the observation window of 1 minute, when
the number of messages increases up to 30000, IBV saves
2.37 Mbytes and 2.98 Mbytes of bandwidth compared with
BLS and ECDSA, respectively. Here, 30000 corresponds to
the number of messages sent by 150 vehicles in 1 minute.

On the other hand, when the number of messages received
by an RSU in a 300 ms interval exceeds the maximal
threshold, the RSU needs to pass the unverified signatures to
an application server in order to mitigate the message loss
problem. (Note, if an RSU is able to verify all signatures in
a 300 ms, the RSU does not need to transmit the signature
and its corresponding certificate of a message and instead it
only needs to transmit the context of a message in order to
reduce communication overhead.) Therefore, we discuss the
transmission overhead from an RSU to the application server
for those unverified signatures. As shown in Table III, let the
RSU send n distinct signatures to the application server. With
the ECDSA scheme, the transmission overhead is in proportion
to the number of signatures, namely (42+125)n bytes. In
contrast, since BLS and IBV can aggregate signatures, only
one aggregate signature is sent upward. In addition to the
signatures, the BLS scheme needs to transmit a certificate
with the length of 125 bytes for each message, while the IBV
only needs to transmit a pseudo identity with the length of 42
bytes for each message. Thus, the total transmission overhead
is 21+125n and 21+42n for the BLS and IBYV, respectively.
Figure 6 shows the comparisons. The transmission overhead
of all the schemes is proportional to the number of aggregate
signatures. Compared with ECDSA, BLS is subject to lower
transmission overhead; nonetheless, the advantage gained in
BLS is not obvious because the certificate dominates the length
of the overhead. On the other hand, since no certificate for
each message is required in IBV, the advantage gained in the
proposed scheme is obvious. From Figure 6, we can see the
transmission overhead of the IBV scheme is 33.6 percent of
that by BLS and only 25.1 percent of that by ECDSA.

VI. RELATED WORK

Security and privacy issues on VANETS have attracted ex-
tensive attentions from both academia and industry. J. Hubaux
et al. [5], [6] first identified the issues of security and privacy
preservation in VANETs by claiming that an appropriate
Public Key Infrastructure (PKI) must be well devised to protect
the transited information and to mutually authenticate among
network entities. To address the privacy issue, they suggested
to relying on temporary pseudonyms to achieve anonymity.

Raya et al. [7] proposed an anonymous-key-based (HAB)
security protocol, which can achieve anonymous message
authentication and conditional privacy preservation. With the
HAB solution, a huge set of anonymous keys are preloaded

in each vehicle, and each vehicle randomly takes one of the
keys in the set to sign a safety message. To further prevent
movement tracking, each anonymous key has a short lifetime.
The HAB scheme presented an efficient and straightforward
way in solving the privacy issues, while the central authority
simply keeps all the anonymous certificates of all the vehicles
in a certain area in order to maintain the traceability. Once a
malicious message is detected, the authority has to exhaustedly
search in a very huge database (probably 43,800 times millions
of cars) to find the real identity related with the compromised
anonymous public key which incurs tremendous complexity
for the identity and certificate management. Lin er al. [10]
proposed an efficient security protocol called GSIS, which is
based on the group signature scheme [38]. With this protocol,
only a private key and the group public key are stored in the
vehicle, and the messages are signed according to the group
signature scheme without revealing any identity information to
the public. This assures that the trusted authority is equipped
with the capability of exposing the sender identity of a
message. However, the verification of each group signature
requires at least two pairing operations which might not be
scalable when the density of the traffic is increasing.

Raya et al. [9] proposed a secure traffic aggregation scheme
to minimize the communication overhead and initiate a trade-
off between the security and efficiency. Under their design,
firstly, cells are defined and predetermined according to the
physical location. When vehicles are located in a cell, the
vehicle that is physically closest to the center of the cell is
automatically taken as the group leader of the vehicles in the
cell, which is delegated to aggregate messages for the whole
group when the message is going to be relayed to the leader of
the neighbor groups. The aggregation of messages can achieve
a significant reduction in the overhead for vehicle to vehicle
communications. However, the vehicle closest to the center of
a cell could change frequently, leading to a frequent update of
the group leader of a cell (e.g., once in a few seconds), which
indicates that the approach can be further improved in terms
of its efficiency and practical applicability.

Unlike all the previous works, the proposed IBV scheme
can meet all the security and efficiency requirements for ve-
hicle to RSU communications, such as the verification speed,
transmission overhead, management efficiency, anonymity, and
traceability, which have been verified and analyzed in details
through the paper.

VII. CONCLUSIONS AND FUTURE WORK

We have proposed a novel Identity-based Batch Verification
(IBV) scheme for VANETSs in the application of sensing
and collecting traffic flow related information, which has
been identified to be capable of meeting the most important
and emerging design requirements on security and privacy
preservation ever reported in the literatures. In particular, the
proposed IBV scheme can significantly improve the system
performance by fully taking advantages of verifying multiple
message signatures at once instead of the verification of one
after the other. Our scheme has also addressed the identity
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privacy and traceability issues in vehicular networks, where
the signature of a message is signed according to a pseudo
identity pair and private keys that are generated by the
tamper-proof device. Furthermore, the IBV scheme enables
the Trusted Authority (TA) to retrieve the real identity of
a vehicle from any message signature, such that conditional
privacy preservation can be achieved. Extensive analysis and
evaluation have been conducted to demonstrate that the IBV
scheme can achieve excellent operational efficiency for vehicle
to RSU communications in terms of signature verification
delay and communication overhead, in comparison with two
recently reported counterparts, namely ECDSA and BLS.

To the best of our knowledge, this is the first paper to
address both fast verification and privacy issues in VSNs.
In our future work, we will continue our efforts to address
other security issues in VSNs, such as Denial of Service
(DoS) attack. Since a DoS attack is hard to defend and
particularly fatal to our batch verification scheme, efficiently
thwarting the DoS attack is not only a challenging task but also
an urgent work in the future research. In addition, we will
extend our identity-based batch verification scheme in V2V
communication and will conduct more performance evaluation
on message end-to-end delay and message loss ratio in V2V
communication.
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