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ABSTRACT - To pe r fo rm message a u t h e n t i c a t i o n  i n  a t e l e s u r v e i l l a n c e  system, 

t h e  paper proposes a non l i n e a r  t i m e  va ry ing  encrypt ion a lgor i thm,  based 

on key l a y e r i n g  i n  t h r e e  l e v e l s  (system key, in termediate key, runn ing  key) 

and on enc ryp t i on  o r g a n i z a t i o n  i n t o  t w o  o r  more & t s  o f  t h r e e  o p e r a t i o n s  

( runn ing  key r o t a t i o n ,  message d i g i t  s u b s t i t u t i o n  and t r a n s p o s i t i o n ) .  

a l g o r i t h m  was designed t o  be implemented on an & b i t  microprocessor.  

The 

1 - INTRODUCTION 

The t e l e s u r v e i l l a n c e  system we are concerned w i t h  i n c l u d e s  a con- 

t r o l  c e n t e r  [CCI and a c e r t a i n  number o f  environment de tec t i on  dev ices ( 0 0 )  

l oca ted  i n  t h e  p laces  t o  be kep t  under su rve i l l ance .  The CC asks t h e  remo- 

t e  DO'S c i c l i c a l l y  about t h e  parameters they are de tec t i ng  and each DO sends 

t h e  approp r ia te  answer back t a k i n g  i t  f rom a f i n i t e  se t .  The CC and OD's 

can be l i n k e d  e i t h e r  by a p r i v a t e  network o r  by leased channels. 

TO preven t  m o d i f i c a t i o n s  o r  i m i t a t i o n s  o f  t he  messages i n t e r c h a n -  

ged between t h e  CC and t h e  OD's, an e f f e c t i v e  au then t i ca t i on  procedure i s  

needed. Enc ryp t i on  i s  one o f  t h e  most e f f e c t i v e  methods t o  per form a u t h e n t i  

ca t i on ;  f o r  t h i s  purpose, t h e  enc ryp t i on  a lgo r i t hm must meet two fundamen- 

t a l  requirements:  non l i n e a r i t y  of t he  r e l a t i o n  between p l a i n t e x t  and cy-  

phe r tex t ;  t ime v a r i a b i l i t y  o f  t h e  a lgo r i t hm parameters. If t he  fo rmer  r e -  

quirement is met. any i n t r u d e r  a t tempt ing  message m o d i f i c a t i o n s  w i t h o u t  
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knowing t h e  secret  k e y  w o u l d  b e  u n a b l e  t o  make t h e  a p p r o p r i a t e  c h a n g e s  i n  

t h e  e n c r y p t e d  s i g n a t u r e  r e q u i r e d  f o r  h i s  m o d i f i c a t i o n  t o  e s c a p e  d i s c l o s u -  

re.  The  L a t t e r  r e q u i r e m e n t  i s  n e c e s s a r y  t o  a v o i d  t h z t  a n  i n t r u d e r  c a n  rE 

c o r d  p r o p e r l y  e n c r y p t e d  messages a n d  s a b o t a g e  t h e  s y s t e m  p l a y i n g  t h e m  

b a c k  l a t e r .  

The  e n c r y p t i o n  a l g o r i t h m  p r o p o s e d  i n  t h i s  p a p e r  meets t h e s e  re- 

q u i r e m e n t s  a n d  c a n  be i m p l e m e n t e d  o n  a n  8 - b i t  m i c r o p r o c e s s o r .  It  i s  b a s e d  

o n  t h e  l a y e r i n g  of t h e  k e y  i n  t h r e e  l e v e l s :  s y s t e m  key,  i n t e r m e d i a t e  k e y  

a n d  r u n n i n g  key  ( s e c . 2 1 .  a n d  o n  e n c r y p t i o n  o r g a n i z a t i o n  i n t o  two o r  more 

sets of  t h r e e  o p e r a t i o n :  r u n n i n g  k e y  r o t a t i o n ,  m e s s a g e  d i g i t  s u b s t i t u t i o n  

a n d  t r a n s p o s i t i o n  (sec.41. T h e  r u n n i n g  k e y  c o n s i s t s  of s e g m e n t s  of  t h e  b i  

n a r y  s e q u e n c e  g e n e r a t e d  b y  a n o n  l i n e a r  p seudorandom g e n e r a t o r  w h o s e  para 

meters are f u n c t i o n s  of b o t h  t h e  i n t e r m e d i a t e  a n d  t h e  s y s t e m  key (sec.2) .  

The b i n a r y  message t o  b e  e n c r y p t e d  c o n s i s t s  of  t h r e e  f i e l d s  c o n t a i n i n g  te 

l e s u r v e i l l a n c e ,  k e y  c h a n g i n g  a n d  a u t h e n t i c a t i o n  i n f o r m a t i o n  r e s p e c t i v e l y  

( s e c . 3 1 .  A u t h e n t i c a t i o n  a n d  t e l e s u r v e i l l a n c e  p r o c e d u r e s  are  d e s c r i b e d  i n  

s e c . 5 .  

2 - K E Y  GENERATOR 

Wheneve r  a n  e n c r y p t i o n  or d e c r y p t i o n  o p e r a t i o n  h a s  t o  b e  p e r f o r -  

med i n  t h e  s y s t e m ,  a r u n n i n g  k e y  r e q u e s t  s i g n a l  s t a r t s  t h e  key  g e n e r a t o r  

shown i n  f i g . ? ,  w h e r e  M d e n o t e s  a b u f f e r  memory a n d  G G , G  ,G’ ,G; ,Gi  are  

l i n e a r  f e e d b a c k  s h i f t  r eg is te rs  [LFSRI.  The f i rs t  t h r e e  LFSR’s h a v e  p r i  - 

m i t i v e  c h a r a c t e r i s t i c  p o l y n o m i a l s  of  d e g r e e  N N N r e s p e c t i v e l y  a n d  form 

1 ’ 2  3 1 

1 ’  2’ 3 

, w h o s e  o u t p u t  s e q u e n c e  h a s  “ I :  e q u a l l y  l i k e l y  1 ’ s  
a Geffe g e n e r a t o r  r.11 
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N3 
N 

N1 
a n d  0 ’s ;  a p e r i o d  e q u a l  t o  l c m  ( 2  -1, 2 ‘-1. 2 -1) a n d  a c o m p l e x i t y  e q u a l  

t o  N,N2+[N2+11N3. 

ce a re  g e n e r a t e d  a n d  w r i t t e n  i n t o  M t o  u p d a t e  i t s  c o n t e n t .  

After  e a c h  r u n n i n g  key r e q u e s t ,  8 d i g i t s  o f  t h i s  s e q u e n -  

The  s e c o n d  t h r e e  LFSR’s. t o g e t h e r  w i t h  t h e  8 - d i g i t  d e l a y e r  0, 

form a m o d i f i e d  Geffe g e n e r a t o r ;  t h e  c h a r a c t e r i s t i c  p o l y n o m i a l  o f  G ’  i s  
2 

p r i m i t i v e ,  w h i l e  t h e  f e e d b a c k  c o n n e c t i o n s  o f  

t e s  of G ; ,  G;, Gi 

t h e  c o n s t r a i n t s  t h a t :  t h e  t h r e e  c h a r a c t e r i s t i c  p o l y n o m i a l s  h a v e  a n  o d d  num- 

b e r  of terms a n d  f i x e d  d e g r e e s  N ’  

h a s  a t  l e a s t  o n e  d i g i t  se t  t o  1 .  If t h e  p o l y n o m i a l  c o e f f i c i e n t s  o f  G ;  a n d  

G; a n d  G ’  
3 

and  t h e  i n i t i a l  sta 

are  d e t e r m i n e d  as  f u n c t i o n s  of t h e  c o n t e n t  o f  M u n d e r  

N;, N ’  t h e  i n i t i a l  s t a t e  of e a c h  LFSR 
3 1’ 

G’  a n d  t h e  i n i t i a l  s t a t e s  of G 

mial c o e f f i c i e n t s  of 

a b i n a r y  s e q u e n c e  h a v i n g  a p e r i o d  P a n d  a c o m p l e x i t y  C s u c h  t h a t :  

3 [ 2  -111Ps l c m I 2  -1, 2 -1, 2 -1) a n d  2+N; ~ C S  N’N’+[N;+lINi+N;; t h e  

lowest a n d  h i g h e s t  v a l u e s  of P a n d  C are  t a k e n  r e s p e c t i v e l y  w i t h  p r o b a b i l i  

t i e s  2 ’ a n d  p(2 ’-11 prZNi-11/N;N; 2 , w h e r e  rp i n d i c a t e s  t h e  

E u l e r  t o t i e n t  f u n c t i o n .  After  e a c h  r u n n i n g  key  r e q u e s t ,  64  d i g i t s  of t h i s  

G;, G; 
were c o n s t a n t  [ so  a s  t h e  p o l y n o -  

3 

G; a r e l ,  t h e  m o d i f i e d  Geffe g e n e r a t o r  wou ld  g e n e r a t e  

N; N; N; Ni 
1 2  

8 - N ’  -N ’  N ’  N;+Ni-4 

s e q u e n c e  are  g e n e r a t e d .  

The t i m e  v a r y i n g  p a r a m e t e r s  o f  t h e  m o d i f i e d  Geffe g e n e r a t o r  are  

c h a n g e d  a c c o r d i n g  t o  t h e  c o n t e n t  of M w h e n e v e r  a g i v e n  number o f  d i g i t s  ra! 

domly  g e n e r a t e d  i n  t h e  CC c o i n c i d e s  w i t h  t h e  c o n t e n t  of a n  e q u a l  n u m b e r  o f  

f i x e d  memory c e l l s .  

The s y s t e m  key, w h i c h  p r o v i d e s  t h e  c o e f f i c i e n t s  o f  t h e  c h a r a c t g  

G ’  a n d  t h e  i n i t i a l  s t a t e s  o f  G ,G G i s  r i s t i c  p o l y n o m i a l  of G I G 2 ,  G g ,  

g e n e r a t e d  by  a p r o g r a m  f u l f i l l i n g  t h e  r e q u i r e m e n t s  t h a t  t h e  a f o r e s a i d  p o l y  

2 1 2’ 3 ’  
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n o m i a l s  a r e  p r i m i t i v e  a n d  e a c h  i n i t i a l  s t a t e  v e c t o r  c o n t a i n s  a t  l ea s t  a 1. 

T h e  i n t e r m e d i a t e  key.  w h i c h  p r o v i d e s  t h e  c o e f f i c i e n t s  o f  t h e  charac te r i s t ic  

p o l y n o m i a l s  of G ; ,  G: a n d  t h e  i n i t i a l  s t a t e s  o f  G;, G;, Gi, i s  t a k e n  from 

M. The r u n n i n g  key c o n s i s t s  o f  t h e  64 d i g i t s  g e n e r a t e d  by t h e  m o d i f i e d  

Geffe g e n e r a t o r .  

S i n c e  t h e  i n t e r m e d i a t e  key i s  changed at random, t h e  s e q u e n c e  ge 

n e r a t e d  by t h e  m o d i f i e d  Geffe g e n e r a t o r  i s  u s u a l l y  a p e r i o d i c  and  i t  is 

m e a n i n g l e s s  tQ d e f i n e  i t s  c o m p l e x i t y .  

3 - MESSAGE STRUCTURE 

E v e r y  m e s s a g e  c o n s i s t s  o f  64 b i n a r y  d i g i t s  s u b d i v i d e d  i n  three 

f i e l d s :  a 4 0 - d i g i t  i n f o r m a t i o n  f i e l d ,  r e s e r v e d  t o  t h e  t e l e s u r v e i l l a n c e  i n -  

f o r m a t i o n ;  an 8 - d i g i t  s i g n a l l i n g  f i e l d ,  d e v o t e d  t o  t h e  t r a n s m i s s i o n  of 

key-changing  i n f o r m a t i o n ;  a 1 6 - d i g i t  a u t h e n t i c a t i o n  f i e l d ,  f o r  t r a n s m i s -  

s i o n  o f  a u t h e n t i c a t i o n  i n f o r m a t i o n .  T h e  i n f o r m a t i o n  f i e l d  i s  s u b d i v i d e d  

i n  two s e c t o r s ,  d e v o t e d  r e s p e c t i v e l y  t o  t h e  t r a n s m i s s i o n  o f  C C ' s  i n t e r r o g a  

t i o n s  and O D ' s  a n s w e r s ;  t h e  CC uses t h e  second s e c t o r  t o o ,  t o  t r a n s m i t  a 

r e p l i c a  o f  t h e  i n t e r r o g a t i o n ;  t h e  D O ' S  use t h e  f i rs t  s e c t o r  t o o ,  t o  t r a n s -  

m i t  a r e p l i c a  o f  t h e  r e c e i v e d  i n t e r r o g a t i o n .  I n  t h e  s i g n a l l i n g  f i e l d  t h e  

CC i n s e r t s  t h e  k e y - c h a n g i n g  s i g n a l  and t h e  DO i n s e r t s  a r e p l i c a  of t h e  

r e c e i v e d  k e y - c h a n g i n g  s i g n a l .  The s e q u e n c e  t o  be i n s e r t e d  i n  t h e  a u t h e n t i  

c a t i o n  f i e l d  c a n  b e  g e t  e i t h e r  by t a k i n g  t h e  remainder  o f  t h e  modulo  2 d i -  

v i s i o n  o f  t h e  d - t r a n s f o r m  131 o f  t h e  i n f o r m a t i o n  and s i g n a l l i n g  f i e l d  c o n -  

t e n t s  by a 16 d e g r e e  p o l y n o m i a l ,  o r  as  t h e  resu l t  o f  1 6  p a r i t y  c h e c k s .  The 
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p r o b a b i l i t y  t h a t  i n t e n t i o n a l  o r  unintent ionalmessage m o d i f i c a t i o n s  can e l u  

de the  c o n t r o l s  i s  g r e a t l y  reduced owing t o  the h i g h  message redundancy 

and c p c k  number. 

4 - ENCRYPTION 

E n c r y p t i o n  c o n s i s t s  o f  two o r  more i t e r a t i o n s  o f  t h ree  o p e r a t i o n s :  

running key r o t a t i o n ;  p l a i n t e x t  d i g i t  s u b s t i t u t i o n ;  t r a n s p o s i t i o n  o f  t h e  d l  

g i t - s  r e s u l t i n g  f r o m  t h e  p reced ing  operat ion.  S u b s t i t u t i o n  i s  performed by 

adding modulo 2 each p l a i n t e x t  d i g i t  t o  t h e  corresponding d i g i t  o f  t h e  run-  

n ing  key ( w i t h o u t  r o t a t i o n  i n  t h e  f i r s t  i t e r a t i o n ,  and a f t e r  s u i t a b l e  run -  

n ing  k e y  s h i f t s  i n  t h e  f o l l o w i n g  i t e r a t i o n s ] ;  the s u b s t i t u t e d  sequence i s  

segmented i n  e i g h t  8 - d i g i t  b l o c k s  which are arranged i n  an 8x8 m a t r i x ,  w h i  

l e  t h e  running key i s  segmented i n  s i x teen  3 - d i g i t  b locks,  T r a n s p o s i t i o n  

i s  performed by s h i f t i n g  each row and then eachwlumn o f  the m a t r i x  c i c l i c a l l y  

by a number of p o s i t i o n s  g i v e n  by the  decimal value of  t h e  a p p r o p r i a t e  key 

b lock.  

5 - TELESURVEILLANCE PROCEDURE 

The C C  shares i n d i v i d u a l  system keys w i t h  the  0 0 ' s :  t h e  key gene 

r a t o r s  shar ing t h e  same system key evolve synchronously a t  6 4 - d i g i t  s teps ,  

generate the  same r u n n i n g  key and change the in termediate key on t h e  i n i t i c  

t i v e  o f  t h e  CC. 

To i n t e r r o g a t e  each DD about i t s  state,  the CC sends a message 

encrypted w i t h  t n e  s p e c i f i c  running key. 
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The DD d e c r y p t s  t h e  message a n d  e i t h e r  v e r i f i e s  t h a t  t h e  1 6  a u t h e c  

t i c a t i o n  d i g i t s  c o i n c i d e  w i t h  t h e  r e m a i n d e r  of  t h e  modulo 2 d i v i s i o n  of t h e  

d r t r a n s f o r m  of t h e  i n f o r m a t l ' o n  a n d  s i g n a l l i n g  f i e l d  c o n t e n t s  by  t h e  p r e f i -  

x e d  16 d e g r e e  p o l y n o m i a l  o r  p e r f o r m s  1 6  p a r i t y  c h e c k s  a c c o r d i n g  t o  t h e  a u -  

t h e n t i c a t i o n  a p p r o a c h  u s e d  i n  t r a n s m i s s i o n .  

If t h e  message a u t h e n t i c i t y  i s  r e c o g n i z e d ,  t h e  OD r e a d s  t h e  i n f o f  

m a t i o n  a n d  s i g n a l l i n g  f i e l d  c o n t e n t s .  If a k e y - c h a n g i n g  s i g n a l  i s  p r e s e n t  

i n  t h e  s i g n a l l i n g f i e l d ,  t h e  DO g e t s  r e a d y  t o  c h a n g e  t h e  i n t e r m e d i a t e  k e y  a t  

t h e  n e x t  r u n n i n g  k e y  r e q u e s t .  M o r e o v e r ,  t h e  DO prepares a message c o n  - 

t a i n i n g :  t h e  r e p l i c a  of t h e  r e c e i v e d i n t e r r o g a t i o n  a n d  t h e  c o r r e s p o n d i n g  a n 2  

wer, i n  t h e  i n f o r m a t i o n  f i e l d ;  t h e  r e p l i c a  o f  t h e  r e c e i v e d  k e y - c h a n g i n g  si- 

g n a l ,  i n  t h e  s i g n a l l i n g  f i e l d ;  a n d  t h e  a u t h e n t i c a t i o n  s e q u e n c e ,  i n  t h e  a u t h e c  

t i c a t i o n  f i e l d .  T h i s  message i s  e n c r y p t e d  w i t h  a new r u n n i n g  key .  

F a i l u r e  o f  a u t h e n t i c a t i o n  c h e c k  c a n  b e  d u e ,  o r  n o t ,  t o  t h e  r e c e p -  

t i o n  of a c l e a r t e x t  b y  w h i c h  t h e  CC c o m m u n i c a t e s  it d i d  n o t  r e c o g n i z e  t h e  

a u t h e n t i c i t y  of t h e  message p r e v i o u s l y  s e n t  by t h e  same OD. I n  t h e  former 

case t h e  DO c h a n g e s  t h e  i n t e r m e d i a t e  key  a n d  e n c r y p t s  t h e  p r e c e d i n g  messa- 

ge w i t h  t h e  new r u n n i n g  k e y .  I n  t h e  l a t t e r  case, t h e  OD s e n d s  a n o n  a u t h e i  

t i c a t i o n  m e s s a g e  i n  c lear ,  k e e p s  i t s  key g e n e r a t o r  up w i t h  t h e  c o r r e s p o n -  

d i n g  CC's o n e  by l e t t i n g  i t  r u n  by  64 d i g i t s ,  a n d  g e t s i t  r e a d y  t o  c h a n g e  

t h e  i n t e r m e d i a t e  key. B o t h  n o n  a u t h e n t i c a t i o n  m e s s a g e s  c o n s i s t  of 64 d i -  

g i t s  o b t a i n e d  by  r e p e a t i n g  t h e  OD a d d r e s s  a c e r t a i n  number of times. 

An alarm i s  g i v e n  i n  t h e  CC w h e n e v e r  o n e  of  t h e  f o l l o w i n g  e v e n t s  

o c c u r s :  l a c k  o f  OD a n s w e r  w i t h i n  a p r e f i x e d  time i n r e r v a l ;  non a u t h e n t i c a -  

t i o n  o f  t h r e e  c o n s e c u t i v e  m e s s a g e s  coming  f r o m  a same DO; a l a r m  i n d i c a t i o n  

a n d  c o n s e c t i v e  a l a r n  c o n f i r m a t i o n  f r o m  t h e  p a r t  o f  a same OD; a c o m b i n a t i o n  

o f  non a u t h e n t i c a t i o n  a n d  alarni messages. 



444 

REFERENCES 

[ I ]  P.R. GEFFE: "HOW t o  p r o t e c t  d a t a  w i t h  c i p h e r s  t h a t  a re  r e a l l y  h a r d  

t o  b r e a k "  E l e c t r o n i c s ,  j a n . 4 ,  1973,  p .99-101 .  

1 2 3  E.L. KEY: "An a n a l y s i s  o f  t h e  s t r u c t u r e  a n d  c o m p l e x i t y  o f  n o n  li- 

n e a r  b i n a r y  s e q u e n c e  g e n e r a t o r s "  IEEE T r a n s .  o n  1 n f . T h . .  w . IT-22 ,  

n .6 ,  n o v . 1 9 7 6 .  p . 7 3 2 - 6 .  

[31 A .  GILL: " L i n e a r  s e q u e n t i a l  c i r c u i t s "  Mc.Graw H i l l ,  1967.  



445 

fig. f -  Key generator 


