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ABSTRACT - To perform message authentication in a telesurveillance system,
the paper proposes a non linear time varying encryption algorithm, based
on key layering in three levels (system key, intermediate key, running key)
and on encryption organization into two or more sets of three operations
{running key rotation, message digit substitution and transpositionl}. The

algorithm was designed to be implemented on an B8-bit microprocessor.

1 - INTROBUCTION

The telesurveillance system we are concerned with includes a con-
trol center (CC) and a certain number aof enyironment detection devices (DD)
located in the places to be kept under surveillance. The CC asks the remo-
te 00's ciclically about the parameters they are detecting and each DD sends
the appropriate answer bhback taking it from a finite set. The CC and DD's
can be linked either by a private network or by leased channels.

To prevent modifications or imitations of the messages interchan-
ged between the CC and the ODB's, an effective authentication procedure is
needed. Encryption is one of the most effective methods to perfarm authenti
cation; for this purpose, the encryption algorithm must meet two fundamen-
tal requirements: non linearity of the relation between plaintext and cy-
phertext; time variability of the algorithm parameters. If the former re-

quirement is met, any intruder attempting message modifications without
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knowing the secret key would be unable to make the appropriate changes in
the encrypted signature required for his modification to escape disclosu-
re. The latter requirement is necessary to avoid that an intruder can re
cord properly encrypted messages and sabotage the'system playing them
back later.

The encryption algorithm proposed in this paper meets these re-
quirements and can be implemented on an 8-bit microprocessor. It is based
on the layering of the key in three levels: system key, intermediate key
and running key (sec.2), and on encryption organization into two or more
sets of three operation: running key rotation, message digit substitution
and transposition (sec.4). The running key consists of segments of the bi
nary sequence generated by a non linear pseudorandom generator whose para
meters are functions of both the intermediate and the system key (sec.2).
The binary message to be encrypted consists of three fields containing te
lesurveillance, key changing and authentication information respectively
{sec.3). Authentication and telesurveillance procedures are described in

sec.5.

2 - KEY GENERATOR

Whenever an encryption or decryption operation has to be perfor-
med in the system, a running key request signal starts the key generator

shown in fig.1, where M denotes a buffer memory and G1'GQ'G3'G%'Gé’Gé are

linear feedback shift registers (LFSRJ). The first three LFSR's have pri

mitive characteristic polynomials of degree N1,N2,N3 respectively and form
11 21,

a Geffe generator , whose output sequence has equally likely 1’'s
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Ny N, N3
and 0's; a period egual to lcm (2 -1, 2 -1, 2 7-1) and a complexity equal

to N1N2+[N2+1]N3. After each running key request, 8 digits of this sequen-

ce are generated and written into M to update its content.
The second three LFSR's, together with the 8-digit delayer D,

form a modified Geffe generator; the characteristic polynomial of Gé is

primitive, while the feedback connections of G% and Gé and the initial sta

tes of G%. Gé. Gé are determined as functions of the content of M under

the constraints that: the three characteristic polynomials have an odd num-

ber of terms and fixed degrees N N!, N! the initial state of each LFSR

17 72" 3
has at least one digit set to 1. If the polynomial coefficients of G% and
Gé and the initial states of G1, Gé. Gé were constant (so as the polyno-

mial coefficients of Gé are}, the modified Geffe generator would generate

a binary sequence having a period P and a complexity € such that:
Né N% Né Né
- - - - ’ t ’ ’ 1 LI
3(2 1)<P g lem(2 1, 2 1, 2 1)} and 2+N2 <C< N1N2+(N2+1)N3+N2,

lowest and highest values of P and C are taken respectively with probabili
BoN’-Né Né Né Né+N'-4

ties 2 and @(2 "-1) @2 -‘I]/N2N3 2 ., where ¢ indicates the

Euler totient function. Affer each running key request, 64 digits of this

the

sequence are generated.

The time varying parameters of the modified Geffe generataor are
changed according to the content of M whenever a given number of digits ran
domly generated in the CC coincides with the content of an equal number of
fixed memory cells.

The system key, which provides the coefficients of the characte

ristic polynomial of Gq. G G G. and the initial states of G,,G,,G

3" 72 172737

generated by a program fulfilling the requirements that the aforesaid poly

. is
2
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nomials are primitive and each initial state vector contains at least a 1.
The intermediate key, which provides the coefficients of the characteristic

polynomials of G%. G!

3 and the initial states of G%, Gé. G!, is taken from

3
M. The running key consists of the 64 digits geﬁerated by the modified
Geffe generator.

Since the intermediate key is changed a random, the seguence gg

nerated by the modified Geffe generator is usually aperiodic and it is

meaningless to define its complexity.

3 - MESSAGE STRUCTURE

Every message consists of 64 binary digits subdivided in three
fields: a 40-digit information field, reserved to the telesurveillancé in-
formation; an 8-digit signalling field, devoted to the transmission of
key-changing information; a 16-digit authentication field, for transmis-
sion of authentication information. The information field is subdivided
in two sectors, devoted respectively to the transmission of CC's interroga
tions and DOD's answers; the CC uses the second sector too, to transmit a
replica of the interrogation; the DO's use the first sector too, to trans-
mit a replica af the received interrogation. In the signalling field the
CC inserts the key-changing signal and the 00 inserts a replica of the
received key-changing signal. The sequence to be inserted in the authenti
cation field can be get either by taking the remainder of the modulo 2 di-

{31

vigion of the d-transform of the information and signelling field con-

tents by a 16 degree polynomial, or as the result of 16 parity checks. The
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probability that intenticnal orunintentional message modifications can elu
de the controls is greatly reduced owing to the high message redundancy

and cgeck number.

4 - ENCRYPTION

Encryption consists of two or more iterations of three operations:
running key rotation; plaintext digit substitution; transposition of the di
gits resulting from the preceding operation. Substitution is performed by
adding modulo 2 each plaintext digit to the corresponding digit of the run-
ning key (without rotation in the first iteration, and after suitable run-
ning key shifts in the following iterations); the substituted seguence is
segmented in eight 8-digit blocks which are arranged in an 8x8 matrix, whi
le the running key is segmented in sixteen 3-digit blocks. Transposition
is performed by shifting each row and then zach column of the matrix ciclically
by a number of positions given by the decimal value of the appropriate key

block.

5 - TELESURVEILLANCE PROCEDURE

The CC shares individual system keys with the DD's:vthe key gene
rators sharing the same system key evolve synchronously at 64-digit steps,
generate the same running key and change the intermediate key on the initia
tive of the CC.

To interrogate each DD about its state, the CC sends a message

encrypted with the specific running key.
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The DD decrypts the message and either verifies that the 16 authen
tication digits coincide with the remainder of the modulo 2 division of the
dvtransform of the information and signalling field contents by the prefi-
xed 16 degree palynomial or performs 186 parity cheéks accarding to the au-
thentication approach used in transmission.

If the message authenticity is recognized, the 0D reads the infor
mation and signalling field contents. If a key-changing signal is present
in the signalling field, the DO gets ready to change the intermediate key at
the next running key request. Mecreover, the DD prepares a message con .-
taining: the replica of the received interrogation and the corresponding ans
wer, in the information field: the replica of the received key-changing si-
gnal, in the signalling field; and the authentication seguence, in the authen
tication field. This message is encrypted with a new running key.

Failure of authentication check can be due, or not, to the recep-
tion of a cleartext by which the CC communicates it did not recognize the
authenticity of the message previously sent by the same 0D. In the former
case the DD changes the intermediate key and encrypts the preceding messa-
ge with the new running key. In the latter case, the DD sends a non authen
tication message in clear, keeps its key generator up with the correspon-
ding CC's one by letting it run by B4 digits, and getsit ready to change
the intermediate key. Both non authentication messages consist of 64 di-
gits obtained by repeating the 0D address a certain number of times.

An alarm is given in the CC whenever one of the following events
gececurs: lack of DO answer within a prefixed time interval; non authentica-
tion of three consecutive messages coming from a same 0D; alarm indication
and consective alarm confirmation from the part of a same DD; a combination

of non authentication and alarm messages.
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