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ABSTRACT Today, unmanned aerial vehicles (UAVs), also known as drones, have become extremely
popular in military applications, commercial applications, and academic research. Flying ad hoc network
(FANET) is a new type of ad hoc network in which small drones are grouped as an ad hoc model. These
networks have unique characteristics, including moving in a 3D space, high mobility, frequent topological
changes, limited resources, low density of nodes, and so on, which impose various challenges when
designing a proper and efficient routing scheme. In this paper, we present a fuzzy logic-based routing scheme
for flying ad hoc networks. The proposed routing scheme has two phases: route discovery phase and route
maintenance phase. In the first phase, we propose a technique for calculating the score of each node in the
network to prevent the broadcast storm problem and control flooding the control messages, which have been
broadcast to discover a new route in the network. This score is calculated based on various parameters such
as movement direction, residual energy of nodes, link quality and node stability. Moreover, in the route
selection process, we design a fuzzy system to select routes with more fitness, less delay, and fewer hops for
data transfer. The second phase includes two steps: preventing route failure in order to detect and modify
paths at the failure threshold, and reconstructing failed routes in order to recognize and quickly replace
these routes. Finally, the proposed routing scheme is implemented in NS2 to evaluate its performance and
determine its efficiency. The simulation results are compared with three routing methods, namely ECaD,
LEPR, and AODV. These results show that the proposed routing method outperforms other routing schemes
in terms of end to end delay, packet delivery rate, route stability, and energy consumption. However, it has
slightly increased the routing overhead.

INDEX TERMS Flying ad hoc network (FANET), Routing, Fuzzy logic, Unmanned aerial vehicle (UAV),
v O&m’ﬁci%intelligence (AI) ]
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. INTRODUCTION

N the last decade, the use of unmanned aerial
Ivehicles (UAVs) has been significantly growth
for various applications and services. When UAVs
are organized as connected groups in the ad hoc
form, they operate successfully in complex mis-
sions, and create a flying ad hoc network (FANET)
through connecting to the ground station (GS) [1],
[2]. FANET is a new type of mobile ad hoc network
(MANET), so that its nodes are drones. In these
networks, all UAVs create an ad hoc network and
only a subset of them connect to GS [3]]. FANET is
a multi-UAV system in which UAVs collaboratively
and cooperatively carry out missions. Therefore, it is
faster and more efficient than single-UAV systems
[4], [S]. Compared to single-UAV systems, multi-
UAV systems are more useful in terms of reliability
and survivability via redundancy. This means that if
one of the UAVs fails in a mission, other drones can
continue this mission. These networks have many
applications in various fields, including military [6]],
forest fire monitoring, search and rescue operations
[71, [8l], reconnaissance operations, transportation,
etc [9], [1O]. Flying ad hoc network are a subset
of vehicular ad hoc network (VANET) and mobile
ad hoc network (MANET). FANETs share some
features with these ad hoc networks, such as the self-
organization ability and making communication be-
tween nodes without any centralized infrastructure.
However, they have their own characteristics [11]]. In
the following, some of these features are described
briefly.

o The movement of nodes (UAVs) in FANET is
different from their movement in MANET and
VANET. Usually, their speeds are almost equal
to 30-460 km/h in FANET. It means that their
mobility degree and speed changes are really
higher than those in MANET and VANET.
Furthermore, UAVs move in a 3D space [12],
[13]. In contrast, nodes in the MANET and
VANET move in a 2D space. In FANET, links
are quickly created and failed because the posi-
tion of UAVs, the distance between them, and
their topology change rapidly [14]. Moreover,
the UAV addition and removal (due to energy

loss and malfunction, etc.) affect the network
topology. It has a negative effect on network
connections, which its result is disconnected
links when sending important information such
as control and traffic messages. As a result,
this dynamics causes the network to be contin-
uously organized [4], [S]].

o The number of nodes in FANET is less than
those in MANET and VANET. It is due to the
long distance between UAVs. Sometimes, this
distance reaches several kilometers and requires
a longer transmission range. As a result, it af-
fects radio links, antenna structure, and physical
layer behavior [S], [15].

« In real-time applications, data packets must be
delivered to the destination with a slight delay
in order to avoid collisions between UAVs [[15]].

« Compared to nodes in other ad hoc networks,
UAVs in FANET have sufficient computational
power and energy. This is because the energy
required to fly a UAV is more than the energy
required to process data. However, it can be a
serious problem for small drones with limited
energy capacity [4], [[L5].

« In FANET, it is very difficult to determine the
exact position of UAVs due to their high mobil-
ity degree. As a result, their position informa-
tion must be updated at the short time interval
[15].

Considering the specific characteristics of these

networks, it is very challenging to present an
efficient routing scheme for FANETSs [4]. Routing
means sending and receiving information between
source node and destination node in the network
[L6], [17]. Routing helps FANETS to maintain their
applications and services stably and actively [18]],
[19]. In FANET, there are several types of routing
methods according to their strategy in the rout-
ing process: topology-based routing schemes, geo-
graphical routing schemes, hybrid routing schemes
(a combination of topology-based and geographical
routing schemes) and nature-based routing schemes
[S]], [19]. In the following, we describe each of these
routing schemes.

« Topology-based routing protocol: This rout-
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ing type uses topology information of nodes to
send data packets in the network. In these proto-
cols, it is necessary to create a proper route from
the source to the destination before starting
the data transmission process. Topology-based
routing schemes are categorized as proactive
and reactive [3]], [20].

a: Proactive routing scheme

It is also known as table-driven protocol. In
this routing type, each UAV exchanges the lat-
est route information with other UAVs in the
network, regardless of whether they have data
packets to send or not. Route information is
stored in the routing table of each UAV [20].
These tables is periodically updated and route
information is shared between UAVs in the
network. Proactive routing is not suitable for
FANETS. Because it is weak against frequent
topological changes. As a result, it faces a high
degree of disconnected links [21]], [22].

b: Reactive routing scheme

It is also known as on demand protocol. In
this routing type, if an UAV is to send its data
packets and there is no route to the destination
node in its own routing table, then it initiates
the route discovery process. In these routing
protocols, only information about active routes
is stored in the routing table. Therefore, a route
maintenance mechanism is used to maintain
valid routes and remove invalid routes [12],
[23]]. When the network topology is changed,
the failed routes are deleted and the route dis-
covery process is restarted. In this scheme, rout-
ing tables are periodically updated. As a result,
bandwidth will be more efficient in reactive
routing protocols compared to proactive routing
protocols [20], [22].

o Geographical routing protocol (location-
based): These protocols use spatial position
information of flying nodes to perform rout-
ing operations on the network. In geographical
routing protocols, it is important to estimate
the location of the destination node using the
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information obtained from a positioning system
or location prediction techniques to perform the
routing process efficiently [JS]], [20].

« Hybrid routing protocol: These protocols in-
tegrate geographic and topology-based routing
mechanisms to take the advantage of both [5l],
[20].

« Nature-inspired routing protocol: These pro-
tocols originate from natural phenomena such
as ant colony, bee colony, bird swarm and so on
to improve the routing process. However, they
have weaknesses in terms of operational capa-
bility such as increased delay, high communica-
tion overhead, and increased energy consump-
tion in the network [20]]. In fact, nature-inspired
routing schemes are a subset of topology-based
routing methods, especially reactive routing
[22], [24].

According to the content mentioned above, tradi-

tional routing algorithms cannot meet the require-
ments of FANETS. For this reason, many researchers
focus on designing routing schemes for FANET.
When designing routing schemes, it is very impor-
tant to select an appropriate route. This is an im-
portant issue to communicate two node in FANET.
However, it is always difficult to choose a benchmark
to decide on the best path. When designing routing
schemes in FANETS, they must consider criteria like,
efficient use of network resources, energy saving,
not having loop, reconstruction capability, and scal-
ability [25]]. Moreover, in FANET, routing protocols
must be efficient, meaning that they should have low
overhead, high reliability, low packet loss rate, ac-
ceptable delay, and appropriate stability. Although,
achieving all the criteria mentioned in a routing
method is very difficult or even impossible.

In this paper, we seek to address some of the men-
tioned problems by proposing an efficient routing
scheme in FANET. In this paper, our focus is to solve
two main problems, i.e. failing the communication
routes frequently and flooding the routing messages
in the network. The first problem is due to high
mobility of nodes in the network and can increase
the packet loss rate (PLR) and delay in the data
transmission process in the network. The second
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problem is due to the fact that most of the AODV-
based routing algorithms flood routing messages in
the network to find paths to the desired destination.
This can lead to a broadcast storm. In this paper,
we present a fuzzy logic-based routing scheme in
FANETS. In our proposed method, we propose two
main approaches to solve the first problem. First,
creating stable paths in the route discovery process
and second, finding the paths, which are at the failure
threshold, and correcting them rapidly. Also, we
improve the AODV routing protocol and limit the
nodes, which broadcast routing messages, to pre-
vent the broadcast storm. In the proposed routing
method, we consider various parameters, including
link quality, node stability, and energy of UAVs in
the routing process to establish stable routes and
increase packet delivery rate (PDR). Furthermore,
we seek to balance energy consumed by flying nodes
in our scheme to increase the network lifetime. The
proposed routing method has two phases: 1) the
route discovery process 2) the route maintenance
process.

« Route discovery process: This process starts
its operations when the source node has a data
packet, which must be sent to the destination
node, and there is no route in its routing table.
In this condition, the source node broadcasts a
route request message (RREQ) to its neighbor-
ing nodes. Upon receiving the RREQ message,
neighboring nodes calculate their score based
on various parameters such as movement di-
rection, residual energy, link quality, and node
stability. If they obtain the desired score, then
they rebroadcast the RREQ message. Other-
wise, they delete this message. We believe that
this solution improves the performance of our
routing method and prevent the broadcast storm
problem. Moreover, we have designed a fuzzy
system to select routes with more fitness, less
delay and fewer hops for data transfer.

« Route maintenance process: This phase in-
cludes two steps: preventing the route failure
and reconstructing the failed routes. In the first
step, the purpose is to detect and correct routes
at the failure threshold. This helps to avoid

interruption in the data transmission process.
In the second step, the purpose is to quickly
recognize and replace failed routes to reduce
delay in the data transmission process.

In the following, the paper is organized as follows:
In Section [[, some routing schemes in FANETS are
reviewed. Section [[II] introduces the basic concepts
used in the proposed routing scheme. Furthermore,
the system model applied in the proposed scheme
is presented in Section [IV] Section [V] details the
formats of the control routing messages namely,
RREQ and RREP, and data packet format. In Section
the proposed routing method is explained in
detail. Section [VII| presents the simulation results of
our proposed routing scheme. Finally, the conclusion
and the future research direction are stated in Section

VIIT

Il. RELATED WORKS

Oubbati et al. [26] proposed a routing scheme
called energy-efficient connectivity-aware data de-
livery (ECaD) for FANETSs. It is a desirable scheme
based on AODV. However, ECaD has some weak-
nesses. We can solve these weaknesses to improve
the performance of this scheme. In ECaD, UAVs
with high energy levels participate in the route dis-
covery process and less-energy nodes are forbidden
from participating in the data delivery process. Its
purpose is to create high-energy routes, but it has a
weakness: if the energy of all neighbors of a node
is less than the predetermined threshold, this node
cannot establish any routes with other nodes. As a
result, it is isolated in the network. It seems that
choosing a predefined threshold value is not suitable
in the network. Therefore, it is better to determine
this value dynamically and based on network con-
ditions. Moreover, in ECaD, decision-making for
rebroadcasting the RREQ message is based on only
one parameter i.e. energy of nodes. This is not suffi-
cient. It must be done based on different factors. In
addition, this scheme may be faced with a broadcast
storm problem. The authors ignore this problem in
their paper. We have considered these issues in our
paper. This method takes into account the stability
of the routes, balanced energy consumption, route
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failure prediction, and route connectivity expiration
time. Moreover, ECaD has been implemented in
a 3D space. Hence, it is compatible with FANET.
However, its design does not consider the movement
direction of UAVs in the route selection process. It is
very important to consider the movement direction
of flying nodes to establish more stable routes so that
UAVs move in almost same direction in a route. In
addition, the link quality parameter is not considered
in the route discovery process. When this parameter
is ignored, low-quality paths can be created that are
very likely to fail. This may make interruptions in the
data transmission process. Furthermore, ECaD does
not consider the node stability in the route discovery
process.

Perkins et al. [27] suggested the ad hoc on-
demand distance vector (AODV) routing protocol.
It has a very important feature, namely on-demand,
meaning that the route discovery process is done
only when there is a route request. Today, many
routing algorithms have been proposed for FANET,
which they are originated from AODV. Therefore,
AODV is still a valuable algorithm for evaluating
many routing schemes. However, it is very chal-
lenging to use AODV algorithm in FANETS because
this protocol is not compatible with the unique fea-
tures of these networks, including high-speed fly-
ing nodes, frequent disconnection of communication
links, and so on. Moreover, in this scheme, the route
discovery process has high delay and may cause a
broadcast storm problem that weakens the network
performance. In AODV, when the source node is to
send a data packet to the destination node and it does
not find no valid route to the destination in its routing
table, then the source node broadcasts a route request
message (RREQ) to its neighbors. Then, neighboring
nodes broadcast RREQ to their neighbors as well.
This process continues until RREQ reaches the des-
tination node or an intermediate node, which has a
valid path to the destination node. After receiving
RREQ by the destination node or the intermediate
node, it unicasts a route reply message (RREP) to
the neighbor node, which has sent RREQ for the first
time. When RREP is sent back through the reverse
route, nodes in this route update their routing tables
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and add a new entry to record the route information
in this table, if a new route has been discovered.
In AODV, a route maintenance mechanism is pro-
vided to detect failed routes. AODV has a major
weakness: when the network size is large, the nodes
may experience a high delay in the route discovery
process. In addition, if a link failure occurs during
route discovery process, then it causes the increased
delay and bandwidth consumption.

Darabkh et al. [28]] introduced an AODV-based
routing scheme called the multi data rate mobility
aware (MDRMA) protocol for FANETs. MDRMA
is originated from the mobility aware dual phase
ad-hoc on-demand distance vector with adaptive
Hello messages (MADP-AODV-AHM) protocol.
This scheme includes two algorithms: routing algo-
rithm and power controlled algorithm. In MDRMA,
the first algorithm aims to reduce the flooding of
RREQ messages and accelerate the data transmis-
sion process based on the distance between nodes
in the network. Furthermore, it selects intermediate
nodes in a route, based on their data transmission
rate, speed, and movement direction to establish sta-
ble and reliable routes. The data transmission rate is
selected according to a mathematical model, which
is based on the point-to-point connectivity of a node
with its neighboring nodes, the density of nodes in
the network and their transmission range. The power
controlled algorithm aims to control the data trans-
mission power on each wireless link in the route.
MDRMA is a desirable method that can be modified
in the future to improve its performance. It should be
noted that this method does not consider the energy
of UAVs in the route discovery process. It is a very
important issue in small UAVs. Moreover, MDRMA
does not design any mechanism for preventing route
failure. Hence, it may increase the route failure prob-
ability. In addition, MDRMA ignores delay in the
route selection process. It should also be noted that
this routing method is implemented in a 2D space.
Therefore, it is not compatible with the FANET
environment.

Deshpande et al. [29] presented the stochas-
tic multipath UAV routing (SMURF) for FANETs.
SMUREF is a centralized algorithm implemented by
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the control center, which sends the route informa-
tion to UAVs through a software-defined networking
(SDN) platform. SMUREF is a multipath scheme,
which increases fault tolerance and reliability be-
cause it always provides at least one stable route.
In this method, the primary route is obtained based
on the highest link existence probability. Then, a
number of backup routes are determined to increase
the route reliability if the primary route fails. Backup
routes are selected using two parameters: the failure
probability of the links in the first route and their reli-
ability. This method has a high communication over-
head. SMURF has a major disadvantage, meaning
that it is a centralized algorithm, which is not suitable
for FANET due to its characteristics such as high
mobility, frequent topological changes, etc. SMURF
is suitable for dense networks, while FANET is a
sparse network. SMUREF ignores the unique features
of FANET because it does not consider parameters
such as the energy of UAVs, movement direction,
link quality, node stability, delay, and the number of
hops during the route construction process between
UAVs. Moreover, SMURF has no process to prevent
route failure.

Li et al. [30] proposed a link stability estimation-
based preemptive routing (LEPR) protocol for
FANETs. LEPR is inspired by AODV. It introduces
a new link stability scale based on location infor-
mation of drones obtained from GPS. This scale
has three parameters: link quality, safety degree, and
mobility prediction factor. The link stability scale
can determine the past, current and future states of
link stability. LEPR modifies the route discovery
mechanism in AODV and calculate routes using
the link stability scale. Moreover, a semi-proactive
route maintenance process is applied when a link is
disconnecting. This process reduces the number of
failed routes and delay in data transmission process
through finding and switching to a reliable route. In
LEPR, the main idea is to calculate several stable
routes using the proposed link stability scale. LEPR
is a desirable scheme, which it takes into account
features of FANET in the route discovery process.
Furthermore, this scheme is implemented in a 3D
space and is compatible with FANET. However,

6

LEPR ignores important parameters such as route
delay, energy of UAVs in a route, node stability and
the number of hops in the route discovery process.

Aadil et al. [31]] offered a routing scheme called
the energy-aware link-based clustering (EALC)
model in FANETs. EALC seeks to minimize com-
munication and computational overhead. In this
scheme, a simple clustering mechanism is designed
to reduce computational overhead and communica-
tion overhead and increase network lifetime. In this
routing scheme, the optimal transmission range of
drones is selected according to the network require-
ment, i.e. the minimum communication range of a
node for efficient communication. This reduces the
packet loss rate (PLR) and improves energy con-
sumption. In EALC, nodes are first grouped using
the K-means sorted fitness algorithm so that the com-
munication between the nodes is done using cluster
head nodes (CHs). In a cluster, cluster member nodes
(CMs) transmit their data to CH, which is respon-
sible for transferring data to the destination node.
CHs are selected based on two parameters: their
energy level and their distance from neighboring
nodes. When the fitness of a CH is less than the
threshold (i.e. it is 20% less than the fitness of CMs),
then the clustering process is recalled. However,
EALC does not consider the movement of UAVs and
the quality of communication links in the routing
process. Therefore, unstable paths may be estab-
lished. As a result, route failure probability is very
high. Moreover, the routes may have a high delay
in this scheme. In addition, EALC does not design
a mechanism to prevent route failure. Furthermore,
this scheme is implemented in a 2D space and is not
compatible with the FANET environment.

Gankhuyag et al. [32]] proposed the robust and
reliable predictive routing (RARP) in FANETs. It
combines omnidirectional and directional transmis-
sion schemes and utilizes dynamic angle adjustment.
RARP enhances AODV to be suitable for FANETS.
In this scheme, when the source node wants to find
a route to the destination node, it broadcasts an
RREQ message to the neighboring nodes using the
omnidirectional transmission scheme. After an in-
termediate node receives RREQ), it rebroadcasts this
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message until it reaches the destination node. When
the destination node receives RREQ, it waits for a
certain time interval. If the destination node receives
several RREQs, it selects the best route based on
a utility function. This function includes three pa-
rameters: flying risk, number of hops, and expected
connection time. Then, the destination node unicasts
the RREP message to the source node. It should be
noted that in this scheme, RREP is sent back using a
directional antenna with the angle 6 in the direction
of the estimated position of the receiver. RARP can
determine the minimum expected connection time
between two nodes in a route. Therefore, it can
estimate the route lifetime. Thus, it calculates an
alternative route proactively before the minimum
expected connection time expires. RARP is also
implemented in a 3D space, which is compatible
with the FANET environment. However, it has a
major drawback, meaning that it does not consider
the quality of communication links, the energy of
UAVs, and their movement direction, which may
negatively affect the route stability.

Liu et al. [33]] suggested a Q-learning based multi-
objective optimization routing protocol (QMR) for
FANETs. QMR uses a Q-learning based exploration
and extraction mechanism to discover the optimal
route and reduce delay and energy consumption.
This scheme utilizes the current information to es-
timate future information about the relationships be-
tween neighboring UAVs to select the next hop node
reliably and stably. In the routing process, nodes
use Hello messages to share information about their
location, energy, and mobility model (speed and
direction of flying nodes) as well as delay. QMR
employs these parameters and the link quality infor-
mation in the route discovery process to create stable
routes. It should be noted that, Q-learning parame-
ters, including learning rate and discount factor are
adjustable in QMR, so that each link has a different
learning rate and each node includes its own specific
discount factor. They are determined based on the
network condition. As a result, QMR has appro-
priately adapted with the dynamic FANET environ-
ment. If these parameters are considered constant,
the accuracy of the routing process decreases and the
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route failure probability increases. In addition, QMR
has designed a route failure prediction mechanism in
the routing process. However, this scheme is imple-
mented in a 2D space that is not compatible with the
FANET environment. Also, QMR has not provided
a proper mobility control mechanism for controlling
swarm connectivity.

Table [T] presents the most important advantages
and disadvantages of different routing schemes.

lll. BASIC CONCEPTS

In the proposed scheme, we have used fuzzy logic
in the route discovery process. Therefore, we briefly
describe fuzzy logic in this section.

A. FUZZY LOGIC (FL)

According to research and studies, it can be deduced
that real and complex processes cannot be accurately
measured, modeled, and controlled because there are
uncertainties such as incompleteness, randomness,
and data loss. Fuzzy logic (FL) is a mathemati-
cal technique that approximately describes human
thinking. In 1965, the FL theory was first presented
by Zadeh in a paper entitled “Fuzzy Sets”. In clas-
sical sets, membership is defined accurately and
unambiguously that is, whether an element either
belongs to a set or not. Fuzzy sets provide partial
membership. In other words, an element may belong
to a set to some extent. Therefore, the results are
not absolutely limited to True or False, but they are
partially True or False [34]].

Assume that X (universal set) is a set of elements,
which are generally represented by x, then fuzzy set
Ain X is defined based on Equation [T}

A:{(x,,uA(x))\xEX}ZZMA(xi)/xi ey
i=1
Where, 4 : X — [0,1] is called the membership
function A, pa(x;) is the membership degree of x;
inA.

In Equation E], “’does not refer to a division,
but it is used to separate the membership degree of
an element from the element itself. A fuzzy set is
expressed using its membership function. The most
common membership functions used to represent
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TABLE 1: Comparison of advantages and disadvantages of different routing schemes

Number Scheme Advantages Disadvantages
1 ECaD [26] Establishing stable routes, balanc- | Considering a fixed threshold value
ing energy consumption, designing | for the energy parameter, possibil-
a mechanism for preventing route | ity of a broadcast storm, broadcast-
failure, implementing in a 3D space | ing control messages only based on
the energy parameter, ignoring the
movement direction, link quality,
and distance in the route selection
process
2 AODV [27]] On-demand routing process, de- | Not considering the specific fea-
signing a route maintenance mech- | tures of FANET, High delay and
anism communication overhead in the
route discovery process, not de-
signing a mechanism for preventing
route failure, possibility of a broad-
cast storm
3 MDRMA [28]] | Creating stable routes, considering | Ignoring the energy of nodes in
data transmission rate, speed, and | the routing process, not designing
movement direction of nodes in the | a mechanism for preventing route
routing process, designing an al- | failure, not considering the delay
gorithm to control data transmis- | parameter in the route selection pro-
sion power, reducing the flooding of | cess, implementing in a 2D space
control messages
4 SMUREF [29] | Creating several routes between the | High communication overhead,
source node and the destination | proposing a centralized routing
node, increasing fault-tolerant and | method, not considering the
reliability specific characteristics of FANET,
not designing a mechanism for
preventing the route failure, the
possibility of wunstable paths,
implementing in a 2D space
5 LEPR [30] Designing a semi-proactive route | High routing overhead, Ignoring
maintenance process, creating sta- | delay, energy and hop count in the
ble routes, implementing in a 3D | routing process
space
6 EALC [31] Reducing communication overhead | Ignoring the movement direction
and computational overhead, ad- | and link quality in the routing pro-
justing the transmission range of | cess, the probability of unstable
nodes based on network require- | route and route failure, not design-
ments, reducing packet loss rate, | ing a mechanism for preventing the
improving energy consumption route failure, implementing in a 2D
space
7 RARP [32] Designing a mechanism for modi- | Not considering the link quality,
fying the routes, implementing in a | movement direction, and energy the
3D space route discovery process, the possi-
8 bility of unstable paths  VOLUME 4,20
8 QMR [33] Reducing delay and energy | Implementing in a 2D space, not
consumption, creating stable and | designing a proper mobility control
reliable paths, adjusting the Q- | mechanism
Learning parameters dynamically,
designing a mechanism for
preventing route failure
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fuzzy sets are triangular, trapezoidal, and Gaussian
functions.

Today, fuzzy inference mechanisms have many
applications. The most common fuzzy systems are
Mamdani fuzzy inference and Sugeno fuzzy infer-
ence (TSK). As shown in Figure[I] a fuzzy system
includes four main modules: fuzzification, defuzzifi-
cation, fuzzy rule base, and fuzzy inference engine.
The fuzzification module maps the system inputs to
the corresponding fuzzy sets and assigns one mem-
bership degree to each fuzzy set. The fuzzy inference
engine implements these fuzzy values through fuzzy
rules stored as IF-THEN rules. Its outputs are in the
form of fuzzy variables. They must be converted to
crisp values using a defuzzification module such as
the averaging or centroid schemes [34]].

IV. SYSTEM MODEL

In this section, we introduce the network model
used in the proposed routing scheme. In our pro-
posed routing scheme, we consider a homogeneous
FANET. The network includes a number of UAVs
distributed in a three-dimensional space. The IEEE
802.11a standard is considered as the wireless inter-
face in the MAC layer of each UAV because it can
efficiently support highly dynamic topologies and
provide wide coverage of wireless communications.
In the network, UAVs are moving and the distance
between them changes over time. Each UAV has
a unique identifier (/Dyay;). Furthermore, it is as-
sumed that UAVs are equipped with the global po-
sitioning system (GPS). As a result, UAV; is aware
of its position (x;,y;,z;) and its speed (vy i, vy, Vi) at
every moment. We assume that the speed of UAVs is
limited to [0, Viax]; where, Vijax > 0 is a constant
value. In addition, our proposed routing scheme sup-
ports two communication types in the network:

o UAV-t0-UAV communication (U2U): In this
communication type, UAVs communicate with
each other to perform common missions, such
as routing or tracking a target. The U2U com-
munication may be single-hop or multi-hop.
Moreover, this communication type may be
short-range or long-range to improve FANET
performance in terms of data rate and commu-

VOLUME 4, 2016

nication range.

o UAV-t0o-GS communication (U2G): In this
communication type, the UAV communicates
with the ground station (GS) to process the
received information. In the proposed routing
scheme, all UAVs are not directly connected to
GS. Only UAVs, which are close to GS, can be
directly connected to it.

It should also be noted that we have used the air-
to-air (A2A) channel model in the proposed routing
scheme [35]]. It can be defined based on the free-
space propagation model because the packet loss is
high in less fading. As a result, path loss in A2A
channel is expressed according to Equation [2| [35]:

PLAA (d;;) = B10log|! +a )

Where, 8 indicates the path loss exponent, so that
B = 2 in the free-space propagation model. Further-
more, « is the path loss at the reference point. In the
free-space propagation model, & is obtained using
Equation 3} .

o= 101og$0T ) 3)
Where, w indicates the carrier frequency and / repre-
sents the light speed so that [ = 3 x 108 /. Also,
d;j is the distance between UAV; and UAV;. It is
calculated using Equation [4}

dij = \/(x,» )+ i) @)’ @

Where, (x;,yi,zi) and (xj,y;,z;) are spatial coordi-
nates of UAV; and UAV, respectively. The network
model is shown in Figure 2]

V. TYPES OF MESSAGES IN THE PROPOSED
SCHEME

In the proposed routing scheme, we modify the
format of two control messages i.e. route request
(RREQ) and route reply (RREP) in AODV. In the
following, we introduce the format of these mes-
sages and their different fields in detail. Furthermore,
the data packet structure is explained in this section.

a: Route request (RREQ) message
It is used in the route discovery process. Table
illustrates the RREQ format. In the following, we

9
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FIGURE 2: Network model in our proposed scheme

introduce the most important fields of this message:
o Message Type: If the Message Type field is

Address are used to check RREQs and prevent
duplicate messages.

10

equal to one. This means that this control mes- o Froute: This field indicates the route fitness,

sage is an RREQ message.

e Hopcouns: When the source node sends the

RREQ message, it adjusts the Hopcoun: field
on zero. Then, this field is added one unit at
each hop. The purpose of this field is to prevent
routing loops in the network.

e RREQ Message ID: It is a unique ID. Two

fields, namely RREQ Message ID and Source IP

which has a value in [0,1]. In fact, Froue is
equal to the lowest score of UAVs in a route.
The source node sets Fgroue to one. Then, its
value is updated at each hop.

o Delaygouso: This field indicates the route delay.

Initially, the source node sets the Delaygoyz.
field to zero. Then, its value is updated in each
hop and the time required to transfer the RREQ

VOLUME 4, 2016
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TABLE 2: The RREQ message format

TABLE 4: Data packet structure

Message Type ‘ Hopcoun ‘ Froute ‘ Delaygoute

Message ID

RREQ Message ID

Data packet content

Destination IP Address
Destination Sequence Number
Source IP Address
Source Sequence Number

TABLE 3: The RREP message format

Message Type \ Hop Count
RREP Message 1D
Destination IP Address
Destination Sequence Number
Source IP Address
Lifetime

message from the current hop to the next hop is
added to this field.

o Source IP Address: This field represents the
source UAV’s address, which sends the RREQ
message.

o Destination IP Address: This field represents
the destination UAV’s address where a route
must be discovered.

o Source Sequence Number: This field is used to
ensure that the reverse route information to the
source node is fresh.

o Destination Sequence Number: This field is
used to ensure that the route discovered to the
destination node is new before the source UAV
selects a route.

b: Route reply (RREP) message

After the RREQ message reaches the destination
node; this UAV generates an RREP message and
sends back it to the source node. The format of this
message is stated in Table [3] The RREP fields are
similar to the RREQ message, which we explain
each of them. Note that the Message type field must
be equal to 2 in an RREP message.

c: Data packets
These packets include the data, which the source
UAV wants to send to the destination UAV through a

VOLUME 4, 2016

route. Table [ presents the data packet format. In the
following, we describe the fields of the data packet:

o Destination IP Address: This field represents
the destination UAV address where the data
packet must be sent.

o Source IP Address: This field represents the
source UAV address, which sends the data
packet.

e Message ID: 1t is a unique ID. Message ID and
Source IP Address are applied to control the
data packet and avoid the duplicated data.

VI. PROPOSED ROUTING SCHEME

In this paper, we propose a fuzzy logic-based routing
scheme for FANETSs. Our method improves AODV.
Note that AODV is one of the most efficient routing
protocols introduced for ad hoc networks. In the
proposed routing scheme, we seeks to take into ac-
count various parameters, such as link quality, node
stability and energy of node, in the routing process so
that stable routes are created and packet delivery rate
(PDR) are improved. Furthermore, we try to enhance
the network lifetime through balancing the energy
consumption of the nodes. Our proposed routing
scheme has two phases: 1) the route discovery pro-
cess 2) the route maintenance process.

a: Phase 1, Route discovery process

This process starts its operations when the source
node wants to send data packets to the destination
node and there is no route to it in its routing table.
In such cases, the source node broadcasts a route
request (RREQ) message to its neighboring nodes.
After receiving this message, neighboring nodes
calculate their scores based on various parameters
such as movement direction, residual energy, link
quality, and node stability. Next, if they obtain the
required score, then they can rebroadcast the RREQ
message. We believe that this solution can improve
the performance of our routing scheme and prevent

11
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the broadcast storm problem. Moreover, we designed
a fuzzy system in the route selection step to choose
routes with more fitness, less delay, and fewer hops
for data transfer.

b: Phase 2, Route maintenance process
This phase includes two steps: preventing the route
failure and reconstructing the failed routes. In the
first step, the purpose is to detect and correct routes
on the failure threshold. This helps to avoid in-
terruption in the data transmission process in the
network. In the second step, the purpose is to quickly
recognize and replace failed routes to reduce delay in
the data transmission process.

In the following, each of these phases is explained
in detail. Also, Table 3] lists the symbols used in the
proposed method.

A. ROUTE DISCOVERY PHASE

When the source node (UAVs) is to communicate
with the destination node (UAV)p) to send data pack-
ets, UAVs first searches its routing table to find a
valid route to UAVp. If UAVg does not find such
route in its routing table, then it should start the route
discovery process. Therefore, it generates an RREQ
message and broadcasts this message to its neighbor-
ing nodes. After a neighboring node receives RREQ,
it must calculate its score before rebroadcasting the
message. This score is calculated based on various
parameters such as movement direction, residual
energy, link quality, and node stability. We believe
that this approach enhances the performance of our
scheme and prevent the broadcast storm problem. In
the following, we explain how to calculate the score
of nodes in detail. Then, we provide an example to
describe the route discovery process.

1) Score calculation process for each node

In the route discovery process, it is necessary for
each node to calculate its score, S; relative to the
previous-hop node (UAV,.,). In this section, we de-
scribe how to calculate this parameter. S; is obtained
using four parameters: movement direction, residual
energy, link quality, and node stability. It should be
noted that all these parameters are normalized in

12

[0,1] to have the same effect on S;. In the following,
each of these parameters is described in detail.

« Movement direction (4;): The purpose of se-

lecting this parameter is to select the next-hop
node (UAV,,.s) from the UAVs, which received
the RREQ message, so that the selected node
moves in the same direction as the previous-
hop node (UAV)y). In this case, UAV,,,, and
UAV,,, can communicate with each other for
more time. As a result, they create more stable
routes. Therefore, this node earns a higher score
than other UAVs for rebroadcasting the RREQ
message. We present an example in Figure [3]
to calculate the movement direction of UAV;
relative to UAV).,. In this figure, the speed
vector and movement direction of both nodes
are represented. As shown in this figure, these
two nodes move in different directions.
To calculate the movement direction of UAV;
relative to UAV),,,,, we first obtain the angle
between the speed vector of UAV; (17,) and the
speed vector of UAV,, (Vp,ev). This angle is
called 6, which is also shown in Figure [
Based on mathematical rules, we know that the
dot product (inner product) of two vectors is
geometrically equal to:

i

— —

,-.me: i| |Vprev| cos O ®))
Where,
W=reieh©
And,
Vorer| = \hrer e+ 2prer - D

On the other hand, the dot product of two vec-
tors is algebraically calculated using Equation

8t
Vi-Vprev = Vx,prevVx,i T VyprevVy,i + Ve prevVz,i ®)
Based on Equations[5] 8] the angle 6 is obtained
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TABLE 5: The table of symbols

Symbol Description
UAV Unmanned aerial vehicle
(%1515 2i) Spatial coordinates of UAV;
(Vais VyinVei) Speed of UAV;
UAVs Source node
UAVp Destination node
RREQ Route request message
RREP Route reply message
Hopcount The number of hops in a route
Froute Route fitness
Delaygoyte Route delay
S; The score of UAV;
UAV 1y Previous-hop node
UAV,10xt Next-hop node
A Movement direction
‘71‘ Speed vector of UAV;
0 The angle between UAV; and UAV .,
Eyay, Residual energy of UAV;
Ewrin Minimum residual energy of nodes
Erax Maximum energy of nodes
OLink;_ prev Quality of the link between UAV; and UAV .,
Ouin Minimum link quality
Omax Maximum link quality
Stabilityyay, Stability of UAV;
Dy st A suitable distance between UAV; and UAV .,
R Communication range of UAVs
Bestroute A route with more fitness, less delay and fewer hops
Tryay, Data traffic in UAV;
Trrhreshold Maximum traffic in a node
Warning Message A message to determine that UAV; is located on the failure threshold.
Route Recovery Message A message to correct a route located on the failure threshold
Route Validation Message A message to check a route
ACK Message A message to determine that a route is valid
RERR Message A message to determine that a route is invalid
VOLUME 4, 2016 13
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of

FIGURE 4: The angle between the speed vectors of two nodes

using Equation O}

1 | Vx,prevVx,i + VyprevVy,i + Vz prevVz,i

0 =cos™

= =

Vprev

1

O
Now, based on the angle 6 between V; and
Vp,ev, we can calculate the movement direction
of UAV; relative to UAV.y, that it is represented
as A;. As aresult, A; is calculated using Equation

14

10
I,  6=0
Li=¢ =8 0<O<nm (10)
O0<b=m 0, 6==x

According to Equation whatever A; is close
to one, meaning that UAV; and UAV,, are
moving in the same direction.

« Residual energy (Eyay,): Energy is an impor-
tant parameter in the route discovery process. If
low-energy nodes participate in the route con-
struction, then unstable routes are established,
that their failure probability is very high. On
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the other hand, this can lead to unbalanced
energy consumption in the network. As a result,
network lifetime is reduces. It should be noted
that each node (i.e. UAV;, where, i = 1,...,N
and N indicates the total number of nodes in the
network) is aware of its energy (Eyay;) at any
time. If Eyy, is less than Eyy;,, then UAV; does
not gain the desirable score to participate in
the route discovery process. We consider Ejy;y,
equal to 20% of the initial energy of nodes.
The parameter Eyy, is normalized according to

Equation [T}
Eyav, — Emin
Epax — Epin

Y

EnormeAVi =

Where, Eji, > 0 is the minimum energy and
Epax > 0 is the initial energy of UAVs in the
network.

Link quality (QLinkifpm,): The purpose of this
parameter is to select nodes, which have a
higher link quality than other nodes, in the
route discovery process. If the quality of the
link between two nodes in a route is weak,
the route failure probability will be very high.
On the other hand, this can also increase the
data packet loss rate (PLR). In the proposed
routing scheme, the quality of communication
links is determined based on the received sig-
nal strength indication (RSSI). RSSI can pro-
vide a precise and rapid estimation of the link
quality [36]. In research, it has been proven
that the higher values of RSSI will lead to a
better PDR in the receiver and the transmitter
[37]. In addition, research proves that RSSI
is stable (i.e. standard deviation is less than
1dBm) for a short period of time (about 2 sec-
onds) [38]]. Therefore, RSSI information can be
used to estimate the link quality. Often radio
transceivers are equipped with a RSSI regis-
ter, which provides the signal strength of the
received packet. Therefore, nodes can obtain
RSSI information when receiving the RREQ
message from their neighbor nodes. To estimate
link quality (QLink; prev) between the two nodes,
namely UAV; and UAV),,,, we use the averaging
technique on RSSI values to prevent the effect

VOLUME 4, 2016

is normalized

i—prev

of temporary peaks. Orink
based on Equation[12}
OLink; prey — OMin

Qnorm—Link[_ prev W (12)

Where, Qi > 0 indicates the minimum quality
of communication link between two nodes and
Omax > 0 is the highest quality of communica-
tion link between two nodes in the network. Ac-
cording to [36], the RSSI value varies between O
and R4y, and the higher values of RSSI lead to
a better PDR in the receiver and the transmitter.
Based on [36]], if RSSI = 87dBm, then the PDR
is approximately 99%, and when RSSI = 0,
then PDR is zero. Therefore, we consider these
values as Qurax and Quin, respectively.

Node stability (Stabilityyay,): The purpose of
selecting this parameter is to select nodes,
which are at a suitable distance from UAV,,,
for participating in the route discovery process.
This distance is called the trust distance (Dy5)-
This distance is defined in [dpsin,dpay], Where,
0 < duin < drax, Auin < dymax < R, and R rep-
resents the communication radius of the nodes.
UAVs, which are at this distance from UAV ).y,
are known as stable nodes. Because they can
communicate with UAV),,, for an acceptable
time interval. If the distance between UAV; and
UAV ey is less than dyy, they are very close
to each other. As a result, it is not reasonable
to select UAV; as the next-hop node. Because
the number of hops will be increased and it is
practically useless. On the other hand, if the
distance between UAV; and UAV,,,,, is greater
than dyy,y, the distance between them is very
high. Therefore, it is very likely that the two
nodes will be out of the communication range
of each other in the near future. This process is
illustrated in Figure 5] As shown in this figure,
the UAV; is located in Dy,5;. Whereas, UAV; and
UAV, are outside this range. As a result, UAV; is
the best node that can be selected as the next-
hop node (UAV,.;) to establish stable routes.
The node stability (Stabilityyay,) is calculated
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based on Equation[T3} Algorithm 1 Route discovery process
|dyin—D; | Input: UAV;, i=1,2,...,.N
1 dyin 0 < Dij < duin N: The number of UAVs in the network.
Stabilityyav;, = 1" | dyin < Dij < dyax  Output: Discovering a valid route between UAVs
Dij—dyax
===, dya <Dij <R and UAVp.
(13) Begin

Where, D;; is Euclidean distance between UAV;
and UAV,, at the moment when the RREQ
message is received by UAV}, i.e. trrE.

Dij = \/(xi _Xprev)2 + (Yi _yprev)2 + (Zi - Zprev)2

(14)
Where, (xi,yi,zi) and (Xprev, Y prev, Zprev) are the
spatial coordinates of UAV; and UAV,., at the
time fzrpg, respectively. Note that UAV; ob-
tains the spatial coordinates of UAV),,, from the
RREQ message.

After calculating the mentioned parameters, the
score of each node (S;) is calculated using Equation
1N

Si=W (z‘l) + W (EnormeAV,-) +
W3 (Qnormeinki,pm,) +Wy (StabilityUAV,-) (15)

Where, Wi, W,, W3, and W, are Weight coefficients,
so that Wy + W, + W3z + W, = 1. In this paper,
these weighted coefficients are considered similar
i.e. W1 =W2=W3=W4= %

2) The route discovery process using an example
In this section, we describe the route discovery
process through an example to simplify its under-
standing (see Figure [6). This process starts when
UAVg wants to communicate with UAV), to send its
data packets. In this case, UAVy searches its routing
table to find a valid route to UAVp. If it does not
find such a route, then UAVs must discover a valid
route. Algorithm [I] presents pseudo-code related to
the route discovery process. This process includes
the following steps:

a: Step 1 (Generating the RREQ message)

In this step, UAVs generates an RREQ message and
inserts its ID and the ID of UAV), into this message.
We introduced the format of the RREQ message

16

1: if UAVy is to transfer its data packets to UAVp
then
2:  UAVg: Search its routing table to find a valid
route to UAVp;
3. if there is a valid route to UAV), then

4: UAVg: Transfer its data packets to UAVp
through this route;
5. else
6: Call Algorithm 2}
7: endif
8: end if
End

in Section [V When generating this message, UAVs
sets the Message Type field to one. Furthermore, the
Hopcoun field is adjusted to zero. Then, this field is
added one unit in each hop. UAVy sets the Froyse field
to one. This field is updated at each hop. Moreover,
UAVs sets the Delayg,u. field to zero. Next, delay is
calculated at each hop to update this field. Finally,
UAVs broadcasts the RREQ message to its neigh-
boring nodes. As shown in Figure [/} UAV;, UAV,,
UAV3, and UAV, receive this message. In addition,
UAVs adds an entry to its routing table, which is
illustrated in Figure[7} It should be noted that in this
routing table, the Next-Hop field is determined after
completing the route discovery process and receiving
the RREP message. Also, Algorithm [2]expresses the
pseudo-code related to the first step.

b: Step 2 (Rebroadcasting the RREQ message)

When the neighboring nodes of UAVy (i.e. UAV],
UAV,, UAV3, and UAV,) receive the RREQ message,
they first check its RREQ Message ID field to make
sure that this message is not duplicated. Then, each
neighboring node calculates its own score (S;) rela-
tive to UAVs. In section[VI-AT] we explained how to
calculate S;. In this example, assume that the scores
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FIGURE 6: An example for the route discovery process

corresponding to UAV;, UAV,, UAV3, and UAV, are
equal to §1 = 0.61, S, =0.75, S3 = 0.36, and S4 =
0.98, respectively. Then, they broadcast a message,
including S;, to their single-hop neighboring nodes.
After receiving this message, each node compares its
score with the average score of neighboring nodes.
If the score of each node (for example, UAV;) is less
than half the average score of the neighboring nodes,
then this node does not get the required score to

VOLUME 4, 2016

rebroadcast the RREQ message. This means when
Equation [I6]is met.
1 1 Npeighbor
Si<z|—— Y S (16)
2 Npeighbor =
Where, n,eignbor is the number of neighboring nodes.

As aresult, UAV; removes the RREQ message and
cannot rebroadcast it. In the example provided in
Figure [8] UAV; satisfies such condition (Equation

17
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Algorithm 2 Step 1 (Generating RREQ message)

Input: UAVy
Output: RREQ message
Begin
1: UAVg: Generate an RREQ message;
2: UAVg: Insert its ID into Source IP Address field
of the RREQ message;
3: UAVg: Insert the ID of UAVp, into Destination IP
Address field of the RREQ message;
4. UAVg: Set Hopcoun: field of the RREQ message
to 0;
5: UAVg: Set Frous field of the RREQ message to
I;
6: UAVg: Set Delayroy. field of the RREQ mes-
sage to 0;
7. UAVg: Broadcast the RREQ message to the
neighboring nodes;
8: UAVg: Add an entry to its routing table;
9: Call Algorithm 3}
End

18

@). Whereas, other nodes (i.e. UAV,, UAV,, and
UAV,) achieves an acceptable score to rebroadcast
the RREQ message. Therefore, they add an entry to
their routing table to record the RREQ information.
Because UAV;, UAV,, and UAV, have received the
RREQ message only from UAVg, they register its
ID as the previous-hop node in their routing table,
which is displayed in Figure [8] It should be noted
that in the routing table, the Next-Hop field is deter-
mined when the route discovery is terminated and
an RREP message is received. Then, UAV;, UAV,,
and UAV, update some fields of the RREQ message,
and rebroadcast it to their neighbors. For example,
as shown in Figure [8] UAV; adds one unit to the
Hopcouns field in the RREQ message. Also, the
Froute field is updated according to Equation

Froue = Min (FRouthUAVCwmm) 17)

Where, Fgoue indicates the route’s fitness and
SUAVeurem 18 the score of the node that has received
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the RREQ message at the current time. For example,
UAV) updates Fg,yz. according to Equation

Froute = Min (Froue,S1) = Min(1,0.61) = 0.61
(13)
Moreover, the Delayg,,. field is updated in each hop
using Equation [T9]

Delayroue = Delayroure + Tpreu,current (19)

Where, Tprevpex is the time required to transfer the
RREQ message from UAV,., to UAViurrens. Ac-
cording to [33]], the one-hop delay from UAV,,,
to UAV,yprens 1s calculated using the medium ac-
cess delay (Dmacpyeycurren) @nd the queuing delay
(Dgue prev.current)- D is the time required for
the medium access protocol to deliver the pack-
age successfully or remove it due to duplicate.
D gue proncurrens 18 the required time for the message to
reach the head of the transmission queue. Note that
it ignores the propagation delay because it is very
small when data are exchanged at the light speed in
wireless media. Therefore, Ty nexs 1S €xpressed as
follows:

macprey,current

Tprev’next = Dmanrev,currem + uneprev,curn’nl (20)

Therefore, UAV| updates Delayr,ue based on
Equation 2]

Delayroure = Delaygoure + TS,I =0+ TS,I = TS,I
2D
Where, Ts 1 indicates the time required to transfer the
RREQ message from UAVg to UAV].

Next, UAV| rebroadcasts the RREQ message to
its neighboring nodes. In addition, UAV, and UAV,4
perform a similar process. This process is illustrated
in Figure [§] Furthermore, Algorithm |3| presents the
pseudo-code related to the second step.

c: Step 3 (Selecting the previous-hop node)

This step is almost similar to the second step. How-
ever, it has a different part. If a node receives an
RREQ message from several nodes (for example,
two nodes or more), it calculates its score relative
to each of them. Then, it registers the node, which
has the highest score relative to it, as the previous-
hop node in its routing table. Note that in this pro-

VOLUME 4, 2016

Algorithm 3 Step 2 (Rebroadcasting RREQ mes-
sage)

Input: RREQ message
vAv,, i=1,2,...,N
N: The number of UAVs in the network.
Output: Broadcasting RREQ message
Begin
1: if UAV; receives the RREQ message from one

node then
2: UAVj: Check RREQ Message ID field of the
RREQ message;
3:  if the RREQ message is not duplicated then
4: UAV;: Calculate its score using Eq|[I3}
5 UAV;: Broadcast a message including its
score to the single}—qhop neighboring nodes;
neighbor
6: if S <3 (5 L Si) then
7: UAV;: Remove the RREQ message;
8: else
9: UAV;: Updating some fields of the
RREQ message (le HOPC()MVLZ’ Froute
Delaygoute);
10: UAV;: Rebroadcast the RREQ message
to the neighboring nodes;
11: UAYV;: Add an entry to its routing table;
12: end if
13:  end if
14: else
15:  Call Algorithm
16: end if
End

cess, nodes wait for a certain time period to receive
all RREQ messages from their neighboring nodes
to determine the Previous-Hop field. As shown in
Figure 0] UAVs receives two RREQ messages from
UAV, and UAV,. In this case, UAVs calculates its
score relative to these two nodes, so that its score
relative to UAV) is equal to Ss; = 0.63; and its
score relative to UAV; is equal to S5, = 0.92. UAV;s
selects UAV, as the previous-hop node and records
it in its routing table because S5, > Ss1. Also, in
this step, UAVy receives an RREQ message from
UAV, and inserts UAV, as the previous-hop node
in its routing table. Furthermore, UAV; receives an

19
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RREQ message from UAV, and inserts UAV, as the
previous-hop node in its routing table. In Figure [0}
this process is displayed. Algorithm [ expresses the
pseudo-code related to Step 3.

d: Step 4 (Route selection)

In this step, UAVp receives the RREQ message from
UAVs, UAVg, and UAV;. Next, it calculates its score
relative to these nodes. As shown in Figure [I0] the
score of UAV)p relative to UAVs, UAVg, and UAV; is
equal to Sps = 0.91, Spe = 0.35, and Sp 7 = 0.98,
respectively. Then, UAVp updates Hopcounts Froutes
and Delaygoue in the RREQ messages received from
these nodes, as shown in Figure @ If UAVp’s ID
is similar to the Destination IP Address field in

20

the RREQ message, it terminates the rebroadcasting
process of this message because the RREQ message
has reached its destination. Now, UAVp must select
one of the established routes. In the example given
in Figure [I0} three routes have been discovered to
UAVp. In the following, each of these routes and
their attributes are introduced. It should be noted that
UAVp extracts these attributes from received RREQ
messages.

« Route 1: Route#l UAVs — UAV, —
UAVs — UAVp; The characteristics of this
route are: Froure, = 0.75, Hopcounr = 3, and
Delayroure;, = Ts2 +Ta5+ T5 p.

e Route 2: Route#2 UAVs — UAV, —
UAVs — UAVp; The characteristics of this
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route are: Froure, = 0.35, Hopcouns = 3, and
Delayroute, = Ts2 +Tr 6+ Tg p.

e Route 3: Route#3 UAVs — UAV, —
UAV; — UAVp; The characteristics of this
route are: Froure; = 0.55, Hopcounr = 3, and
Delayroute; = Tsa +Ta7+T7 p.

Now, UAV) selects the best route using the proposed
fuzzy system, which is also represented in Figure
@ In this example, UAV) selects the route 1 (i.e.
Routettl : UAVs — UAV, — UAVs — UAVp) as the
best route for data transfer. Algorithm [3] illustrates
the pseudo-code related to Step 4. To design this
fuzzy system, Mamdani fuzzy inference mechanism
has been used. The proposed fuzzy system has three
inputs (i.e. Froute, HOpcount, and Delaypoyse), one
output (Bestroute), and a rule base. In the following,

VOLUME 4, 2016

each of these parts is described in detail.

e: Fuzzy inputs

In the proposed fuzzy system, there are three in-
put parameters, including Froue, HOPcounts and
Delaygoue- They are explained as follows:

o Froure: UAVp obtains fitness information of
routes from the RREQ messages. As stated in
this section, Fgroue 1S determined based on the
minimum score of the nodes in a route. It is
calculated using Equation [I7]and its value is in
[0, 1]. Whatever Fryy. is close to one, meaning
that this route includes high-quality links, the
nodes have more energy in this route and have
located at a suitable distance from each other
and are moving in almost the same direction.
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Algorithm 4 Step 3 (Selecting the previous hop)

Input: RREQ message

vAv;, i=1,2,..,.N
N: The number of UAVs in the network.

Output: Previous hop node

Begin

UAYV;: Calculate its scores relative to the previ-
ous hop nodes;

UAV;: Select the node with highest score as the
previous hop node;

UAYV;: Broadcast a message including its score

to the single-hop neighboring nodes;
Npeighbor

ifS;<3(—1— Y Si)then
i=1

NMpeighbor

UAV;: Remove the RREQ message;

. else

UAV;: Updating some fields of the RREQ
message (i.€. Hopcounts FRoutes Delayroute);
UAV;: Rebroadcast the RREQ message to the
neighboring nodes;
UAV;: Add an entry to its routing table;

end if

: Call Algorithm[5}

End

Algorithm 5 Step 4 (Selecting the route)

Input: RREQ message

UAVp

Output: Best route

1:
2:
3:

Begin

if UAVp receives the RREQ message then
UAVp: Calculate its score using Eq[I3}
UAVp: Updating some fields of the RREQ
messages (i.€. Hopcount> Froure» Delayrouse);

UAVyp: Select the best route based on the
proposed fuzzy system;
UAVp: Call Algorithm [6}
else
Call Algorithm [3}
end if
End
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This ensures that this route can be stable for
a more time interval. The fuzzy membership
diagram corresponding to Froyse 1S represented
in Figure[I2] This fuzzy input has three modes:
low, medium, and high.

o Hopcounr: UAVp can achieve information about
the number of hops in a route from received
RREQ messages. Note that if the number of
hops is few in a route, there is less delay in the
data transmission process. This can improve the
performance of the proposed routing scheme.
This fuzzy input is normalized based on Equa-
tion22]to be in [0, 1]:

H OPCount
N—-1
Where, N represents the total number of nodes
in the network. The fuzzy membership diagram
corresponding to Hopcount—norm 18 displayed
in Figure This fuzzy input includes three
modes: low, medium, and high.

o Delaygoye: Delay is a very important issue in
the routing process for FANET, because the
speed of drones is very high. It causes frequent
disconnection of communication links and in-
stability of routes. If there is a long delay in a
route, then routes may quickly fail during send-
ing data to the destination. This can increase the
packet loss rate (PLR) in the network. UAVp
can obtain information about Delaygyyz. from
RREQ messages. This parameter is normalized
using Equation 23}

HOpCount—norm = (22)

DelayRoute

DezayRoute—norm = (23)

Maxp, ay

Where, Maxpeiqy is the maximum delay in the
routes established between UAVy and UAVp.
The fuzzy membership diagram corresponding
to Delaygoue 1s represented in Figure @ This
input includes three modes: low, medium, and
high.

f: Fuzzy output (Bestrouse)

In the proposed fuzzy system, the output is the
chance of choosing a route from among the dis-
covered routes (in the example, Route#1, Route#2,
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and Route#3) as the best route for data transfer.
Bestroue 1s a route with the most fitness, the least
number of hops, and the minimum delay. The fuzzy
membership diagram corresponding to Bestroue 1S
illustrated in Figure T3] This fuzzy output has seven
modes: Very very low, Very low, Low, Medium, High,
Very high, and Very very high.

9: Rule base
Our proposed fuzzy system follows 27 rules. These
rules are listed in Table @ For example, rule 1 is
stated as follows:

Rule 1: IF Fg,ye is Low AND Hopcoyns is Low
AND Delaygroyse is Low THEN Bestrouz. is High.

h: Step 5 (Sending the RREP message)

After selecting the best route (i.e. Route#1 : UAVg —
UAV, — UAVs — UAVp), UAV) sets its routing table
and inserts the ID of UAV;s into the Previous-Hop
field. Next, it generates the RREP message and sends
back it to UAVs according to Route#1. When UAVs
receives the RREP message, it checks the ID of
this message to find the corresponding entry in its
routing table. Then, UAVs completes the Next-Hop
field in this table and inserts the ID of UAVp into it.
It also checks the Previous-Hop field in its routing
table and extracts the ID of UAV, from it. Then,
UAVs sends back the RREP message to UAV,. This
process continues until the RREP message reaches
UAVs. Finally, UAVs uses the specified route for
transmitting data to UAVp. This process is depicted
in Figure [16] Algorithm [6] presents the pseudo-code
related to Step 5. Moreover, the flowchart of the
route discovery process is shown in Figure

B. ROUTE MAINTENANCE PHASE

In this phase, we describe the route maintenance pro-
cess. Obviously, the routes established in the route
discovery phase may be failed due to the unique
features of FANET, such as the high-speed UAVs
and the dynamic network topology. The purpose of
this phase is to can quickly detect a route that is
failing and replace it with a new one. In the proposed
scheme, the route maintenance process includes two
steps:

VOLUME 4, 2016

Algorithm 6 Step 5 (Sending RREP message)

Input: RREP message
UAVp
vaAv,, i=1,2,...,N
N: The number of UAVs in the network.
OQutput: Best route
Begin
1: UAVp: Set its routing table based on the selected
route;
2: UAVp: Generate an RREP messages;
3: UAVp: Unicast the RREP messages to the previ-
ous hop node (UAV;) based on the selected route;

4: while ID of UAV; # Source IP Address field of
the RREP message do
5:  UAV;j: Set the next hop in its routing table;
UAV;: Unicast the RREP messages to the pre-
vious hop node based on the selected route;
7: end while
8: UAVg: Set the next hop field in its routing table;

9: UAVg: Transfer its data packets to UAVp through
this route;
End

« Preventing route failure
« Reconstructing failed routes

In the following, each of these steps is explained in
detail.

1) Step 1, Preventing route failure

In Step 1, the purpose is to detect and modify routes,
which are at the failure threshold, to avoid disrupting
the data transmission process in the network. If one
of the following three modes occurs, the established
route must be corrected to prevent it from being
failing:

e Mode 1 (Reducing energy of a node): If the
energy of UAV; in a route is less than the
threshold value (i.e. Eyay, < EThreshola), then
this node is at the failure threshold. As a result,
the route must be modified because UAV; cannot
participate in the data transmission process.
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TABLE 6: Fuzzy rule base in proposed fuzzy system
Fuzzy system inputs Fuzzy system output
Fuzzy rules Froute Hopcounr | Delayroure Bestroute
1 Low Low Low High
2 Low Low Medium Medium
3 Low Low High Low
4 Low Medium Low Medium
5 Low Medium Medium Low
6 Low Medium High Very low
7 Low High Low Low
8 Low High Medium Very low
9 Low High High Very very low
10 Medium Low Low Very high
11 Medium Low Medium High
12 Medium Low High Medium
13 Medium | Medium Low High
14 Medium | Medium Medium Medium
15 Medium | Medium High Low
16 Medium High Low Medium
17 Medium High Medium Low
18 Medium High High Very low
19 High Low Low Very very high
20 High Low Medium Very high
21 High Low High High
22 High Medium Low Very high
23 High Medium Medium High
24 High Medium High Medium
25 High High Low High
26 High High Medium Medium
27 High High High Low
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o Mode 2 (Increasing data traffic in a node):
If the data traffic of UAV; in a route exceeds
the threshold value (i.e. Tryay, > Trrpreshold)s
then the buffer capacity of this node is at a
the overflow threshold. Therefore, delay will be
increased in the data transmission process and
the route will be blocked. As a result, the route
must be modified because UAV; cannot transmit
data packets

o Mode 3 (Decreasing link quality between two
nodes): If the quality of the link between UAV;
and UAV; in one route is less than the threshold
value (i.e. Qrink,; < OThreshola), then the link
between these two nodes is at a failure thresh-
old. As a result, the path must be modified.

VOLUME 4, 2016

When one of the three modes occurs, UAV; checks
its routing table to identify routes, which includes
this node. Next, it sends the Warning message, which
includes the ID of UAV;, to its previous-hop nodes
in these routes. For example, see Figure [I8] In this
figure, assume that UAVs is at the failure threshold.
This node is in Route#1, which was established
in Section As a result, it sends a Warning
message to UAV, to correct the route.

Then, UAV; sends the Route Recovery message to
its neighboring nodes (i.e. UAVs, UAV,, UAV3, UAVs,
and UAVg). After they receive this message, the
neighboring nodes send their spatial coordinates to
UAV,. Among these nodes, UAV, selects a node that
is closest to UAV5s. This node is called an alternative
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FIGURE 18: Sending a Warning message to UAV,
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node (in this example, UAVy), which is also shown in
Figure

Then, it is necessary to check whether UAVg can
build a valid route to the destination node or not.
If a valid route is created (For example, Route#2),
then this new route replaces Route#1. It should be
noted that the data transmission process continues
through Route#1 until Route#2 is created. This
helps to ensure that the data transmission process is
not disrupted. After the route is corrected, Route#2
will be used for data transfer. See Figure Algo-
rithm [/] presents pseudo-code related to Step 1 (i.e.
preventing route failure). Also, Figure [21] shows the
flowchart of this process.

Algorithm 7 Preventing route failure
Input: UAV;,, i=1,2,....N
N: The number of UAVs in the network.
Output: The modified route
Begin
1: fori=1toN do
2 if EUAV,- < EThreshold OF TrUAV,- > Trrhreshold
or QLinkl',j < QThreshold then

3: UAV;: Send a Warning Message to the pre-
vious hop node (UAV);
4 UAV;: Send a Route Recovery Message to
its neighboring nodes (UAV,cighbor);
5: UAV peighbor: Send its spatial coordinates to
UAV;;
6: UAV;: Select the neighbor node closest
(that has not yet been selected) to UAV; as
U AValternative 5
7: if UAVjtemative Cannot create a valid route
then
8: Go to Line 6;
9: end if
10: UAV;: Select UAV;jeernative as its next hop
node in the routing table;
11:  endif
12: end for
End

2) Step 2, Reconstructing the failed routes
The purpose of the second step is to quickly recog-
nize and replace the failed routes to decrease inter-
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ruptions in the data transmission process. Therefore,
UAVs should periodically check the routes in their
routing table to recognize failed routes. For this pur-
pose, UAVs periodically sends the Route validation
message to UAVp through the route in its routing
table. For example, see Figure 22}

If this message reaches UAV), successfully, it indi-
cates that this path is still valid. As a result, UAVp
sends the ACK message to UAVs. This process is
shown in Figure 23]

Otherwise, if this message does not reach UAVp
correctly, it means that the route has been blocked.
Next, the RERR message is transmitted to UAVs as
shown in Figure@ In such cases, UAVg must restart
the route discovery process to create a new route to
UAVp. The pseudo-code related to the reconstruction
process of failed routes is presented in Algorithm [§]
Flowchart of this process is represented in Figure[25]

Algorithm 8 Reconstructing the failed route

Input: UAVy
UAVp
Output: New route
Begin
UAVg: Send a Route Validation Message to
UAVD;
if this route is valid then
UAVp: Send an ACK Message to UAVs;
Go to Line 1;
else
UAVg: Receive a RERR Message from the
intermediate node;
UAVg: Call Algorithm [T}
8: end if
End

AN A I =

~

VII. SIMULATION AND EVALUATION OF
RESULTS

In this section, our proposed routing scheme is im-
plemented using NS-Allinone-2.35 simulator soft-
ware to evaluate its performance. Then, we compare
the results obtained from this simulation with three
routing methods, namely ECaD [26], AODV [27],
and LEPR [30]. The RWP mobility model has been
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FIGURE 19: Sending Route Recovery message to neighboring nodes

used to simulate the movement of drones in FANET.
In RWP, the most important advantage is its sim-
ple implementation. For this reason, most routing
methods use this model to simulate the movement
of drones in FANET [4]. In the simulation process
of the proposed routing scheme, we assume that the
size of the FANET environment is equal to 2000 x
2000 x 1000 »23. Furthermore, the maximum number
of UAVs is 100 nodes in the network. They are
randomly and uniformly distributed in the network
environment. The simulation process time is 300
seconds. The simulation parameters are summarized
in Table [/} We evaluate the performance of the pro-
posed scheme in terms of end-to-end delay (EED),
packet delivery rate (PDR), routing overhead, route
stability and energy consumption.

A. END TO END DELAY (EED)

The End to end delay (EED) is equal to the average
time required from generating the data packet by the
source node to reaching the destination node. Figure
compares end-to-end delay in different routing
schemes with respect to the density of nodes in the

30

TABLE 7: Simulation parameters

Parameter Value
Simulator NS-2.35
Simulation environment size (m>) | 2000x2000x 1000
The number of UAVs 100
Simulation time (s) 1500
Speed of UAVs (m/s) 3,30]
Initial energy of UAVs (J) 2000
Mobility model RWP
Mobility generator MobiSim
Communication range () 300
Data packet size (kbit) 1
Path loss model Free-space

Mac layer standard

IEEE 802.11a

network. It should be noted that in this case, the
speed of UAVs is a constant value i.e. 30 m/s. As
shown in Figure [26] our proposed scheme has the
lowest delay compared to other routing methods. On
average, it can reduce delay by 20.01%, 48.68%,
and 65.78% compared to ECaD [26], LEPR [30],
and AODV [27], respectively. This is because we
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FIGURE 20: Route modification process

take into account route delay in the route discovery
process to select routes with the least delay for data
transmission. Whereas, this issue has been ignored
in both AODV [27]], and LEPR [30] schemes. As
a result, they are very extremely delayed in the
data transmission process. Based on these results,
it can be concluded that these two methods face a
serious challenge in large networks, i.e. high delay
during the data transmission process. This is a very
important problem in FANET, because it negatively
affects the stability of the routes. As shown in Figure
[26] ECaD [26] has an acceptable delay because it
has taken into account the route delay parameter in
the routing process. However, in this method, the
route failure probability is very high because ECaD
[26] ignores the link quality parameter in the route
discovery process and may select the low-quality
links in a route. This can increase the delay in the
data transmission process due to the modification or
reconstruction of the failed routes.

B. PACKET DELIVERY RATE (PDR)

Packet delivery rate (PDR) means the ratio of to-
tal received data packets at the destination node to
total data packets generated. Figure [27] illustrates
the packet delivery rate (PDR) in different routing
schemes with respect to the node density in the
network. It should be noted that in this case, the
speed of UAVs is a constant value, i.e. 30 m/s. As

VOLUME 4, 2016

shown in Figure 27, our scheme has the highest
PDR compared to other routing methods. On aver-
age, it improves the packet delivery rate by 14.04%,
60.92% and 54.63% compared to ECaD [26], LEPR
[30] and AODV [27], respectively. According to
Figure[27] when the number of nodes increases in the
network, the packet delivery rate is almost constant
in the proposed method. This means that our scheme
is scalable. Moreover, Figure28|compares the packet
delivery rate (PDR) in different routing schemes
with respect to the speed of UAVs in the network.
It should be noted that in this case, the number of
UAVs is fixed i.e. 50 nodes in the network. As shown
in Figure 28] when the speed of UAVs is increased
in the network, the performance of various routing
schemes are weakened and PDR is reduced. When
the speed of UAVs is increased in the network, the
routes created between UAVs become more unsta-
ble. As a result, the route failure probability in-
creases and the packet loss rate increases. In Figure
[28] the proposed method has the best PDR compared
to other routing schemes. Compared to AODV [27]],
our proposed scheme improves PDR almost twice.
Furthermore, on average, it increases PDR by 10.4%
and 46.55% compared to ECaD [26] and LEPR [30],
respectively. Because our proposed scheme designs
a route modification mechanism that corrects a route
quickly if the route is at the failure threshold. This
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FIGURE 21: The flowchart of preventing route failure

mechanism reduces the packet loss rate because it
can decrease the number of failed routes. On the
other hand, in the proposed method, we consider the
energy of the nodes in the route discovery process
to create stable routes and reduce the route failure.
However, this issue has been ignored in LEPR [30]]
and AODV [27]]. Also, ECaD [26] does not consider
the quality of communication links. Hence, this issue
can increase the probability of route failure and
decrease PDR.

C. ROUTING OVERHEAD
Routing overhead represents the ratio of all mes-
sages generated in the data transmission process to

32

messages received at the destination node. Figure[29]
compares the routing overhead in different schemes
with respect to the number of UAVs in the network. It
should be noted that in this case, the speed of UAVs
is a constant value i.e. 30 m/s. As shown in Figure
[29] the routing overhead of the proposed scheme is
higher than other routing methods. It increases the
routing overhead by 12.68% and 69.15% compared
to ECaD [26] and AODV [27], respectively. How-
ever, its overhead is 1.64% lower than LEPR [30].
Because our scheme requires to broadcast the route
recovery message during the route modification pro-
cess. Moreover, nodes broadcast their scores to the
single-hop neighboring nodes in the route discovery
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FIGURE 25: Flowchart of the reconstruction process of failed routes
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FIGURE 26: Comparison of different routing methods in terms of the end to end delay

process. This can increase communication overhead.
Also, based on Figure[29] it can be found that routing
overhead in low density of nodes in the network is
high for most routing protocols. Also, it is reduced
when the density of nodes is increased in network.
The reason for this is that in low density of nodes,
it is less likely to find appropriate paths. In this
case, AODV has a better performance than others,
because its route discovery mechanism is simple.
This mechanism is only based on broadcasting the
RREQ message between neighboring nodes to find
the appropriate path. Whereas, in ECAD, only high-
energy nodes can broadcast the RREQ message.
This limitation reduces the ability to find the route
between the two nodes, especially in low density of
nodes in the network. As a result, this can increase its
routing overhead. On the other hand, in our method,
nodes should calculate their score and share it with
their neighboring nodes. Then, only the nodes with
the high score can broadcast the RREQ message.
This limitation in our method increases routing over-
head, especially in low density of network nodes.

D. ROUTE STABILITY

Route stability is evaluated based on the number of
broken routes in the network. Obviously, if a routing
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method reduces the number of failed paths in the
network, it can establish more stable routes. Figure
[30]compares the number of broken paths in different
routing schemes with respect to the density of nodes
in the network. It should be noted that in this case,
the speed of UAVs is a constant value i.e. 30 m/s.
Note that the density of nodes in the network and
the number of broken paths are inversely related to
each other, meaning that as the density of nodes in
the network increases, the number of failed routes
decreases. In Figure @, this issue is evident in the
various routing schemes. However, we know that
the density of nodes is low in FANET. As a re-
sult, different routing schemes must be successful
in low-density networks. As shown in Figure [30]
the proposed scheme can create more stable routes
compared to other routing methods. On average, it
can reduce the number of broken paths by 17.82%,
44.68% and 58.49% compared to ECaD [26], LEPR
[30] and AODV [27], respectively. Moreover, Figure
[31] shows the number of broken paths in different
methods with respect to speed of UAVs in the net-
work. It should be noted that in this case, the number
of UAVs is fixed i.e. 50 nodes in the network. Note
that the route stability and speed of nodes in the
network have a reverse relationship with each other.
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FIGURE 27: Comparison of different routing methods in terms of the packet delivery rate

Therefore, if the speed of the nodes is high in the
network, then the number of broken paths increases,
which is also shown in Figure B;ﬂ In FANET, the
speed of the nodes is high, so a routing scheme must
be successful when the speed of the UAVs is high
in the network. As shown in Figure 31} the pro-
posed method has the least route failure compared
to other schemes. On average, our method reduces
the number of broken paths by 32.76%, 58.79% and
77.56% compared with ECaD [26], LEPR [30] and
AQODV [27], respectively. This is because we have
used a fuzzy system in the proposed routing scheme
to select the best route for data transmission. In
this fuzzy system, three parameters i.e. route fitness,
number of hops, and route delay, are considered as
inputs to select a route with the least delay, the best
fitness and the minimum number of hops. Route
fitness is determined based on the quality of the links
between UAVs, the energy of nodes, the distance
between UAVs, and the movement direction of UAVs
in a route. Therefore, this parameter can improve the
performance of our proposed method and increase
the route stability because routes with high energy
and appropriate quality are selected.
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E. ENERGY CONSUMPTION

Figure [32] compares different routing schemes in
terms of energy consumption. It should be noted that
in this case, the number of UAVs is equal to 100. As
shown in this figure, the proposed method has the
lowest energy consumption in comparison with other
methods. On average, it decreases energy consump-
tion by 10.42%, 11.89%, and 17.31% compared to
ECaD [26], LEPR [30], and AODV [27]], respec-
tively. LEPR [30] and AODV [27] do not consider
the residual energy of UAVs in their routing process.
This increases energy consumption and imbalanced
energy consumption in these schemes. Ultimately,
this issue reduces the network lifetime. Our proposed
method and ECaD [26] consider the residual energy
of nodes in the routing process to establish high-
energy routes. They don’t allow low-energy nodes
to participate in the route discovery process. This in-
creases energy efficiency and improves the network
lifetime. In addition, our proposed method seeks to
improve the route discovery process by consider-
ing various parameters such as movement direction,
residual energy of nodes, link quality, node stability,
hop count, and delay to build stable routes. As a
result, our method can reduce the number of broken
routes. This can improve energy consumption.
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VilIl. CONCLUSION

In this paper, we presented an energy-aware and
predictive fuzzy logic-based routing scheme in fly-
ing ad hoc networks. Our proposed routing scheme
included two phases: the route discovery phase and
the route maintenance phase. In this scheme, each
node must first calculate a score based on four pa-
rameters: movement direction, residual energy, link
quality, and node stability. If nodes obtain the re-
quired score, they can participate in the route dis-
covery process. In the route selection process, we
designed a fuzzy system to select a route with more
fitness, less delay and fewer hops for data transfer. In
the second phase, we examined the two processes,
namely preventing route failure and reconstructing
failed routes. Finally, the proposed routing scheme
was evaluated in terms of end-to-end delay, packet
delivery rate, routing overhead, and route stability,
and energy consumption. Then, the simulation re-
sults were compared with three routing methods,
namely ECaD [26], LEPR [30], and AODV [27].
These results show that the proposed scheme has
a successful performance in terms of delay in the
data transmission process. We also evaluated PDR
in different routing methods with respect to both
node density and speed of UAVs in the network.
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In both cases, our scheme had the highest PDR
compared to other routing methods. Therefore, it is
more compatible with FANET because of capability
of this scheme to form stable paths. According to
the simulation results, we deduced that our proposed
scheme has a successful performance in networks
with different sizes. This indicates that our scheme
is scalable. We compared routing overhead in dif-
ferent schemes with respect to the number of UAVs
in the network. This experiment show that routing
overhead in the proposed method is higher than other
routing schemes. Therefore, we must try to reduce
this weakness and provide a more efficient scheme in
future. In addition, we tested our routing scheme for
path stability with respect to both network density
and speed of UAVs in the network. These results
show that the proposed routing method outperforms
others, especially in low-density networks. There-
fore, it is more compatible with FANET. Moreover,
the proposed method can reduce the route failure in
the high speed of UAVs, which it is very desirable.
In the future research direction, we try to focus on
multi-path routing scheme in FANET to improve
fault tolerance in these networks. In addition, we
seek to use artificial intelligence (AI) and machine
learning (ML) techniques to present more efficient
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routing algorithms in FANET.

REFERENCES

[1]

[2]

[10]

[11]

[12]

[13]

[14]

40

0. K. Sahingoz, “Networking models in flying ad-hoc networks
(fanets): Concepts and challenges,” Journal of Intelligent &
Robotic Systems, vol. 74, no. 1, pp. 513-527, 2014.

M. A. Khan, A. Safi, I. M. Qureshi, and I. U. Khan, “Flying
ad-hoc networks (fanets): A review of communication archi-
tectures, and routing protocols,” in 2017 First International
Conference on Latest trends in Electrical Engineering and
Computing Technologies (INTELLECT), pp. 1-9, IEEE, 2017.
W. Zafar and B. M. Khan, “Flying ad-hoc networks: Techno-
logical and social implications,” IEEE Technology and Society
Magazine, vol. 35, no. 2, pp. 67-74, 2016.

D. S. Lakew, U. SaiAZad, N.-N. Dao, W. Na, and S. Cho,
“Routing in flying ad hoc networks: A comprehensive survey,”
IEEE Communications Surveys & Tutorials, vol. 22, no. 2,
pp. 1071-1120, 2020.

A. Chriki, H. Touati, H. Snoussi, and F. Kamoun, “Fanet: Com-
munication, mobility models and security issues,” Computer
Networks, vol. 163, p. 106877, 2019.

A. Bujari, C. E. Palazzi, and D. Ronzani, “Fanet application
scenarios and mobility models,” in Proceedings of the 3rd
Workshop on Micro Aerial Vehicle Networks, Systems, and
Applications, pp. 43-46, Association for Computing Machin-
ery, 2017.

F. De Rango, G. Potrino, M. Tropea, A. F. Santamaria, and
P. Fazio, “Scalable and ligthway bio-inspired coordination pro-
tocol for fanet in precision agriculture applications,” Computers
& Electrical Engineering, vol. 74, pp. 305-318, 2019.

A. G. Orozco-Lugo, D. C. McLernon, M. Lara, S. A. R. Zaidi,
B.J. Gonzilez, O. Illescas, C. I. Pérez-Macias, V. Najera-Bello,
J. A. Balderas, J. L. Pizano-Escalante, et al., “Monitoring of
water quality in a shrimp farm using a fanet,” Internet of Things,
p. 100170, 2020.

A. Bujari, C. T. Calafate, J.-C. Cano, P. Manzoni, C. E. Palazzi,
and D. Ronzani, “Flying ad-hoc network application scenarios
and mobility models,” International Journal of Distributed Sen-
sor Networks, vol. 13, no. 10, p. 1550147717738192, 2017.

O. Chughtai, M. H. Rehmani, L. Musavian, S.-M. Senouci,
S. Cherkaoui, and S. Mao, “Teee access special section editorial:
Flying ad hoc networks: Challenges, potentials, future appli-
cations, and way forward,” IEEE Access, vol. 9, pp. 74189—
74193, 2021.

V. Sharma and R. Kumar, “G-fanet: an ambient network forma-
tion between ground and flying ad hoc networks,” Telecommu-
nication Systems, vol. 65, no. 1, pp. 31-54, 2017.

I. Bekmezci, O. K. Sahingoz, and §. Temel, “Flying ad-hoc
networks (fanets): A survey,” Ad Hoc Networks, vol. 11, no. 3,
pp. 1254-1270, 2013.

I. U. Khan, I. M. Qureshi, M. A. Aziz, T. A. Cheema, and
S. B. H. Shah, “Smart iot control-based nature inspired energy
efficient routing protocol for flying ad hoc network (fanet),”
IEEE Access, vol. 8, pp. 56371-56378, 2020.

A. Nayyar, “Flying adhoc network (fanets): simulation based
performance comparison of routing protocols: Aodv, dsdyv, dsr,
olsr, aomdv and hwmp,” in 2018 International Conference on
Advances in Big Data, Computing and Data Communication
Systems (icABCD), pp. 1-9, IEEE, 2018.

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

(30]

A. Mukherjee, V. Keshary, K. Pandya, N. Dey, and S. C.
Satapathy, “Flying ad hoc networks: A comprehensive survey,”
Information and decision sciences, pp. 569-580, 2018.

A. Khan, F. Aftab, and Z. Zhang, “Bicsf: Bio-inspired cluster-
ing scheme for fanets,” IEEE Access, vol. 7, pp. 31446-31456,
2019.

A. Sharma, P. Vanjani, N. Paliwal, C. M. W. Bas-
nayaka, D. N. K. Jayakody, H.-C. Wang, and P. Muthuchi-
dambaranathan, “Communication and networking technologies
for uavs: A survey,” Journal of Network and Computer Appli-
cations, p. 102739, 2020.

Z. Guan, N. Cen, T. Melodia, and S. M. Pudlewski, “Distributed
joint power, association and flight control for massive-mimo
self-organizing flying drones,” IEEE/ACM Transactions on
Networking, vol. 28, no. 4, pp. 1491-1505, 2020.

H. Zhang, L. Song, and Z. Han, Unmanned aerial vehicle ap-
plications over cellular networks for 5G and beyond. Springer,
2020.

0. S. Oubbati, M. Atiquzzaman, P. Lorenz, M. H. Tareque, and
M. S. Hossain, “Routing in flying ad hoc networks: survey,
constraints, and future challenge perspectives,” IEEE Access,
vol. 7, pp. 81057-81105, 2019.

A. Srivastava and J. Prakash, “Future fanet with application and
enabling techniques: Anatomization and sustainability issues,”
Computer Science Review, vol. 39, p. 100359, 2021.

O. S. Oubbati, A. Lakas, F. Zhou, M. Giines, and M. B.
Yagoubi, “A survey on position-based routing protocols for
flying ad hoc networks (fanets),” Vehicular Communications,
vol. 10, pp. 29-56, 2017.

G. A. Walikar and R. C. Biradar, “A survey on hybrid routing
mechanisms in mobile ad hoc networks,” Journal of Network
and Computer Applications, vol. 77, pp. 48-63, 2017.

A. Yadav and S. Verma, “A review of nature-inspired routing
algorithms for flying ad hoc networks,” in Applications of
Artificial Intelligence in Engineering, pp. 197-203, Springer,
2021.

Q. Usman, O. Chughtai, N. Nawaz, Z. Kaleem, K. A. Khaliq,
and L. D. Nguyen, “A reliable link-adaptive position-based
routing protocol for flying ad hoc network,” Mobile Networks
and Applications, pp. 1-20, 2021.

0. S. Oubbati, M. Mozaffari, N. Chaib, P. Lorenz, M. Atiquz-
zaman, and A. Jamalipour, “Ecad: Energy-efficient routing in
flying ad hoc networks,” International Journal of Communica-
tion Systems, vol. 32, no. 18, p. e4156, 2019.

C. E. Perkins and E. M. Royer, “Ad-hoc on-demand distance
vector routing,” in Proceedings WMCSA’99. Second IEEE
Workshop on Mobile Computing Systems and Applications,
pp. 90-100, IEEE, 1999.

K. A. Darabkh, M. G. Alfawares, and S. Althunibat, “Mdrma:
Multi-data rate mobility-aware aodv-based protocol for fly-
ing ad-hoc networks,” Vehicular Communications, vol. 18,
p. 100163, 2019.

A. A. Deshpande, F. Chiariotti, and A. Zanella, “Smurf:
Reliable multipath routing in flying ad-hoc networks,” in
2020 Mediterranean Communication and Computer Network-
ing Conference (MedComNet), pp. 1-8, IEEE, 2020.

X. Li and J. Yan, “Lepr: link stability estimation-based pre-
emptive routing protocol for flying ad hoc networks,” in 2017
IEEE Symposium on Computers and Communications (ISCC),
pp. 1079-1084, IEEE, 2017.

VOLUME 4, 2016

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2021.3111444, IEEE Access

Sang-Woong Lee et al.: An energy-aware and predictive fuzzy logic-based routing scheme in flying ad hoc networks (FANETS)

IEEE Access

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

F. Aadil, A. Raza, M. F. Khan, M. Magsood, I. Mehmood, and
S. Rho, “Energy aware cluster-based routing in flying ad-hoc
networks,” Sensors, vol. 18, no. 5, p. 1413, 2018.

G. Gankhuyag, A. P. Shrestha, and S.-J. Yoo, “Robust and
reliable predictive routing strategy for flying ad-hoc networks,”
IEEE Access, vol. 5, pp. 643-654, 2017.

J. Liu, Q. Wang, C. He, K. Jaffres-Runser, Y. Xu, Z. Li, and
Y. Xu, “Qmr: Q-learning based multi-objective optimization
routing protocol for flying ad hoc networks,” Computer Com-
munications, vol. 150, pp. 304-316, 2020.

S. N. Shahbazova, M. Sugeno, and J. Kacprzyk, “Recent devel-
opments in fuzzy logic and fuzzy sets,” 2020.

Y. Chen, N. Zhao, Z. Ding, and M.-S. Alouini, “Multiple uavs
as relays: Multi-hop single link versus multiple dual-hop links,”
IEEE Transactions on Wireless Communications, vol. 17, no. 9,
pp. 6348-6359, 2018.

N. Baccour, A. Koubaa, L. Mottola, M. A. Zuniga, H. Youssef,
C. A. Boano, and M. Alves, “Radio link quality estimation
in wireless sensor networks: A survey,” ACM Transactions on
Sensor Networks (TOSN), vol. 8, no. 4, pp. 1-33, 2012.

C. J. Lowrance and A. P. Lauf, “Link quality estimation in
ad hoc and mesh networks: A survey and future directions,”
Wireless Personal Communications, vol. 96, no. 1, pp. 475—
508, 2017.

A. Vlavianos, L. K. Law, I. Broustis, S. V. Krishnamurthy, and
M. Faloutsos, “Assessing link quality in ieee 802.11 wireless
networks: Which is the right metric?,” in 2008 IEEE 19th In-
ternational Symposium on Personal, Indoor and Mobile Radio
Communications, pp. 1-6, IEEE, 2008.

SANG-WOONG LEE received the
B.S. degree in electronics and computer
engineering and the M.S. and Ph.D.
degrees in computer science and engi-
neering from Korea University, Seoul,
South Korea, in 1996, 2001, and 2006,
respectively. From June 2006 to May
2007, he was a Visiting Scholar with
the Robotics Institute, Carnegie Mel-
lon University. From September 2007 to

February 2017, he was a Professor with the Department of Com-
puter Engineering, Chosun University, Gwangju, South Korea. He
is currently a Professor with the School of Computing, Gachon
University, Seongnam, South Korea. His current research inter-
ests include face recognition, computational aesthetics, machine
learning, medical imaging analysis, and Al-based applications.

VOLUME 4, 2016

SAQIB ALI received his M.Sc. Infor-
mation Systems and Ph.D. degree in
Computer Science from La Trobe Uni-
versity, Australia. He is currently an
Associate Professor in the Department
of Information Systems, Sultan Qaboos
University, Muscat, Sultanate of Oman,
and his research interests include, In-
dustrial Informatics, Cyber Security for
Cyber Physical Systems and business

processes and Automation.

MOHAMMAD SADEGH YOUSEF-
POOR received B.Sc. degree in com-
puter science from Dezful Branch,
Payame Noor Universtiy, Dezful, Iran,
in 2010. He received the M.Sc. degree
in Artificial Intelligence (AI) Computer
Engineering at Department of Com-
puter Engineering, Dezful Branch, Is-
lamic Azad University, Dezful, Iran,
in 2017. His research interests include

Wireless sensor networks (WSNs), Internet of things (IoT), Ma-
chine learning, Pattern recognition, Cryptography and Network

security.

i

EFAT YOUSEFPOOR received B.Sc.
degree in Computer Hardware Engi-
neering from Jundishapoor University,
Dezful, Iran, in 2013. She received
the M.Sc. degree in Artificial Intelli-
gence Computer Engineering at Depart-
ment of Computer Engineering, Dezful
Branch, Islamic Azad University, Dez-
ful, Iran in 2019. Her research inter-
ests include Wireless sensor networks

(WSNs), Cryptography and Network security.

41

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2021.3111444, IEEE Access

IEEE Access

Sang-Woong Lee et al.: An energy-aware and predictive fuzzy logic-based routing scheme in flying ad hoc networks (FANETSs)

POOIA LALBAKHSH has more than
15 years of experience in academia and
industry working in the areas of deci-
sion support systems, simulation mod-
eling, machine learning, swarm intel-
ligence and universal Al. He received
his PhD in Computer Science and Com-
puter Engineering in 2017 from La
Trobe University, Melbourne, Australia.
He has completed several research and
industrial projects in the areas of capacity analysis, adaptive intel-
ligent trading, virtual therapy, financial distress analysis, network
monitoring, adaptive routing and capital market prediction. Pooia
has collaborated with several multidisciplinary teams from The
Defence Science and Technology Group (DSTG), The Australian
National University (ANU), La Trobe University, RMIT Univer-
sity, and Euler Capital Pty Ltd. He currently focuses on decision
support systems, optimization algorithms and Al-enabled cyber
security strategies.

DANIAL JAVAHERI received his BSc,
MSc (Hons.), and PhD (Hons.) degrees
in computer software engineering from
the Islamic Azad University (IAU) in
2012, 2014, and 2018 respectively. He
ranked first among graduates and com-
pleted his PhD with a GPA of 19.88/20
at the age of 28. He joined the cyber
security research center of IAU and the
APA specialized center of ITUMS as a
security specialist in 2015 and has maintained his role as a univer-
sity lecturer in a number of top universities in Iran. Over the past
decade, Dr. Javaheri has conducted extensive research in the fields
of software security, cloud computing, deep learning, intrusion
detection, and malware analysis with reputable entities worldwide
and has published several papers and books in relevant areas. Due
to his exemplary performance in education and research, he was
awarded Top Student and Top Graduate by Iran’s National Elites
Foundation in 2017-18, including being awarded several honors
by the university.

42

AMIR MASOUD RAHMANI received
his BS in Computer Engineering from
Amir Kabir University, Tehran, in
1996, the MS in Computer Engineering
from Sharif University of Technology,
Tehran, in 1998 and the PhD degree in
Computer Engineering from IAU Uni-
versity, Tehran, in 2005. Currently, he
is a Professor of computer engineering.
He is the author/co-author of more than
350 publications in technical journals and conferences. His re-
search interests are distributed systems, Internet of things and
evolutionary computing.

MEHDI HOSSEINZADEH received
his B.S. degree in computer hardware
engineering, from Islamic Azad Univer-
sity, Dezful branch, Iran in 2003. He
also received his M.Sc. and the Ph.D.
degree in computer system architecture
from the Science and Research Branch,
Islamic Azad University, Tehran, Iran in
2005 and 2008, respectively. He is the
author/co-author of more than 150 pub-
lications in technical journals and conferences, and his research
interests include SDN, Information Technology, Data Mining, Big
data analytics, E-Commerce, E-Marketing, and Social Networks.

VOLUME 4, 2016

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



