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Abstract 

Maintaining a high level of data security with a lowimpact on system performance is more challenging in 
wirelessmultimedia applications. Protocols that are used for wireless localarea network (WLAN) security are known 
to significantly degradeperformance. In this paper, we propose an enhanced security system for a WLAN. Our new 
design aims to decrease the processingdelay and increase both the speed and throughput of the system,thereby 
making it more efficient for multimedia applications. Ourdesign is based on the idea of offloading computationally 
intensiveencryption and authentication services to the end systems’ CPUs.The security operations are performed 
by the hosts’ central processor (which is usually a powerful processor) before deliveringthe data to a wireless card 
(which usually has a low-performanceprocessor). By adopting this design, we show that both the delayand the 
jitter are significantly reduced. At the access point, weimprove the performance of network processing hardware 
forreal-time cryptographic processing by using a specialized processor implemented with field-programmable gate 
array technology.Furthermore, we use enhanced techniques to implement theCounter (CTR) Mode with Cipher 
Block Chaining Message Authentication Code Protocol (CCMP) and the CTR protocol. Ourexperiments show that it 
requires timing in the range of 20–40 &#956;sto perform data encryption and authentication on differentend-host 
CPUs (e.g., Intel Core i5, i7, and AMD 6-Core) as compared with 10–50 ms when performed using the wireless 
card.Furthermore, when compared with the standard WiFi protectedaccess II (WPA2), results show that our 
proposed security systemimproved the speed to up to 3.7 times. 
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An Enhanced WLAN Security System With FPGA

Implementation for Multimedia Applications
Thaier Hayajneh, Member, IEEE, Sana Ullah, Bassam J. Mohd, and Kiran S. Balagani, Member, IEEE

Abstract—Maintaining a high level of data security with a low
impact on system performance is more challenging in wireless
multimedia applications. Protocols that are used for wireless local
area network (WLAN) security are known to significantly degrade
performance. In this paper, we propose an enhanced security sys-
tem for a WLAN. Our new design aims to decrease the processing
delay and increase both the speed and throughput of the system,
thereby making it more efficient for multimedia applications. Our
design is based on the idea of offloading computationally intensive
encryption and authentication services to the end systems’ CPUs.
The security operations are performed by the hosts’ central pro-
cessor (which is usually a powerful processor) before delivering
the data to a wireless card (which usually has a low-performance
processor). By adopting this design, we show that both the delay
and the jitter are significantly reduced. At the access point, we
improve the performance of network processing hardware for
real-time cryptographic processing by using a specialized proces-
sor implemented with field-programmable gate array technology.
Furthermore, we use enhanced techniques to implement the
Counter (CTR) Mode with Cipher Block Chaining Message Au-
thentication Code Protocol (CCMP) and the CTR protocol. Our
experiments show that it requires timing in the range of 20–40 µs
to perform data encryption and authentication on different
end-host CPUs (e.g., Intel Core i5, i7, and AMD 6-Core) as com-
pared with 10–50 ms when performed using the wireless card.
Furthermore, when compared with the standard WiFi protected
access II (WPA2), results show that our proposed security system
improved the speed to up to 3.7 times.

Index Terms—Field-programmable gate array (FPGA), IEEE
802.11i, multimedia security, wireless local area network (WLAN),
WiFi protected access II (WPA2).

I. INTRODUCTION

THE IEEE 802.11 standard is widely used to provide so-

lutions for wireless local area networks (WLANs). The

ubiquitousness of mobile devices and the availability of high-

speed broadband internet connections have exponentially in-

creased the use of multimedia applications supported by the

IEEE 802.11 standard [1]. The security of this technology,
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however, is a constant concern to all its users. In this re-

gard, determining the relationship between the strength of the

adopted security protocol and the performance of a WLAN

is of utmost importance [2]. This relationship becomes even

more important in applications that require a high quality of

service to operate properly, such as video conferencing and live

multimedia streaming [3], [4].

In general, the security in the IEEE 802.11 standard is clas-

sified into two main classes, i.e., prerobust security networks

(pre-RSNs) and RSNs [5]. The pre-RSN wired equivalent pri-

vacy (WEP) [6] was used to provide confidentiality, whereas

authentication is optional and can be offered using a shared

key. However, WEP was shown to be insecure [7]. On the other

hand, an RSN provides solutions to the security issues that

exist in WEP. Nowadays, WiFi Alliance must follow the IEEE

802.11i standard identified by WiFi protected access (WPA1)

[8] and WiFi protected access II (WPA2) [8] network security

certifications. WPA1 is stronger than WEP; however, it has few

security vulnerabilities and was replaced by WPA2 [9]. WPA2

is known to be secure as it relies on strong ciphers such as the

Advanced Encryption Standard (AES) . As a result, adopting

WPA2 security is expected to be computationally overloading

and requires considerable processing.

The WLAN authentication and privacy infrastructure is an-

other security standard that was developed and adopted in

China [10]. The protocol consists of two main security schemes,

i.e., the WLAN authentication infrastructure that authenticates

user identities and manages keys, and the WLAN privacy

infrastructure that protects the data transmitted on WLANs

and provides the encryption, data verification, and antireplay

functions.

The impact of security protocols on the performance of a

WLAN was investigated by researchers in literature. The major-

ity focused on the network throughput, whereas less attention

was given to the delay and the jitter. The studies on the impact

of security protocols on the performance of a WLAN reported

tangible degradation in performance when the WLAN applies

strong security protocols [11]–[15].

Potorac and Balan [16] studied the impact of security over-

heads on the IEEE 802.11 WLAN throughput. They provided

theoretical analysis about the impact of three security pro-

tocols on system performance. Their findings indicated that,

theoretically, the impact of WEP, WPA1, and WPA2 security

overheads is insignificant for large packets. They concluded

that the processing devices and computing resources that are

available at the level of the radio station need more processing

power for encryption. Thus, according to the work in [16], it is

possible to observe a smaller throughput or a larger delay, given

1932-8184 © 2015 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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that the communication processor cannot encrypt or decrypt

the data flow at the necessary speed. McCarter [17] presented

measurements that match the theoretical results presented by

Potorac and Balan [16].

It is imperative to provide adequate security and authentica-

tion services to wireless networks due to the sensitivity of the

applications they carry [18]. However, providing these services,

as well as getting a minimum processing delay, is challenging;

on one hand, encryption is a heavy process that needs many

transformations and calculations, and authentication needs to

verify each bit in the message, which consumes time. On the

other hand, wireless cards have limited resources, such as low

processor speed and limited memory capacity.

In this paper, we propose an enhanced security system for

WLANs. Our new design mainly decreases the processing

delay and increases both the speed and the throughput, thereby

making it particularly suitable for multimedia applications. Our

idea is to move the computationally intensive security part to

the end systems’ CPUs and use a WLAN with disabled security.

In fact, with disabled security (open access), a WLAN was

shown to have a lower delay or response time, a lower jitter, a

higher throughput, and less percentage of dropped packets [3],

[6], [8], [9], [13], [19].

At the end hosts, the encryption and authentication services

are performed before the data are passed to a radio card. Thus,

the expensive security part is applied to the data prior to its

delivery to a low-performance processor at the wireless card

and computed with the host central processor that is usually

powerful. Hence, the delay and the jitter are both expected to

be significantly small and negligible.

At the access point (AP), the increasing complexity of se-

curity protocols signifies the need to improve the performance

of network processing hardware for real-time cryptographic

processing. The cryptographic algorithms’ throughput and de-

lay can be improved by implementing the algorithms in spe-

cialized processors using an application-specified integrated

circuit (ASIC) solution or a field-programmable gate array

(FPGA) implementation. Although ASIC designs are superior

in performance, the FPGA implementation has the advantages

of a low cost, reprogrammability, and a short time to market.

Several hardware implementations to enhance the perfor-

mance of cryptographic algorithms have been proposed in

literature. Examples are included in [20] and [21]. Wang et al.

[20] presented an ASIC implementation with on-the-fly key

expansion and a reconfigurable core architecture. The de-

sign provides a throughput of up to 3.75 Gb/s at 102 MHz.

Chang et al. [21] discussed the FPGA implementation of a

32-bit AES algorithm. The design has a low area of 156 slices

and a throughput of 876 Mb/s.

Moreover, in this paper, we applied enhanced techniques

to implement both the Counter (CTR) Mode with Cipher

Block Chaining (CBC) Message Authentication Code Protocol

(CCMP) and the CTR protocol. The aim is to have the proto-

cols run with some parallel settings to improve their speeds.

The improvement is helpful in achieving a higher speed to

process high-data-rate multimedia applications. The proposed

enhanced system and the adapted techniques are implemented

and tested experimentally. As for the specialized hardware,

cryptographic techniques were designed and tested with the

FPGA technology.

The rest of this paper is structured as follows. Section II

briefs the related research in the field. Section III highlights

the main features and issues with WLAN security protocols.

Our proposed enhanced system is presented and discussed in

Section IV. Section V presents the system implementation and

evaluation results. Finally, Section VI concludes this paper.

II. RELATED WORK

The impact of security protocols on the WLAN performance

has been studied in literature from different perspectives. In

this section, we will highlight some of these studies. Barka and

Boulmalf [11] studied the impact of security protocols on the

throughput of a WLAN. They considered the impact of WEP

and WPA1, and they concluded that adding security causes a

decrease in the average network throughput and an increase

in the percentage of dropped packets for both Transmission

Control Protocol (TCP) traffic and User Datagram Protocol

(UDP) traffic. Moreover, they found that WPA1 has the largest

impact on the network performance due to the bigger key sizes

and the longer processing time.

Kolahi et al. [12] evaluated the impact of different security

protocols on the network throughput and the round-trip time

(RTT) for both the TCP traffic and the UDP traffic. In their

study, they considered different operating systems (Windows

server 2003, XP, and Vista). Similar to the work in [11],

the results showed that using security protocols reduces the

throughput and increases the RTT. The increase in the RTT was

more noticeable when larger encryption keys are used.

In [13], several experiments were carried out to explore the

impact of security protocols on the performance of voice traffic

and data traffic in a WLAN. In this study, the delay and the jitter

were only tested for the WEP protocol with a 64-bit key size,

which is not secure and can be broken in few seconds [7]. The

results showed a significant increase in the packet delay and the

jitter for the voice traffic.

Gin and Hunt [22] evaluated the impact of the IEEE 802.11i

standard security on the network throughput performance

with several experimental scenarios. The results showed slight

throughput degradation when adding security even with a larger

key length.

Begh and Mir [14] used IPTraffic to generate different rates

of the TCP and the UDP to quantify the impact of adding secu-

rity on the network throughput, the transmission delay, and the

packet loss. Results were obtained using five different security

settings, i.e., no security, WEP-64, WEP-128, WPA-Temporal

Key Integrity Protocol (TKIP), and WPA-AES. For traffic rates

of 1 and 5 Mb/s, the results showed no major degradation in

the network throughput (except for WPA-AES), no significant

increase in the transmission time, and an almost negligible

packet loss ratio. However, when the traffic rate was increased

to 12 Mb/s, noticeable detraction in the performance metrics

was noticed. Begh and Mir only performed their experiments

with a single wireless station and did not consider WPA2.

Baghaei and Hunt [15] investigated the impact of the WEP

protocol on the performance of a WLAN with various settings
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and key sizes. They concluded that the stronger the security

mechanism, the poorer the performance, although the degra-

dation is certainly not linear. Moreover, they found that the

response time increased with a stronger security mechanism

and when the network is congested. Hayajneh et al. [3] studied

the impact of security protocols on a WLAN with different

security settings. They mainly focused on multimedia appli-

cations, and their results showed tangible degradation in the

network performance with increased security.

Zhou et al. [23] proposed a joint physical–application layer

security architecture of wireless multimedia communication.

Their idea was to efficiently utilize the available network re-

sources by exploiting the security capacity and signal process-

ing technologies at the physical layer with the authentication

and watermarking strategies at the application layer. Moreover,

they incorporated the security capacity into security levels and

managed to have a tradeoff between the security level and

the communication overhead. Finally, they studied the impact

of the quality of the security service on wireless multimedia

networks.

Zhou and Chao [24] proposed a new media-aware security

framework for facilitating various multimedia applications in

the Internet of Things. At first, the heterogeneity of the diverse

applications was handled by creating methods for multimedia

traffic classification and analysis. Based on the classification,

they proposed a new media-aware traffic security architecture

and management scheme.

III. WLAN SECURITY

As with most wireless technologies, the security in a WLAN

is one of its main weaknesses. The communication medium,

where any malicious attacker can inject bogus messages, is

open and shared among the users. In this section, we provide

a brief description of the IEEE 802.11 security protocols (WEP,

WPA1, and WPA2) and highlight their main features and issues.

A. WEP

The WEP protocol is the first security protocol for WLANs

[6] that was designed as a part of the original IEEE 802.11 stan-

dard. Its intended purpose was to provide security to a WLAN

that is equivalent to the security of wired networks. WEP uses

the Rivest Cipher 4 (RC4) stream cipher for confidentiality

and the 32-bit cyclic redundancy check (CRC-32) for integrity.

WEP has been known to be insecure since 2001, and Tews and

Beck [7] surveyed the most common successful attacks against

WEP. Although WEP is widely used, it is agreed now that

WEP, with all its variations and modifications, is considered

insecure and should not be used. With the available tools such

as Aircrack, one can break the WEP security within minutes.

B. WPA1

WPA1 [8] was designed to overcome the security limitations

of the WEP protocol. WPA1 implements most of the IEEE

802.11i standard. It uses the TKIP [8] that uses a per-packet

key. Hence, unlike WEP, a new 128-bit key is dynamically gen-

erated for each packet. Consequently, most of the attacks that

compromised WEP were prevented. WPA1 replaced the in-

secure CRC that was used in WEP with a stronger message

integrity check. Although WPA1 addressed most of the prob-

lems that existed in WEP, it continues to show some security

limitations such as relying on the stream cipher and hav-

ing cryptographically weak integrity (the Michael algorithm).

Moen et al. [9] discovered weaknesses in the temporal key hash

of WPA1. Moreover, Tews and Beck [7] presented the details of

a potential attack to break WPA1.

C. WPA2

WPA2 [8], which is also referred to as IEEE 802.11i, replaces

WPA1 and implements the mandatory elements of the IEEE

802.11i standard. It uses a new AES-based encryption mode

CCMP that is highly secure. This resolved the security issue

with the TKIP in WPA1. WPA2 provides an RSN including

two new protocols, i.e., the four-way handshake and the group

key handshake. As elaborated earlier, Tews and Beck [7] and

Vanhoef and Piessens [25] showed that WPA and WEP have

major security flaws; hence, ZDNet reported that WEP and the

TKIP should be disallowed on WiFi. This leaves WPA2 as the

only security option without known or exploited security flaws.

Despite the fact that WPA2 provided a strong security

solution to WLANs, potential flaws in the algorithms that

were adopted by WPA2 remain questionable. For example,

Junaid et al. [19] and Khan et al. [26] showed that the initial

counter value used in the CCMP can be predicted and that

WPA2 is subject to dictionary attacks. Moreover, Mitchell and

He [27] concluded that, in the CCMP, management frames and

control frames are neither encrypted nor authenticated by the

link-layer encryption algorithm and are therefore vulnerable to

several threats, which were discussed in their paper. In addition,

they expected the CCMP to have some impact on the system’s

performance as it requires some hardware upgrades.

IV. PROPOSED ENHANCED SYSTEM

A. Main Idea

In this section, we present the main idea of our new approach

to provide security in a WLAN while reducing the impact on

the performance of the network. As we elaborated earlier, the

proposed approach is based on the fact that disabling the secu-

rity in a WLAN results in a higher throughput and significantly

lower delay and jitter. This fact was also agreed upon in other

research papers [3], [11], [12], [14], [15].

In this paper, we propose a solution to overcome the perfor-

mance degradation caused by using strong security protocols in

WLANs. The idea is to move the heavy security part to the

end systems’ CPUs and use a WLAN with a setting similar

to disabled security. With open access (disabled security), a

WLAN has the following advantages:

a) a higher throughput, which is also shown in [11], [12],

[14], and [15];

b) a lower delay or response time, which is also shown in

[12]–[14];

c) Less percentage of dropped packets, which is also shown

in [11].
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Fig. 1. Idea of the enhanced security system.

The heavy security part, i.e., authentication and encryption,

is to be applied to the data prior to its delivery to the processor

at the wireless card that typically has low performance. At

the end hosts, the encryption and authentication services are

performed before the data are passed to the radio card. Hence,

the computationally expensive cryptographic components are

computed with the host CPU that is usually powerful and can

process the encryption in much less time compared with the

radio card processor. Hence, with the proposed system, the

delay and the jitter are both expected to be significantly small

and negligible, thereby making the proposed system highly

efficient for multimedia applications.

At the AP, the cryptographic algorithms’ throughput and

delay can be significantly improved by implementing the algo-

rithms in specialized processors using the ASIC solution or the

FPGA implementation. Although ASIC designs are superior in

performance, the FPGA implementation has the advantages of

a low cost, reprogrammability, and a short time to market.

The decomposition of an algorithm (e.g., the security pro-

tocol) into two software and hardware components is the

essence of the partitioning problem in system design [28].

Partitioning primarily groups the algorithm instructions (e.g.,

steps) into blocks/functions and maps them to either a software

implementation or a hardware implementation. To strive for

optimum partitioning, a designer must carefully balance the de-

sired performance gains, the increased resources/complexity (of

area/power/energy), and the communication overhead amongst

the implementations. In this paper, we decided to move the

computation-intensive security part to the end systems’ CPUs

(which typically employ a power processor), as well as map the

AP network processing to the FPGA design. This partitioning

relieves the resource-constrained AP from intensive computa-

tions and improves its network performance.

Fig. 1 illustrates the idea of the proposed solution. The

laptops (or hosts) move the expensive cryptographic operations

to the main CPU (which is usually powerful). On the other

hand, at the AP, the FPGA processor performs for all the

encryption and authentication processing that are required by

the security protocols.

The proposed solution is only considered successful if it

causes a negative impact on the performance that is less than the

impact caused by the standard WPA2. As for the impact on the

throughput, Potorac and Balan [17] analytically proved that the

overheads in WPA1 and WPA2 are 20 and 16 bytes per packet,

respectively. Thus, it is less likely that the proposed solution

will have any impact on the throughput. In what follows, we

implement and test the proposed system to analyze its impact

on the delay and the jitter, which are the key metrics for

multimedia applications. Furthermore, we will also present the

details of implementing the design of our proposed system in

the FPGA technology and evaluate its performance.

B. Our WPA2 Modifications

The structure of the IEEE 802.11i RSN consists of five

distinct phases of operation. The main components are the

authentication server (AS), the AP, the mobile station (STA),

and the end station. The five phases are as follows [5].

a) Discovery: The AP advertises its security policy using

messages called beacons and probe responses that are

used by the STA to identify an AP for a WLAN with

which it wishes to communicate. Then, the STA asso-

ciates with the AP based on the choices presented by the

beacons and probe responses. The STA picks the cipher

suite and the authentication mechanism.

b) Authentication: In this phase, the STA and the AS prove

their identities to each other. The role of the AP is to

only forward traffic between the STA and the AS, and

to block nonauthenticated traffic until the authentication

transaction is successful.

c) Key generation and distribution: The AP and the STA

exchange few challenge–response messages that create

shared cryptographic keys between them. Two key hierar-

chies are defined by the IEEE 802.11i standard to specify

the interrelations of the keys [5]. The two key hierarchies

are the pairwise key hierarchy, which is designed for uni-

cast traffic protection, and the group key hierarchy, which

is intended for multicast/broadcast traffic protection.

d) Protected data transfer: Through the AP, frames are ex-

changed between the STA and the end station. However,

security is not provided end-to-end, and secure data trans-

fer only occurs between the STA and the AP.

e) Connection termination: In this phase, the secure connec-

tion is torn down, and the connection is restored to the

original state.

As observed from the phases of operation of the IEEE

802.11 RNS, during the first three phases, the STA and the AP

exchange the security policy and securely establish the crypto-

graphic keys. Afterward, the data are only securely transferred

between the AP and the STA, whereas it is the organizations’

responsibility to provide security for the data transfer between

the AP and the rest of the system.

In this paper, our proposed system modifies the phases of op-

eration of the IEEE 802.11i standard, as illustrated in Fig. 2. In

particular, after the third phase when the cryptographic keys are

ready and securely shared between the AP and the STA, these

keys are transferred to the operating system at the STA so that

the CPU performs data encryption and authentication. Since the

IEEE 802.11i standard allows the STA and the AP to select

and use several cryptographic algorithms, the operating system

is also informed about the chosen algorithms. Accordingly, in

phase four, the wireless card directly transfers the received data

to the AP without performing any encryption or authentication.

Similarly, at the AP, the cryptographic operations (encryption
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Fig. 2. IEEE 802.11i modified phases of operation.

Fig. 3. Standard CBC diagram.

and authentication) are carried by the specialized hardware

(the FPGA in our implementation).

The TKIP uses RC4 and the Michael message integrity code

(MIC), and they were broken with the practical attack presented

by Tews and Beck [7]; hence, the TKIP is not suitable for high-

assurance environments. In our implementation, we used the

CCMP, which is based on the CCM, which is a generic authen-

ticated encryption block cipher mode of the AES. According to

the IEEE 802.11i standard, the CCMP is mandatory for all RSN

compliance and is known to be secure.

C. Improvements on CCMP and CTR

The main issue with the encryption and authentication tech-

niques used in the CCMP is that it could be slow on both the

AP and the network interface controller (NIC) card. The MIC

computation with the CBC mode is a recursive process as each

step depends on the encrypted output of the previous step, and

so on. Thus, we have to wait all the way to the last block to get

the MIC as it is a series of operations, as shown in Fig. 3. This

process limits the maximum throughput of the algorithm and

increases the time to compute the MIC.

One approach to improve the performance is to break the

chain into two or more subchains, where the final output is the

XOR of the output of all the subchains. In our implementation,

we considered breaking the CBC chain to two parts, as shown

Fig. 4. Parallel CBC diagram.

in Fig. 4. Thus, theoretically, it is expected to reduce the time by

half. We will also present testing results in which this process

is broken into two, four, and eight chains.

As for the CTR mode, it can be also done in parallel over

multiple blocks of plaintext or ciphertext. Researchers agreed

that the CTR throughput is related to the amount of parallelism

that is achieved [29]. Thus, in our implementation, we have

used two parallel AESs in the CTR mode to improve the

throughput and the speed. Furthermore, we present testing

results for two, four, and eight parallel settings.

V. SYSTEM IMPLEMENTATION AND RESULTS

A. Experimental Testing

We first examine the impact of the security protocols on the

performance of a WLAN by conducting experiments over a

simple test bed. The performance of the network is examined

under four conditions, i.e., disabled security, WEP, WPA1, and

WPA2. Special attention is given to the impact of the security

protocols on the performance of the WLAN in high-data-rate

multimedia applications. These applications are most sensitive

to metrics such as the delay and the jitter; hence, these two

performance metrics were the focus in our experiments.

The test-bed scenario consists of four laptops and one AP.

The specification of the devices is as follows:

1) Linksys E2000 Cisco Advanced Wireless-N Router with

the following specifications:

a) supports up to 11 channels;

b) supports 802.11n, 802.11a, 802.11g, 802.11b, 802.3,

802.3u, and 802.3ab standards;

c) security features: WEP, WPA, and WPA2;

d) security key bits: up to 128-bit encryption;

2) Acer notebooks with the following specifications:

a) model: Acer Intel core i5, with a 2.24-GHz processor;

b) NIC model: Realtek register-transfer level (RTL)

Gigabit Family;

c) Operating system: Ubuntu 11.04.
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Fig. 5. Delay and jitter with security settings.

Fig. 6. Throughput with security settings.

While conducting our experiments, the devices were adjacent

(2–3 m) and isolated from other WiFi networks in the area to

avoid potential interference and coexistence issues [30]. The

experiments were all performed in the same location and within

a short period of time. This makes it likely that the potential

impact of multifading or the coexistence of other WLANs

would be similar for all the experimental scenarios.

We examined the effect of several security protocols on the

performance of a WLAN with multimedia applications. In our

scenarios, we transmitted high-definition video steaming traffic

between the wireless hosts. The throughput, the delay, and the

jitter for the four security settings, i.e., disabled security, WEP,

WPA1, and WAP2, were analyzed.

Fig. 5 shows the total average end-to-end round-trip delay

and jitter in milliseconds for the packets transmitted between

the two wireless hosts for the WEP, WPA1, and WAP2 security

protocols. The values in Fig. 5 were neutralized by subtract-

ing the delay and jitter values for the disabled-security case

from the WEP, WPA1, and WAP2 security protocol cases.

The results in Fig. 5 show that noticeable degradation in

the performance occurred when enabling security protocols

in the WLAN. Specifically, the delay and the jitter, which are

the key metrics for multimedia applications, were significantly

increased.

Similarly, Fig. 6 shows the throughput in megabits per sec-

ond for two data rate scenarios (high-data-rate and very-high-

data-rate scenarios) with the four security setting cases, i.e.,

disabled security, WEP, WAP1, and WPA2. This figure shows

that WEP has no tangible impact on the throughput. This is

because WEP is known to be light and does not cause a large

overhead. However, as for the WPA1 and WPA2 protocols, the

Fig. 7. WPA2 and Enhanced-WPA2 comparison.

TABLE I
MIC WITH THE CCMP TIMING RESULTS IN MICROSECONDS

TABLE II
AES CTR-MODE TIMING RESULTS IN MICROSECONDS

throughput was affected with the very-high-data-rate case. This

indicates that the multimedia traffic overwhelmed the network

capacity. The throughput in the high-rate scenario was higher

compared with that in the very-high-rate scenario.

The proposed system, which is referred to as Enhanced-

WPA2, is also implemented and tested using the same test-bed

settings. Fig. 7 shows the increased ratio (as compared with the

disabled-security case) in the delay and the jitter for the WPA2

security and the proposed Enhanced-WPA2 system. The results

in Fig. 7 show that our Enhanced-WPA2 system only increased

the delay and jitter values by approximately 20% compared

with the disabled-security case. On the other hand, WPA2 has

almost doubled the values of the delay and the jitter. These

results were obtained for the Enhanced-WPA2 system without

the parallel setting suggested in the previous section. With the

parallel CBC and CTR settings, we obtained a speed of up to

3.85. These results vary depending on the type of traffic that run

on the network; however, the improvement was more significant

with the high-rate multimedia traffic.

We have further tested our proposed security system by

running the encryption and authentication services on the end

hosts’ CPU. Table I shows the timing results for running the

MIC with the CCMP on an Intel Core i5, Intel Core i7, and

AMD 6-Core processors with standard and several parallel

settings of two, four, and eight. Similarly, Table II shows the

timing results for running the AES in the CTR encryption mode

using the same CPUs and settings. The results confirm our
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Fig. 8. CBC hardware design.

thesis that running the authentication and encryption services

with the powerful CPU at the end hosts results in small or

negligible delays (20–40 µs) compared with the delay that

occurred at the NIC card (10–50 ms).

B. Hardware Design

Numerous technology options could be used to realize the

encryption algorithms in the hardware. In this paper, we imple-

mented the design in the FPGA technology for the following

reasons. In general, the FPGA solution provides a reduced

development cost, a shorter time to market, and a flexible and

configurable design. Additionally, the embedded resources in

the processors and random access memory devices enhance

the speed of the arithmetic operations, such as the Galois field

operations [31]. Understandably, the price of the flexibility is

lower performance [32].

The flexibility provided by reconfiguring and reprogramming

the hardware design is a great feature of the FPGA technology.

It facilitates algorithm agility (i.e., the switching of algorithms

during operation), algorithm upload (i.e., upgrading the device

with a new algorithm), and algorithm modification [33]. For

instance, it is desirable in some cases to upload proprietary

S-boxes instead of the standard S-boxes. The FPGA design al-

lows the replacement of S-boxes. Another example is updating

the elliptic curve cryptography implementation by modifying

the curve parameters’ hardware implementations [31]. In [34],

it was noted that a reconfigurable hardware design is capable of

evolving with algorithms and resisting new strains of attacks.

Realizing the encryption algorithm on an FPGA board con-

sists of several steps. First, the algorithm is implemented in

a hardware description language (HDL), e.g., Verilog
TM

. The

implementation is performed at the RTL. Figs. 8 and 9 show

the block diagrams of the implemented CBC and CTR designs,

respectively. The HDL design is then verified by dynamic

simulations. Dynamic simulations are performed using the

Modelsim software tool. Fig. 10 shows the waveform for the

input and output signals generated by the AP for the CTR AES

encryption. Clearly, Fig. 10 illustrates the correct behavior of

the implementation.

After the verification of the HDL code, the code is com-

piled with the Altera software before it is downloaded on the

FPGA board. Initially, the HDL code is compiled using Altera

Quartus-II [35], with Cyclone II as the target device [36]. The

next step is to analyze the generated results by Quartus-II,

including resources, timing, and power reports. In what follows,

we discuss the FPGA design results.

Table III highlights the resource utilization results expressed

in logical elements (LEs). The number of LEs indicates the

area of the synthesized design. LEs are the smallest unit used

in the logic circuits implemented in the Altera FPGA. These

elements are configured as a combinational circuit, registers,

and both. The parallel design understandably requires 2.4, i.e.,

the number of the standard design LEs, because of the added

parallelism.

The timing results for the different implemented designs

are summarized in Table IV. The exhibited results include the

following categories: the propagation delays from the primary

inputs to the register (Tsu), from the register to the primary

outputs (Tco), and from register to register (Clk-Clk). As shown

in Table IV, the parallel design has slightly shorter timing

delays compared with the standard design due to lesser levels of

logic. Based on the Modelsim simulations, the total time for the

parallel design is 770 ns, whereas the total time for the standard

design is 2830 ns. This implies that the speedup ratio is 3.7,

which is an outstanding result.

In the power analysis, the signal activities (generated from

the Modelsim simulations) are annotated to the synthesized

HDL design. The reported power is the core dynamic power

that consists of the combinational logic power, the register

power, and the clock circuitry power. Table V shows the power

dissipation of the standard and parallel designs. Justifiably,

the parallel setting consumes more power due to the extra

employed resources. Next, the energy consumption is computed

by multiplying the design time (see Table IV) by the power dis-

sipation (see Table V). The computed energy numbers, which

are listed in Table V, show that the parallel design dissipates

less energy.

VI. CONCLUSION

The security protocols used in WLANs are known to degrade

the system performance, which is critical for video streaming

and multimedia applications. In this paper, we have proposed

an enhanced security system for a WLAN with the objective of

decreasing the processing delay and increasing both the speed

and the throughput. The proposed system moves the compu-

tationally intensive security components to the end systems’

CPUs and uses the WLAN with a disabled-security setting.

The encryption and authentication services are performed by

the end hosts’ powerful CPUs before the data are passed to

a radio card (which has a relatively less powerful processor).

As demonstrated by the results of our experiments, offloading
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Fig. 9. CTR hardware design.

Fig. 10. Modelsim wave diagram at the AP.
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TABLE III
RESOURCE UTILIZATION

TABLE IV
TIMING ANALYSIS (IN NANOSECONDS)

TABLE V
POWER AND ENERGY RESULTS

security-related computations to the end hosts significantly

decreased the delay and the jitter. At the AP, the data were

encrypted and authenticated using a specialized processor. Our

experiments showed that the time to perform data encryption

and authentication at the end hosts’ CPUs (e.g. Intel Core i5, i7,

and AMD 6-Core) is orders of magnitude lower than when

performed using the wireless card. Moreover, our proposed

security system achieved improvement in the speed of up to

3.7 compared with the standard WPA2. Finally, we im-

plemented our proposed system in the FPGA technology.

Quartus-II was used to analyze the design in terms of resources,

timing, and power.
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