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To access a network system legally, efficiently and securely, the authentication scheme is essential and very
important. In this paper, we propose a nonce-based authentication scheme using smart card. We use Diffie-
Hellman scheme to enhance the security of our protocol. To lessen the computation load, the remote system
alone proceeds the exponentiation computation and it also implements only once. The other computations
are all concerned with simple one-way hash functions or exclusive-or operations. No verification table
is needed in our protocol. The protocol provides not only mutual authentication between a user and the
remote server but also achievement of key agreement. The protocol also supports convenient password
update at the user’s terminal. To avoid the identity duplication, we introduce the idea of transformed
identity in our protocol.

Povzetek: Opisana je nova shema dostopa do omrežja s pomočjo pametne kartice.

1 Introduction
In recent years, people communicate via networks much
more frequently than before. The frequency that net-
work users transmit information and share the comput-
ing resources increases very quickly. Moreover, with e-
commerce being prosperous, people use computers daily
to link with server to ask for service. In these situations,
the remote authentication and network security become in-
evitable and very important.

The authentication scheme is an essential part to assure
legitimate, secure and efficient access to a network system.
Among authentication schemes, password-based authenti-
cation is widely used. But password-based authentication
is vulnerable to the dictionary attacks [1,2,3,4], i.e. the
password guessing attacks, because people are inclined to
choose easy-to-remember identities or meaningful phrases.
As a result, a number of protocols have been proposed to
overcome the guessing attacks [1,5–7]. Some of the im-
proved protocols [1,8–12] use public key encryption in au-
thentication. The others [6,11,12,14] use nonces and one-
way hash functions. The nonce-based protocol is more se-
cure because the nonce is randomly generated. As for one-
way hash functions, it is irreversible. Thus, the protocol
using hash functions and nonces is safe and secure.

Recently, some authentication protocols using smart
card have been proposed [6,11,12,14]. Using smart card
has many merits. Not only can it implement computations
and store a wealth of useful information, like identifica-
tion number, password and basic personal data, but also
it is portable. Although the protocol using public key en-
cryption is much more secure, it may incur a burdensome
computation load. Therefore, we propose an authentica-
tion protocol using Diffie-Hellman scheme [15] to enhance
the security level and efficiency but to reduce the compu-
tation load for a smart card. In our method, the smart card
is responsible for simple computations and the server is re-
sponsible for complicated ones. The proposed scheme also
uses the one-way hash function and the exclusive-or oper-
ation to maintain security and convenience. To prevent the
replay attacks and the synchronization problem, we adopt
the nonces in our scheme instead of using time-stamp. Fur-
thermore, we introduce the design of transformed identity
[16] in our scheme to avoid the duplication of identities.

The rest of this paper is organized as follows: Some re-
lated schemes are reviewed in Section 2. The proposed
authentication scheme is described in Section 3. The secu-
rity analysis of our scheme is discussed in Section 4. The
efficiency and specialities of the proposed scheme are dis-
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cussed in Section 5. The functionality and performance of
the proposed scheme are compared with related schemes
and the result is listed in Table 1. Finally, the conclusions
are given in Section 6.

2 Reviews of related schemes

In this section, we review some related schemes briefly and
closely.

2.1 Chien and Jan’s scheme (ROSI scheme)

Chien and Jan proposed a nonce-based authentication
scheme using smart card: Robust and Simple authentica-
tion protocol (ROSI) [6], in 2003. The ROSI scheme con-
sists of two phases: “The registration phase” and “The au-
thentication phase”.

In the scheme, a prospective user, u, selects his identity,
IDu, password, PWu, and an initial nonce, N1. Then, the
user transmits these values to the server, S, in registration
phase. After accepting the application, the server stores
IDu and h2(PWu||N1) in its database, where the symbol
“ || ” is the string concatenation. The server also uses its
secret key to calculate some parameters and stores them in
a smart card. Then, the server issues the smart card to the
applicant, u. After the authentication phase, the user and
the server can mutually authenticate each other. However,
in this scheme, it is necessary to set up a verification table
and a legitimate user cannot update his password conve-
niently and freely when the security faces potential threats.

2.2 Juang’s password authenticated key
agreement scheme

In Juang’s authenticated key agreement scheme using smart
card [12], two phases are included: “The registration
phase” and “The login and session key agreement phase”.

A prospective user submits his identity and password to
the server for registration. After getting a smart card, the
user can use it to access the server. The user applies his
smart card to compute a secret key and uses the key to en-
crypt a message, which includes a random value and an au-
thentication tag. After receiving the message, the server
computes the secret key and decrypts the received mes-
sage to extract the embedded authentication tag. Then, the
server verifies the validity of this tag. In order to attain
the shared session key, the user’s smart card has to encrypt
a forwarding message and decrypt the received message
from server to perform a nonce-checking. In this scheme,
we found that the smart card should encrypt and decrypt
several messages by using the cryptographic scheme. In
this situation, the smart card has to compute the modular
exponential operations, which require a large amount of
computations. These computations may overload the ca-
pability of the smart card.

2.3 Hwang et al’s remote user
authentication scheme

The scheme [14] is comprised of three main phases and
an additional one. The main phases are “The registration
phase”, “The log in phase” and “The authentication phase”.
The additional phase is “The password changing phase”
within the user’s discretion.

When a prospective user, u, wants to register with a
server, S, he submits his identity, IDu, and a hash value of
password, h(PWu) to the registration center of S. Then,
the center uses the server’s secret key, xs, and the hash
value of password to compute a shifted password, PW1u =
h(IDu ⊕ xs) ⊕ h(PWu) and stores it with the hash func-
tion, h(·), into a smart card, where “⊕ ” is the exclusive-or
operation. Then, the smart card is issued to the user.

To access the server, the user connects his smart card
to a card reader and keys in his identity and password at
the user’s terminal. The smart card executes the exclusive-
or operation on the shifted password and h(PWu) to at-
tain a crucial parameter, h(IDu ⊕ xs). The smart card
then combines this parameter with a time-stamp to com-
pute an authenticating value. Next, the user transmits these
values to the server for authentication. On receiving the
messages, the server executes the verification procedures
and performs the authentication. However, although the
scheme can verify a legitimate user, the user and the server
cannot achieve the mutual authentication and the session
key agreement. The scheme cannot avoid the time syn-
chronization problem, either.

2.4 Behind the reviews

In reviewing the related schemes, we are motivated to pro-
pose an improved scheme. Not only do we supplement
the deficiencies, but we also enhance the efficiency and the
functionality. In our scheme, the verification table is not re-
quired and the mutual authentication can be achieved. Fur-
thermore, a user is allowed to select and update his pass-
word freely. Finally, the computation cost is reduced in the
proposed scheme.

3 The proposed authentication
scheme

Our authentication scheme consists of four phases: the reg-
istration phase, the login and authentication phase, the key
agreement phase and the password update phase. As men-
tioned before, for the sake of security, we prefer to adopt
modular exponentiation in registration phase. But, it is per-
formed only at the remote server to reduce the computa-
tion load for smart card. The login phase is executed at
the user’s terminal and the authentication is verified mutu-
ally between the user and the server. The key agreement is
achieved by the user and the server respectively, and is kept
temporarily for mutual communication in the session. As



AN EXQUISITE MUTUAL AUTHENTICATION. . . Informatica 33 (2009) 125–132 127

for the password update phase, it is completed only at the
user’s terminal.

To describe our proposed scheme with ease, we use the
following symbols and operations:

1. The operator “ ⊕ ” is the bit-wise exclusive-or opera-
tion.

2. The symbol “ || ” is the string concatenation.

3. The function “ h ” is a one-way hash function.

4. For the sake of convenience, let the expression “
X −→ Y : M ” mean a sender X transmits a message
M to a recipient Y .

3.1 The registration phase

The registration phase is performed with the remote server.
When a person, u, wants to be a legitimate user to a server,
S, he offers an account application to S. The procedure is
as follows:

Step 1: u −→ S : IDu, PWu. Responding the challenge
from the server, the applicant submits his identity,
IDu, and password, PWu, to the server for registra-
tion via a secure communication channel. Both IDu

and PWu are selected by himself freely.

Step 2: After receiving the response, the server confirms the
formats of the submitted identity and password first.
Then, the server takes note of the registration time,
TSu and archives the user’s IDu and related TSu for
later authenticating use. Then the server performs the
following four processes:

(1) Compute the transformed identity [16], TIDu =
TSu||IDu, automatically by itself. The trans-
formed identity, TIDu, can ensure the unique-
ness of the identity. At this stage, the appli-
cant only needs to remember his selected iden-
tity, IDu, and password, PWu.

(2) Compute Au = h(TIDu⊕ x), where the param-
eter x is the secret key of S and is kept confiden-
tially.

(3) Compute Bu = (gAu mod p)⊕PWu, where p is
a large prime positive integer and g is a primitive
element in Galois field GF (p).

(4) Store the values, TSu, Bu and h(·), in a smart
card and issue the smart card to the applicant.

3.2 The login and authentication phase

When a legitimate user, u, intends to login the server, S, the
user’s terminal and the server need to mutually authenticate
each other.

Step 1: u −→ S : M1 = {IDu, NTIDu, Cu}.
The user, u, connects his smart card to a reader. The
smart card challenges the user for his identity, IDu,
and password, PWu, which are selected at his appli-
cation. The smart card automatically performs the fol-
lowing processes:

(1) Generate a nonce, nu. Store the value, nu, tem-
porarily until the end of the session.

(2) Retrieve the stored registration time to generate
the transformed identity, TIDu = TSu||IDu.

(3) Compute NTIDu = TIDu ⊕ nu.

(4) Compute the value Cu = h(Bu ⊕ PWu)⊕ nu.

(5) Send the message M1 = {IDu, NTIDu, Cu} to
the server, S.

Step 2: S −→ u : M2 = {Du, NTIDs}.
After receiving the message M1, S does the following
processes:

(1) Retrieve from the database the registration time,
TSu, which is corresponding with the identity,
IDu, of the connecting user. If no such corre-
sponding user matches, the server terminates the
connection. Otherwise, it goes on to the next
processes.

(2) Compute TIDu = TSu||IDu, and n′u =
NTIDu ⊕ TIDu.

(3) Compute Au = h(TIDu ⊕ x) and gAu mod p,
then h(gAu mod p).

(4) Compute n′′u = Cu ⊕ h(gAu mod p). If n′u =
n′′u, the received NTIDu is truly sent from u and
the parameters n′u and n′′u should be the same
as nu, which is generated by the smart card at
the user’s terminal. Hence, the legitimacy of the
connecting user is authenticated. See Theorem
1. So, the communication will carry on. On the
other hand, if n′u 6= n′′u, the server terminates the
connection. Furthermore, the server stores nu in
memory temporarily for later use.

(5) Create a nonce, ns, randomly. Compute Du =
Cu⊕nu⊕ns and NTIDs = TIDu⊕ns. Then the
server sends the message, M2 = {Du, NTIDs},
to the connecting user, u.

Theorem 1: If n′u = n′′u, the user, u, is authenticated.

Proof. Since NTIDu = TIDu ⊕ nu, thus, n′u =
NTIDu ⊕ TIDu = nu.
Also, given Bu = (gAu mod p)⊕ PWu, we have

Cu = h(Bu ⊕ PWu)⊕ nu

= h((gAu mod p)⊕ PWu ⊕ PWu))⊕ nu

= h(gAu mod p)⊕ nu.
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Then,

n′′u = Cu ⊕ h(gAu mod p)
= h(gAu mod p)⊕ nu ⊕ h(gAu mod p)
= nu.

It follows that n′u = n′′u = nu.
The nonce, nu, is generated at the user terminal when
the user, u, inserts his smart card into a card reader. So
it is fresh and unique. It is also embedded in NTIDu

and never exposed. No one can impersonate it or
pry about it. Both TIDu and NTIDu are unique, and
NTIDu can be computed by u only. Once n′u = n′′u
is proven, we verify NTIDu is really transmitted by
u. Hence, the genuineness of the user, u, is authenti-
cated.

Step 3: u −→ S : M3 = {Eu}.
When u receives the message M2, he executes the fol-
lowing processes:

(1) Compute n′s = NTIDs ⊕ TIDu and n′′s =
Cu ⊕ nu ⊕ Du. If n′s = n′′s , the communica-
tion goes on. In this situation, both n′s and n′′s
are equal to ns, which is generated by the server.
Thus, the server is authenticated. See Theorem
2. On the other hand, if n′s 6= n′′s , u ceases the
communication. Furthermore, u keeps ns tem-
porarily at the user terminal for later use.

(2) Compute Eu = (Cu ⊕ nu)||(ns + 1). Then u
sends the message M3 = {Eu} to S. The pa-
rameter ns + 1 is the response to the server.

Theorem 2: The server, S, is authenticated if n′s =
n′′s .
Proof. Since NTIDs = TIDu ⊕ ns, n′s = NTIDs ⊕
TIDu = ns.
Also, since Du = Cu ⊕ nu ⊕ ns, n′′s = Cu ⊕ nu ⊕
Du = ns.
Then, we have n′s = n′′s = ns.
The nonce, ns, is immediately generated by S, when
S verifies the genuineness of the user, u. So ns is fresh
and unique. The transformed identity, TIDu is also
unique. Thus, NTIDs is unique and it can be com-
puted by the server only. Furthermore, Du is com-
puted with Cu, nu and ns. A false server can not forge
all of them. Once n′s = n′′s is proven, the integrity of
S is authenticated.

Step 4: After receiving the message, M3, the server finds
Eu in it. Since Bu ⊕ PWu = gAu mod p, Cu =
h(Bu ⊕ PWu) ⊕ nu = h(gAu mod p) ⊕ nu. Thus,
Cu⊕nu = h(gAu mod p). So, Eu = (Cu⊕nu)||(ns+
1) = h(gAu mod p)||(ns+1), and it is really the string
concatenation of h(gAu mod p) and ns+1. The server
can easily extract ns +1 from Eu and find ns in there.
At this time, the server ensures that the authenticating
user does have the nonce, ns.

Now, both the user and the server can try for a session key
agreement.

3.3 The key agreement phase
After receiving the nonce, ns, sent from the server, the user
creates a session key SKu = h((Bu ⊕ PWu)||ns||nu).
Once the server ensures that u has the nonce, ns, it gen-
erates a session key SKs = h((gAu mod p)||ns||nu).

Since Bu = (gAu mod p) ⊕ PWu is computed in the
registration phase,

h((Bu ⊕ PWu)||ns||nu) = h((gAu mod p)||ns||nu).

Thus, SKu = SKs. Therefore, the key agreement is
achieved and the session key for the session communica-
tion is

SK = h((Bu⊕PWu)||ns||nu) = h((gAu mod p)||ns||nu).

3.4 The password update phase
When a user wants to change his password for personal
reasons or for the sake of security. He can do so at the
user’s terminal by performing the following:

Step 1: Insert the smart card into a reader and announce a
password update request at the user’s terminal.

Step 2: Key in the original password, PWu. The smart card
calculates Bu ⊕ PWu.

Step 3: Responding to the challenge of the smart card, the
user gives a new password PW ∗

u . The smart card cal-
culates B∗

u = (Bu ⊕ PWu)⊕ PW ∗
u and then replaces

Bu with this new B∗
u. At this time, the password up-

date phase is completed.

4 Security analysis
Not only do we concern with the efficiency and the spe-
cialties of our scheme, but also we ask for security and the
computational complexity in our proposed scheme. In this
section, we will display the strength of our scheme first,
and later we discuss the computational complexity. The
security analysis is listed as follows:

(1) Our scheme can overcome the guess attacks:
The user is allowed to select his own identity and pass-
word freely in our scheme, so he is apt to choose
easy-to-remember or meaningful identity and pass-
word. In this situation, it seems easy to guess the
identity and the password of a legitimate user. How-
ever, the construction of transformed identity in our
proposed scheme makes the transformed identity be
an independent unity. The uniqueness can prevent the
transformed identity from being duplicate and resist
the guess attacks. An intruder guesses a legitimate
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user’s identity. The guessed identity can not be con-
verted into a valid transformed identity without the
exact registration time, which is stored in the user’s
smart card. As a result, a intruder’s intent to access a
remote server should be rejected without a valid trans-
formed identity.

(2) Our scheme is capable of resisting the man-in-the-
middle attacks:
A malicious intruder may intercept or eavesdrop on
the communication between a legitimate user, u, and
the server, S. After intercepting the message M1 sent
by u, he may impersonate u and replay the message
to S. Then, he waits for a response message from S.
The intruder can not compute the efficient TIDu from
the intercepted NTIDu without the nonce, nu, which
is generated randomly by the smart card and is never
exposed on the communication. Even though the in-
truder has the response message, M2, from S, he can
not extract the nonce, ns, from NTIDs, which is in-
cluded in M2, because he has no TIDu at hand. The
nonce, ns, is generated by S and is needed to authen-
ticate the server in Step 3(1) in the login and authen-
tication phase. This nonce is also required to achieve
the session key agreement. Furthermore, the intruder
must respond the server with ns + 1. Because the
nonce, ns, is unavailable, this response can’t be com-
pleted, either. Eventually, an illegitimate user should
be rejected and the connection is terminated.

On the other hand, when a malicious person intercepts
the message M1, he may pretend to be the server that
u is connecting to. Furthermore, he has no TIDu and
he can’t compute it because he has no TSu at hand.
The intruder has no nonce, nu, either. Thus, he can
not send an available parameters to the user u for au-
thenticating the integrity of the server. The communi-
cation terminates when the authentication fails.

(3) An intruder can not achieve session key agreement:
The user’s password is never exposed in the transmis-
sion. An intruder can not intercept the password or
any information about it. Meanwhile, the parameter
Bu is stored in the user’s smart card, no one can access
it. So, the parameter gAu mod p can not be computed
from Bu ⊕ PWu. On the other hand, if an intruder
intends to compute gAu mod p directly. He needs to
compute Au = h(TIDu ⊕ x) first. But, the secret
key x of the server is kept confidentially. No one can
have it. Hence, it is impossible to compute gAu mod p
directly. Therefore, no session key agreement can be
achieved without all of gAu mod p, nu and ns at hand.

(4) An intruder will be confronted with the complexity of
the discrete logarithm:
The secret key x of the server is protected by the one-
way hash function. It is not possible to derive it from
Au = h(TID ⊕ x). Trying to solve out Au from
gAu mod p is also impossible, because the adversary

will be confronted with the difficulty and the complex-
ity of the discrete logarithm problem. Without secret
key x, an adversary can not pretend to be the server,
S, in the communication. The parameter, Bu, can’t
be derived without Au. Thus, an adversary can not
pretend to be the connecting user, u, either.

5 The efficiency and specialties of
our scheme

From the procedures of the construction, we point out some
merits in our scheme. We concern not only efficiency but
also special properties.

(1) No verification table is needed:
Once a prospective user, u, offers his identity, IDu,
and password, PWu, in registration phase. The server,
S, takes note of the registration time, TSu, to derive
the transformed identity, TIDu. Then, S calculates
the parameter, Bu, and stores it in a smart card. When
the legitimate user wants to access the system, he only
gives his selected identity to compute the transformed
identity and then transmits it to the remote server. The
smart card also generates automatically a nonce, nu,
to compute the authenticating values, Cu and NTIDu.
Then the values are transmitted to the server. It is not
necessary for the remote server to set up any verifica-
tion table of passwords or other personal information.

(2) The transformed identity is unique:
The construction of transformed identity makes the
identity unique. A few users could select the same
identities, but the transformed identities should even-
tually be different since our scheme takes the regis-
tration time into account. It prevents the duplication
from happening.

(3) The user’s identity and password can be selected
freely:
Since our proposed scheme uses the transformed iden-
tity to discriminate different users, the original iden-
tity is allowed to be selected according to the user’s
preference. Taking into account the registration time,
the proposed scheme converts the selected identity
into transformed identity. The transformed identities
should be different from one another even if the se-
lected identities might be the same. Thus, a user’s
identity can be selected freely.

The transformed identity is used to compute the pa-
rameter Au. Then, gAu mod p is computed. The pa-
rameter Bu is generated by performing exclusive-or
operation on PWu and gAu mod p. Because Bu is
stored in the user’s smart card, no one can pry about
it. Therefore, the password can also be selected freely.

(4) Diffie-Hellman scheme is used:
In registration phase, the server calculates the param-
eter Bu through Diffie-Hellman scheme to enhance
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security. Because the computation of modular expo-
nentiation is burdensome for a smart card, the pro-
posed scheme makes the server execute the operation
in order to lessen the troublesome implementation for
smart card and to speed up the computation.

(5) The computations proceed very quickly and the load
is low:
The modular exponentiation is the only burdensome
and time-consuming computation. It is used on the
Diffie-Hellman scheme and is performed only once
at the remote server. The other computations at both
the user’s terminal and the remote server are just the
one-way hash functions, string concatenations and the
exclusive-or operations. The computations proceed
very quickly, and the load is extremely low for either
of them. The Table 1 demonstrates the computational
complexity is simple.

(6) The password can be conveniently updated at the
user’s terminal:
The server needs no password-verification table to
check the a user’s genuineness. The proposed scheme
allows a user to update his password at his terminal. It
is convenient and efficient for users.

(7) The mutual authentication is executed:
The scheme can mutually authenticate each other be-
tween the user and the server. From the Theorem 1
and 2, the correct methods of the mutually authen-
tication between the user and the remote server are
proven.

At the end of this section, we compare our proposed
scheme with some other schemes on the computational
complexity and the performances.

The comparison on computational complexity is also
listed in Table 1.

From an objective point of view about the performance,
we include some criteria in the following items:

Item 1. No verification table needed: At the remote server,
a password-verification table is not needed to authen-
ticate the users.

Item 2. Using unique transformed identity: Describe
whether a user can choose his identity according to
his preference and prevent it from duplication.

Item 3. Choosing a password freely: Display whether a
scheme allows a user to choose his password freely or
not.

Item 4. Mutual authentication: Demonstrate whether a le-
gitimate user and the remote server can mutually au-
thenticate each other or not.

Item 5. Password update conveniently: Discuss whether
a user can conveniently update his password at the
user’s terminal or not.

Item 6. Session key agreement: Show whether a scheme
can achieve the session key agreement or not.

Item 7. Avoiding time synchronization problem: Exhibit
whether a scheme can avoid the time synchronization
problem or not.

The result of the comparisons on the performances is listed
in Table 2.

6 The conclusions
We have proposed an exquisite mutual authentication
scheme without verification table of passwords and other
users’ personal information. The proposed scheme in-
cludes session key agreement and convenient password
update. Our scheme uses the registration time to create
the unique transformed identity in order to discriminate a
user from the others efficiently, even if they may choose
the same value for their identities. Through the storage
of important information in the smart card, the proposed
scheme can generate necessary parameters without expos-
ing the password in transmission. Our scheme can with-
stand the replay attacks and resist the man-in-the-middle
attacks. Moreover, the security of our scheme relies on
the intractability of discrete logarithm because the Diffie-
Hellman scheme is used.
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Phase Registration Login and Key Password
Authentication Agreement Update

1Co 3Co
Our scheme 1Ha 2Ha Yes Yes

2⊕ 9⊕
1ME 1ME
2Co 5Co

Chien et al [6] 3Ha 17Ha No No
1⊕ 10⊕

1ME 2Ha
Hwang and Li [11] 2⊕ No No

5ME
2MM

1Ha 1Co
1⊕ 4Ha

Juang’s [12] 1⊕ Yes No
3En
3De

Hwang et al [14] 2Ha 1Ha No Yes
2⊕ 2⊕

Co: concatenation; Ha: one-way hash function; ⊕: exclusive-or;
ME: modular exponentiation; MM: modular multiplication;
En: encryption; De: decryption

Table 1: Comparison on Computational Complexity

No veri- Using Choosing Mutual PW Session Avoiding
Criterion item fication transformed PW authenti- update key synchro-

table ID freely cation agreement nization
Our scheme Yes Yes Yes Yes Yes Yes Yes
Chien et al’s [6] No No Yes Yes No No Yes
Hwang and Li’s [11] Yes No No No No No No
Juang’s [12] Yes No Yes Yes No Yes Yes
Hwang et al’s [14] Yes No Yes No Yes No No

Table 2: The result of the comparisons on performancesamong schemes


