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Abstract: In this paper, we propose a high-altitude platform (HAP) and unmanned aerial vehicles
(UAVs) collaboration framework in non-orthogonal multiple access (NOMA)-enabled Internet of
Things (IoT) networks with the presence of an eavesdropping UAV. For the considered framework,
we investigate the uplink secure transmission by optimizing channel allocation from UAVs to HAP,
users’ power, and UAVs’ three-dimensional (3D) position. To solve this non-convex problem, we
adopt the K-means cluster pair algorithm to divide paired users into different groups and each cluster
can be served by a corresponding UAV. Then, the formulated optimization problem is decoupled into
three subproblems and tackled iteratively based on the block coordinate descent (BCD) algorithm.
Finally, simulation results verify that the proposed network architecture can achieve a higher secure
rate, faster convergence evolution, and lower complexity in comparison with the current works.

Keywords: high-altitude platform (HAP); non-orthogonal multiple access (NOMA); Internet of
Things (IoT); secure rate; unmanned aerial vehicles (UAVs)

1. Introduction

Internet of Things (IoT) networks provide fast and reliable data services by deploying
a large number of cheap devices [1,2]. However, massive accesses to wireless devices
burden the available wireless spectrum resource. In recent years, unmanned aerial vehicles
(UAVs) have been extensively applied to IoT networks for their high mobility, low cost,
and on-demand deployment [3]. UAVs can be served as aerial base stations to provide
aid in terrestrial network communications [4], and as mobile relays to provide reliable
wireless connectivity to remote areas [5]. However, when the ground infrastructure is faulty,
a UAV cannot provide long and reliable services due to its limited power and coverage.
Therefore, a collaboration framework between high-altitude platforms (HAPs) and UAVs
can be designed to form a double-layer three-dimensional (3D) dense coverage network
to guarantee the quality of service (QoS) requirements of terrestrial users. Different from
traditional base stations, HAPs hovering at high altitude can provide enormous network
coverage for terrestrial users [6]. Besides, HAPs have lower construction and maintenance
costs compared to the traditional low earth orbit (LEO) satellite [7]. Therefore, an efficient
uplink transmission can be achieved in future wireless communications by combining the
high coverage of HAPs and high flexibility of UAVs.

The forthcoming sixth generation (6G) communication puts forward higher require-
ments on the spectral efficiency and throughput of the system due to the exponential
growth of network nodes. Mass connectivity and high spectrum utilization of the non-
orthogonal multiple access (NOMA) technique can effectively solve the above problems [8].
Multiple users share the same spectrum to transmit data through NOMA, and the succes-
sive interference cancellation (SIC) technology is used to decode the transmitted data at
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the receiver and ensure the reliability of information transmission [9]. Although the use
of a SIC receiver may increase the complexity of the receiver design, it can improve the
frequency spectrum efficiency [10].

1.1. Related Works

The authors in [11] considered an emergency communication scenario assisted by a
UAV relay based on the NOMA technique. A hybrid uplink problem was investigated
in [12] to integrate NOMA into orthogonal multiple access (OMA), in which the authors
allocated energy resources efficiently to satisfy the QoS of users. The authors in [13]
analyzed the performance of the NOMA-relevant strategy on an uplink network with
statistical delay constraints and compared it with NOMA and OMA in terms of energy
efficiency. Moreover, the maximum coverage ratio of the double-layer airborne access
VANETs network has been researched in [14]. A survey of an airborne communication
network including HAP-based, LAP-based, and hybrid UAV-HAP networks was conducted
in [15]. The authors in [16] integrated HAP as a reliable relay into the FSO link to achieve
higher reliability of the space–air–ground integrated network (SAGIN). A heterogeneous
statistical QoS provisioning network was proposed to provide various real-time services
in HAP and UAVs [17]. The authors in [18] designed a hierarchical federated learning
algorithm to solve the content caching issues between an HAP and multiple UAVs.

Due to the broadcast and line-of-sight nature of the wireless propagation environment,
confidential information is vulnerable to eavesdroppers during transmissions. Under this
condition, the security of NOMA-enabled IoT networks cannot be guaranteed. However,
Refs. [11–13] did not consider the coverage capability of UAVs and the HAP collaboration
framework. Moreover, the NOMA technology is not introduced to improve the spectrum
efficiency of the network in [15–18]. Furthermore, all of the above authors ignore the infor-
mation security issue of uplink transmissions caused by the instability and vulnerability of
wireless channels.

1.2. Contributions

Recently, the physical layer security (PLS) has emerged as a promising effective
technique to realize secrecy in IoT wireless communication [19,20]. Motivated by the above,
in this paper, we propose an HAP and UAVs collaboration framework in NOMA-enabled
networks with the presence of an eavesdropping (EVE) UAV. The main contributions are
summarized as follows.

• We employ the PLS technique to investigate the uplink secure rate maximization
problem by joint considering channel allocation from UAVs to the HAP, users’ power
control, and UAVs’ 3D position.

• In order to improve the spectrum utilization of NOMA-enabled networks, we propose
a NOMA pairing scheme based on the K-means clustering algorithm. Then, by
exploiting the block coordinate descent (BCD) algorithm, the formulated optimization
problem is decoupled into three subproblems. Afterward, an iterative algorithm is
designed, where three optimization variables are tackled in turn.

• Finally, simulation results show that our designed algorithm improves the uplink
secure rate, reduces complexity, and speeds up the rate of convergence.

1.3. Organization

The rest of this paper is organized as follows. In Section 2, the focused system model
and problem formulation are introduced. Section 2 presents the secure rate maximization
scheme by jointly optimizing the position deployment of UAVs, the power control of users,
and the subcarrier schedule. The simulation results are illustrated in Section 2 and the
conclusion is given in Section 2.
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2. System Model and Problem Formulation
2.1. System Model

In this paper, we consider a double-layer cooperated network involving one HAP and
mutiple UAVs. As shown in Figure 1, the users are divided into M clusters, each of which is
served by a UAV in an independent channel. The ID set of UAVs and channels are denoted
by M = {1, 2, . . . , m, . . . , M} and K = {1, 2, . . . , k, . . . , K}, respectively. The total channel
bandwidth is B, and the bandwidth of subchannel k is Bt = B/K. In order to improve the
spectrum utilization of the system, we form the adjacent user and the distant user with
respect to the UAV as a NOMA pair who transmit data in the same subcarrier Bp, where
Bp = Bt/Np means there are Np NOMA pairs in a cluster and each pair links to only one
subcarrier. The data is first transmitted from users to the UAV in the first phase, and then
the UAV forwards it to the HAP using decode-and-forward (DF) protocol in the second
phase. Because of the broadcast and vulnerability of wireless channel, we consider a case
that there is a passive EVE attempting to make wiretap and spoof threats during the two
phases. The 3D position of the HAP, UAV, EVE, the adjacent user, and the distant user are
denoted by [xh, yh, H], [xu, yu, hu], [xe, ye, he] , [xa, ya, 0], and [xd, yd, 0], respectively.

one pair

UAV1 UAV m UAV M

Cluster 1 Cluster m Cluster M

EVE

HAP

Channel for cluster 1

Channel for cluster m

Channel for cluster M

 Wirtap channel for phase 1

 Wirtap channel for phase 2

Figure 1. An HAP and UAVs collaboration framework in NOMA-enabled networks.

The low-altitude air-to-ground (ATG) channel in the first phase is more complex
than the high-altitude channel and traditional terrestrial mobile access channel due to
its variability. Therefore, this paper considers a practical urban macrocell (UMa) model
measured by our team to express the path loss (PL) in users–UAV links [21], i.e.,

PLDU = 28.0+22 lg(dDU[m]) + 20 lg( fc[GHz])

+ 1.0005× 10−4h2
u − 0.0286hu + 10.5169, (1)

where dDU is the Euclidean distance from the user to the UAV, and fc is the center frequency
of the signal.

In addition, due to the strong line-of-sight (LOS) propagation in the UAV-HAP phase,
the pass loss in this stage can be expressed based on the 3GPP UMa model [22], i.e.,

PLUH = 32.44 + 20 lg(dUH[m]) + 20 lg(fc[GHz]), (2)
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where dUH is the Euclidean distance from the UAV to HAP.
The achievable rate from the adjacent user and the distant user in NOMA pair to the

UAV or EVE can be expressed as

rD→X
a = Bplog2

(
1 +

PaGD→X
a

PdGD→X
d + σ2

1

)
, (3)

and

rD→X
d = Bplog2

(
1 +

PdGD→X
d

σ2
1

)
, (4)

where Pa and Pd are the transmit power of adjacent user and distant user, respectively.
X = {U, E} represents UAV or EVE, respectively, σ2

1 = BpN0 is the variance of the addi-
tional white Gaussian noise in the first phase. Similarly, the achievable rate from UAV to
EVE or HAP can be respectively expressed as

rU→X = Btlog2

(
1 +

PuGU→X

σ2
2

)
, (5)

where Pu and GU→X (X = {H, E}) are the UAVs’ transmission power and the channel gain
from UAV to HAP or EVE, respectively, and σ2

2 = BtN0 is the variance of the additional
white Gaussian noise in the second phase. Therefore, as discussed in [23], the secure rate of
adjacent user and distant user can be expressed as

rsec
x = min{

[
rD→U

x − rD→E
x

]+
,
[
rU→H − rU→E

]+
}, (6)

where [Λ]+
∆
= max(Λ, 0) and x = {a, d} represents the adjacent user and distant user,

respectively. Hence, the sum secure rate in a NOMA pair Rsec
p is Rsec

p = rsec
a + rsec

d . Table 1
lists the notations used in this paper.

Table 1. Notations.

Symbol Definition

M = {1, 2, . . . , m, . . . , M} set of UAVs or clusters
K = {1, 2, . . . , k, . . . , K} set of channels

Np =
{

1, 2, . . . , p, . . . , Np
}

set of NOMA pairs
B total channel bandwidth
Bt subchannel bandwidth of a cluster
Bp subchannel bandwidth of a NOMA pair

Pa/Pd transmit power of adjacent/distant user
Pmax maximum transmit power of users

Pu transmit power of UAVs
hu height of UAVs

hmin/hmax minimum/maximum height of UAVs
GU→X

u channel power gain from UAVs to HAP or EVE
GD→X

d channel power gain from distant user to UAV or EVE
PLDU/PLUH path loss in user–UAV/UAV–HAP links

DDU Euclidean distance from the user to the UAV
DUH Euclidean distance from the UAV to the HAP

i iteration of the K-means cluster pair algorithm
Q 2D coordinates of UAVs
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2.2. Problem Formulation

It is expected to maximize the total secure rate by optimzing channel allocation
from UAVs to HAP, users’ power, and UAVs’ 3D position. The optimization problem is
formulated as

P1 : max
A,P,H,Q

M

∑
m=1

K

∑
k=1

Np

∑
p=1

am,kRsec
p , (7)

s.t.
M

∑
m=1

K

∑
k=1

am,k 6 1, (8)

am,k ∈ {0, 1}, ∀m, ∀k, (9)

0 6 Pa 6 Pmax, ∀n ∈ N, (10)

0 6 Pd 6 Pmax, ∀n ∈ N, (11)

hmin 6 hu 6 hmax, ∀m ∈ M, (12)

where A =
{

am,k
}
∀m,∀k, P = {Pa/d}a,d∈Np

, H = {hu}u∈M, and Q = {xu, yu}u∈M. In P1, am,k

is a binary variable. If UAVm is served by HAP in channel k, am,k = 1, otherwise am,k = 0.
In addition, Pmax is the maximum transmit power of the users, and hmin and hmax are the
altitude constraint of UAVs.

3. Secure Rate Maximization Scheme

In this section, we first use the K-means cluster pair algorithm to obtain the UAV’s
2D coordinates Q and the user’s pairing mode. Then, given the UAV’s 2D coordinates,
we optimize the channel allocation from the UAVs to the HAP, the users’ power, and the
UAVs’ height, respectively. Afterward, the BCD iterative algorithm is proposed to obtain
the optimal secure rate.

3.1. K-Means Cluster Pair Algorithm

The detailed process of the K-means pair cluster algorithm is shown in Algorithm 1.
This algorithm can maximize the total secure rate by reducing the horizontal Euclidean
distance between the UAV and users. Afterward, the centroid of the clusters is set to be the
UAVs’ optimal horizontal coordinate Q∗ and the NOMA pair is also determined, where
such a setting is optimal regardless of how the channel, power, and height change [24].

Algorithm 1 K-means cluster pair algorithm

1: Set i = 0 and choose M points as the initial center, center0
m ∈{

center0
1, center0

2, ..., center0
M
}

.
2: repeat
3: Compute the distance from users to centeri

m, m = 1, 2, ..., M.
4: Sort the users close to centeri

m into clusterm, where the mean value of those sorted
users’ coordinates is the new center of clusterm denoted by centeri+1

m .
5: i = i + 1.
6: until convergence.
7: The UAVm’s horizontal coordinates is centerm

i+1

8: Categorize half of the users closest to the UAV as adjacent users and others as distant
users .

9: repeat
10: Calculate the distance between the distant users and the adjacent users.
11: The one with the shorter distance is formed as a NOMA pair and will be removed in

the next calculation.
12: until Each distant user matches an adjacent user.
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3.2. Resource Allocation

First, given the optimal horizontal coordinates of UAVs Q∗, it is expected to maximize
the total secure rate by optimizing the remaining three variables, A, P, H. Second, the
operator[•]+, making the objective functions of P1 nonsmooth at zero value, can be omitted
in the optimal case which has been proved in detail in Lemma 1 of [25]. Thus, the original
problem can be written as follows:

P2 : max
A,P,H

M
∑

m=1

K
∑

k=1

Np

∑
p=1

am,kR̂sec
p ,

s.t.(8), (9), (10), (11), (12),
(13)

where R̂sec
p = min

{[
rD→U

a − rD→E
a

]
, [rU − rE]

}
+ min

{[
rD→U

d − rD→E
d

]
, [rU − rE]

}
. Since

the problem P2 is obviously a non-deterministic polynomial (NP)-hard problem with three
coupled variables, whose analytical solution is difficult to find, hence we use the BCD
algorithm, a typical deterministic method for dealing with non-convex issues [26–28], to
decouple the original problem into three subproblems.

3.2.1. Channel Allocation

Initially, the users’ transmission power and UAVs’ height are fixed to optimize the
channel allocation, the binary factor am,k is slacked to continuous variables âm,k and the
optimization problem P2 can be written as

P3.1 : max
A

M

∑
m=1

K

∑
k=1

Np

∑
p=1

âm,kR̂sec
p , (14)

s.t.
M

∑
m=1

K

∑
k=1

âm,k 6 1, âm,k ∈[0, 1], ∀m, ∀k. (15)

It is obvious that problem P3.1 is a linear programming problem and can be solved
by MATLAB toolbox CVX. This relaxation technique can transform the integer program
optimization problem into a linear programming problem, where the decimal solution of
the relaxed linear program is the upper limit of the original problem and consequently the
ultimate integer solution can be obtained by relaxation transform.

3.2.2. Power Optimization

In this stage, the transmission power of users is optimized with the channel allocation
and height of UAVs fixed. The secure rate in the first phase of a NOMA pair R̂1,sec

p can be
expressed as

R̂1,sec
p =

(
rD→U

a − rD→E
a

)
+
(

rD→U
d − rD→E

d

)
=Bplog2

(
T(d, U) + σ2

1 + T(a, U)

T(d, U) + σ2
1

)

−Bplog2

(
T(d, E) + σ2

1 + T(a, E)
T(d, E) + σ2

1

)
(16)

+Bplog2

(
σ2

1 + T(d, U)

σ2
1

)
− Bplog2

(
σ2

1 + T(d, E)
σ2

1

)
=Bplog2

(
T(d, U) + σ2

1 + T(a, U)
)

−Bplog2

(
T(d, E) + σ2

1 + T(a, E)
)

,

where T(x, Y) = PxGD→Y
x is the product of signal power and channel gain.
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Due to the non-convex nature of the above equation, the successive convex approxi-
mation (SCA) method is applied to obtain a convergent solution. The solution at (l − 1)-th
iteration is regarded as the local solution of the l-th iteration. Then, we use first-order
Taylor expansion to obtain its lower bound as

R̂1,sec
p ≥ R̃1,sec

p =Bplog2

(
T(d, U) + σ2

1 + T(a, U)
)

− 1
ln 2

Bp
T(d, E)− Tl(d, E)

Tl(d, E) + σ2
1 + Tl(a, E)

(17)

− 1
ln 2

Bp
T(a, E)− Tl(a, E)

Tl(d, E) + σ2
1 + Tl(a, E)

−Bplog2

(
Tl(d, E) + σ2

1 + Tl(a, E)
)

where l represents the l-th iteration. Then, the original problem can be converted into the
following convex problem

P3.2 : max
P

M
∑

m=1

K
∑

k=1

Np

∑
p=1

min
{

R̃1,sec
p , R̂2,sec

p

}
,

s.t. (10), (11),
(18)

where R̂2,sec
p is the secure rate in second phase of a NOMA pair. Hence, such a problem can

be solved using the CVX toolbox in MATLAB.

3.2.3. Height Optimization

With fixed channel and power allocation, the height optimization problem can be
converted to

P3.3 : max
H

M
∑

m=1

K
∑

k=1

Np

∑
p=1

R̂sec
p ,

s.t. (12).
(19)

The UAVs’ height affects the total secure rate in both time slots. The influence can be
interpreted as: rD→U

x increases when UAV is closer to the ground and rU→H decreases at
the second phase. Here the ant colony optimization (ACO) algorithm is applied to address
the optimal height of UAVs [29].

The ACO algorithm has three important parameters which are pheromone volatile
factor ρ, transfer probability constant P0, and local search step size µ. In order to obtain the
optimum altitude by using ACO, the procedures are as follows. Firstly, the height opti-
mization range of the UAV is divided into t discrete points, denoted by hj, j = {1, 2, . . . , t},
which are considered as the initial position of the ants. Then, the secure rate calculated at hj
is regarded as the pheromone left by the ant, denoted by Rj. The state transition probability
value is obtained from Equation (20), which is given by

P =
Rmax − Rj

Rmax
, (20)

where Rmax is the maximum value in the pheromone matrix R, R = [R1, R2, . . . , Rt].
When P is less than P0, a local search is performed, otherwise, a global search is per-

formed. Finally, the optimal height of m-th UAV hm can be addressed accordingly. Specific
process is shown in Algorithm 2, where r1 and r2 are random numbers for location searches.
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Algorithm 2 Height optimization based on ACO algorithm

1: Initializing: t, ρ, P0, µ, hmax, hmin, itermax .
2: Generate random heights hj, calculate secure rate Rj.
3: iter = 0.
4: repeat
5: if P < P0 then
6: hj = hj +

(
r1 × µ× 1

iter

)
, r1 ∈ [−1, 1].

7: else
8: hj = hj + (r2 × (hmax − hmin)), r2 ∈ [−0.5, 0.5].
9: end if

10: update pheromone: Rj = (1− ρ)× Rj + R
(
hj
)
.

11: iter = iter + 1.
12: until iter = itermax.
13: Output the optimal height hm .

3.3. Iterative Algorithm

The iterative procedure can be found in Figure 2. Firstly, we use the K-means cluster
pair algorithm to obtain the UAV’s 2D coordinates Q∗. Secondly, given the three initial
values (channel, power, and height) A(0), P(0) and H(0), the BCD algorithm is used to
decompose the original problem P2 into three subproblems (channel allocation, power
optimization and height optimization), each of them is optimized with the remaining two
variables fixed. After that, the result of the first iteration is used as the initial value of the
second iteration, and we repeat these successive iterations where the maximum secure rate
can be obtained due to its convergence. Finally, the optimal channel allocation A∗, optimal
transmit power P∗ and optimal UAVs’ height H∗ can be derived.

Initialize  ( ) ( ) ( )0 0 0, , ,A P H Set l = 0

K-means cluster pair algorithm

*
Q

Convergence

* * * *
Q ,A ,P ,H

Channel Allocation Power Optimization Height Optimization

K-means cluster pair algorithm

***
Q

Initialize  ( ) ( ) ( )0 0 0) ( ) (, , ,A P HA
( ) ( )0 00 0) ( ), , Set l = 0

Convergence

l = l + 1

* * * *
Q ,A ,P ,H
* * * ** * * *

yes

no

Channel Allocation Power Optimization Height Optimizationl = l + 1 Resource Allocation

Figure 2. Iterative framework of our proposed algorithm.
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In addition, the convergence of the algorithm is proved as follows. First, we can derive
an upper bound of the sum secure rate by a simple scenario. We assume that there is only a
single user uploading information whose maximum secure rate is rsec(H∗, P∗), where the
optimal UAV’s altitude (H∗) and users’ power (P∗) can be obtained by the enumeration
method. Then the upper sum sesure rate of an HAP and A UAVs where N users are
presented in the coverage area of each UAV is Rupper = A× N × rsec(H∗, P∗). Therefore,
due to the limited users’ power and spectrum bandwidth, our proposed algorithm will
gradually converge at the end. Moreover, we consider the convergence is achieved when
the difference between the sum secure rate of the (l + 1)-th iteration and the l-th iteration
is less than 10−5.

4. Simulation Experiments

Numerical results are used to verify the effectiveness of the proposed algorithm in
this section.

4.1. Initialization

It is assumed that all users are randomly distributed whose amount is 40. More
detailed parameters are given in Table 2, and their initial settings are as follows: channel A
is assigned randomly, power P is taken as the maximum value, and the height of the UAV
H is the middle value between the HAP and users.

Table 2. Simulation Parameters.

Parameter Value

Number of UAVs, M 4
Number of channels, K 5

Bandwidth of each user, B 180 kHZ
Carrier frequency 2.1 GHz

Coordinates of HAP [500, 500, 950]
Coordinates of EVE [400, 800, 500]

hmin and hmax of UAVs 50/500 m
Pmin and Pmax of users 0.1/1 W

4.2. Numerical Results

In Figure 3, the optimized positions of UAVs are depicted. To more clearly show the
user allocation, the top view of cluster 3 is enlarged. We use the K-means algorithm to
divide users into four clusters, with the UAV located at the center of each group to better
receive information. Meantime, a distant user and an adjacent one compose a NOMA
pair and share the same subcarrier. From Figure 3, we can clearly observe that the UAV
tends to be closer to ground users and keeps away from the HAP to achieve a higher total
secure rate.

In order to verify the effectiveness of our proposed algorithm, we compared it with the
following five algorithms: constant power, constant height, NOMA-relevant [13], NOMA-
random, and orthogonal frequency division multiple access (OFDMA). In the constant
power scheme, all of the users transmit data at maximum power Px = 1 Watt. In the
constant height scheme, all of the UAVs hover at the same height Hu = 150 m. In the
NOMA-relevant scheme, the clusters of users employ NOMA only when it is beneficial for
all of them in terms of their individual rates, otherwise the OMA technique is selected. In
the NOMA-random scheme, users pair and select spectrum randomly, and in the OFDMA
scheme, each user accesses a subchannel independently.
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User allocation

Figure 3. Optimal 3D-locations of UAVs.

Figure 4 shows the relationship between the secure sum rate and the number of
iterations. It is observed that our proposed algorithm has faster convergence evolution
and achieves better system secure rate improvement. Figure 5 shows the comparison of
simulation time with different methods. Although our algorithm takes a long time to
implement, it can significantly improve the system performance. Under this condition, the
consumption of time cost is reasonable.

Figure 4. Convergence of different algorithms.
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Figure 5. Simulation duration under different algorithms.

4.3. Discussion

Through our above efforts, suboptimal solutions for channel allocation, power opti-
mization, and height optimization are obtained. Our initial optimization problem is an
NP-hard problem with a difficult analytical solution to find. Although our algorithm is not
optimal, by comparing it with other schemes, our algorithm has the largest sum secure rate,
which is effective and guides the way for our future work.

5. Conclusions

In this paper, we proposed an HAP and UAVs collaboration framework in NOMA-
enabled IoT networks, based on which the total secure rate maximization problem was
investigated. Specifically, the BCD method was used to decouple the joint optimization
problem into channel allocation, power optimization, and height optimization subproblems,
where the K-means algorithm, SCA and ACO methods were applied to approach the
optimal solution. Finally, the demonstration of simulation results indicated the proposed
framework can achieve a higher secure rate compared with other existing schemes.
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