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Abstract—Vehicular ad hoc network (VANET) can offer various services and benefits to users and thus deserves deployment effort.
Attacking and misusing such network could cause destructive consequences. It is therefore necessary to integrate security
requirements into the design of VANETs and defend VANET systems against misbehavior, in order to ensure correct and smooth
operations of the network. In this paper, we propose a security system for VANETSs to achieve privacy desired by vehicles and
traceability required by law enforcement authorities, in addition to satisfying fundamental security requirements including
authentication, nonrepudiation, message integrity, and confidentiality. Moreover, we propose a privacy-preserving defense technique
for network authorities to handle misbehavior in VANET access, considering the challenge that privacy provides avenue for
misbehavior. The proposed system employs an identity-based cryptosystem where certificates are not needed for authentication. We
show the fulfillment and feasibility of our system with respect to the security goals and efficiency.

Index Terms—Privacy, traceability, pseudonym, misbehavior, revocation, identity-based cryptography, vehicular ad hoc network.

1 INTRODUCTION

VEHICULAR ad hoc networks (VANETSs) are receiving
increasing attentions from academia and deployment
efforts from industry, due to the various applications and
potential tremendous benefits they offer for future VANET
users. Safety information exchange enables life-critical
applications, such as the alerting functionality during
intersection traversing and lane merging, and thus, plays
a key role in VANET applications [1], [2], [3], [4], [5]. Value-
added services can enhance drivers’ traveling experience by
providing convenient Internet access, navigation, toll
payment services, etc. [1], [3], [4], [5]. Other applications
are also possible including different warning messages for
congestion avoidance, detour notification, road conditions
(e.g., slippery), etc., and alarm signals disseminated by
emergency vehicles (e.g., ambulance) for road clearance [1],
[2], [3], [5], [6]. The attractive features of VANETS inevitably
incur higher risks if such networks do not take security into
account prior to deployment. For instance, if the safety
messages are modified, discarded, or delayed either
intentionally or due to hardware malfunctioning, serious
consequences such as injuries and even deaths may occur.
This necessitates and urges the development of a functional,
reliable, and efficient security architecture before all other
implementation aspects of VANETS.
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Fundamentally, VANET security design should guarantee
authentication, nonrepudiation, integrity, and in some
specific application scenarios, confidentiality, to protect
the network against attackers. Besides the fundamental
security requirements, sensitive information such as identity
and location privacy should be preserved from the vehicle
owner’s perspective, against unlawful tracing and user
profiling, since otherwise it is difficult to attract vehicles to
join the network. On the contrary, traceability is required
where the identity information need be revealed by law
enforcement authorities for liability issues, once accidents or
crimes occur. In addition, privilege revocation is required by
network authorities (e.g., network administrator) once mis-
behavior is detected during network access. It is less difficult
to prevent misbehavior of unauthorized users (i.e., outsiders)
since legitimate users and roadside units (RSUs) can simply
disregard communication requests from outsiders by means
of authentication. Nevertheless, misbehavior of legitimate
users of VANETS (i.e., insiders) is more difficult and complex
to prevent, the reason being that insiders possess credentials
issued by the authority to perform authentication with peer
vehicles or RSUs who can be easily tricked into trusting the
insiders. Consequently, the insiders” misbehavior will have
muchlargerimpact onthe network and will be the focus of this
paper. Our proposed system in this paper and many recent
proposals on VANET security [3], [7], [8], [9] provide the
option of using anonymous credentials in authentication,
rendering it even more complex to handle misbehavior in
VANETs, since the user identity is hidden and cannot be
linked arbitrarily which curbs the punishment of misbehav-
ing users.

Our contributions. Given the conflicting goals of privacy
and traceability, and the challenges in designing a privacy-
preserving defense scheme for VANETSs, we are motivated
to propose a security system that can effectively and
efficiently solve the conflicts and challenges. Specifically,
our main contributions in this paper include:

1. We propose a pseudonym-based scheme to assure
vehicle user privacy and traceability.
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2. We design a threshold signature-based scheme to
achieve nonframeability in tracing law violators. In
this scheme, an innocent vehicle cannot be framed
by a corrupted law enforcement authority due to our
role-splitting mechanism.

3. A novel privacy-preserving defense scheme is
proposed leveraging threshold authentication. It
guarantees that any additional authentication be-
yond the threshold will result in the revocation of
the misbehaving users. Our defense scheme differs
from others mainly in that it yields flexibility in the
revocation (i.e., not all types of misbehavior should
be punished). Moreover, the dynamic accumulators
in the threshold authentication technique [10] facil-
itates each user to place further restrictions (besides
the threshold) on other communicating users, which
is an attractive feature to service providers.

4. Our design incorporates mechanisms that guarantee
authentication, nonrepudiation, message integrity,
and confidentiality.

5. We provide comprehensive analysis to show the
fulfillment of the security objectives and the effi-
ciency of the proposed system.

In what follows, we use law violators (or violators) and
misbehaving users to describe VANET users who misbe-
have in the law enforcement scenario and the infrastructure
access scenario, respectively.

Organization. The rest of this paper is organized as
follows: A survey of related work is provided in Section 2.
Section 3 introduces some preliminaries relevant to our work.
Section 4 describes the system model including the entities
and procedures involved in our schemes, and the security
requirements. Section 5 elaborates on the schemes for
achieving privacy and traceability, and nonframeability in
tracing, as well as the privacy-preserving defense scheme.
Security and efficiency analysis of the proposed system are
the focus of Sections 6 and 7, respectively. Section 8 concludes
the paper.

2 RELATED WORK

There is a large body of research work related to the security
and privacy in VANETSs. The most related works are on the
design of privacy-preserving schemes. Raya and Hubaux [3]
investigated the privacy issue by proposing a pseudonym-
based approach using anonymous public keys and the public
key infrastructure (PKI), where the public key certificate is
needed, giving rise to extra communication and storage
overhead. The authors also proposed three credential
revocation protocols tailored for VANETSs, namely RTPD,
RC?RL, and DRP [11], considering that the certificate
revocation list (CRL) needs to be distributed across the
entire network in a timely manner. All the three protocols
seem to work well under conventional public key infra-
structure (PKI). However, the authors also proposed to use
frequently updated anonymous public keys to fulfill users’
requirement on identity and location privacy. If this privacy
preserving technique is used in conjunction with RC* RL and
DRP, the CRL produced by the trusted authority will become
huge in size, rendering the revocation protocols highly
inefficient. A lightweight symmetric-key-based security
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scheme for balancing auditability and privacy in VANETSs
is proposed in [4]. It bears the drawback that peer vehicles
authenticate each other via a base station, which is unsuitable
for intervehicle communications. Gamage et al. [12] adopted
an identity-based (ID-based) ring signature scheme to
achieve signer ambiguity and hence fulfill the privacy
requirement in VANET applications. The disadvantage of
the ring signature scheme in the context of VANET
applications, is the unconditional privacy, resulting in the
traceability requirement unattainable. Group signature-
based schemes are proposed in [8], [13], [14], where signer
privacy is conditional on the group manager. As a result, all
these schemes have the problem of identity escrow, as a
group manager who possesses the group master key can
arbitrarily reveal the identity of any group member. In
addition, due to the limitation of group formation in
VANETs (e.g., too few cars in the vicinity to establish the
group), the group-based schemes [8], [13], [14], [15] may not
be applied appropriately. The election of group leader will
sometimes encounter difficulties since a trusted entity cannot
be found amongst peer vehicles. Kamat et al. [16], [17]
proposed an ID-based security framework for VANETSs to
provide authentication, nonrepudiation, and pseudonymity.
However, their framework is limited by the strong depen-
dence on the infrastructure for short-lived pseudonym
generation, which renders the signaling overhead over-
whelming. The proposed nonrepudiation scheme enables a
single authority to retrieve the identity which may raise the
concern on potential abuse. Schemes leveraging pseudo-
nyms in VANETs can also be found in [7], [18] with the
revocation feasible in limited settings, and in [19] where the
certificate authority maintains mapping from an identity to
the set of vehicle-generated pseudonyms.

There are also a number of defense techniques against
misbehavior in VANET literature besides those in [3]. An
indirect approach via the aid of infrastructure is used in [8]
and [16]. The TA distributes the CRL to the infrastructure
points which then take over the TA’s responsibility to execute
the revocation protocol. The advantage of this approach is
that vehicles never need to download the entire CRL.
Unfortunately, the conditional anonymity claimed in [8]
and [16] only applies to amongst peer vehicles, under the
assumption that the infrastructure points (group manager in
[8] and base station in [16]) are trusted. The infrastructure
points can reveal the identity of any vehicle at any time even if
the vehicle is honest. The scheme in [9] leverages a single TA
to recover the identity of a (possibly honest) vehicle, where
revocation issues are not discussed. Recently, Tsang et al. [20]
proposed a blacklistable anonymous credential system for
blocking misbehavior without the trusted third party (TTP).
Theblacklisting technique canbe applied to VANETs as: if the
vehicle fails to prove thatitis not on the blacklist of the current
authenticator, the authenticator will ignore the messages or
requests sent by this vehicle. Although not proposed
specifically for VANETS, the proposal in [20] has a similar
claim as ours that the capability of a TTP (network authority
in our paper) to recover a user’s identity in any case is too
strong a punishment and highly undesirable in some
scenarios. The downside of this technique is the lack of
options to trace misbehaving users, since any user in the
system (misbehaving or not) will by nomeans be identified by
any entity including the authorities.
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We proposed a privacy-preserving defense scheme
against misbehavior in [21] leveraging threshold authenti-
cation technique. This scheme and the scheme in [7] both
preserve user privacy, and simultaneously provide trace-
ability (i.e., tracing law violators by enforcement authorities
in [7] and tracing misbehaving users by network authorities
in [21]). The major differences between these schemes are
the different technical realizations of the privacy and
traceability schemes, due to the different application
scenarios and detailed security requirements. In this paper,
we incorporate the schemes in [7] and [21] to propose a
security system that aims at achieving user privacy and
traceability, taking into account different types of autho-
rities in VANETS, and their requirements for traceability.
Furthermore, we extend the previous works by offering
detailed efficiency analysis in terms of storage, computa-
tion, and communication in the proposed system.

3 PRELIMINARIES

This section comprises basic introduction to the crypto-
graphic system and primitives used as building blocks in our
security system.

3.1 ID-Based Cryptography (IBC)

Identity-based or ID-based cryptosystem allows the public
key of an entity to be derived from its public identity
information such as name, email address, etc., which avoids
the use of certificates for public key verification in the
conventional PKI. Boneh and Franklin [22] introduced the
first functional and efficient ID-based encryption scheme
based on bilinear pairings on elliptic curves. Specifically, let
G1 and G, be an additive group and a multiplicative group,
respectively, of the same prime order ¢. Discrete logarithm
problem (DLP) is assumed to be hard in both G; and G». Let
P denote a random generator of G; and e: G; x G — G»
denote a bilinear map constructed by modified Weil or Tate
pairing with properties:

1. Bilinear: e(aP,bQ) = ¢(P,Q)", VP,Q € G, and Va,
be Z,.
2. Nondegenerate: 3P, Q € G; such that e(P,Q) # 1.
3. Computable: there exists an efficient algorithm to
compute e(P,Q),VP,Q € Gi.
IBC schemes are used mainly for encryption, authentica-
tion, and nonrepudiation in our VANET system. Compared
to the conventional PKI (public key infrastructure), IBC
infrastructure avoids the use of certificates for public key
verification and the exchange of public keys (and associated
certificates), greatly improving the computation and com-
munication efficiency.

3.2 Threshold Schemes Based on Secret Sharing

Threshold schemes are used as cryptographic means to
distribute secret information to multiple entities to eliminate
power centralization and a single point of failure. In [23],
Shamir considered the problem of dividing some information
Iintonpieces Iy, ..., I,,such thatknowledge of any £ or more
of these I;(i € [1, n]) pieces can recover I while knowledge of
k — 1 or fewer pieces keeps I completely undetermined [23].
Such a scheme is referred to as a (k,n) threshold scheme
which is computed based on polynomial interpolation.
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Define a k — 1 degree polynomial y(z) = ap + Zf;ll a;z’ with
ap =1 € Gi,whereay, ...,a;_; arerandomly chosen from G;.
Let I, =y(i),i € [l,n] and ® C {[},...,I,} with |®| >k,
where |- | denotes the cardinality of the given set. The I;
values in ® and the indices 7 can be used to reconstruct the
original information I = y(0) =ay by computing y(z) =
Y jew Pyl where pi = [Ticy ;%5 € Z, is the Lagrange
coefficient for a set ¥ C{l,...,n} with |¥|> k. This
technique is used in the design of the nonframeability scheme
for law enforcement authorities.

3.3 Proof of Knowledge

A proof of knowledge is an interactive proof where the
prover convinces the verifier of the validity of a statement.
In the case of a zero knowledge proof of knowledge, the
above interactive proof is carried out without the prover
revealing any information used to prove the statement. Let
G be a cyclic group with generator g where solving the
discrete logarithm is intractable. G is of prime order p. One
can prove the knowledge of the discrete logarithm = € Z,
with respect to y in base g as PK{(z) : y = ¢*}, which is the
so-called X-protocol of three move structure: commitment,
challenge, and response. Schnorr [24] first provided a
construction for the X-protocol. The threshold authentica-
tion technique used in this paper as the defense against
misbehavior is based on the ¥-protocol for zero knowledge
proof. The proof of knowledge techniques are mainly used
for the threshold-authentication-based defense scheme.

4 SysTEM MODEL

We describe the functionalities of our security system and
define security requirements in this section.

4.1 Overview

Major entities ina VANET environment are depicted in Fig. 1.
As mentioned before, traceability is needed by law enforce-
ment authorities (LEAs) who require the identity of a
violating vehicle to be disclosed for investigating the cause
of accidents or crimes. Due to the seriousness of liability
issues, if a single authority (e.g., the police) is fully capable of
revealing the vehicle identity, this privilege may be abused. It
is desirable if two or more authorities (e.g., the police, judge,
special agents, and other possible law enforcement autho-
rities) are granted distributed control over the identity
retrieval process. One benefit in doing so is that corrupted
authorities (the number being less than the threshold) cannot
arbitrarily trace vehicle users to compromise their privacy.
Another benefit is that malicious authorities cannot falsely
accuse (or frame) honest users. Such role-splitting is not
required for network authorities since the threshold authen-
tication technique in our defense scheme prevents a network
authority from falsely accusing honest users. The proposed
security system primarily consists of techniques addressing
the privacy, traceability, nonframeability, and revocation
(only by network authorities) issues.

The logic diagram of the entities” interactions is depicted
in Fig. 2, where the arrowed lines indicate the direction of
packet flow or physical communications, the bracketed
numbers near each line index the major events or procedures
between the connected entities. The vehicle users are further
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RSU (Base
Station)

RSU (Wireless
Access Point)
(<

Border RSU
(Base Station)

Fig. 1. A VANET system.

split into access group owners and members, whereas the
RSUs can only be access group owners. The entities and
events/procedures are described in what follows.

4.2 Entities and Procedures

The entities in our system are the regional transportation
authorities (RTAs), law enforcement authorities (LEAs),
network authorities, roadside infrastructure including
border RSUs for pseudonym management and regular
RSUs (simply RSUs) for Internet access, and vehicle users.
Considering practical scenarios, the RSUs in our system are
mainly responsible for providing infrastructure access and
network services. The RSUs are assumed to be operated by
third-party service providers (SPs) who have business
contracts with the RTA to build access infrastructure in
the RTA’s region. The RSUs are thus not owned by the RTA
and have no pre-established trust relationship with the
RTA. On the other hand, borders RSUs are owned and
operated by the RTA, and can be considered as the agents
who are delegated with the RTA’s authority. These entities
are involved in the following procedures:

System setup: This procedure is executed by the RTA for
initial VANET system setup including domain parameter
publication, public/private key assignment for entities in
the system to perform desired tasks, and database creation
for storing necessary records (i.e., the pseudonym lookup
table PLT).

Pseudonym generation and authentication for privacy:
RTA and border RSUs execute this procedure to assign
pseudonym/private key pairs to both vehicles traveling in
their home domain and vehicles from other RTAs” domains,
so that these vehicles are able to authenticate with RSUs and
other vehicles to obtain services and useful messages.

Threshold signature for nonframeability: This procedure
is invoked by LEAs to share the secret information for

IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, VOL. 21,

&

NO. 9, SEPTEMBER 2010

(1) Pre-established trust relationship (RTA
assigns key pairs to border RSUs and LEAs)

@)F ion and

(3) Threshold signature

(4) Tracing law violators (LEAs request RTA
to lookup PLT and return the resuits)

(5) Legal actions
(6) Membership registration

(7) Access group setup and revoking

(8) Threshold authentication

(9) Tracing misbehaving vehicle users

®)
Access Group
Members

Fig. 2. Logic diagram of interrelations and interactions.

(10) Revocation/recovery

Vehicle Users

recovering a guilty vehicle’s identity. Meanwhile, it pre-
vents corrupted authorities from gathering full power to
accuse an innocent vehicle. The functional component of
this procedure is the threshold signature.

Threshold-authentication-based defense: Designed for the
network authorities, this procedure is used to revoke a
misbehaving vehicle’s credential, refraining the vehicle from
further disrupting system operations. As the core of this
procedure, the threshold authentication technique provides a
mechanism to allow certain types of misbehavior that should
not result in revocation. For instance, the misbehavior may be
caused by malfunctioning hardware and thus is incidental.
These types of misbehavior share a common feature, i.e., their
occurrence or frequency is low, specifically, lower than a
predetermined threshold. Threshold authentication-based
defense further consists of six sub-procedures:

Membership registration: RSUs and vehicle users register
with the RTA to use VANETSs. Upon successful registration,
a member public/private key pair (mpk, msk) is issued to
each RSU and vehicles. The RTA associates the member’s
credential with the issued public key and includes this pair
of information into a credential list IDy;.

Access group setup: RSUs and vehicles setup their own
access groups, the member of which is granted privilege to
communicate with the access group owner. The group
owner adds members to the group and updates related
public information. Each added member obtains an access
key mak for the group.

Access group revoking: The access group owner revokes the
granted privilege when deciding to stop communications
with a member, due to some decision criteria for misbeha-
vior. The access group owner removes the member from the
access group and updates related public information.

Threshold authentication: This procedure is executed
between an RSU and a vehicle, or between peer vehicles.
We call the authenticator in this procedure Alice who
announces the threshold k possibly different for each user
being authenticated. The authentication succeeds if and
only if the following conditions are met simultaneously: the
user Bob authenticating with Alice is a registered member
of the VANET system, Bob is a legitimate member of Alice’s
access group (if Alice is an access group owner) whose
member privilege has not been revoked, and the authenti-
cation threshold has not been exceeded. Alice records the
authentication transcripts in AUT H;,,:

Tracing: This procedure is used by Alice to trace a
misbehaving member M, who attempts to authenticate
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more than k times. Alice relies on the AUT H;,, and public
information, and obtains M,’s credential n as the procedure
output which is reported to the RTA.

Revocation/recovery: Upon receiving the complaints from
other entities in the system as the output of Tracing, the RTA
decides if the misbehaving member’s credential needs to be
revoked. The RTA then performs the identity recovery by
looking up the same pseudonym lookup table PLT (cf.
System setup above) which also records the correspondence
between the credential n and identity ID,,.

Note that for the ease of presentation, we assume the
RTAs to act as network authorities for the defense scheme
in this paper. In reality, when the roles of RTA and network
authority are separate, the network authority can simply
take charge as the RTA in the above subprocedures.
Nonetheless, in the execution of Revocation/recovery, the
network authority needs to establish trust with or be
delegated by the RTA in order to access the PLT. When we
mention network authorities in what follows, we implicitly
refer to RTAs in the network authority role.

4.3 Security Requirements

We define the security requirements for our VANET
security system, and will show the fulfillment of these
requirements after presenting the design details.

1. Privacy: The privacy requirement states that private
information such as vehicle owner’s identity and
location privacy is preserved against unlawful tracing
and user profiling.

2. Traceability: It is required where the identity
information of violators need be revealed by law
enforcement authorities for liability purposes. The
traceability requirement also indicates that a mis-
behaving user will be identified and the correspond-
ing credential revoked, if necessary, by network
authorities, to prevent this user from further
disrupting system operations. Certain criteria have
to be met for the traceability of a misbehaving user
as explained in the next section.

3. Nonframeability: Nonframeability requires that no
entity in the system can accuse an honest user for
having violated the law or misbehaved.

4. Other requirements: A secure VANET system should
satisfy several fundamental requirements, namely,
authentication, nonrepudiation, message integrity,
and confidentiality where sensitive information is
being exchanged, to protect the system against
unauthorized-message injection, denial of message
disseminations, message alteration, and eavesdrop-
ping, respectively. Nonrepudiation also requires that
violators or misbehaving users cannot deny the fact
that they have violated the law or misbehaved.

5 THE PROPOSED SECURITY SYSTEM
This section elaborates on the technical design of the

proposed security system.

5.1 System Setup
In our system, a trust domain is managed by a regional
transportation authority (RTA). Different among countries,
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the region can be a state, province, etc. On input of 14, the
unary representation of the security parameter ¢, the key
generator outputs a tuple (G1,Goe,P,q) as defined in
Section 3.1. The RTA randomly selects a domain master
secret s €p Z, to generate private keys associated with the
ID-based public keys for each entity (i.e., vehicles, RSUs,
other authorities) involved in VANET communications
within the trust domain. The RTA then publishes its certified
domain parameters (¢, G1, Gs, e, P, Py, H1), where Py, = sP
and H;: {0,1}" — G is a cryptographic hash function. For
the defense scheme, the RTA chooses Py, P, P, H € Gy,
« €r Z;, and computes P, = aP, A= e(P,P). The RTA
sets the group public and private keys as gpk = (P, Py, Po,
P,P,,H,A) and gsk = o, respectively. Furthermore, the
RTA maintains and publishes ID;;;; which can be accessed
by any user of the system.

A vehicle V’s public/private key pair in this domain is
assigned by the RTA as PK,/T,, with PK, = H,(PS,) and
I', =s- PK,. Each RSU for network access in the RTA’s
domain will be assigned a key pair in a similar fashion,
except that the RSU just uses the real identity as the public
key. For privacy preserving purpose, vehicles always use
their pseudonyms for VANET communications instead of
real identities. The pseudonym plays the same role as the
real identity in authentication and secure communications,
which in our system is of the form:

PS, := (Pseudonym, ExpiryDate) QRGyy, (1)

where ExpiryDate defines the valid period of this PS,, and
RGy denotes the home region where the vehicle is
registered. As a result, the vehicles with public/private key
pairs assigned by a same RTA (i.e., using the same master
secret s) are capable of mutual authentication. Furthermore,
the RTA will maintain a PLT (pseudonym lookup table) for
each registered vehicle in its domain which consists of the
correspondence of the real identity and the assigned
pseudonyms, and can be accessed by the RTA’s border RSUs.

The home region is assumed to be the most likely activity
region of a vehicle. As the vehicle travels across regions, it
needs public/private key pairs assigned by foreign regions
(RGF) typically with different master secrets, to remain
authenticated in these regions in order to continue enjoying
VANET services. This can be done by border RSUs owned
by RTAs. In particular, each border RSU is operated by one
RTA and will have multiple public/private key pairs, each
issued by an adjacent RTA. The border RSU will be able to
authenticate visiting vehicles based on the region informa-
tion (i.e., RGy, RGp) carried in their pseudonyms, if the
border RSU possesses a proper key pair. Upon successful
authentication with the vehicle, the border RSU will issue
pseudonym key pairs that can be used in the foreign region.
There are several ways for the border RSU to issue valid key
pairs. First, it can be configured with its RTA’s master secret
s which will be used to generate private keys corresponding
to arbitrarily chosen public keys. This approach offers
flexibility at the cost of higher risks in terms of compromis-
ing the domain master secret. Alternatives would be that the
RTA configures the border RSU with pregenerated key pairs
for future assignment without releasing s, or the adoption of
the pseudonym self-generation technique proposed in [25]
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at the border RSU so that the above configuration can be
skipped. A common drawback of these alternatives is the
limitation of the pseudonym selection, i.e., the regional
information that is imperative in our proposed security
system cannot be arbitrarily incorporated into the pseudo-
nym. We argue that since using tamper proof device at the
border RSU will reduce the risk of the master secret
disclosure, we will employ the first approach in our system.
Specifically, a border RSU assigns key pairs in one of the
following two ways:

1. The vehicle submits its pseudonym PS,, currently in
use to the border RSU, which updates PPLT, a
foreign lookup table maintained by the foreign RTA,
to record the correspondence between PS, and the
newly assigned pseudonyms. Or,

2. after authenticating with the border RSU using the
above PS,, the vehicle submits its real identity /D,
(bearing the same form as (1)) in ciphertext to the
border RSU, which updates the home RTA-main-
tained PLT to record the correspondence between
1D, and the newly assigned pseudonyms.

Let the pseudonym assigned for RGr by the border RSU
be of the form:

PS! .= (Pseudonym, ExpiryDate)QRGyQRGp.  (2)

The generation of the pseudonym key pair is analogous to
that for RGy. When the vehicle enters a region where the
border RSU has no proper key pairs to authenticate this
vehicle, the border RSU will contact the home RTA for further
actions (e.g., requesting a valid key pair from the home RTA
to authenticate with the vehicle). We will omit further
discussion on this issue since it is not a key design issue in
our system. We assume pre-established trust relationship
and secure channel between RTAs, which can be achieved by
any public key cryptosystems. We will primarily focus on the
authentication and possible secure communications during
intervehicle message exchange and infrastructure access.

5.2 Pseudonym-Based Techniques for Privacy
Since ring signature and group signature techniques for
ensuring user privacy are unsuitable for our VANET
system as mentioned in Section 2, we adopt the privacy
preserving technique based on pseudonyms. In this paper,
we do not assume the existence of pervasive VANET
infrastructure and will rely on available wireless networks
whenever possible.

5.2.1 Pseudonym Generation

Unlike sensors and some mobile nodes, storage is not a
stringent requirement for vehicles, rendering the preloading
of a large pool of pseudonyms feasible. Raya and Hubaux
[3] quantitatively studied the storage space requirement for
preloading anonymous keys (i.e., pseudonyms) and asso-
ciated certificates for long term use (i.e., one year). Their
results are obtained based on quantifying the upper and
lower bounds on the pseudonym change interval for
maintaining a satisfactory degree of privacy. We adopt
the preloading method in our ID-based VANET system
where a pool of shorter-lived pseudonyms is loaded into
the vehicle by the RTA at the time of registration. The pool
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will be replenished in a shorter period which may be a
month, week, or even a day. The merit of our approach is
that considering the unavailability of the dedicated infra-
structure for VANETS, the preload-and-replenish mechan-
ism can be realized through the existing wireless
infrastructure, such as Wi-Fi networks, wireless mesh
networks (WMNs), etc. For instance, when the network is
accessible and less busy some time close to an update, the
pseudonym pool will be replenish via the secure channel
between the vehicle and RTA or border RSUs after proper
authentication. If the vehicle is requesting pseudonym
update in the home region, the real identity D, will be
indicated in ciphertext to the home RTA, which will then
update the PLT. When the vehicle is requesting the
pseudonym update in a foreign region, the obsolete
pseudonym at the time of entering PS, ., (used for
recording the correspondence with the newly assigned
pseudonyms) will be indicated in ciphertext to the foreign
RTA, which will update the PPLT accordingly. The
pseudonym revocation list which will be much smaller in
size than the credential revocation list (CRL) in [3], can also
be downloaded using the available wireless infrastructure
when the dedicated infrastructure is not yet pervasive. In
addition to the preload-and-replenish mechanism, we base
our system on the ID-based cryptosystem so that the vehicle
need only store the pseudonym (public key), which saves
the storage space required for certificates as in the
conventional PKI-based systems [3].

5.2.2 Pseudonym Authentication

Equipped with sufficient pseudonyms, a vehicle can update
its credential frequently enough to preserve privacy (cf. [3]).
An important feature of VANET security is the digital
signature as a building block. Whether in intervehicle
communications or infrastructure access, authentication is
the basic requirement since only messages from legitimate
users should be considered. Message confidentiality re-
mains an option in VANETs depending on the specific
application scenario. For instance, safety-related messages
do not contain sensitive information and thus encryption is
not needed [3]. In some other applications such as toll
paying where vehicles obtain Internet services from RSUs,
message confidentiality via encryption schemes may be
desired. When a vehicle V' attempts to broadcast a message
m to peers or to request network access from RSUs, it
simply sends out:

V — % PS,,m,SIGr, (m | t),

where * denotes all peer vehicles in the communication
range or any RSU, SZGr, denotes the ID-based signature
using V’s private key I',, and ¢ is the current system time to
prevent message replay attack [26]. Upon receiving the
message, a peer vehicle or RSU is able to authenticate the
sender by verifying the signature which also ensures
message integrity.

Afterwards, a shared key can be derived locally at V'
and another vehicle or RSU, U, if further communications
are desired (e.g., the two vehicles remain in each other’s
transmission range for a while).
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Kv—u, = e(PK11,7F1z)
= ¢(PK,, PK,)’ (3)
= e(rua PKv) = Kufw

This shared key will then be used in further authentica-
tion or secure communications where encryption is
needed as follows:

V — U: PS,,SKEk, . (m), HMACk. . (SKE || 1),

where SKE, , denotes the symmetric key encryption using
the shared secret key K,_,, and HMACk, , denotes the
keyed-hash message authentication code leveraging the
same shared key.

In the conventional PKI, the communicating vehicles
need first exchange their public keys and certificates for
authentication, during which the verifier has to verify the
sender’s signature on the message, as well as the certificate
authority’s signature on the sender’s public key. After
authentication, a shared key will be established mutually if
desired for secure communications, where additional
communication overhead is induced. In our ID-based
system presented above, the sender merely sends one
message (i.e., PS,, m, SIG), and the subsequent verification
and symmetric key establishment can be performed without
further interactions. Therefore, our system bears desirable
features for satisfying security and efficiency requirements
in VANETS.

5.3 Threshold Signature Techniques for
Nonframeability

Applying the threshold-based secret sharing schemes to our
system, the number of authorities for sharing the secret and
for revealing the identity can be adjusted by setting
different n and k values, respectively (cf. Section 3.2). These
schemes offer great flexibility in several ways as stated in
[23]. In this paper, we adopt ID-based threshold signatures
to distribute the secret shares among designated authorities.
The shares can be distributed by a trusted dealer (TD)
which is the owner of the original secret. The TD takes one
of its publicly known identifications (or the derived public
key) Qrp to be the user ID required as the input of the ID-
based threshold signature scheme, and obtains the asso-
ciated private key I'rp =sQrp from the private key
generator (PKG) as the original secret for sharing. We let
v=T7rp for the description of the following threshold
signature scheme. In our systme, the TD can be the RTA
(i.e., PKG) or any other trusted entity who can run the secret
distribution algorithm [27].

5.3.1 Corruption-Resistant Threshold Signing

Threshold signature schemes can be used in the scenario
where the TD owns the secret and computes the shares (7;)
to distribute among n designated authorities (e.g., the
judge, police, other law enforcement authorities, etc.).
When accidents or crimes occur, relevant messages ex-
changed can be extracted by the cooperating k£ or more
authorities from the black-box-like device in vehicles which
records pseudonyms used for the message exchanges. The
participating authorities will jointly generate a secret s
without the TD, and will individually sign the pseudonym
using their associated shares +; and k;. The resulting
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SDy(Pary),SDy(Pary): the secret distribution

algorithm in the ID-based threshold scheme that takes
input Pary and Pary, respectively, and generates
secret shares at the output.

IDE pg, (D): the ID-based encryption on plaintext D
using the receiver x’s public key PK...

ITHS,, (m): the individual threshold signature on a
message m generated by a participating signer x using
its secret share ..

ITHV(ITHS,,): the individual signature verification
performed by other participants on the above signature.
T'HS(m): the threshold signature on a message m
computed by any participant.

THY(THS): the threshold signature verification

performed by the TD.

Fig. 3. List of notations in threshold signing procedure.

signatures from all other participants will be verified by
individual participants. When at least k valid signatures are
gathered, any participating authority can construct the
threshold signature based on the k partial threshold
signatures and submit it to the TD. The TD verifies the
threshold signature on the pseudonym and will return the
real identity corresponding to the pseudonym requested if
the verification succeeds.

The procedure described above is demonstrated as
follows where relevant notations are listed in Fig. 3, using
the ID-based threshold signature in [27]:

1. TD uses 8D;(v, k,n, Other) to generate secret shares
~i, Vi € [1,n], where Other denotes some published
parameters in the TD’s domain.

2. TD sends PKI', IDngL(%), SIQFTD(PKi || IDEPK] H
t) to AU;, Vi € [1,n], where PK; is AU;’s public key.

3. All participants AU;, Vi € [1,n], run SDy(k,n,Gq, P)
to jointly generate .

4. Each participating AU; generates partial threshold
signatures Z7HS,,(PS) using 7 and k;, where
i €[1,n], and PS is the pseudonym requested for
lookup.

5. Each participating AU; broadcasts PS, ITHS,,
SIGr,, (PS || ITHS, | 1).

6. Each participating AU; verifies the received signa-
tures from all other participants AU; using
ITHV(ITHS,,), j € [1,n],j # i.

7. Any participating AU; calculates 7HS(PS) based on
ITHS,, Vi€, where QC{1,2,...,n} with
| > E.

8. The above AU; sends PS, THS, HMAC, (PS |
THS || t) to TD.

9. TDverifies the threshold signature using 7HV(7 HS)
and if successful, returns the real identity from the
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pseudonym lookup table to participating AU; with

PK;, SKE,,(PS || ID,), HMAC,,(PK; || SKE,, || ).
ID-based threshold signature schemes proposed in the
literature [27], [28], [29] can be applied in our system to
perform SD,ZTHS,,,ITHV,THS, and THYV indicated in
the above procedure.

5.3.2 Tracing Law Violators

Threshold signing is a prerequisite for tracing law violators,
which involves authority collaboration and the RTA’s
assistance in pseudonym lookup in Step 9 above, if the TD
is not the home RTA (e.g., the accident occurred and thus is
investigated at a foreign region), the pseudonym lookup
procedure may involve a single-step or a multistep lookup. If
aPLTislooked up, the TD will retrieve the real identity of the
vehicle based on the submitted pseudonym. On the other
hand, if a PPLT is looked up, the TD will only retrieve the
vehicle’s obsolete pseudonym PS,_, at the time of entering
and will transfer PS, ., T7HS, Qrp to the vehicle’s
previously visited RTA according to the region information
contained in PS, . Note that if the previous RTA is not the
home RTA (i.e., the vehicle has entered from another foreign
region), the previous RTA will follow a similar lookup
procedure until the information PS,,, 7HS, Qrp reaches the
home RTA, where PS,, denotes the obsolete pseudonym
originally assigned by the home RTA. The additional
information 7HS, Qrp is included for the home RTA to
verify the threshold signature. As a simple illustration, if the
police and the judge are the designated authorities whose
signatures are required to access the PLT (or PPLT), a (2, 2)
threshold signature scheme will suit.

5.4 Threshold Authentication-Based Defense
Scheme

When misbehavior occurs during network access, network
authorities require the revocation of misbehaving users and
should not be able to arbitrarily trace honest users. It can be
achieved only by defense schemes that offer privacy-
preserving and traceability features. Furthermore, the key
reason for adopting the threshold authentication technique
is the capability to tolerate certain misbehavior due to the
flexible threshold, in addition to the privacy and traceability
guarantees. This functionality cannot be provided by the
pseudonym-based approach. Consider malfunctioning ve-
hicles as an example of nonmalicious misbehavior that
should be tolerated to certain extent. Malfunctioning and
intentional (or malicious) misbehavior are difficult to
distinguish, which would require additional software
installed in vehicles and RSUs to analyze the behavior of
the message sender and to reach a decision. As a result, it is
not an easy task to apply defense schemes differently for
malfunctioning and “real” misbehavior. This is the reason
that threshold authentication is employed in our defense
scheme, where misbehavior can be tolerated as long as the
number of times it occurs is less than the specified
threshold. It is similar in purpose to the glitch protection
proposed in [30]. In our example, within the threshold, if
the malfunctioning vehicle finds out and recovers from the
problem (e.g., via the automatic error warnings generated
by the vehicle’s on-board unit), this incidental misbehavior
can be ignored (i.e., undetected) by the access group owner.
Only when the vehicle cannot detect the malfunctioning,
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i.e., the vehicle constantly misbehaves, will the tracing and
revocation be initiated by the access group owner. The
malfunctioning vehicle’s identity will be revealed with the
aid from the RTA, and the vehicle will be informed about
the malfunctioning system by the access group owner.

The technical details of the defense scheme will be
presented below, followed by discussions on fine-grained
defense leveraging access groups.

5.4.1 Membership Registration

After the initial system setup, each legitimate user is
required to register (i.e., membership registration) with
the RTA and become a member of the defense system,
which is required for the threshold-authentication-based
defense scheme. The registration is carried out by the user
M, randomly selecting 2’,r € Z; and engaging in the
following interactions with the RTA:

. M,—RTA:PS)y, C'=2'P+rH, t, HM.ACW(C/ H t1);

2. RTA— M,:y,y €r Z;, ta, HMAC:(y | &/ || ta);

3. M,— RTA: (C,p)=(zP,A"), ZKP,, t5, HMAC,

@l Bl ZKP || t3);
4. RTA— M,: a€pZ, S==-(C+P), ts, HMAC,
(a| S| ts),

where (' is a commitment that will later be used in ZK P,. At
the end of this procedure, M, checks if e(S,aP + Pyy) =
e(C + Py, P) holds to ensure that his member public and
private keys, mpk = (a, S,C, 3) and msk = z, respectively,
are correctly formed. In Step 2, the RTA first authenticates
M, using M,’s pseudonym PS5y, to ensure the legitimacy of
M, in the VANET system. In Step 3, M, computes z =
y+ 'y and adds (n,() to IDy. Before Step 4, the RTA
verifies the presence of (n, ) in 1Dy, the validity of § =
e(C, P) and proof of knowledge ZK P, (refer to [10] for proof
details). If the verification succeeds, the RTA will issue the
member public key to M,, as shown in Step 4. The RTA will
also link M,,’'s member credential n to his real identity /D,
by adding a column of n to the PLT, an exemplary entry in
which will be (PSyy,, ID,,n). This linkage will be used for
Revocation/recovery described later in this section.

5.4.2 Access Group Setup

A user opting for his own access group to place further
restriction on other users acts as an access group owner. The
access group owner selects Q € G, Q1,Q2 € Gy, 5 €Er Z;‘ and
sets his public/private key pair as (apk = (Q, Qpus, @1, Q2),
ask = s), where Q,u = sQ. The access group owner main-
tains the following information: the AUT H,,,, the accumu-
lated value D [31] for automatically revoking access rights of
the group members, and a public archive ARC' of the form
(a,b, D), where b = 1,0 indicates the grant, revocation of an
access group member, respectively. Initially, D is set to
Dy € Gy, AUTH,,y and ARC are empty. A user M, joins the
access group owner’s group as follows to further commu-
nicate with the access group owner (AGO):

L. M, — AGO: PS),, mpk=(a,5,C,f), ts, SIG,
(mpk || t5);

2. AGOH Mn,ZPSAco, k‘, j, D]‘, t(;, SIQWAGO (k’ H ] || Dj || t(;).

Note that we have used PS), here (serving the same

purpose as PSy, in Membership registration) to indicate a
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possibly different pseudonym M, is currently using.
Suppose there are j tuples in ARC and accumulated value
is D;. After M, joins the access group successfully, the
access group owner updates the accumulated value to
Dji1 = (s+a)Dj and adds (a,1, Djy1) to ARC. M,, updates
his/her access key to mak = (j+ 1, W), where W = D;, and
initiates a running counter d which is compared with the
threshold % to ensure that & is not exceeded each time the
threshold authentication procedure is executed.

5.4.3 Access Group Revoking

The access group owner revokes M,’s access right when
detecting misbehavior, which can be performed either at the
time of M, s joining (so M,, will not be granted access at all),
or after the joining via the threshold authentication. The
access group owner simply updates the accumulated value
to Dj1 =+ D; and adds (a,0,D;;1) to ARC. Group
members must update the access key W based on a and
the up-to-date accumulated value D;,;, which ensures that
a revoked member will be unable to obtain a valid W that
passes the following threshold authentication.

5.4.4 Threshold Authentication

If M, is an access group member of an access group owner
(AGO), the threshold authentication takes place as follows:

M, — AGO : PS}, ,d,TAG,l € Z, ZK Py, tz,
STGey, (4| TAG | 1] ZKP, | 12)

M, computes TAG as TAG = (['y,T4) = (0%, (A'6,)"),
where (04, ©,) is the dth tag base. In general, M,, computes
the jth tag base by using a random oracle as (0;,0;) =
Hayxa,(PSaco, k, j) for j = 1,. .., k. The access group owner
aborts the procedure if d > k, which ensures that the user
cannot authenticate more than k times unless he/she reuses
one or more of the k tag bases. Otherwise, the access group
owner checks if TAG is different from all other entries in
AUT H,oq. If different and ZK P, is valid, the access group
owner adds (T'AG, [) and the proof of knowledge Z K P, (refer
to [10] for proof details) to AUT Hyoy. In ZK P5, the member
proves possession or correct formation of (z,a,S,d, W)
without revealing these parameters. If TAG already exists
and ZK P; is valid, the access group owner proceeds to the
tracing procedure below to detect the misbehaving user. If
ZK P isinvalid, M, is ignored and the procedure is aborted.

5.4.5 Tracing

In case there exist two entries (TAG,l,ZKP,) and
(TAG',I',ZKP}) in the AUTH,,, that T =T" and [ # I/, the
access group owner can trace a misbehaving user by
computing [ = (%)m = A*. The IDjy maintained by the
RTA can then be looked up to find the entry (n,5). M,’s
credential n will eventually be recovered and reported to the
RTA. The access group owner can also broadcast a warning
message containing M,’s mpk (i.e., 3) and the two entries
shown above (for verification purpose) in his vicinity to
inform the neighbors who will most likely be affected by the
misbehavior. The neighbors may choose to ignore this
warning message, or revoke M,,’s access right to their access
groups (if any). Note that the access group owner and his
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neighbors who noticed the misbehavior of M,, can lower the
threshold on future authentications with M, when this M,,
attempts to perform authentication using his member public
key mpk, alleviating the effect of potential attacks launched
by M, during the vulnerable period.

5.4.6 Revocation/Recovery

Since n does not reveal any information on M,’s real
identity, other users in the VANET system (except the RTA)
cannot identify M, as a misbehaving user. It is left to the
RTA to decide wether to revoke A, based on multiple
criteria. One criterion may be to accumulate a certain
number of reports against a same user. When the decision
is reached to revoke a misbehaving user, the RTA checks the
PLT for the entry (I D,,, n) and the user with identity /D, will
be restrained from future communications in the VANET
system. Note that we have assumed the RTA is trustworthy
and will only execute this procedure when a user truly
misbehaves. However, this assumption may be too strong in
realistic applications where the RTA can be corrupted. We
can use a similar method as in [7] to split the role of the RTA
(e.g., to include vehicle manufacturer) by leveraging the
secret sharing technique to avoid the consequence of power
centralization and a single point of failure.

5.4.7 Discussion

The access group setup and revoking procedures in the
defense scheme enable the group owner to employ fine-
grained defense against misbehaving group members,
besides the threshold & not being exceeded. Specifically,
the access group owner restricts his access group members
in two cases: 1) the access group owner needs to control the
activity duration of an access group member in addition to
the number of times k, and 2) the access group owner
decides to revoke an access group member’s access right at
any time during the threshold authentication after the
threshold £ has been announced to the member, possibly
due to the severity of the member’s misbehavior. An
example of 1) can be when the access group owner is
an RSU who provides services (e.g., infotainment) bearing
an expiration time. In this case, the RSU may initiate a timer
at the time a user joins the access group and deny the
member’s access by updating Dj;; based on a and the
expired timer, even if k has not been reached. In the case of
2), the access group owner has more control over group
members such as public vehicles that tend to impact greatly
on victims [32]. The owner may revoke these members’
access as soon as the severity of their misbehavior is raised
above the tolerable level which is design specific and will
not be elaborated here. However, Case 2) requires an extra
proof of knowledge that the misbehavior is not up to the
owner-specified severity level, which will not be further
discussed in this paper due to space limitations.

6 SECURITY ANALYSIS

Our secure VANET system, which primarily strives to
resolve the conflicts of privacy and traceability, also satisfies
the requirements of authentication, message integrity, and
confidentiality.

Privacy: Privacy is achieved by the pseudonym-based
technique, as detailed in Section 5.2. The adoption of
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pseudonyms in VANET communications conceals the real
identity of vehicles such that peer vehicles and RSUs cannot
identify the sender of a specific message while are still able
to authenticate the sender. By frequently updating the
pseudonyms during communications, our system success-
fully defends legitimate vehicles against tracing and user
profiling, assuming an underlying Tor-like anonymous
network layer [33] which ensures location privacy.

To elaborate on the the achievable privacy, when a
vehicle applies for pseudonyms using its real identity from
either the RTA or border RSUs, its privacy cannot be
guaranteed because the real identity must be revealed at
these moments. However, after the pseudonym issuance,
the vehicle will interact primarily with the service provider
owned RSUs for Internet access, or with peer vehicles using
the assigned pseudonyms. Since interactions using these
pseudonyms with the RTA or border RSUs are minimal in
our schemes, we can safely claim that the RTA cannot
arbitrarily link pseudonyms with the identity to compro-
mise the privacy of an honest vehicle user. The minimal
interactions include: 1) the vehicle authenticates with the
RTA in Membership registration which occurs only once if the
vehicle is not traced or revoked, and 2) the vehicle
authenticates with the border RSUs to obtain new pseudo-
nym key pairs while in the specific region, which happens
once every user-specified update period as mentioned in
Section 5.2.1. By adjusting the length of the update period,
the vehicle users can control the achievable privacy by
limiting the border RSUs’ chances to view the assigned
pseudonyms. For example, a user can choose to preload and
replenish pseudonym key pairs for a longer time (i.e., once
every month), where the frequency of linking a pseudonym
to an identity is lower and the achievable privacy level will
be higher. On the other hand, if the user sacrifices privacy
for storage efficiency, he/she can choose to update key
pairs once every day. In this case, the border RSUs will be
able to learn the identity of the user every day at the time of
key updates. This is a common issue in the design of
security schemes where tradeoff between security and
efficiency will be involved. Note that due to the anonymous
network layer, the border RSUs are unable to learn the
location (i.e., network address) of this user.

Furthermore, in the defense scheme, a vehicle member’s
fixed member public key mpk is needed in the access group
setup and revoking, and in the actual threshold authentica-
tion. Although mpk is not updated as pseudonyms, it will
not be shown to the group owner in the authentication (cf.
Section 5.4.4) where only the knowledge proof of the mpk is
needed. Therefore, this fixed key will not enable the
attackers to link multiple authentication events to a same
vehicle user. Except for the cases where identities must be
revealed to the authorities, no entity in our system can
compromise the privacy of honest vehicle users.

Traceability: The pseudonym lookup tables PLT and
PPLT enable the eventual tracing of law violators in the
enforcement scenario, with the participation of law enforce-
ment authorities and involvement of the RTA. The tracing
procedure in the threshold authentication scheme guarantees
the traceability of a misbehaving user who has authenticated
more than & times during network access.
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Nonframeability: The secret sharing technique in the
threshold signature scheme ensures nonframeability in the
case of corrupted authorities, who attempts to illegally
recover an innocent user’s identity. Moreover, it is not
possible for any other entity in the system, especially the
network authorities, to accuse an honest user for having
misbehaved simply because an evidence (i.e., authentica-
tion transcripts) cannot be produced for verification by a
third-party arbiter, in case disputes occur.

Authentication, Nonrepudiation, Integrity and Con-
fidentiality: Authentication, nonrepudiation, and integrity
are guaranteed by digital signatures (as shown in
Section 5.2.2) which bound a message to a pseudonym
and consequently the corresponding identity. If further
interactions are needed and hence a symmetric key is
established between interacting entities, integrity can be
protected by utilizing the message authentication code
(e.g., HMAC,,). Confidentiality is attained by using public
or symmetric key encryptions, for the initial and sub-
sequent secure communications, respectively.

Miscellaneous: Some other requirements pertinent to
VANET security include data consistency, availability,
position verification, efficiency, and scalability, and are
discussed in [34], [35], [5], [36], [37] and [1], respectively.
These requirements are not the security goals of our
VANET system but can be fulfilled by applying the above
techniques accordingly.

7 EFFICIENCY ANALYSIS

We carry out efficiency analysis in this section in terms of
storage, computation, and communication efficiency for our
security system.

7.1 Storage

In our system, the storage requirements on RTAs, other
authorities, and RSUs are not stringent since these entities
are distributed and resource-abundant in nature (e.g., there
are many RTAs across the country, each of which may
consist of several powerful servers). We are mainly
concerned with the storage cost in vehicles due to the
preloading of pseudonyms for privacy, and the information
necessary for the defense scheme. Note that in Threshold
Signature Techniques for Nonframeability, only law enforce-
ment authorities are involved to split the authority role and
no vehicle needs to participate in this procedure. Moreover,
this procedure is invoked once for every accident or crime
in which the guilty vehicle escapes from the scene. This
event is expected to happen infrequently assuming a
majority of vehicles are honest and responsible. Our system
employs the combination of pseudonym preloading and
replenishing, striving to reduce the storage cost at the
vehicles compared to the preloading method alone. How-
ever, we assume the worst case (i.e., only preloading is
available) for the following analysis. As shown in [3], the
number of required pseudonyms per year is approximately
43,800, calculated based on the average driving time per
day and the pseudonym update frequency for desired
privacy. We adopt the parameters specified in [25] for our
ID-based cryptosystem and a pseudonym/private key pair
takes around 43 bytes using point compression (2 x |G1]
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element) for storage. Each vehicle will be preloaded 1.88 M
bytes per year, which is an acceptable size and outperforms
the storage efficiency (3.5 M bytes per vehicle per year with
80 bytes per key/certificate) in [3]. The parameters (ie.,
100 bytes per key/certificate) chosen by [3] result in a
security level similar to 2,048-bit RSA and a total storage
space of 4.2 M bytes. In order to perform a fair comparison
with our system, we derived the above 3.5 M bytes based on
parameters yielding a security level equivalent to 1,024-bit
RSA. Note that elliptic curve cryptography (ECC) based PKI
was adopted by [3] and is well-known for its very efficient
storage and communication performance due to small key
sizes, compared to RSA-based PKI. If RSA-based PKI had
been adopted, the total required storage space in the above
scenario would be around 48.2 M bytes, assuming 1,024-bit
RSA public key. Our ID-based cryptosystem shows advan-
tage in terms of storage efficiency over ECC-based PKI in
[3], let alone RSA-based PKI.

Furthermore, in our system, each vehicle needs to store a
public/private key pair, roughly 214 bytes, for the defense
scheme against misbehavior. When acting as an access
group owner, the vehicle also stores AUTH,,, and public
archive ARC containing records for each access group
member. However, these two pieces of information will not
grow in size over time due to the communication
characteristics of VANETSs, that is, vehicles have limited
interaction time and interact only when staying in each
other’s vicinity. The likelihood of two vehicles encountering
again in a short period (once they have been out of reach) is
expected to be low. Additionally, the communicating
vehicles during a reasonable time interval can be assumed
of minimal change (e.g., a vehicle will most frequently
exchange messages with neighboring vehicles in the same
driving direction with similar driving speed). Therefore,
the number of entries in AUT H;,, and ARC is maximally
the largest possible number of vehicles in the transmission
range in a given time interval. It is worth noting that the
storage costs of PLT and PPLT at an RTA will not increase
over time either, the reason being that each vehicle in the
RTA’s domain has exactly one entry in the PLT or PPLT.
The RTA need not record all pseudonyms used by a vehicle
but the effective one or those recently expired ones, based
on the ExpiryDate field in the pseudonym. These recorded
pseudonyms serve mainly for recovering a guilty vehicle’s
real identity, and thus, previously expired pseudonyms are
useless assuming the accident or crime will be investigated
shortly after its occurrence.

7.2 Computation

Similar to the argument in the storage analysis, we are
interested in the computation costs at vehicles which are
least powerful in our system. Bilinear pairings are the most
expensive operations when the ID-based cryptosystem is
employed. Specifically, a vehicle needs to compute pairings
for SZG,(m || t) and K,_, when exchange messages with
other vehicles. The vehicle also needs to compute pairings
for the defense scheme, where the zero knowledge proof
(ZKP) construction and verification contribute to the high-
est cost since they must be performed each time an access
group owner authenticates an access group member. Some
pairing operations involved in Registration and Access group
setup can be neglected due to the infrequent invocation of
these procedures. For SZG_ (m | t), ID-based signature
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schemes such as [38] can be utilized for the signing and
verification procedures. Using the techniques in [38],
computation efficiency can be achieved by precomputing
certain pairing operations and leaving a minimal number of
pairings on-the-fly at the verification phase. One pairing
operation is required for computing K,_,, and only when
the two vehicles remain in each other’s transmission range.
Regarding the ZKP-induced computation, the proofs can be
constructed by access group members in advance and hence
all pairings involved can be precomputed. In contrast,
certain number of pairings must be computed in real-time
while others can be precomputed for the verification
performed by the access group owner. Employing the
construction and verification shown in [10], four pairings
need be computed by the access group owner in real time.

Although the computationally intensive pairing opera-
tions are not involved in conventional PKI (ECC-based PKI
and RSA-based PKI), we argue that the ID-based crypto-
system based on pairings is still highly suitable, especially
in our VANET environment. If Tate pairing is used for the
basic pairing operation, it is shown in [39] that the time
taken for computing a Tate pairing is 20 ms, 23 ms, and
26 ms, in the underlying base field of F, (where |p| =
512 bit), Fyen, and Fyor, respectively. The first two fields have
similar levels of security to 1,024-bit RSA while the last field
has effective 922-bit security. Recent progress [40] shows
that the computation time of Tate pairing on elliptic curves
in characteristic 2 and 3 has been significantly improved,
rendering pairing-based cryptosystems more realistic in
security applications. Though vehicles are less powerful
than other entities in our system (e.g., RTAs, RSUs, etc.),
they have relatively high computation power (i.e., can be
equipped with high-power processors) as a mobile device,
in comparison with most other mobile devices such as cell
phones, PDAs, or even laptops. Recent results show the
feasibility of pairings on power-constrained smartcards [41],
[42], which we believe strengthens our above argument. We
conclude from the analysis that the real-time computation
intensity in our system is highly acceptable even on the low-
end mobile device.

7.3 Communication

Communication costs in our systems are mainly induced
by broadcasts. Each message broadcast by vehicles (cf.
Section 5.2.2) consists of a pseudonym (22 bytes), a
plaintext message (disregarded in the comparisons), and
a signature. The signature generated by the scheme in [38]
is equivalent in size to an element in G; and an element in
Z;, which sum to roughly 43 bytes. As a result, each
broadcasted message in our ID-based cryptosystem yields
65 bytes. If ECC-based PKI is adopted as in [3], each
broadcasted message will consist of a signature and a
certificate (one public key plus one signature), totaling 100
bytes. If the RSA-based PKI is adopted, each broadcasted
message will induce up to 1.1 K bytes communication
overhead (assuming the RSA key for signing is 1,024 bit or
128 byte, and a standard certificate comprising an RSA
public key and the certificate authority’s signature is
roughly 1 K bytes). Apparently, our ID-based solution
outperforms ECC-based PKI and has significant improve-
ment compared to RSA-based PKI. The broadcast of partial
threshold signatures by participating authorities for non-
frameability takes place infrequently due to the rare case of
escaping from the crime scene, as argued in the storage
analysis. Another broadcast event in our system occurs at
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Tracing in the defense scheme. Analogous to the broadcast
of messages, this broadcast event, introducing roughly
1.2 K bytes, also takes place only in a vehicle’s transmis-
sion range. As described in Section 5.4.5, this broadcast of
the misbehaving vehicle’s public key § and the two entries
is optional, in that the access group owner can trace the
misbehaving vehicle and report to the RTA without
warning other vehicles in the vicinity. However, such
warning is highly desirable in order to diminish the impact
of misbehavior, sacrificing system performance for secur-
ity. Improvement can be carried out by the access group
owner only broadcasting the 128-byte 3. Neighboring
vehicles may choose to trust the access group owner from
previous interactions and thus the two entries (of 1.1 K
bytes) for verification purpose need not be broadcasted.
As a final remark, we point out that the characteristics of
VANET systems determine that communication efficiency
is the foremost performance indicator, among all the
efficiency concerns. The reason is that vehicles, as the
mobile devices in VANETS, are capable of intensive data
storage and complex computation tasks, rendering the
requirements for storage and computation efficiency less
stringent. On the other hand, communication overhead will
be overwhelming if inefficient design is carried out, due to
potentially large user base (i.e., vehicles) in VANETs.
Through the analysis of our system and those based on
conventional PKI, we particularly demonstrate the promis-
ing performance regarding communication efficiency of our
design built on ID-based cryptosystem. Moreover, limiting
most communications to local interactions and not relying
on pervasive infrastructure give rise to more affordable
communication costs in our VANET system.

8 CoNcLUSION AND FUTURE WORK

We have presented the VANET security system mainly
achieving privacy, traceability, nonframeability, and privacy-
preserving defense against misbehavior. These functional-
ities are realized by the pseudonym-based technique, the
threshold signature, and the threshold authentication based
defense scheme. The ID-based cryptosystem facilitates us to
design communication and storage efficient schemes.
Through security and efficiency analysis, our system is
shown to satisfy the predefined security objectives and
desirable efficiencies. Our future work consists of simulating
the proposed security system and experimenting it in real
VANET settings.
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