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ABSTRACT Due to the potential security problem about keymanagement and distribution for the symmetric
image encryption schemes, a novel asymmetric image encryption method is proposed in this paper, which
is based on the elliptic curve ElGamal (EC-ElGamal) cryptography and chaotic theory. Specifically, the
SHA-512 hash is first adopted to generate the initial values of a chaotic system, and a crossover permutation
in terms of chaotic index sequence is used to scramble the plain-image. Furthermore, the generated
scrambled image is embedded into the elliptic curve for the encrypted by EC-ElGamal which can not
only improve the security but also can help solve the key management problems. Finally, the diffusion
combined chaos game with DNA sequence is executed to get the cipher image. The experimental analysis
and performance comparisons demonstrate that the proposed method has high security, good efficiency, and
strong robustness against the chosen-plaintext attack which make it have potential applications for the image
secure communications.

INDEX TERMS SHA-512 hash, elliptic curve ElGamal encryption, chaos game, crossover permutation.

I. INTRODUCTION

Recently, various methods have been presented to meet
the challenges of image data security requirements [1]–[5].
According to different types of key distribution, the cryp-
tosystems are mainly divided into two categories, which are
symmetric and asymmetric encryptions [6]. In the symmetric
encryption, the encryption key is same as decryption key or
it is easy to calculate the other key based on one known
key. The advantages of symmetric encryption algorithms
are low computational complexity, fast speed [7]–[11]. But
one of the most significant problems in symmetric encryp-
tion is the management and distribution of key. In other
words, when users employ symmetric encryption algorithm
multiple times, the number of keys will increase dramat-
ically. Moreover, the key may suffer from the risk of
attacker interception in the key distribution process. Thus,
no matter how the key is managed and distributed, it is
slow and expensive, which becomes a burden on secure
communication.

The associate editor coordinating the review of this manuscript and
approving it for publication was Di He.

In order to solve this problem, the asymmetric encryption
requires that the encryption key should be different from the
decryption key, and the decryption key cannot be calculated
from the encryption key. The asymmetric encryption achieves
the secure communication among multiple users, and dis-
tributing key on the unsecure channel can also be avoided.
Two different types of keys namely the public key and the
private key are required in asymmetric encryption. The public
key can bemade public, which is available for everyone while
the private key can only be kept by receiver. The theory of
asymmetric encryption is shown in Fig. 1. The key pair is
firstly kept by receiver, and the public key is sent to trans-
mitter. Then, transmitter encrypt the information with public
key, where the public key can be sent in any way because the
cipher information can be only decrypted successfully with
the private key. Finally, the cipher information is sent to the
receiver and decrypted with the private key. In the asymmetric
encryption, the private key is only kept by receiver, which can
greatly facilitate key management and distribution.

Elliptic Curve Cryptography (ECC), as an significant
asymmetric encryption technology, is proposed in [12]. The
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FIGURE 1. The theory of asymmetric encryption.

theory of ECC is based on elliptic curve mathematics,
which is the difficulty to calculate the discrete logarithm
of the ellipse curve on the Abelian group by using ratio-
nal points [13]. The ECC has relative high security, short
keys, and it is faster than the classical counterparts such as
Ron Rives Adi Shamir Leonard Adleman (RSA) and Dig-
ital Signature Algorithm (DSA) [14]. Therefore, ECC has
bring extensive attention in the fields of authentication [15],
digital signature [16], secure communication [17] and sig-
nal processing [18] etc. Many methods of image encryp-
tion based on the characteristics of ECC are proposed.
For example, a color image encryption method is proposed
in [19], which utilizes the combination of discrete chaotic
map (2D-TFCDM) and Menezes-Vanstone ECC (MVECC).
In this method, the keys and parameters are generated by
the MVECC, and fractional 2D-TFCDM is used to scramble
and diffuse the image. The experiment results demonstrate
that this method can resist various attacks. In [20], a method
based on DNA encoding and elliptic curve Diffie-Hellman
encryption (ECDHE) is introduced, in which the plain image
is transformed into DNA matrix by DNA encoding. DNA
addition operation is performed on each component, and the
cipher image is obtained by ECDHE. Results show that this
method has large key space and it can defend common attacks
effectively. Based on the ECC and the public key cryptosys-
tem, Elliptic Curve ElGamal (EC-ElGamal) cryptosystem is
introduced in [21], which is widely applied in the field of
image encryption. In approach of [22], a method of color
image encryption based on chaotic systems and EC-ElGamal
is presented. Firstly, the plain image is compressed for the
purpose of grayscale expansion, and then the compressed
image is encrypted by the improved four-dimensional cat
map. Finally, the EC-ElGamal encryption algorithm is used
for global expansion to obtain the cipher image. This method
performs well in statistical analysis and differential attacks,
which shows better security compared with other algorithms.
Similarly, EC-ElGamal-based method of image encryption
is proposed in [23], where a new additive homomorphism
in the EC-ElGamal cryptosystem is employed. Furthermore,
a medical image encryption method using improved ElGa-
mal encryption technique is presented in [24], in which the

operation of embedding plaintext pixels into elliptic curve
is discarded. This method can encrypt multiple pixels at the
same time, and the results show that it has fast encryption
speed.

As an excellent candidate for the key generation of cryp-
tosystem, chaotic systems have characteristics of ergodicity,
sensitivity to initial conditions, and long-term unpredictabil-
ity, which are applied in different fields [25]–[30]. A plenty
of chaos-based image encryption methods have been pro-
posed, which include the intertwining Logistic map [31],
the Chebyshev map [32], the Arnold cat map [33] the Tent
map [1], the Lorenz system [34], the spatiotemporal chaotic
system [3], the hyper-chaotic system [35], the memristive
chaotic system [36], etc. Chaos-based design patterns are
developed to make the encryption process more compli-
cated, which have better encryption performance and capa-
bility in resisting different attacks [37], [38]. Furthermore,
in [39], the concept of chaos game is proposed in the field
of fractal. This is a fast-statistical method for analyzing the
internal structure of DNA sequences. It uses a simple Itera-
tive Function System (IFS) to generate fractal graphics in a
two-dimensional plane. This method has been widely applied
in many research areas such as biotechnology [40] and signal
processing [41].

Based on the aforementioned analysis, a novel image
encryption method based on EC-ElGamal encryption and
chaotic systems is proposed in this paper. The main con-
tributions of this paper include (a) In order to improve the
security in existing architecture of permutation-diffusion,
a novel encryption structure that permutation-EC-ElGamal
encryption-diffusion is designed, which makes separate
attacks become more difficult; (b) A method of crossover
permutation based on coupled Logistic-Tent map (LTM) and
coupled Tent-Sine map (TSM) is introduced, in which the ini-
tial values of LTM and TSM are generated by SHA-512 hash.
This design not only can resist the known-plaintext attack and
chosen-plaintext attack, but also improves the randomness of
the pixel distribution; (c) A method of image pixels embed-
ding into elliptic curve is proposed, then the EC-ElGamal
encryption is performed. This method is simple for operating,
and the EC-ElGamal encryption can greatly improves the
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FIGURE 2. Bifurcation diagrams of the (a) Logistic map; (b) Tent map; (c) Sine map; (d) LTS map; (e) TSM map.

encryption performance; (d) A method of diffusion based
on chaos game is presented, in which DNA sequence is
introduced as the keys, and two sequences of chaos game are
generated to diffuse the image. This method achieves good
effect in diffusion, which can resist the differential attack
effectively.
The rest parts of the paper are arranged as follows.

In Section II, the preliminary studies in the proposed method
are introduced. The frameworks of encryption and decryption
are detailed in section Section III. In Section IV, the sim-
ulation results and analyses the security performance are
reported. Section V concludes this paper.

II. PRELIMINARIES

A. COUPLED LOGISTIC-TENT MAP (LTM) AND COUPLED

TENT-SINE MAP (TSM)

Coupled chaotic map is a combination of two one-
dimensional chaotic maps, which is given in [42]

F(xn+1) = mod(f (xn)+ g(xn), 1), (1)

where f (xn) and g(xn) are different one-dimensional chaotic
maps, mod(x, y) is modulo operation which returns the
remainder of x divided by y. The range of iteration values
of coupled chaotic map is (0, 1) due to modulo operation.

In addition, the Logistic map, Tent map and Sine map are
the three widely used one-dimensional chaotic maps, which
are described as Eq.2, Eq.3 and Eq.4, respectively.

xn+1 = µxn(1− xn), (2)

xn+1 =

{

µxn, if xn < 0.5

µ1− xn, if xn ≥ 0.5,
(3)

xn+1 =
a

4
sin(πxn). (4)

The coupled Logistic-Tent map (LTM) and coupled
Tent-Sine map (TSM) based on Eq.1 are introduced in [42],
in which LTM is combined with Logistic map and Tent map,
and TSM is combined with Tent map and Sine map. They are
given by

FLTM(xn+1)

=











mod(µxn(1− xn)+
(4−µ)xn

2
, 1), if xn < 0.5

mod(µxn(1− xn)+
(4−µ)(1−xn)

2
, 1), if xn ≥ 0.5,

(5)

and

FTSM(xn+1)

=











mod(
µxn

2
+

(4− µ) sin(πxn)

4
, 1), if xn < 0.5

mod(
µ(1− xn)

2
+

(4− µ) sin(πxn)

4
, 1), if xn ≥ 0.5,

(6)

where µ ∈ (0, 4]. The bifurcation diagrams of Logistic map,
Tent map, Sine map, LTM and TSM are shown in Fig. 2. The
outputs of LTM and TSM evenly distribute in (0, 4], which
have larger range than Logistic map, Tent map and Sine map.
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FIGURE 3. The theory of asymmetric encryption.

B. ELLIPTIC CURVE ELGAMAL (EC-ELGAMAL)

The elliptic curve is a set of points that satisfy theWeierstrass
equation in the projective plane [22]. Let Ep be an elliptic
curve equation over a finite field, and it is given as

y2 = x3 + ax + b (mod p), (7)

where a and b are two constants which satisfy 4 a3+27 b2 6=
0, p is a prime [12]. Specially, the coordinates on the elliptic
curve follow the additive Abelian property [13].
Definition 1: Addition on elliptic curve. Suppose P, Q, R,

O are four points on elliptic curve Ep (O is an infinite point):
(1). O+ P = P+ O = P;
(2). −O = O;
(3). If P(x, y) 6= 0, then −P = (x,−y);
(4). If Q = −P, then P+ Q = O;
(5). If P 6= Q, Q 6= O, Q 6= −P, R denotes another

intersection of straight line PQ (if P 6= Q) or Ep at the
intersection point of P (if P = Q) with another point of
elliptic curve Ep, then P+ Q = âĹ′R.
As shown in Fig.3,P (x1, y1) andQ (x2, y2) are taken on the

elliptic curve randomly, and a straight line is made at another
point R on the elliptic curve. Then, cross the parallel line of
the y-axis over R to R′, and define P (x1, y1) + Q (x2, y2) =
R′ (x3, y3), R′ = −R = (x3,−y3). Therefore, the result of
point addition R′ (x3, y3) is given by

{

x3 = τ 2 − x1 − x2
y3 = τ (x1 − x3)− y1,

(8)

where τ is slope, and it is defined as

τ =















y2 − y1
x2 − x1

, if P 6= Q

3x21 + a
2y1

, if P = Q,

(9)

Through the above analysis, it can be concluded that the
result of point addition is all on the elliptic curve [23].
Furthermore, combining the law of addition on ellip-

tic curve and discrete logarithm operations, a cryptosystem
based on elliptic curves can be established. Elliptic Curve

Discrete Logarithm Problem (ECDLP) is an asymmetric
cryptosystem, which can establish a security cryptosystem
based on elliptic curve cryptosystem.
Definition 2: Suppose p is a prime and Ep is an elliptic

curve. For the two points P and Q on the elliptic curve, they
satisfy Q = kP. It can be proved that it is easier to calculate
Q from k and P. However, it is difficult to calculate k from Q

and P [22].
Because of irreversible solution on the ECDLP, ElGamal

cryptosystem is introduced and known as EC-ElGamal [21],
which can provide a faster speed and a smaller key length.
Moreover, the security of EC-ElGamal is higher than the
other classical counterparts [12]. The specific encryption and
decryption processes of EC-ElGamal are performed as fol-
lows
Step 1: Generation of keys for receiver:
(i). The elliptic curve equation Ep : y2 = x3 + ax + b,

prime p and basic point L are selected.
(ii). Private key d is set by receiver, then Q is calculated by

Q = dL.
(iii). Keys Ep, p, L, Q are exposed.
Step 2: Encryption processes of transmitter:
(i). The plaintext is known asU , and it is converted to point

U ′ on the elliptic curve filed.
(i). Private key k is set by transmitter, then C1 = kL and

C2 = U ′ ⊗ kQ, where ‘‘⊗’’ denotes addition operation on
elliptic curve.
(iii). Transmit encrypted data C1, C2 to receiver.
Step 3: Decryption processes of receiver:
(i). According to the private key d of receiver, U ′ is given

by

U ′ = C2 ⊘ dC1

= (U ′ ⊗ kQ)⊘ d(kL)
= U ′ ⊗ (k · dL ⊘ d · kL) = U ′, (10)

where ‘‘⊘’’ is the inverse addition operation on elliptic curve.
(iii). Restore U ′ to U from the plaintext.

C. DNA SEQUENCE REPRESENTATION BASED

ON CHAOS GAME

Deoxyribonucleic acid (DNA) is a biological macromolecule,
which is composed of genetic instructions and life function-
ing. DNA is consisted of four types of bases: Adenine (A),
Thymidine (T), Cytosine (C) and Guanine (G). Thus, there
are eight kinds of encoding rules [43] which are listed
in Table 1. In addition, the Chaos Game Representa-
tion (CGR) of DNA sequences based on iterative function
is a statistical method for DNA sequence analysis. It can be
expressed as the distribution of a certain length of base in
DNA sequences [39].

In the DNA-based chaos game, four DNA bases (A, T,
C, G) are input into the chaos game. The processes of
DNA-based chaos game include two main steps. The coor-
dinates of four bases C(0,0), A(1,0), T(0,1) and G(1,1) are
firstly determined. Then, a seed point M(x0, y0) is set. If the
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TABLE 1. DNA encoding rules [43].

FIGURE 4. Route of chaos game when the DNA sequence is ‘‘GATTCAG’’.

base of DNA sequence is A, the midpoint betweenM and A is
taken as the new starting point. In the same way, the position
of each base can be expressed as

{

xi+1 = 0.5(xi + Xi)
yi+1 = 0.5(yi + Yi),

(11)

where xi and yi are the x and y coordinates of chaos game
points, Xi and Yi represent the corresponding coordinates of
four bases.
For instance, a DNA sequence is ‘‘GATTCAG’’. Based

on the coordinates of four bases, sequences Xi and Yi are
the corresponding coordinates of the four bases, i.e., Xi =
{1, 1, 0, 0, 0, 1, 1} and Yi = {1, 0, 1, 1, 0, 0, 1}, seed point
M(x0, y0) = (0.5, 0.5). Thus, the positions of chaos game are
iterated by Eq.11, and Fig.4 shows the routes of xi+1 and yi+1.

D. CROSSOVER OPERATOR

Genetic algorithm is a computational model that simulates
Darwin’s theory of natural selection and the process of natural
biological evolution. Genetic algorithm consists of three basic
genetic operators: selection, crossover and mutation [44].
In general, the selection operator plays the role of selecting
the best individuals from the group, the crossover operator
is used to reorganize the selected individuals, and the new
individuals can be generated by the mutation operator.

There are several methods in crossover algorithm, which
are single-point crossover, multiple-point crossover and uni-
form crossover etc. In single-point crossover, single point
is selected in the individual string randomly, and the two
individuals at that point are swapped. Similarly, multiple
crossover points are selected randomly in the individual
string in multiple-point crossover, and perform the same

FIGURE 5. The processes of (a). single-point crossover; (b). multiple-point
crossover (point=2).

operations [45]. Fig.5 shows the processes of single-point
crossover and multiple-point crossover, in which A and B are
two individuals, A′ and B′ are the new individuals obtained
by crossover operation. In this paper, the multiple-point
crossover is used to scramble the plain image.

III. THE PROCESS OF ENCRYPTION AND DECRYPTION

There are twomain processes in traditional image encryption,
which are permutation and diffusion [46]. In the permutation
phase, the correlation of adjacent pixels are reduced and the
information entropy is increased. However, the tonal distri-
bution of scrambled image is same as plain image, which
is vulnerable to statistical attacks. In order to improve the
security of the proposed method, the EC-ElGamal encryption
is employed before diffusion operation. That is, there is no
connection between permutation and diffusion, which makes
separate attacks become more difficult, and only one round
of encryption can achieve good performance.

Suppose the size of the plain image I is M × N. The
flowchart of the proposed images encryption method is
shown in Fig.6. There are three main processes in the pro-
posed encryption method, which include the crossover per-
mutation, EC-ElGamal encryption and diffusion. Specially,
EC-ElGamal is asymmetric encryption, so that the encryption
keys and the decryption keys are different.

A. THE PROCESS OF ENCRYPTION

(1). Generation of the chaotic sequences
In this paper, SHA-512 is employed to generate the initial

values of chaotic maps.When two images only have one pixel
difference, their hash values are completely different [47].
Thus, SHA-512 can achieve the randomness of the key and
the security of the encryption method.

Firstly, the 512-bit secret key H generated from SHA-512
is divided into 128 blocks, and the length of each block is
4-bit. H can be described as

H = h1, h2, h3, . . . , h127, h128. (12)
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FIGURE 6. The block diagram of the proposed encryption method.

The intermediate parameters A, B, C and D are given by


















A = h1 + h2 + · · · + h32
B = h33 + h34 + · · · + h64
C = h65 + h66 + · · · + h96
D = h97 + h98 + · · · + h128.

(13)

The initial values x1, x2, x3, x4, x5, x6 of the chaotic system
are obtained by: if A > B, B/A is the initial value of x1;
otherwise, A/B is the initial value. Similarly, the initial values
x2, x3, x4, x5, x6 are obtained based on B and C , C and D, A
and C , A and D, B and D, respectively.

Then, four chaotic sequencesX1,X2,X3,X4 are generated
from x1, x2, x3, x4 by using LTM (Eq.5) and TSM (Eq.6),
where X1, X2 are generated from x1, x2 by LTM, and X3,
X4 are generated from x3, x4 by TSM. For each element of
X1,X2,X3 andX4, the quantization operations are performed
according to



















X1 = floor(mod(X1 × 1014,M))+ 1

X2 = floor(mod(X2 × 1014,N))+ 1

X3 = floor(mod(X3 × 1014,M× N))+ 1

X4 = floor(mod(X4 × 1014, 255))+ 1.

(14)

Delete the repeated values in X1, X2, X3, and three index
sequences for crossover permutationX

′
1,X
′
2,X
′
3 are obtained.











X
′
1 = [X

′
1(1),X

′
1(2), . . . ,X

′
1(M)]

X
′
2 = [X

′
2(1),X

′
2(2), . . . ,X

′
2(N)]

X
′
3 = [X

′
3(1),X

′
3(2), . . . ,X

′
3(M× N)].

(15)

In addition, the DNA sequence W is generated by X4,
which is used for generating the chaos game sequences. The
DNA encoding rule is ra, it is given by

ra = mod(sum(H), 8)+ 1. (16)

The sequences of chaos game Sx and Sy are iterated by
Eq.11 for (M×N−1) times, in which seed point M(x0, y0) =
(0.5, 0.5), Sx(1) and Sy(1) are x5 and x6, respectively. Then,
the quantization operations are performed according to



















Sx = floor(mod(Sx × 1014

+Sy × 1014), 256)⊕ t
Sy = floor(mod(Sx × 1014

−round(Sy × 1014)), 256)⊕ t,

(17)

where

t = floor(sum(I)/(M× N)). (18)

Finally, two chaotic sequences for diffusion Sx and Sy are
obtained.

{

Sx = [Sx(1),Sx(2), . . . ,Sx(M× N)]

Sy = [Sy(1),Sy(2), . . . ,Sy(M× N)].
(19)

(2). Image encryption
There are three main operations in the proposed method,
which includes crossover permutation, EC-ElGamal encryp-
tion and diffusion. These steps are presented as follows in
detail.

• Step 1. Crossover permutation. Based on the index
sequences X

′
1, X
′
2, X
′
3, the crossover permutation is per-

formed on the plain image, in which the multiple-point
crossover is used to scramble the plain image. The
pseudo code of crossover permutation is given in
Algorithm 1, and Fig.7 shows the process of crossover
permutation when the size of image is 3×3. First, the ith
row and X

′
1(i)th row are crossed, and X

′
1(i)th row and

(i + 1)th row are crossed. In this process, i, (i + 1) and
X
′
1(i)) are the crossover points to get the row scrambled

image (see Line 1-3). Then, the column scrambled image
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Algorithm 1 Process of Crossover Permutation

Input: Plain image I, index sequences X
′
1, X
′
2, X
′
3.

Output: Scrambled matrix I
1: for each i ∈ [1,M− 1] do
2: I([i X

′
1(i)], :) = I([X

′
1(i) i+ 1], :)

3: end for

4: for each i ∈ [1,N− 1] do
5: I(:, [i X

′
2(i)]) = I(:, [X′2(i) i+ 1])

6: end for

7: I1← reshape(I,1,M× N)
8: for each i ∈ [1,M× N] do
9: I1(:, [1 X

′
3(i)]) = I1(:, [X

′
3(i) 1])

10: end for

11: return I← I1

FIGURE 7. The process of crossover permutation when the size of image
is 3 × 3.

is generated by using i, (i+1) andX′2(i), i.e. crossover ith
column andX

′
2(i) column, and crossoverX

′
2(i)th column

and (i + 1)th column (see Line 4-6). Similarly, in order
to achieve a better performance of permutation, the col-
umn scrambled image is reshaped to one-dimensional
vector I1, and crossover the elements of i and X

′
3(i) to

obtain the scrambled matrix I, as shown by Line 7-10 of
Algorithm 1.

• Step 2. EC-ElGamal encryption. Firstly, the coordinates
of the elliptic curve are generated by the scrambled
matrix. That is, the pixels of I are embedding into
elliptic curve, and the parameters p, a and b are
selected. Then, if there is a solution quadratic congru-
ence of pixel k in scrambled matrix I, i.e. [y(k)]2 =
{

[x(k)]3 + ax(k)+ b
}

mod p has solution of quadratic
congruence, the coordinate of elliptic curve is obtained.
Otherwise, since the results of point addition are all on
the elliptic curve, the coordinates of the remaining points
can be gotten by the point addition on the elliptic curve.
Finally, the corresponding coordinates of the elliptic
curve G(k) =

(

Gx(k),Gy(k)
)

can be generated by the
pixel values of scrambled matrix I.
Moreover, the parameters of the basic point L, private
keys d , k andQ are selected. Then, EC-ElGamal encryp-
tion is performed, and two pair of keys C1 =

(

Cx
1,C

y
1

)

and C2 =
(

Cx
2,C

y
2

)

are described by C1 = kL and

C2 = G⊗ kQ, which detailed illustration can be seen in
the Section II-B.



















C1 = [(Cx
1(1),C

y
1(1)), (C

x
1(2),C

y
1(2)),

. . . , (Cx
1(M× N),Cy

1(M× N))]

C2 = [(Cx
2(1),C

y
2(1)), (C

x
2(2),C

y
2(2)),

. . . , (Cx
2(M× N),Cy

2(M× N))].

(20)

• Step 3. Diffusion operation. The cipher matrix E′ is
obtained by diffusion, in which all the values on x

coordinates are encrypted by C2, i.e. each pixel in Cx
2

is encrypted and their corresponding cipher values are
given by

E′(i+ 1) = mod(Cx
2(i)+ Sx(i), 256)⊕ Sy(i)⊕ E′(i).

(21)

The first value of cipher image E′(1) is obtained from t

(in Eq.18), which is given by

E′(1) = 255− t, (22)

where i = 1, 2, . . . ,M × N − 1. Finally, the one-
dimensional vector E′ is reshaped with size of M × N
to obtain the cipher image E.

B. THE PROCESS OF DECRYPTION

In the decryption process, the following steps need to atten-
tion after the receiver receives the cipher image E and keys.
Firstly, the one-dimensional vector E′ is reshaped from the
cipher image E, and chaotic sequences Sx(i) and Sy(i) are
generated by using the parameters and keys. Then, the inverse
diffusion is given by

Cx
2(i) = mod(E′(i+ 1)⊕ E′(i)⊕ Sy(i)− Sx(i), 256), (23)

where i = 1, 2, . . . ,M× N− 1.
Moreover, coordinate sequence G is constructed, and C2

is calculated by C2 = G ⊗ kQ. According to the keys of
d and C1, scrambled matrix I is given by I = C2 ⊘ dC1.
Finally, based on the index sequences X

′
1, X

′
2, X

′
3, the plain

image I can be obtained by the inverse operation of crossover
permutation, which is described in Algorithm 1.

IV. SIMULATION AND SECURITY ANALYSIS

The simulation and performance analysis are provided in this
section. As shown in Fig.8(a)-(e), the images of ‘‘Lena’’,
‘‘Barbara’’, ‘‘Peppers’’, ‘‘Baboon’’and ‘‘Car’’ with the size
of 512 × 512 are selected for the test, and the keys and
parameters are set as µ = 2.5, p = 257, a = 1, b = 1,
L = (254, 75), d = 64, k = 86. The scrambled images
are shown in Fig.8(f)-(j), Fig.8(k)-(o) denote the correspond-
ing cipher images, and the recovered images are displayed
in Fig.8(p)-(t), respectively.

A. KEY SPACE ANALYSIS

The key space is the total set of keys during the process
of image encryption. There are two assessments for key
space analysis which include the number of keys and the key
sensitivity.
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FIGURE 8. Simulation results. (a)-(e) the original images; (f)-(j) the
corresponding scrambled images; (k)-(o) the corresponding cipher
images; (p)-(t) the corresponding decrypted images.

1) THE NUMBER OF KEYS ANALYSIS

A large key space can prevent the attacker from getting the
correct keys and improve the ability of resisting the brute
force attack [1]. The key space includes all the keys that
participate in the encryption process, and the key space is
generally required to be 2100 [48].

In the proposed method, initial values are generated by
SHA-512 hash, and the control parameters of chaotic maps
is µ. If the computation precision is around 252 [49], the key
space is 2564. Other keys in elliptic curve ElGamal encryption
are: p, a, b, d , k , t , L

(

LxLy
)

. Therefore, the total key space
is sufficient larger than 2100, which can resist the brute force
attack effectively.

2) KEY SENSITIVITY ANALYSIS

An excellent cryptosystem should be sensitive to all keys.
There are two ways to evaluate the key sensitivity of image
encryption. One is changing key slightly, and a completely
different cipher image should be obtained. The other is that
the plain image cannot be recovered even the decryption key
change slightly [2].
In this test, ‘‘Lena’’ image in Fig.9(a) is firstly encrypted

with the correct keys, and its cipher image with original
keys is shown in Fig.9(b). Then, the SHA-512 hash value
H (3cfe8e450192b18. . . 079ffd4731c3b4367dbd) is modified

FIGURE 9. The key sensitivity analysis. (a) original ‘‘Lena’’ image;
(b) cipher image with original keys; (c)-(k) the cipher images with
modified keys. (l)-(t) the differences between (b) and (c)-(k).

to H1 (3cfe8e450192b18. . . 079ffd4731c3b4367dbe), and the
new cipher image are shown in Fig.9(c).

Moreover, the other modified keys are listed in Table 2,
and the new cipher images are shown in Fig.9(d)-(k). In addi-
tion, the differences between cipher image with original keys
and modified keys are displayed in Fig.9(l)-(t). From these
results, it can be learned that there are huge differences among
the cipher images, which means that the proposed method
is highly sensitive to the initial keys, i.e. when the key has
tiny change, the cipher images are totally different. Therefore,
the proposed method can effectively defend the brute force
and statistical attacks.

B. STATISTICAL ANALYSIS

The ability of resisting statistical attack in terms of encryption
performance can be assessed by the statistical analysis [50].
Two ways of measurements which include the analysis of
histogram and correlation coefficient are applied for the sta-
tistical analysis.

1) THE HISTOGRAM ANALYSIS

The tonal distribution is reflected in the histogram, which can
intuitively display the amount of each gray level. Therefore,
histogram is one of the basic criteria to evaluate the perfor-
mance of encryption method. A uniform histogram distri-
bution can resist the statistical attack since the information
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TABLE 2. Summary of key sensitivity analysis.

TABLE 3. The results of variance.

of image can be hided completely. The original ‘‘Lena’’,
‘‘Barbara’’, ‘‘Peppers’’, ‘‘Baboon’’and ‘‘Car’’, and their cor-
responding histograms of original and cipher images are
shown in Fig.10. It can be observed that the histograms of
cipher images are totally different from their plain images,
and the histograms distribution of cipher images are uniform.
Additionally, the uniformness of the histogram distribution

can be measured by the variance. In other words, variance
represents the degree of dispersion between histogram and
its average values. The variance of image is defined as

Var(Z ) =
1

n2

n
∑

i=1

n
∑

j=1

1

2
(z(i)− z(j))2, (24)

where Z = [z0, z1, . . . , z255] is vector of the histogram
values, z(i) and z(j) are the pixel values of the gray value i and
j, respectively. If the variance of the image is small, it means
the histogram of the image is uniform. The variances of
‘‘Lena’’, ‘‘Barbara’’, ‘‘Peppers’’, ‘‘Baboon’’and ‘‘Car’’ with
size of are listed in Table 3. From the Table reftable:variance,
the variances of cipher images are much less than the plain
images. Furthermore, the variances of cipher image ‘‘Lena’’
are compared with other related methods, and the results are
given in Table 4. The variance of the proposed method is less
than other methods, which demonstrates that the proposed
method has better ability of resisting the statistical attack
effectively.

TABLE 4. The variances of ‘‘Lena’’ (512 × 512) by using different methods.

2) CORRELATION COEFFICIENT ANALYSIS

In the plain image, one pixel is usually highly correlated with
adjacent pixels in horizontal, vertical and diagonal directions

FIGURE 10. The corresponding histograms of the Fig.9(l)-(t).

(usually close to 1). Thus, an effective image encryption
method can decrease this correlation [55]. In other words,
the correlation of the cipher image is expected to be close
to 0.
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TABLE 5. Correlation coefficients of plain images and cipher images.

TABLE 6. The results of information entropy.

The correlation coefficient is defined by

rxy =
cov(x, y)
√
D(x)D(y)

, (25)

cov(x, y) = E{[x − E(x)][y− E(y)]}, (26)

E(x) =
1

N

N
∑

i=1
xi, (27)

D(x) =
1

N

N
∑

i=1
[xi − E(x)]2 , (28)

where rxy is the correlation coefficient, x and y are two
adjacent pixels, N is the total number of pixels, and E(x)
and E(y) are the corresponding average values of xi and yi.
In this experiment, the correlation between adjacent pixels on
three directions (horizontal, vertical and diagonal directions)
of ‘‘Lena’’ and its cipher image are displayed in Fig.11.
Additionally, the correlation coefficients of different images
and comparison with other methods are given in Table 5.
From the results, it can be seen that the values of two adjacent
pixels are similar in the plain images. However, the values of
two adjacent pixels in the cipher images are very different,
and the correlation coefficients of the proposed method are
more close to 0 than the other works. It indicates that the
proposed method can effectively reduce the correlation of
adjacent pixels in cipher image.

3) INFORMATION ENTROPY

Information entropy is intimately bound up with mea-
surement of randomness. According to Shannon’s theory,
the entropy H(m) of a message source m can be given by

H(m) =
2N−1
∑

i=0
p (mi) log

1

p (mi)
, (29)

FIGURE 11. Distributions of two adjacent pixels in the original ‘‘Lena’’
image and its cipher image. (a)-(c) the horizontal, vertical, diagonal
correlation distributions of original ‘‘Lena’’ image; (d)-(f) the horizontal,
vertical, diagonal correlation distributions of cipher ‘‘Lena’’ image.

where p (mi) is the probability of symbolmi, N is the number
of bits for each symbol mi. In the ideal case, the information
entropy of cipher image with 256 level grayscale is 8 when
pixels of the image are distributed randomly [5]. In this
experiment, the entropies of ‘‘Lena’’, ‘‘Barbara’’, ‘‘Peppers’’,
‘‘Baboon’’ and ‘‘Car’’ are listed in Table 6, in which the
information entropies of cipher images are very close to the
theoretical value 8. Moreover, the entropies of cipher ‘‘Lena’’
by different methods are given in Table 7. It is noted that the
proposed method obtains the highest entropy compared with
other methods, which means the cipher image of proposed
method has a random pixel value distribution.

C. PERFORMANCE OF DIFFUSION ANALYSIS

An effective encryption method should have a good diffusion
performance [50]. The diffusion means that the pixels of
cipher image should depend on the pixels of plain image in
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TABLE 7. Information entropies of cipher ‘‘Lena’’ by using different
methods.

a very complicated way. Differential attack and avalanche
effect are commonly used to assess the diffusion perfor-
mance.

1) DIFFERENTIAL ATTACK ANALYSIS

Differential attack is a type of chosen-plaintext attack [63].
The ability of resisting differential attack ismeasured by com-
paring the differences between two cipher images, i.e. when
changing one bit of the plain image, the cipher images should
be completely different. The sensitivity can be quantitatively
evaluated by the number of pixels change rate (NPCR) and
unified average changing intensity (UACI). The NPCR rep-
resents how many pixels are different between two cipher
images by using the same key, it is described as percent-
age. The UACI represents the average intensity difference
between two cipher images by using the same key, i.e. the
differences of pixel values of the two cipher images [64].
The NPCR and UACI values are calculated as

NPCR =
∑

i,j D(i, j)

M× N
× 100%, (30)

UACI =
1

M× N





∑

i,j

|E1(i, j)− E2(i, j)|
255



×100%, (31)

where M and N are the width and height of the cipher image,
E1(i, j) and E2(i, j) are the cipher images generated by two
plain images with only one-pixel difference, and D(i, j) is
difference array, it can be calculated by

D(i, j) =

{

1, if E1(i, j) = E2(i, j)

0, if E1(i, j) 6= E2(i, j).
(32)

Additionally, the expected value of NPCR and UACI are

NPCRE =
M× N× [0× p0 + 1× p1]

M× N
= 1−

1

2n
, (33)

and

UACIE =
1

M× N
E





∑

i,j

|E1(i, j)− E2(i, j)|
2n − 1



 . (34)

Since a pixel is composed of eight bits in binary,
the expected values of NPCRE and UACIE are 99.6094%
and 33.4635%, respectively [1]. In this test, the images of
‘‘Lena’’, ‘‘Barbara’’, ‘‘Peppers’’, ‘‘Baboon’’ and ‘‘Car’’ are
selected, and the average values of NPCR and UACI with
only one bit difference in plain image are given in Table 8.
Fig.12 shows the distribution of NPCR and UACI values
based on image ‘‘Lena’’, in which 100 pixels with different
locations are selected randomly for the test. In addition,
25 pixels are selected in ‘‘Baboon’’ (512 × 512), and the

TABLE 8. The NPCR and UACI of different images.

FIGURE 12. The results of (a) NPCR for ‘‘Lena’’; (b) UACI for ‘‘Lena’’.

corresponding results of NPCR and UACI is given in Table 9.
The comparisons of NPCR and UACI values based on the
image ‘‘Lena’’ are listed in Table 10. It is observed that
the average values of the NPCR and UACI are very close
to the expected values no matter where the tested pixel is
selected. What’s more, the proposed method has lager NPCR
and UACI compared with other methods, which shows better
robustness in resisting the differential attack.

2) AVALANCHE EFFECT ANALYSIS

It is learned that a tiny change in keys or plain image may
cause significant change in the cipher image. This property is
known as avalanche effect [65], which can be described by

Avalanche =
Number of changed bits

Total of bits
× 100%. (35)

The standard of avalanche effect is that if one bit of the
plain image is modified, the rate of changing bits in cipher
image is not less than 50% [66]. Additionally, the mean
square error (MSE) is the squared error accumulated between
two images, it can be used for measuring the avalanche
effects [65]. MSE can be given by

MSE =
1

M× N

N−1
∑

i=0

M−1
∑

j=0
|E1(i, j)− E2(i, j)|2 , (36)

where M×N is the image size, and E1 and E2 are two cipher
images whose plain images have only one bit difference.
Generally, when MSE ≥ 30 dB, the differences between the
two cipher images is obvious [67]. In this test, the modified
bit should be selected from both the plain image and keys.
Table 11 shows the results of avalanche effect and MSE by
changing one bit in each plain image and key. It is clear that
the values of avalanche and MSE of proposed method are
larger than the standard no matter by changing the bit of plain
image or keys, which proves that the proposed method has a
good avalanche effect.

VOLUME 7, 2019 38517



Y. Luo et al.: Image Encryption Method Based on EC-ElGamal Encryption and Chaotic Systems

TABLE 9. Results of NPCR and UACI at different locations in ‘‘Baboon’’ image.

TABLE 10. NRCR and UACI values of ‘‘Lena’’ by different encryption
methods.

TABLE 11. The avalanche and MSE values of different plain images.

D. SCRAMBLING PERFORMANCE ANALYSIS

The purpose of image scrambling is to prevent the attacker
from recognizing the information of the image. If the scram-
bled image completely fails to recognize its plain image,
it indicates that the scrambling method is effective. Based
on the scrambling degree evaluation method [71], an 512 ×
512 all-white image with 50 × 50 black block is scrambled
by using the proposed crossover permutation. The scram-
bling result is shown in Fig.13, in which the pixels of the
black block are dispersed all over the image after crossover
permutation.

Besides, another measurement for scrambling degree
based on the signal noise ratio (SNR) is presented in [72].
According to the block size R and number of blocks T,
the plain image I and scrambled image I are processed by
the optimal block processing and then the SNR of each block

TABLE 12. The scrambling degree of different plain images.

TABLE 13. Entropies and correlation coefficients of all black and all
white images.

is calculated. The degree of scrambling is described by

SNRi =
∑R−1

x=0
∑R−1

y=0 I2(x, y)
∑R−1

x=0
∑R−1

y=0 (I− I)2(x, y)
, (37)

SNRaver =
T

∑

i=1

SNRi

T
, (38)

η =
1

SNRaver
, (39)

where SNRi(i ∈ [1,T]) is the SNR values of each block of I
and I, SNRaver is the average SNR values, and η is scrambling
degree. In this experiment, the images of ‘‘Lena’’, ‘‘Barbara’’,
‘‘Peppers’’, ‘‘Baboon’’ and ‘‘Car’’ with the size of 512×512
are selected for the test, where the block size is R = 8,
and the number of blocks is T = 64. Table 12 shows the
scrambling degree based on different plain images. From the
results, it can be concluded that the scrambling degree of
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FIGURE 13. Scrambling results. (a) original image; (b) scrambled image.

FIGURE 14. The decryption images under occlusion attacks. (a)-(b) the
cipher images with 25% occlusion in upper left and middle portions;
(c)-(d) the cipher images with 50% and 75% occlusion in the vertical and
horizontal; (e)-(h) the corresponding decrypted images of (a)-(d).

the proposed method is basically the same as that of human
vision.

E. OCCLUSION AND NOISE ATTACK ANALYSIS

The cipher image may be cropped or jammed by noise during
the process of transmission, which may lead to the loss of
essential information. Therefore, the ability of resisting crop-
ping and noise attacks should be taken into account [73]. That
is, whether the damaged cipher image can be successfully
decrypted is used to evaluate the ability of resisting cropping
and noise attacks.
In this test, the cropping attack is first tested, in which

the cropped part of cipher image is set to ‘‘0’’ and then
the incomplete image is decrypted. The cipher ‘‘Lena’’
image with different cropped part are shown in Fig.14.
It can be observed that even if the cipher image loses
large amounts of data in different portions or directions,
the recovered images can still be recognized. It demonstrates
that the proposed method can resist the occlusion attack
effectively.
Moreover, the ability of defending the noise attacks is

measured by adding different types of noise. In this test,
the salt and pepper noise are added in cipher image of ‘‘Lena’’
with the density of 10%, 20% and 30%, which are given
in Fig.15. The Gaussian noise influences the cipher image
with the intensity of 0.0003, 0.0005 and 0.0007 are shown
in Fig.16. From the Fig.15 and Fig.16, it is concluded that
the proposed method has strong robustness to defend the
noise attacks. It is demonstrates the proposed method can

FIGURE 15. (a)-(c) cipher images under salt and pepper noise with the
density of 10%, 20%, and 30%; (d)-(f) the corresponding decrypted
images of (a)-(c).

FIGURE 16. (a)-(c) cipher images under Gaussian noise with the degree
of Mean=0, Variance=0.0003; Mean=0, Variance=0.0005, and Mean=0,
Variance=0.0007; (d)-(f) the corresponding decrypted images of (a)-(c).

still succeeds in recovering the image when the cipher image
subjects to different degrees of noise attacks.

F. KNOWN-PLAINTEXT ATTACK AND CHOSEN-PLAINTEXT

ATTACK ANALYSIS

Traditional cryptanalysis attacks include: ciphertext-only
attack, known-plaintext attack, chosen-plaintext attack,
and chosen-ciphertext attack. In these four attacks,
chosen-plaintext attack is the most powerful attack [74].
Therefore, it is assumed that if an image encryption method
can resist the chosen-plaintext attack, it also can resist the
other three attacks [10], [75]–[77].

In the proposed method, the initial values of LTM, TSM
and chaos game are generated by SHA-512 hash based on the
plain image, which is an important composition in permuta-
tion and diffusion process. In other words, the cipher image
strongly depends on the plain image, which can withstand the
known-plaintext attack and chosen-plaintext attack.

Generally, the attacker can encrypt a special image and try
to find the secret key based on the chosen-plaintext attack [1].
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TABLE 14. Processing time of the proposed method.

FIGURE 17. (a) all black image; (b) cipher image of (a); (c) the histogram
of (b); (d) all white image; (e) cipher image of (d); (f) the histogram of (e).

In this test, two special images are selected in this test, which
are all black and all white image with size of 512 × 512.
Then, the two images are encrypted and their histograms of
cipher images are obtained. The results are shown in Fig.17.
Furthermore, the corresponding entropies and correlation
coefficients are listed in Table 13. From the results, it can
be seen that the histograms of cipher images are uniform,
the entropies are close to 8, and the correlation coefficients of
the cipher images come close to 0, which means any useful
information cannot be obtained in the cipher images. It is
indicated that the cryptosystem is suitable for special images,
and the attacker cannot decrypt other cipher images by using
the same keys. Therefore, the proposed method can resist the
known-plaintext attack and chosen-plaintext attack.

G. TIME COMPLEXITY ANALYSIS

A good encryption method not only requires high security
performance but also demand fast speed [63]. In this test,
the experimental environment is MATLAB R2014a with
Intel(R) HD Graphics 630, 3.90GHz Core processor, and
4.0G RAM. The 512 × 512 ‘‘Lena’’ image is encrypted by
the proposed method, and the total time consuming and the
percentage of each operation are listed in Table 14. From the
Table 14, the crossover permutation, EC-ElGamal encryption
and diffusion take 25%, 39% and 4% of the total encryption,
respectively. Other operations including key generation and
the iteration of chaotic systems etc. consume 32%.
Furthermore, the time comparisons of different size images

with other related works are listed in Table 15, in which the
approaches of [78]–[82] are symmetric encryption, and the
approach of [83] is asymmetric encryption method based on
elliptic curve. From the Table 15, it can be seen that the

TABLE 15. Time consumption comparisons with other methods
[unit: sec].

execution time of the proposed method is slightly slower
than [78]–[80], but it is faster than [81]–[83]. Therefore,
the proposed method can achieve a faster encryption speed
and secure system performance. In addition, the time con-
sumption of proposed method may be further improved by
using high performance devices or parallel computing.

V. CONCLUSIONS

In this study, a novel image encryption method based on
elliptic curve ElGamal and chaotic theory is proposed.
Specifically, the SHA-512 hash is used to generate the
initial values of the LTM, TSM and chaos game which
reduces the strong correlations between adjacent pixels in
plain image as well as resists the known-plaintext attack
and chosen-plaintext attack. Then, the proposed scrambled
method is used to permutate the plain-image, which is then
embedded into elliptic curve to be further encrypted by
EC-ElGamal cryptosystem. Moreover, the diffusion based
on chaos game and DNA code is executed to get the final
cipher, which can improve the randomness of the pixel distri-
bution in advance. The comprehensive performance analysis
demonstrates that the proposed method has high security
and good efficiency. In the future work, we will focus on
the optimization of time consumption, which aims to better
satisfy the requirement of real-time communications.
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