
Received February 14, 2021, accepted March 8, 2021, date of publication March 18, 2021, date of current version March 29, 2021.

Digital Object Identifier 10.1109/ACCESS.2021.3067245

An Improved Image Watermarking by Modifying
Selected DWT-DCT Coefficients

FERDA ERNAWAN 1, DHANI ARIATMANTO 2, AND AHMAD FIRDAUS 1
1Faculty of Computing, College of Computing and Applied Sciences, Universiti Malaysia Pahang, Pekan 26600, Malaysia
2Faculty of Computer Science, Universitas AMIKOM Yogyakarta, Yogyakarta 55283, Indonesia

Corresponding author: Ferda Ernawan (ferda@ump.edu.my)

This work was supported by the Fundamental Research Grant Scheme (FRGS), Ministry of Education under

Grant FRGS/1/2018/ICT04/UMP/02/2 and Grant RDU190117.

ABSTRACT Digital images can be easily copied or manipulated by irresponsible persons. The right property

needs to be secured and protected from illegal copies and piracy. Digital watermarking is one of the solutions

to protect the intellectual property of digital images. This paper proposed the adaptive scaling factor based

on selected DWT-DCT coefficients of its image content. The adaptive scaling factor was generated based

on the role of selected DWT-DCT coefficients against the average value of DWT-DCT coefficients. The

watermark image was embedded by using a proposed set of rules that consider the adaptive scaling factor.

The experimental results showed that the proposed scheme achieved high PSNR value of 47dB, SSIM value

of about 0.987 and an embedded watermark resistance to several attacks in the watermarked image.

INDEX TERMS Image watermarking, adaptive scaling factor, DWT-DCT watermarking, embedding

technique, flexible scaling factor.

I. INTRODUCTION

The rapid growth of internet technology has increased the

amount of multimedia data being transferred over the inter-

net. Transferring multimedia data through the internet net-

works requires copyright protection [1]. Some issues, such

as manipulation, authentication, and illegal distribution can

lead to a loss of valuable multimedia data to the owner [2].

People can share data, such as video, image, audio, and

documents through internet network. Therefore, the protec-

tion of multimedia data is essential to save the distribution

of intellectual property [3], [4]. Digital watermarking is an

alternative solution to protect the intellectual property from

illegal users. Awatermark logo is inserted into the host image,

whereby the watermark can be visible or invisible [5].

The embedding and extracting watermark can be done in

spatial and frequency domains. The embedding watermark in

spatial domain has been widely used for tamper detection and

authentication [6]. The watermark is inserted directly into the

host image by modifying image pixels. This technique can

produce high imperceptibility, while the embedding water-

mark can be destroyed under various attacks [7]. Imagewater-

marking based on frequency domain able to achieve high

resistance to various attacks [8]. A scheme byAriatmanto and

The associate editor coordinating the review of this manuscript and

approving it for publication was Mansoor Ahmed .

Ernawan [9] presentedmodifying selected DCT coefficient to

generate adaptive scaling factor for image watermarking. The

scheme examined the impact of selected coefficients against

average coefficients of its image block. The results showed

that the scheme can produce a high degree of imperceptibility

and robustness of a watermarked image. While, the results of

the scheme have potential to be improved by using hybrid

method based image watermarking.

The hybrid method is formed by combining two or more

transform domains that aims to address individual modified

domain defects. Researchers have presented hybrid methods

to enhance watermarking performance in terms of impercep-

tibility and robustness. A scheme by Vo et al. [10] demon-

strated a robust hybrid image watermarking scheme based on

DCT-SVD for stereo images. The watermark was embedded

in the singular value of DCT-SVD. The scheme produced a

good robustness of the watermarked image against different

types of attack. While, the embedding watermark into sin-

gular value of SVD produced false positive problem in the

extracting watermark image.

The hybrid methods also can be presented by using three

transform domains. A scheme by He and Hu [11] presented a

watermarking algorithm using DWT-DCT-SVD. The scheme

used a trade-off between invisibility and robustness as an

embedding strength in the watermarked image. However,

a trade-off between imperceptibility and robustness does not
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suitable for all image blocks. The embedding strength should

consider for each image content.

This research proposed an adaptive scaling factor based on

DWT-DCT for different image contents. The adaptive scaling

factor was developed based on DWT-DCT coefficients of the

image content itself. DWT-DCT coefficient in the middle fre-

quency was selected since it could preserve good robustness

and imperceptibility as compared to other frequencies. This

study analysed the impact of selected DWT-DCT coefficients

against the average DWT-DCT coefficients. The impact of

DWT-DCT coefficients was used to generate an adaptive

scaling factor for embedding watermark.

This research is organized as follows. Section II presents

related work of embedding watermark. Section III discusses

the methods in watermarking scheme. Section IV presents the

proposed embedding watermark. The experimental results

are shown in Section V and Section VI concludes the paper.

II. RELATED WORKS

Kumar et al. [12] presented the recent survey on image water-

marking techniques. The hybrid transform domain techniques

can enhance the imperceptibility, robustness and avoid false

positive effect by SVD. The hybrid methods were able to

improve robustness of the extracted watermark under image

processing attacks. However, the success of hybrid schemes

is to achieve the desired goals based on appropriate transform

domains.

A scheme by Pandey et al. [13] presented embedding

watermark-based DWT-SVD in image watermarking. Their

scheme used an adaptive value of embedding strength gener-

ated from the perceptual tuning of the host image contents and

watermark image contents. Their scheme was able to main-

tain the robustness and imperceptibility of the watermarked

image.

A scheme by Yadav and Singh [14] presented image

watermarking using the adjustable strength factor based on

DWT. Their scheme provided flexibility of its strength factor

that can be adjusted based on the level of image quality.

Their scheme was able to achieve good robustness under

various attacks. Therefore, the adaptive scaling factor gave

a significant impact to the quality and robustness of the

watermarked image. The usage of adaptive scaling factor is

suitable for different image inputs to achieve high robustness

and invisibility. Further investigation for this research is to

enhance robustness while maintaining the host image quality

after watermark insertion, which is generated by adaptive

embedding strengths.

Another scheme by Ahmadi et al. [15] presented an

image watermarking scheme based on DWT-SVD-PSO. The

scheme utilised PSO to find the best optimal scaling fac-

tors based on the attacks test results and predefined objec-

tive function. The PSO is used for balancing the trade-off

between imperceptibility and robustness. The scheme also

used edge entropy and entropy for choosing embedding block

regions with higher imperceptibility. The scheme achieved

good imperceptibility on the watermarked image. However,

the scheme robust under certain attacks such as cropped

image, Gaussian filter and Gaussian noise.

Kang et al [16] presented hybrid of DCT-SVD-DWT image

watermarking with optimal embedding. The cover image was

split into four sub-bands using DWT. The LL sub-band is

divided into 8 × 8 non-overlapping blocks. Each block is

then transformed byDCT, the selected eight DCT coefficients

are re-arranged into modulation matrix with two rows and

two columns. The matrix is computed by SVD, then the

watermark is embedded bymodifying the largest singular val-

ues. The scheme achieved a good robustness of the extracted

watermark against noise attacks andGaussian filter. However,

the imperceptibility performance of the scheme for the aver-

age of eight images produced PSNR value of 38.63 dB and

SSIM value of 0.9662. In another word, the scheme produced

significant distortion to the quality of watermarked image.

A scheme by Taha et al [17] presented adaptive water-

marking algorithm using perceptual mapping model. The

scheme used integer-based lifting wavelet transform to cre-

ate perceptual mapping model. The scheme achieved fast

embedding watermark by execution time of 1.06 second.

While, the scheme produced less imperceptibility of the

watermarked imagewith the average PSNR value of 36.31 dB

and SSIM value of 0.96 for fifteen images.

Ernawan & Kabir [18] presented a watermarking scheme

by modifying selected DCT coefficients with a certain rule.

The coefficient pairs are modified with a threshold by con-

sidering a certain rule. The scheme finds the embedding

location by using human visual characteristic. The modified

entropy is used to determine the large redundant location.

The watermark bits are encrypted by using Arnold chaotic

map for additional security. The scheme achieved a good

imperceptibility with minimum distortion. The scheme also

produced high robustness performance under image process-

ing attacks and geometrical attacks. While, the modified

coefficient pairs with a threshold value may not optimal for

all frequency blocks of image. The adaptive scaling factor is

needed to achieve the optimal imperceptibility and robustness

for different image signals.

III. METHODS

A. VARIANCE PIXELS

The experiments utilised variance pixel value to choose

the embedding locations. The scheme selected embedding

regions based on the highest variance pixels. The highest

variance pixels indicate a high complex texture of the image,

whereby the complex texture of image becomes more invis-

ible to the human visual system [19]. The variance pixel is

defined by:

S2 =
v

∑

i=1

(

Vi − V̄
)2 ni

N
(1)

where v is a sequence numbers of pixels on the selected block,

Vi denotes every pixel value in selected block, V denotes

the average value of the selected block, n represents number
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FIGURE 1. One-level decomposition of 2D DWT.

of pixels in level i and N denotes total pixel number. The

variance pixel values of image blocks are sorted by descend-

ing order. The image blocks with highest variance pixels are

selected by considering the length of watermark bits. x and y

coordinates of selected blocks are saved into a database for

extracting reference.

B. ARNOLD’S CAT MAP

The watermark needs to be secured from unauthorised users

or attackers. Arnold transform provides simplicity, periodic-

ity, and secrecy in the encryption process. Arnold’s cat map

is defined by [20]:
[

xn
yn

]

=
[

1 p

q pq+ 1

] [

xn−1

yn−1

]

mod N (2)

where, N is the number of iterations xn−1 and yn−1 are

the position of watermarks, xn and yn are the transformed

coordinates of the scrambled image, p and q are the positive

integer. The period of iterations in the Arnold transform can

be utilised as a private key to scramble the watermark. By

adding a secret key, it would be difficult to identify the

encrypted watermark. To recover the watermarked image,

the inverse Arnold transform needs the same key. Arnold

transforms provides less computational time in the encryption

process than other traditional ones [21].

C. DISCRETE WAVELET TRANSFORM

The DWT is a technique to transform the spatial domain

into wavelets signals [22]. DWT consists of four sub-bands,

in which LL is low pass approximation where is contains

of the signal information, LH and HL are the vertical and

horizontal detail coefficients and HH is diagonal detail coef-

ficients. The DWT can provide perfect image reconstruction.

The decomposition of a single level of two-dimensional DWT

as shown in Figure 1.

D. DISCRETE CONSINE TRANSFORM

The selected blocks of DWT coefficients on the LL sub-band

were computed by DCT. The DCT was defined by [23]:

Bpq = ∂pβq

M−1
∑

m=0

N−1
∑

n=0

Fmn cos
π (2m+ 1)p

2M
cos

π (2n+ 1)q

2N

(3)

FIGURE 2. The block diagram of the proposed embedding watermark.

for p = 0, 1, 2, . . . ,M− 1 and q = 0, 1, 2, . . . ,N− 1 where

∂p =















1
√
M

, p = 0

2
√
M

, p > 0
βq =















1
√
N

, q = 0

2
√
N

, q > 0
(4)

IV. PROPOSED EMBEDDING WATERMARK

A. PROPOSED EMBEDDING WATERMARK

The proposed block diagram of image watermarking scheme

is visualized in Figure 2.

First, a host image is split into non-overlapping blocks of

8 × 8 pixels. Each block was computed by variance pixels,

the image blocks with highest variance value are selected for

embedding watermark. The purpose of selecting image block

with high variance pixels is to obtain the image block that

less sensitive to the human eyes. The selected image blocks

considered the watermark size.

The number of selected image blocks are equal to

1024 image blocks because the experiments used a binary

watermark with the size of 32 × 32 pixels. The number of
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selected image blocks are equal to length of binary watermark

bits. The coordinates of x and y of selected image blocks are

saved for extracting references. The selected image blocks are

transformed by one-level decomposition of discrete wavelet

transform. LL sub-band of DWT coefficients was selected

to be transformed by two-dimensional DCT. The embedding

watermark bits were performed by using a set of embedding

rules as follows:

Rules 1: calculate P(i) defined by:

P (i) =
L(i)

α(i)
(5)

α(i) =

((

B(2,3)+B(3,2)
n

)

+ L(i)

)

· n

L(i)
(6)

where P(i) represents the value for the rules for embedding

process, n is 16, L(i) represent the average of the DWT-DCT

block on the LL sub-band and α(i) denotes the adaptive

embedding strength of its image block.

Rules 2: Embedding watermark by using following

algorithm:

Algorithm 1: Embedding Watermark

Input: P, α, B(i) = {B(2,3),B(3,2)}
1 u = 0;

2 for i = 1 : 2
3 if u ≤ size_wm && (P(i) − B(i)) > α(i) &&

4 wt (u) == 0 then

5 Q(i) = P(i) − α(i);
6 u = u+ 1;
7 else if u ≤ sw && (B(i) − P(i)) > α(i) &&

8 wt (u) == 1 then

9 Q (i) = P (i) + α(i);
10 u = u+ 1;
11 else

12 Q (i) = B (i) ;
13 end (if)

14 end (for)

Output: The inserted binary logo in the watermarked

image

where, Q denotes the modified DWT-DCT coefficients, B

denotes the selected DWT-DCT coefficients, wt represents

the watermark, size_wm denotes as watermark size and α is

adaptive scaling factors.

In order to generate adaptive scaling factor, the selected

pairs of DWT-DCT coefficients are chosen to calculate the

impact of those coefficients against its image block. The

selected B(2,3) and B(3,2) of DWT-DCT coefficients con-

tributed less distortion to the image reconstruction. There-

fore, the modifying the selected pair of B(2,3) and B(3,2)

of DWT-DCT coefficients are suitable for embedding water-

mark. The watermark image is encrypted by Arnold trans-

form before embedding watermark. The adaptive embedding

strength for its image block is given in Equation (6).

FIGURE 3. Extracting procedure.

If P(i)-B(i) is greater than adaptive scaling factor α(i) of its

image block and watermark bit equal to 0, B(i) of DWT-DCT

coefficient is replaced by value of P(i)−α(i). Else if B(i)-P(i)

is greater than adaptive scaling factor α(i) of its image block

and watermark bit equal to 1, B(i) of DWT-DCT coefficient is

replaced by value of P (i) + α(i). Else the B(i) of DWT-DCT

coefficient is maintained. Watermark is inserted accordingly

embedding rule and length of watermark bits.

B. WATERMARK EXTRACTION

The extracting watermark is visualized in the block diagram

as shown in Figure 3. First, the watermarked image is split

non-overlapping into 8 × 8 pixels. x and y coordinates from

database are used to choose the image blocks. The selected

image blocks are transformed by DWT. LL sub-band of DWT

are transformed by two-dimensional DCT.

Select pair coefficient B(2,3) and B(3,2) of DWT-DCT in

order to extract watermark image. The extracted watermark

is obtained from a set of rules by considering selected pair

coefficient. The watermark bits were recovered by using a set

of rules as follows:

Rules 1: Calculate Pw(i) defined by:

Pw (i) =
Lw(i)

αw(i)
(7)

where Pw(i) represents the value for the extraction rules

of the watermarked image, Lw(i) represent the average of

the DWT-DCT block of the watermarked image and αw(i)

denotes the adaptive embedding strength.

Rules 2: Extract the watermark using Algorithm 2 as

follows:
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Algorithm 2: Extracting Watermark

Input: Bw(i) = {B(2,3), B(3,2)}, Pw(i)
1 u = 0;

2 for i = 1 : 2
3 if u ≤ size_wtm then

4 if Bw(i) > Pw(i) then

5 wt (u) = 1

6 u = u+ 1;
7 else

8 wt (u) = 0;
9 u = u+ 1;
10 end (if)

11 end (if)

12 end (for)

Output: Extracted watermark

where B represents the selected DWT-DCT coefficients,

the watermark bits denotes by wt and size_wtm represents the

length of watermark bits.

The imperceptibility was evaluated by a quantitative mea-

surement in the watermarked image. Imperceptibility means

a change in the watermarked quality and the distortion of

the host image after embedding a watermark image These

experiments used SSIM, ARE, MSE, and PSNR to evaluate

the imperceptibility of the embedding watermark. The SSIM

was used to evaluate the similarity between the original host

image and the watermarked image [24]. The SSIM index is

defined by the following [25]:

SSIM (x, y) = [l(x, y)]α · [c(x, y)]β · [s(x, y)]γ (8)

where α > 0, β > 0, γ > 0. ARE was used to evaluate

the reconstruction error of the embedding watermark. ARE

is defined by [26], [27]:

ARE =
1

MN

M
∑

i=1

N
∑

i=1

|f (k, l) − g(k, l)| (9)

where f denotes as original image and g represents the water-

marked image, and M , N denote as the row and column size

of the image. The extracted watermark image under various

attacks is measured by bit error rate (BER). The BER was

used tomeasure the error rate of decoded watermark bits [28].

BER is defined as the ratio of incorrect bits to correct bits and

it was determined by comparing the obtained bits with the

original embedded bits after watermark extraction. The BER

is defined by [29], [30]:

BER =

M
∑

i=1

N
∑

j=1

W (i, j) ⊕W ∗(i, j)

M × N
(10)

where, W∗(i, j) is the watermark recovery and W (i, j) is the

original watermark. M and N denote the row and column

sizes of the watermark image. The proposed watermarking

scheme was tested under various image processing attacks

TABLE 1. The abbreviation of various attacks.

TABLE 2. Imperceptibility of the proposed watermarking scheme for ten
images.

e.g. Gaussian low-pass filter (GLF), median filter (MF), aver-

age filter (AF), wiener filter (WF), Gaussian noise (GN),

salt & pepper (SP), speckle noise (SN), histogram equal-

isation (HE) and sharpening (SH). The proposed scheme

was also tested under geometrical attacks e.g. cropping cen-

tered (CC), cropping row (CR), cropping column (CCL) and

scaling (SC). The watermarked image was also compressed

by JPEG and JPEG2000 compression. The abbreviation of

various attacks is listed in Table 1.

V. THE EXPERIMENTAL RESULTS

The experiments test on eight grayscale images from

USC-SIPI image database [31] and two real images taken by

DSLR Nikon D7200. The visual ten grayscale images and a

watermark image are shown in Figure 4.

The proposed watermarking scheme was performed

using MATLAB R2014a, Intel R©CoreTMi7-7700 CPU @

3.60 GHz, memory 16GB. The imperceptibility performance

of the proposed watermarking scheme is shown in Table 2.

The experiments used fourteen grayscale images with size

of 512 × 512 pixels to evaluate the proposed watermarking
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FIGURE 4. (a) Lena, (b) Sailboat, (c) Baboon, (d) Airplane, (e) Pepper,
(f) House, (g) Boat, (h) Barbara, (i) office, (j) Stadium, (k) watermark
image.

TABLE 3. Comparison of NC values under various attacks.

scheme. A binary watermark image with the size of

32×32 pixels is used to be inserted into the cover image. The

proposed watermarking scheme produced the average SSIM

values of 0.987. The proposed scheme also achieved higher

the average PSNR values of 47.112 dB than Ahmadi et al [15]

with the result of average PSNR value about 43.690 dB.

The average reconstruction error of the watermarked image

FIGURE 5. Comparison of BER value between schemes by Ernawan and
Kabir [18], Kang et al [16], Taha et al [17] and proposed scheme.

FIGURE 6. Result under cropping attack and extracted watermark (a)
cropped watermarked image 25 %, (b) extracted watermark against 25%
cropped watermarked image.

was about 0.525. The NC comparison among schemes by

Ernawan and Kabir [18], Ahmadi et al [15] and the proposed

scheme is shown in Table 3.

Referring to Table 3, the proposed scheme produced

higher NC value compared with schemes by Ernawan and

Kabir [18], Ahmadi et al [15] except under Gaussian filter

[5,5], Gaussian noise 0.03, salt and pepper, and cropping

attack. If the NC value was closer to 1, it means that the water-

mark recovery was closer to the original watermark image.

The proposed scheme outperformed schemes by Ernawan

and Kabir [18], Ahmadi et al [15] in terms of NC value

under Gaussian filter [3,3], Gaussian noise 0.033, sharpening,

median filter, histogram equalization and JPEG compression.

The proposed scheme produced slightly less robustness under

cropped image, but significant destroyed under salt & pepper,

as listed in Table 3.

The proposed scheme was also compared to the other

schemes by adding JPEG compression, salt & pepper (SPN),

Median filter (MF), Resize image, Crop image, Gaussian

noise (GN) and sharpening to the watermarked image. The

visual bar of BER values obtained from the schemes by

Ernawan and Kabir [18], Kang et al [16], Taha et al [17] and

the proposed scheme is shown in Figure 5.
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The proposed scheme outperformed schemes by

Ernawan and Kabir [18], Kang et al [16] and Taha et al [17] in

terms of BER value under various attacks, except for salt and

pepper noise (SPN) attack. It can be noticed that the proposed

scheme produced lesser BER value than the existing schemes

except under SPN 0.02. The watermark recovery obtained

from the proposed scheme under SPN 0.02 produced higher

BER value compare with Taha et al [17]. The visual croped

image and it’s watermark recovery are shown in Figure 6.

Figure 6(a) shows that the watermarked image was cropped

25% by modifying the color image into black color. The

proposed scheme produced slightly less robustness under

cropped 25% of the image with NC value of 0.973 and BER

value of 0.027. From Figure 6(b), it can be noticed that

the watermark recovery still can be recognized by human

eyes.

To investigate the robustness performance, the recovered

watermarks under attacks were evaluated by NC and BER.

Comparison between the scheme by Kang et al [16] and

the proposed scheme is listed in Table 4. If the recovered

watermark produced less BER value or high NC value, it indi-

cates that the recovered watermark produced less distortion.

If the NC value was closer to 1, it means that the watermark

recovery was closer to the original watermark image.

Referring to Table 4, the proposed scheme producedmajor-

ity smaller bit error rate of extracted watermark than the

schemes by Ernawan andKabir [18], Kang [25] under various

attacks. The proposed scheme produced bit error rate of zero

against JPEG compression with quality factor of 30, 50,

70, JPEG2000 with compression ratio of 2 and 4, Gaussian

filter with sigma 0.5 and 1.0, histogram equaltization and

sharpening. From Table 4, it also can be noticed that the

proposed scheme produced significant improvement for NC

value compared to the scheme by Kang et al [16] under JPEG

compression, JPEG2000, Gaussian filter and median filter.

Moreover, the proposed scheme in this study achieved

higher robustness for most image processing attacks. The

visual extracted watermark under various attacks is shown

in Figures 7-9. The results demonstrated that the proposed

scheme able to generate good visual quality of extracted

watermark under various attacks. Even the watermarked

image was cropped 25%, the extracted watermark still can

be recognized.

The proposed scheme has limited embedding capacity with

maximum watermark bits of about 4096 bits. The proposed

scheme also applied Arnold transform to encrypt the original

watermark image with a key. Before embedding process,

the watermark image was scrambled by Arnold transform.

A key is used to determine a period of iterations in the

Arnold transform. The result obtained from the extracting

watermark process is scrambled watermark recovery. The

extracted watermark still cannot be recognized by human

visual system; the watermark must be decrypted by inverse

Arnold transformwith a same key. Unauthorized persons who

does not have a key are not able to recover the watermark

image.

VI. CONCLUSION

This research presented an adaptive scaling factor for

DWT-DCT image watermarking by considering its image

content. A watermark image was embedded using a set

of rules for selected DWT-DCT coefficients of the image

content itself. The robustness of the proposed watermark-

ing scheme was evaluated under various attacks, including

added noise, filtered image, geometrical, and compression

attacks. The proposed scheme was also verified in terms

of imperceptibility of watermarked images. The experimen-

tal results demonstrated that the proposed scheme achieved

average PSNR value of about 47 dB and SSIM value of

about 0.987 than the other existing schemes. The results

also showed the proposed scheme produced lowest BER

value of the watermark recovery under various attacks. In a

future, the optimization method for embedding watermark

can improve the quality of the watermarked image.
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