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Abstract

The three-party password-based key exchange protocols
using Weil pairing proposed by Wen is vulnerable to im-
personation attack. By introducing hard artificial intelli-
gence problem, we show an improved protocol, which can
resist against not only the impersonation attack but also
all the other well-known attacks. Analysis also shows that
improved protocol reduces about one third computational
cost and two thirds throughput. The protocol is suitable
for lightweight or mobile equipments.
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1 Introduction

Password-based authenticated key schemes have a wide
range of applications [7, 9, 15, 17], especially the con-
sumers who have no device capable of securely storing
high entropy secret keys. In general, such schemes require
that there is a shared human memorable password be-
tween the users and the server machine. The password is
always weak (low-entropy). So it requires carefully boot-
strapping from a weak shared password to a strong one.

To overcome above problem, a password-based scheme
was firstly proposed in [11]. Many password-based sys-
tems are vulnerable to dictionary attack [2]. Since EKE
(the encrypted key exchange) protocol against this attack
was proposed in [2], a lot of 2-PAKE (two-party password-
based authenticated key exchange schemes) have been
proposed. 2-PAKE protocols are suitable for client-server
architectures. However, it is very inconvenient in key
management since it require every pair of participants to
share a password. As a result, the first 3-PAKE (three-
party password-based authenticated key exchange proto-

cols) have been proposed in [8] to overcome the incon-
venience, which allows any two participants to authenti-
cate mutually through a trusted server. Since then the
3-PAKE protocols have received much attention. Re-
cently, the first Weil paring based 3-PAKE was proposed
in [16], which is shown vulnerable to impersonation at-
tacks in [12]. However, no improvement is proposed yet.

On the other hand, CAPTCHA (Completely Auto-
mated Public Turing test to tell Computers and Humans
Apart), a hard AI (Artificial Intelligence) problem pro-
posed by [1], has been widely used in many internet com-
pany to prevent free accounts registration by machine
alone. CAPTCHA is also used to design a password-only
authentication scheme in [10, 13]. However it is shown
they suffer off-line dictionary attacks in [14].

As to the best our knowledge, the human being’s spe-
cial abilities are not carefully considered to improve the
efficiency and security of most known 3-PAKE protocols.
We will first introduce CAPTCHA to improve the Weil
paring based 3-PAKE. The improved protocol is shown
that it can resist against all the well-known attacks. Fur-
thermore, participation of human beings in the protocol
reduces the computing complexity of consumers’ equip-
ments largely. The analysis shows that improved proto-
col need only about two thirds computing amounts and
one third throughput (receiving and transmitting data
amounts) of the old one in the users’ equipments, re-
spectively. So the improved protocol is well suited for
lightweight or mobile consumer equipments.

2 Review

This section reviews some basic assumptions firstly, then
the Weil paring based 3-PAKE protocol [16], finally the
impersonation attack [12].
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2.1 Preliminaries 3) S — A: (IDg,bP,uy,0p,04). S computes

Bilinear Paring. Let G be an additive group of prime ko = H(aP, Ps, Q, e(aP,sQ)), ky = H(P,

order ¢ and G5 a cyclic multiplicative group of the
same order ¢. The discrete logarithm problems
(DLP) in both G; and Gz are assumed to be hard.
Let P be a generator of G1. H : {0,1}* — Z, be one
cryptographic hash functions, and G : {0,1}* — G,
be the cryptographic one-way hash function that

Ps, @, e(bPs, sQ)), and verifies the equality
PW4 = Dia(ca) and PWp = Dpp(cp), re-
spectively. If any one of the verifications fails,
S rejects the session; otherwise, S computes
04 = H(kb,aP) and o, = H(k,,bP), and sends
(IDpg,bP, iip, 0p, 04) to user A.

maps a string to a point of Gy [12]. e : G1 xG; — Ga 4) A — B: (pa;0q). A computes K = e(bP,al)

be a bilinear mapping satisfying the following condi- and checks the equality of o= H(kq, bP) and

tions. up= H(IDp, K), respectively. If any one of the

verifications fails, A rejects the session. Other-

1) Bilinear:  Let a,b € Z and P,Q € wise, A computes p, = H(ID 4, K) and sends
G1,e(aP,bQ) = e(P, Q). (Ha, 0a) t0 B.

2) Non-degenerate: There exists P € G such that 5) Upon receiving the data in Step 4, B verifies the

e(P,P)# 1€ Gs.
3) Polynomial-time computable: The mapping

function e(P, Q) is computable in polynomial
time.

Bilinear Diffie-Hellman Problem (BDHP). For a

bilinear paring e : G1 X G1 — G4 is defined as follows:
Given cP,bP,aP, P € Gy, compute e( P, P)*¢, where
a,b,c are random numbers from Z;. BDHP is a
variant of the Computational Diffie-Hellman (CDH)
problem. It is also called the Weil Diffie-Hellman
(WDH) problem. It is commonly believed that the
BDHP problem is hard. How to correctly choose
G1, Gy and e : G; x G; — G4 in the real world
applications can be seen in [3].

2.2 The Protocol
Setup. Let (G1,G2,H,G,¢(),E()/D()) be the public

H(bP, Ps, @, e(Ps, bQ)) and K= e(aP,bU),
where U = G(ID4, IDp). Then B computes
¢y = Epp(PWpg), wy = H(IDp,K) and sends
(IDa,aP,cq,IDp,bP, cy, pp,) to server S.

equality o, = H(kp,aP) and p, = H(ID 4, K),
respectively. If any verification fails, B rejects
the session; otherwise, B accepts and completes
the session.

The final session key shared between A and B is
SK = H(aP,bP,U, K).

2.3 Impersonation Attack

Say user W who owns his identity /Dy, and shares his
password PWy, with the server S. Let “B(W)” denote
that W impersonate B to send message. Let “A — W! —
B" denote that A sends messages to B are intercepted by

w.
1)

A—W!— B(IDga,aP,c,). User Asends (ID4, aP,
¢,) to user B, but it is intercepted by W.

i 2) W — S(IDy,aP,cq, IDw,eP,cw, ). Adversary
system parameters, where E() denotes an ideal sym- W selects a random number w, computes wP, ky, —
metric encryption function and D() denotes the cor- H(wP, Ps,Q, e(Ps, w(Q)) and K — e(aP, wl) ’W}uljere
responding decryption function. IDg/ID4/IDp re- i é(IbA7IDBS. A Compme,s ! ,: Y
spectively denotes the identity of the authentication (PWw). 1 7:H(ID K) and sends (IDw aPcw
server S/user A/user B. The server S owns its se- D Ww,P ZJ ) t?server g A S5
cret key s and publicizes its public key P, = sP. The W W5 Cus P '
users A and B share passwords PW4 and PWp with ~ 3) § — W! — A: (IDw,wP, iy, 0p,0,). S com-
the server S, respectively. putes k, = H(aP, Ps,Q,e(aP,sQ)), k, = H(wP,

Execution. To share an authenticated session key, the gs ’ (Cg’ )e(:rif’;%z)’ and \grlﬁﬁz til © igsl;aiétt}i,vzyA I:f
: ka\Ca w = kw\Cw ), .
server f’ the users ,,A and B perform the following any one of the verifications fails, S rejects the ses-
steps. “A — B : M" denotes that A sends the mes- sion; otherwise, S computes oo = H(ky,aP) and
sage M to B. The following is the protocol. oo H (koo P)’ - SGE s (1 o P ¥ Y ) to
1) A— B: (IDa,aP,c,). User A selects a random user A, but this message is intercepted by W.
number a, computes aP and k, = H(aP,Ps, @, .
e(Ps, aQ)) whpere Q = G(IDs). Th(en Aiog— 4) S(E) — A: (IDp,wP, jiy,0p,04). After intercept-
putes’ c :7E (PW.) and sends (IDa,aP, c,) ing the message in Step 3, W replaces the identity
to user% ka e IDy with IDpg, and impersonates S to send the mes-
. sage (IDvapvﬂwao-b7Ua)~
2) B— S(IDa,aP,cq,IDg,bP,cp, pp). User B se-
lects a random number b, computes bP, ky = 5) A— W! — B: (ug,0,). A computes K = e(wP,al)

and checks the equality of o, = H(k,, wP) and
tyw = H(IDp, K), respectively. Since both the veri-
fications succeed, A wrongly believes she is commu-
nicating with B, then A computes pu, = H(ID 4, K)
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and sends (uq,0,) to B. This message is also inter-
cepted by W.

Finally, A wrongly believes she is communicating with
B, but A un-intentionally shares the session key SK =
H(aP,wP,U, K) with W.

3 Improved Protocol

Denote ¢(r,t) as a distorted picture function (our scheme
uses CAPTCHA), where r € 1, 9 is the set of all the
52 upper-case and lower-case letters and 10 digits, 1, is
the set of all n length strings of symbols in 1, and ¢ is a
random number to generate a distorted picture of r such
that humans have the ability ¢! to recognize r from the
distorted picture but machines have not. And different ¢
can generate different distorted pictures of r to machine
while humans the same. To make the offline dictionary
attack computationally infeasible, the size of v, has to
be 6214 > 280 5o that the length of the string should
be larger than 14, n > 14. The improved protocol is as
follows:

Setup. This phase is the same as the old scheme. And
the trusted server S shares o(r,t) with all the users.

Execution. To share an authenticated session key, the
server S, the users A and B perform the following
steps. “A — B : M” denotes that A sends the mes-
sage M to B.

1) A — B: (IDa,c,). User A selects a random
number a, computes aP and ¢, = Epyq(aP).
Then A sends (IDy,¢c,) to user B.

2) B — S(IDa,IDp,cq,cp). User B selects a
random number b, computes bP and ¢, =
Epwb(bP). Then B sends (ID4,IDg,cq,cp) to
server S.

3) S — B: (IDA,Ml,MQ,Mg,M4). S ob-
tains aP and bP by decrypting Epwa(aP) and
Epwb(bP). S randomly chooses number si,
so and computes k, = e(aP,s1Q) and k, =
e(bP,s2Q), Q@ = G(IDg). Then S selects a
string r (r € v, the length of r is larger than
14), two random numbers ¢, and ¢;. S computes
M, = Eka\\pwa(w(rvta))a My = Epwa(slp)a
Ms = Eppjjpub(p(rts)), My = Epup(s2P).
Then S sends (IDy, My, My, M3, My) to user
B.

4) B — A: (My,Ms,Ms). B obtains saP by
decrypting My = Epyp(s2P) and computes ky,
= e(s2P, bQ). Then B gets ¢(r,tp) by de-
crypting Mz = Ej,|jpuws((1,15))- B has the
ability ¢~ to recover r. If r is not recog-
nizable, the protocol terminates. Otherwise B
computes M5 = H(1||r||[IDg|/[IDa). B sends
(M17M2,M5) to user A.

19

5) A — B: (Ms). A obtains s P by decrypt-
ing My = Epue(s1P) and computes k, =
e(s1P,aQ). Then A gets ¢(r t,) by decrypt-
ing My = Ej,|jpwal(®(r,ta)). A also has the
ability ¢! to recognize . And A can verify
Ms by using r. If the verification fails, the
protocol terminates. Otherwise A computes
M6 = H(1||r|IDA||[IDg). The session key
sk =H2||r||[ID4||IDg). A sends (Ms) to user
B.

6) When B receives (Ms) from A, B firstly verifies
(Ms) by using r. If it is true, B also computes
the session key sk = H(2||r||[IDa||[IDg). Oth-
erwise, A’s request is rejected.

The final session key shared between A and B is sk =
H@||r|[IDA][1Dp).

4 Security Analysis

In this section, some attacks and models are introduced
firstly. Then the analysis shows that the improved proto-
col can resist against all the well-known attacks.

4.1 Attacks in the 3-party Scenario

Our 3-PAKE protocol uses a shared password between
a client and a server (Shared password authentication,
SPA, for short). SPA is the most used one. We discuss
the security in SPA model. The following is the notions
of security and attacks under SPA listed in [4].

e Perfect Forward Secrecy. A protocol is said to have
perfect forward secrecy if compromise of a shared
password does not compromise past session keys.

e Denning-Sacco Attack [6]. Compromise of a common
session key allows an attacker to mount a dictionary
attack on the long-term shared password or to im-
personate one of the parties. There are two types,
insider attack and outsider attack. Insider adversary
is a legal user of the system while outsider adversary
is not.

e On-line Password Guessing Attack. An attacker
guesses a password on-line. By using the response
from the honest client or the server, he verifies the
correctness of his guess.

o Off-line Password Guessing Attack. An attacker uses
the eavesdropped information to guess a password
and verifies his guess off-line. The honest client and
the server will not participate.

e Impersonation Attack. An adversary impersonates
a client A to communicate with client B. Section 2
gives an illustration.

Let e(k) be a negligible function. An at-
tacker is a probabilistic polynomial time machine



Attacker(1%,m) where 1* is security parameter and
m is the useful information to attacker. Let Adv*(k)
be the advantage of attacker in some kind of attack,
where “*” denotes the name of the attack. If the ad-
vantage is negligible, or the attack is computation-
ally infeasible, we say Adv*(k) < (k). The attacker
is infeasible to solve the BDHP and CDH.

4.2 Security Analysis

e On-line Password Guessing Attack: We have two
cases.

1) Outsider Adversary. The password PW,4 of
user A is used only in ¢ = Epye(aP), My =
Epwa(s1P) and My = Epq|jpwa((7,ta)), where
ko = e(aP,s1Q). An outsider attacker has to
guess candidate passwords to decrypt ¢, and
M> to find k,, which is the only helpful num-
ber to verify his guess. However it is obviously
computationally infeasible. Furthermore, get
ko = e(aP, s1Q) from aP and s; P is a BDHP. A
similar analysis exists for the password PW 4 of
user B. The random number r is selected over
1, by server, which has a enough entropy to re-
sist password guessing attack. So Adv°™(k) is
negligible.

2) Insider Adversary. Suppose user B is an in-
sider attacker. He can impersonate as user A.
B guesses PW,, selects a random number a
and compute ¢, = E__/(a P), and then sends

pwa
(IDa,IDg, c;, ¢p) to server S. When he receives
message, he decrypts M; and Ms, then gets
¢ (r,t,) and r respectively. Thus he can com-
pare the recognized r from gol(r, t,) with r to
verify his guess. However, this is a hard AI prob-
lem which cannot be solved by machine only.
The random number r has a enough entropy to
resist password guessing attack. Once human
participates to recognize them, he has to take
months to find correct password. So the advan-
tage is still negligible.

By Cases 1, 2 we concludes Adv" (k) < (k).

Off-line Password Guessing Attack. For the same
reason an off-line password guessing attack need to
solve BDHP and hard AI problem. So the protocol
is immune to off-line password guessing attack.

Perfect Forward Secrecy. Let Adv”F (k) be the ad-
vantage of attacker in attacking perfect forward se-
crecy. Then we show AdvTTS(k) < e(k). Assume
that an attacker knows PW, and PWpg. Then he
can obtain aP and bP by decrypting c, and c¢;. But
Attacker(1¥, PW4, PWg, aP,bP) still cannot deter-
mine a and b (a,b € Z) because of CDH. Hence, he
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Table 1: Results of computational cost comparison

Wen’s | Improved

protocol | protocol
Symmetric operations 2 6
Hash operations 14 6
Point multiplications 6 6
Weil pairing 4 2

cannot decrypt M; and Ms3 because he has to enu-
merate a and b to obtain k, and k,. So we have
AdvPFS (k) < 1/1Z| < e(k).

e Denning-Sacco Attack. Let Adv”S4(k) be the ad-

vantage of attacker in Denning-Sacco attack. We
have two cases to be analyzed.

1) Outsider Adversary Attacker (1%, sk, IDaj,
IDB, Cq, Cp, ,2\417 ]\427 ]\437 M4, M5, Mﬁ) At-
tacker can obtain sk, ID, IDg, c4, ¢y, My,
MQ, Mg, M4, M5 and M(;) But these val-
ues cannot help him to compromise PW,4 and
PWpg, because attacker has to get aP and bP
(or s1P and soP) to verify his guessed pass-
word. According to the analysis of on-line and
off-line password guessing attack, aP and bP
(or s1 P and s9P) are bounded by the probabil-
ity of finding ¢ and b (or s; and s3) in the Z.
Thus AdvPFS (k) < 1/|Z| < e(k).

2) Insider Adversary Attacker(1¥,PWy, sk, D4,
IDg, ¢4, ¢y, 1, 1P, M3, My). Assume user
A is a malicious attacker. So he knows PWy,,
sk, ID4, IDpg, cq, ¢, 17, 51 P, Ms5,My). We
will show that attacker cannot mount a dic-
tionary attack on PWpg. First user A cannot
get bP and soP by decrypting ¢, = Epup(bP)
and My = Epup(seP) without PWg. M; =
By, pwb((7,p)), so similar to on-line password
guessing attack, the hard AI problem and the
random number tb can prevent A from mount-
ing a dictionary attack against PWpg. So
AdvP54(k) is negligible.

By Cases 1, 2 we concludes AdvP%4(k) < (k).

e Impersonation Attack. From above analysis we know

that an attack cannot simply replace some informa-
tion to obtain users’ passwords or the session key.
He has to solve the CDH problem and hard AI prob-
lem. Then this kind of attack is also computationally
infeasible.

To summarize, the improved protocol can resist against
all the well-known attacks.
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5 Efficiency Comparison

The computational cost of the two protocols is compared
in this section. The results of computational cost com-
parison are listed in Table 1. The symmetric operations
mean the operations of symmetric cryptographic function
E()/D() (an ideal symmetric encryption/decryption func-
tion) operations. The hash operations mean the opera-
tions of cryptographic hash functions H : {0,1}* — Z,
and G : {0,1}* — G;. The point multiplications mean
the operations point multiplication such as aP, a € Z
and P € GG;. The Weil pairing means the operations of a
mapping e : G; X G; — Ga.

Generally speaking [5], the computational cost of a
symmetric operation is the same to that of a hash op-
eration. The computational cost of a point multiplication
is about 10 times than that of a hash operation. The
computational cost of a Weil pairing operation is about
three times than that of a point multiplication.

According to Table 1, we can see that improved pro-
tocols has the same point multiplication operations with
that of Wen’s one, and reduces four symmetric operations
and two Weil pairing operations, respectively. If all the
operations are shown as symmetric ones, then Wen’s pro-
tocol has about 196 symmetric operations and improved
one 132. As a result, the improved protocol has about
132/196(= 2/3) computational cost of Wen’s protocol.
To summarize, improved protocol reduces one third com-
putational cost.

The throughput of the two protocols is com-
pared. For the Wen’s protocol, user A need trans-
mit (ID4,aP,cqy, tta, 0a) and receive (IDg, bP, up, 0y, 04),
and user B need transmit (IDa,aP,cq,IDg,bP,cy, )
and receive (ID 4, aP, cq, ta, 0q). That means users A and
B have the throughput of five IDs, five elements over Gy,
eight hash values, and four symmetric encrypted values.
For simplicity, we denote them as:

(5—ID,5—P,8— H,4— E).

For the improved protocol, user A need transmit
(ID 4, cq, Mg) and receive (IDg, My, Ma, Ms, 0y, 04), and
user B need transmit (ID g4, cq, cp, IDg, My, Mo, M5) and
receive (My, My, M3, My, ID 4, Mg). That means users A
and B have the throughput of four 1Dy, two hash values,
and four symmetric encrypted values. For simplicity, we
denote them as:

(5—1D,2— H,4— E).

The analysis shows that five elements over G; and six
hash values transitions are reduced. Because the lengths
of P, H and F equal, whereas that of ID is about fifth
of theirs, the throughput of improved protocol is 7/18
(= 1/3) of Wen’s. To summarize, the improved protocol
reduces about two thirds throughput.

By the above analysis, we can conclude that improved
protocol reduces about one third computational cost and
two thirds throughput than Wen'’s.
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