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Abstract: In this digital era, many industries have widely adopted the Internet of Things (IoT), yet
its implementation in the construction industry is relatively limited. Integration of Construction 4.0
drivers, such as business information modeling (BIM), procurement, construction safety, and struc-
tural health monitoring (SHM), with IoT devices, provides an effective framework for applications
to enhance construction and operational efficiencies. IoT and Construction 4.0 driver integration
research, however, is still in its infancy. It is necessary to understand the present state of IoT adoption
in the Construction 4.0 context. This paper presented a comprehensive review to identify the IoT
adoption status in the Construction 4.0 areas. Furthermore, this work highlighted the potential
roadblocks to IoT’s seamless adoption that are unique to the areas of Construction 4.0 in developing
countries. Altogether, 257 research articles were reviewed to present the current state of IoT adoption
in developed and developing countries, as well as the topmost barriers encountered in integrating
IoT with the key Construction 4.0 drivers. This study aimed to provide a reference for construction
managers to observe challenges, professionals to explore the hybridization possibilities of IoT in
the context of Construction 4.0, and laymen to understand the high-level scientific research that
underpins IoT in the construction industry.

Keywords: Internet of Things (IoT); construction 4.0; business information modelling (BIM); procurement;
construction safety; structural health monitoring (SHM)

1. Introduction

After the advent of the internet, information, and communication technology, the
Internet of Things (IoT) is considered to bring the fourth revolution of disruptive techno-
logical innovation. IoT aims to interconnect things, including sensors, actuators, embedded
technologies, services, computing, communication, and other internet-connected objects.
Wang et al. [1] defined IoT as communication between passive and active networked de-
vices. The sole purpose of the IoT is to collect data for analyzing, controlling, optimizing,
and sharing information in real-time with trifling human interaction [2]. This technology
not only introduces convenience and connectivity but also reduces cost of human labor,
eliminates human errors, and bringing overall efficiency to the process. IoT is expected to
sense, comprehend, and quantify the surrounding environment to bring about moderniza-
tion and improve quality of life [3]. It is predicted to assist ultra-reliable and low-latency
communications (URLLC) with 99.99% reliability and less than 0.5 ms of uplink latency
even under a shadow-fading environment [4].

The spectrum of IoT applications is vast, comprising wearables, traffic monitoring,
e-health, agriculture, hospitality, smart grid, smart homes, energy saving, maintenance
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management, food production, etc. It can be safely stated that IoT is adjustable to almost any
technology, bringing about mobility, efficiency, cost reduction, productivity, and agility [5].
The data created by IoT devices form a significant part of the big data regime, adding
tremendous business value and opportunities for organizations with the overall acceleration
of economic growth [6]. The 9 V model defined for big data [7] can be mapped directly to
the multidimensional IoT dataset (see Figure 1). The 9 Vs of IoT data lead to the direction
of analytics, giving quantitative insights into each dimension.
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The pros of IoT have made it important to be a part of every industry [8]. The only
industry with slow adoption of IoT technology is the construction industry. Although
the construction industry is flourishing rapidly due to increased urbanization and popu-
lation [9], per a report by McKinsey, it is still the most under-digitized industry with the
least involvement of IoT and artificial intelligence (AI). It is estimated that IoT will become
a must-have technology for waste management, cost reduction of different construction
activities, maintenance and repair, safety improvements, and requirement management
for tenants.

Currently, the construction industry is facing many problems such as scarcity of
material supply, environmental concerns, safety, use of different technologies among
constructors, the rising cost of materials, shortage of skilled workers, inadequate design
processes, transport and energy costs, delays in technology adoption, and lack of production
facilities [10]. Fakunle et al. [11] stated that the loss of revenue and the delay in production
result mainly from the insufficiency in the enforcement of building specifications and
regulations. As reported by the McKinsey Global Institute, the construction industry is the
most significant in the global market with 10 trillion USD in expenditures [12]. However,
its performance has been rambling compared with other sectors for decades. The overall
GDP has fallen further as a result of the lockdown due to the coronavirus pandemic
(COVID-19), wreaking havoc on the construction industry and having an unprecedented
impact [13]. Globally, the delays in the construction industry’s productivity are affecting
not only underdeveloped but also developed countries, including Japan, the USA, the UK,
etc. [14]. Somehow, if the construction industry’s productivity matches up with the global
economy in the next few years, a 1.6 trillion USD value addition can be expected [15]. To
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boost productivity, investment in research and development and an infusion of the latest
digital technology is required. However, the slow adoption of IoT in the construction sector
may be linked to Davis’s technology acceptance model (TAM) (1989). The model states
that acceptance of new technology depends on usefulness and ease of usability. These two
factors, along with the location and environment of the users’ surroundings, determine
users’ desire to adopt a new technology or improve the existing framework with the help of
innovative technological advancements. If IoT gets completely accepted in the construction
industry, it has the potential to generate new economic advantages [15].

This study highlighted the applicability of IoT within the construction sector based
on an in-depth investigation. In the literature, there is a lack of reviews on the inclusion
and challenges of IoT implementation in the construction sector. This work exclusively
emphasized the amalgamation of the ever-evolving IoT and the digitized, automated
construction industry (Construction 4.0) drivers of developed and developing countries.
By merging, relating, and contrasting widely disseminated research contributions, it draws
attention to the key obstacles preventing IoT adoption in the context of Construction 4.0.

2. Scope and Outline

In this article, a systematic review is presented. As per the authors’ research, this
article is the first literature review covering IoT with respect to the four major drivers
of Construction 4.0, with special emphasis on developing countries. The summary of
contributions offered by this study are as follows:

• As the field of IoT is snowballing and the construction industry is slowly adapting to
the IoT environment, a need for an up-to-date survey presenting the unification of the
two areas motivated the authors to write this review. Over 200 articles from the years
2017 to 2021 were surveyed. From all these articles IoT requirements, their advantages,
and effects on industrial processes were identified, along with the obstacles to IoT
implementation in the construction industry.

• The emerging issues linked to the core components of Construction 4.0 were identified.
To overcome the gap in the literature, the status of IoT deployment in the context of
Construction 4.0 was explored not only for developed but also for developing countries.

• This study also focused on the challenges faced by developing countries in IoT adop-
tion such that if approaches are devised to overcome the open issues, global successful
sustainable construction is obtainable. To the best of the authors’ knowledge, no such
conclusions are drawn by observing the state of IoT adoption in developing countries.

The study is beneficial for both researchers and industry professionals, as it reveals
areas of high priority for future research. This article is divided into six main sections.
Section 3 outlines the concept of IoT and the trends and objectives of IoT. Section 4 entails
the methodology used for carrying out this research work and the formulation of research
questions. Section 5 surveys the state of the art of Construction 4.0, investigated literature
on the role of IoT in Construction 4.0, and the hurdles in integrating IoT in the construction
sector. Section 6 presents the areas of Construction 4.0 and the status of IoT adoption by
developed and developing countries in each area. Section 7 discusses the prospects, and
Section 8 concludes the paper.

3. Concept, Objectives, and Trends in IoT

The technological development path of IoT is as follows:

• The term “IoT” first appeared in Kevin Ashton’s presentation to Procter & Gamble
(P&G) in 1999, where he emphasized radio frequency ID (RFID) supply chains and
named his presentation “Internet of Things” [16].

• The same year, Neil Gershenfeld, a professor at MIT, in his book, “When Things Start
to Think”, provided the concept of IoT without mentioning its exact name [17].

• Although the term appeared in 1999, the idea already existed when, in the early 1980s,
a Coca Cola machine was connected to the web at Carnegie Mellon University. Using
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the web, users were able to check the machine’s status, i.e., the availability of Coca
Cola in the machine [18].

• In the early days of the advent of IoT, the technology was not widely recognized
because of the lack of proper sensors, hardware equipment, and the availability
of the internet. The development of Bluetooth, WiFi, sensors, and big data-related
technologies has made the future of IoT very promising. According to the 2015 forecast
analysis by McKinsey Global Institute, IoT usage and its output value are estimated to
surge from 3.9 trillion to 11 trillion USD by 2025 [19].

IoT in terms of its work can be defined as the sum of five layers: the perception,
transmission, processing, visual, and business layers.

• Perception is the sensing of data; this layer manages the smart devices and sensors
across the system.

• The transmission/transport layer is the network layer; it passes the data of perception
layer to the processing/optimization layer. The transmission layer is also known as
the communication layer as it uses communication technologies including Bluetooth,
WiFi, 4G, InfraRed (IR), etc. for the transmission of data.

• The processing layer is responsible for storing, processing, and performing computa-
tions on the device data; it may also take specific actions based on the available data
set of the device.

• The application layer is the visual layer. This layer offers interaction with the users.
This layer can also activate alarms, send emails, turn a device on or off, etc.

• The last layer is the business layer, which provides data analysis; it deals with deliver-
ing data to the customers in a specific required format, such as flow charts, graphs, etc.
The business layer might also suggest to customers ways of improving performance.
The graphical representation of the IoT layers is shown in Figure 2.
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According to the International Telecommunication Union (ITU), the basic goal of the
IoT is to connect anything from anywhere at any time. Current research on the IoT focuses
on devising a network that supports scalability so that anything can be connected to the
network without disrupting its functionality. Other areas of IoT research emphasize pro-
viding security to the data obtained from IoT devices such that no intruder can eavesdrop,
interfere, hack, or manipulate the information. Most vendors hesitate to adopt IoT because
of their security, privacy, and weak policy concerns as they demand authentication and data
integrity [21]. Efficient energy utilization is another objective of IoT. Research is carried
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out to deploy energy harvesting techniques and efficient protocols. Many authors have
suggested the integration of low-power wireless personal area networks (6LoWPAN) and
internet protocol (IPv6) to prepare low-power sensor nodes [22].

Successful implementation of IoT on any platform requires selecting proper energy-
efficient sensors along with transmission technologies suitable for handling elastic and
non-elastic traffic [23]. A scalable data infrastructure is also required for handling and
processing the acquired data. This compromises on-premises data centers or scalable cloud-
based services. Lastly, intelligent software suites are required for extracting, analyzing,
and optimizing the sensors’ data. These software suites are in charge of presenting useful
information to stakeholders in the correct format. Based on investment in IoT, some stake-
holders ask for advanced systems incorporating feedback actions, for example, shutting
down equipment on reaching a certain temperature level.

IoT is successfully implemented in metering and grid systems, providing smart meter-
ing and smart grid systems, hence, offering improved public utility infrastructure [24]. IoT
is also transforming the medical sector by providing remote patient monitoring facilities,
smart ambulances, smart biosensors, wearable devices, and telemedicine. The concept of
smart homes based on Wireless Local Area Network (WLAN) standard 802.11 has also been
implemented, benefitting the end users by providing comfort and improved quality of life.
It is expected that the global smart home market will financially expand from 76.6 billion
to 151.4 billion USD between 2018 and 2024, respectively [25].

The application of IoT for all industries (industrial IoT-IIoT) is important to enhance the
quality of industrial processes. Inefficiencies, breakdowns, and squandering of resources,
along with COVID-19, are the reasons for the delay in the delivery processes, services, and
the production of quality products within the allocated budget. Most of these challenges
can be addressed by deploying IoT to secure the quality of the production process and
reduce production costs.

The most recent work linking IoT and the construction industry is covered in [26,27].
The former emphasizes how IoT and digitization can be adopted in the construction in-
dustry, while the latter discusses applications of IoT in the construction industry. Another
study [28] covered the models and approaches that show stakeholders’ acceptance of IoT
in Taiwan’s construction industry. The mentioned articles lack explicit discussion on how
IoT is transforming the construction industry, its sub-sectors, the link of each sector with
IoT, and in-depth discussion about developing countries and their struggles with IoT. Yet
another study [26] discussed IoT in the construction industry without providing an imple-
mentation perspective or focusing on specific applications, e.g., site monitoring, etc. IoT is
one of seven key concepts covered in Forcael et al. [29]’s review of Construction 4.0, along
with big data, 3D printing, virtual reality, new industrial materials, artificial intelligence,
and BIM. The authors hypothesized that these seven keywords are descriptive of the term
“Construction 4.0”. To establish a stronger connection between the terms, the authors also
advocated reformulating them. In addition, the authors mentioned two challenges of IoT
implementation with respect to smart homes. An in-depth analysis of IoT implementation
with respect to Construction 4.0 drives was not covered in the mentioned review. Gamil
et al. [30] reported 26 common issues with IoT implementation in their work. The authors
also conducted a survey of Malaysian construction industry practitioners via questionnaire.
The authors listed the top five challenges with IoT implementation in the construction
sector. The study is relevant only to the context of the Malaysian construction industry,
and the cited article did not specifically address the areas of Construction 4.0. Another
review article on IoT, BIM, and digital twin in the construction industry [31] discussed
significant publications, funding agencies, conferences, influential authors, countries, and
organizations producing research specifically on BIM. In addition, prospective areas for
future study were identified. However, the role of IoT or the practical applications of
IoT in different countries with regard to Construction 4.0 was not covered in the cited
article. Begić and Galic [32] also presented a review of Construction 4.0; however, the article
focused primarily on BIM and provides a few examples of IoT integration with BIM. The
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preceding reviews lack a comprehensive discussion of the importance, implementation
status, and challenges of IoT in relation to Construction 4.0 drivers. So far, no work has
been found in the literature that covers the areas of Construction 4.0 and the status of IoT
applications in each area with regard to the developed and emerging economies, as well as
challenges unique to each area. Consequently, it is necessary to write an up-to-date survey
covering systematically the role of IoT in the construction industry from an applications
and implementation point of view.

4. Research Methodology

This section discusses the methodology and research questions that led to this system-
atic survey article. The authors followed the approach by Kim et al. [33] and did not let
the work suffer from Mathew’s principle, where the most cited papers are considered a
priority for review. The authors performed four steps in designing this research.

The first step was data acquisition according to the research queries. The second step
was to filter the research contributions of developed and developing countries linked to IoT
in the construction sector. The third step was clustering. Clustering was needed to group
the research work associated with developed and developing countries. The last step was
the optimization of results and qualitative analysis to extract quality work relevant to the
study. Figure 3 depicts the entire study process. The following are the research questions
formulated for this work:
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RQ1: What is the role of IoT in the construction industry?
RQ2: Which developed and developing countries are producing research related to

the IoT and their construction industries?
RQ3: How is IoT revolutionizing the construction industry and what are the obstacles

in its implementation, specifically in developing countries?
To answer the above-mentioned queries, two keywords were devised “IoT” and “Con-

struction Industry”. However, both of these terms yielded a huge number of results. A few
more keywords were then devised, compromising IoT, Industry 4.0, and Construction 4.0.
Table 1 shows the queries generated according to the Google key-terms search criterion for
the proposed research work and the databases searched for the particular questions.

Table 1. Queries and databases used for our search.

RQ Method Database

1
“IoT” + “Construction

Industry”/“Construction 4.0”/“IoT in the
construction industry”

IEEE Xplore + Scopus +
Google Scholar

2 IoT + Construction Industry + Name of
developing country (one at a time)

IEEE Xplore + Scopus +
Google Scholar

3
Impact/Application/Challenges of IoT on/in

the construction industry (“Application of IoT” +
“Construction Industry”)

IEEE Xplore+ Scopus +
Google Scholar
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The research queries were generated in August 2021. IEEE Xplore, Scopus, and Google
Scholar were used to obtain the required data. Conference articles were excluded from the
search and only journal, magazines, and early access journal articles were considered as
they represent the most significant research studies. However, conference articles/reports,
which were found in the references of the selected journals, magazines, and early access
articles were considered for a detailed understanding of the particular work. The results
obtained are summarized in Table 2.

Table 2. Articles retrieved.

RQ1 RQ2 RQ3

IEEE Xplore 47 4 CP * 27

Google Scholar 5850 7 193

Total Articles 5897 7 220
* Conference paper.

After the data acquisition, the search was filtered by looking at the titles and abstracts
and the number of articles was reduced to 300. Following the clustering of research related
to developed and developing countries, the results were filtered again by looking for
similar research, and thus 50 more articles were excluded by mutual decision. The final
optimized data comprised 257 papers, which were thoroughly read and analyzed for the
proposed work.

5. Construction 4.0

This section discusses the role of IoT in Construction 4.0. It covers the problems solved
by IoT in the construction sector, how IoT helps in improving the state of existing industries,
and how it benefits customers, manufacturers, and engineering firms. Moreover, the
challenges that the construction industry may face while adapting to the IoT environment
are discussed in detail.

With the advent of water and steam-powered engines and machine tools in the late
17th and early 18th centuries, the performance of manual labor shifted to more optimal
labor performance. This was the start of the first industrial revolution, now known as
“Industry 1.0”. The introduction of electricity and steel during the 18th and 19th centuries
led to the second industrial revolution or “Industry 2.0”, which transformed the manu-
facturing environment. Henry Ford also pioneered the mass production assembly line,
making Industry 2.0 the greatest revolution of the time. With the transformation of analog
machinery to digital ones and the involvement of automation software in industries, the
world witnessed the third industrial revolution, Industry 3.0. The Industry 3.0 revolution
began in the 1950s and continues to this day. In 2011, Kagermann published the concept
of Industry 4.0, and in 2013, the German National Academy of Science and Engineering
(ACATECH) published the Industry 4.0 platform. It was a concept developed by the
German nation from 2013 to 2020 to strengthen its leadership in manufacturing industries.

The most important aspects of Industry 4.0 are interconnectivity, real-time data, ma-
chine learning, and automation [34]. Industry 4.0 mentions IoT as creating an environment
where anything and anyone can communicate and collaborate. Industry 4.0 is about mod-
ern techniques supporting every element of the industry and sustainability. According
to Schwab [35], three major driving factors of Industry 4.0 are physical, digital, and bio-
logical technology domains. It affects human life in terms of how they live, work, and
have relationships. Industrialized nations have already formulated detailed plans to adopt
Industry 4.0, including Made in China 2025, Society 5.0 in Japan, and Manufacturing USA.
However, developing or underdeveloped nations are still lagging in terms of technology,
industrialization, and well-established communication structure to successfully adopt this
idea. Figure 4 depicts the industrial revolution process.



Sustainability 2023, 15, 1275 8 of 24

Sustainability 2023, 15, x FOR PEER REVIEW 8 of 25 
 

(ACATECH) published the Industry 4.0 platform. It was a concept developed by the Ger-
man nation from 2013 to 2020 to strengthen its leadership in manufacturing industries.  

The most important aspects of Industry 4.0 are interconnectivity, real-time data, ma-
chine learning, and automation [34]. Industry 4.0 mentions IoT as creating an environment 
where anything and anyone can communicate and collaborate. Industry 4.0 is about mod-
ern techniques supporting every element of the industry and sustainability. According to 
Schwab [35], three major driving factors of Industry 4.0 are physical, digital, and biological 
technology domains. It affects human life in terms of how they live, work, and have rela-
tionships. Industrialized nations have already formulated detailed plans to adopt Indus-
try 4.0, including Made in China 2025, Society 5.0 in Japan, and Manufacturing USA. How-
ever, developing or underdeveloped nations are still lagging in terms of technology, in-
dustrialization, and well-established communication structure to successfully adopt this 
idea. Figure 4 depicts the industrial revolution process.  

 
Figure 4. The four industrial revolutions. 

Construction 4.0 is the instantiation of the concept derived from Industry 4.0, allow-
ing ubiquitous connectivity technologies to make real-time decisions. The idea of Con-
struction 4.0 is to fully automate every aspect of the project for its complete life cycle. 
Automation involves all the stages of the construction process, including planning, de-
sign, operation, and construction. Even in the world of digitization, the construction in-
dustry still depends on manual labor, heavy machinery, and a business model that has 
not been updated much over the past fifty or more years. Despite IoT technologies’ po-
tential to enable continuous real-time interaction and automation in industries, their ap-
plication in construction is relatively unexplored.  

5.1. Role of IoT in Construction 4.0 
According to a report by McKinsey, global investment in the construction industry 

in 2017 was approximately 11 trillion USD and is predicted to surge to 14 trillion USD in 
2025. Still, the industry is criticized due to its low productivity, which can be credited to 
slow technological advancements and digitization. To introduce optimization to the con-
struction industry, one major step is the inculcation of IoT. Like Industry 4.0, the critical 
concept of Construction 4.0 is ubiquitous automation with seamless connectivity, which 
is possible with the help of IoT. The four primary areas of industrial automation include 
project visioning and engineering; assembly and manufacturing; sales and operations 

Figure 4. The four industrial revolutions.

Construction 4.0 is the instantiation of the concept derived from Industry 4.0, al-
lowing ubiquitous connectivity technologies to make real-time decisions. The idea of
Construction 4.0 is to fully automate every aspect of the project for its complete life cycle.
Automation involves all the stages of the construction process, including planning, design,
operation, and construction. Even in the world of digitization, the construction industry
still depends on manual labor, heavy machinery, and a business model that has not been
updated much over the past fifty or more years. Despite IoT technologies’ potential to
enable continuous real-time interaction and automation in industries, their application in
construction is relatively unexplored.

5.1. Role of IoT in Construction 4.0

According to a report by McKinsey, global investment in the construction industry in
2017 was approximately 11 trillion USD and is predicted to surge to 14 trillion USD in 2025.
Still, the industry is criticized due to its low productivity, which can be credited to slow
technological advancements and digitization. To introduce optimization to the construction
industry, one major step is the inculcation of IoT. Like Industry 4.0, the critical concept of
Construction 4.0 is ubiquitous automation with seamless connectivity, which is possible
with the help of IoT. The four primary areas of industrial automation include project
visioning and engineering; assembly and manufacturing; sales and operations planning;
and service management. The IoT facilitates the automation of all these four areas. It
makes automation with machines relatively easy, processes real-time data within split
seconds, and manages the optimal usage of the resources with minimal cost involvement
and risks [36]. Although the concept of embracing IoT is relatively slow in the construction
industry because of the complexity and the high risks of failure of construction projects,
IoT is still used in the construction sector. An example of IoT usage is by a construction
company in New York for the safety of workers. Workers are provided with a clip-on
IoT device that can send an alert signal to the site safety manager if the gadget drops by
three feet. The idea is to immediately notify the safety site manager of any falls. One more
example is the monitoring of trucks, their location, and the activity of different vehicles and
other assets by an IoT firm Trimble. Another example of IoT in Construction 4.0 is concrete
curing. Concrete with embedded sensors follows the curing of cementitious composites in
real-time [37]. This enables contractors to monitor and schedule their activities to avoid
any uncertainty or delay. Although IoT is used in some areas of the construction industry,
many areas are yet to be explored.
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Different scientific groups and research institutes are doing their best to integrate
IoT applications into all areas of the construction industry to create awareness of the
advantages that this technology can bring to the world. In the last few years, researchers
have presented the concepts of smart infrastructure, buildings, communities, and cities.
Additionally, several researchers have explored the idea of IoT for better construction, safety,
health, and project management over the past few years. Glaeser et al. [38] stated that if
companies record their data from planning to their final output, the quality and content
of operational data can be utilized to optimize and establish intelligent systems. These
intelligent systems can be used for the optimization of urban construction, improvement
of urban life, monitoring and assessment of underground pipelines, creation of precast
components, etc. It is anticipated that if the construction industry can implement IoT, it
will lead to a 22–29% savings of the total costs, equivalent to a profit of 75–96 billion USD
per year [39].

5.2. Obstacles to the Adoption of IoT in Construction 4.0

Despite the countless advantages of IoT implementation in several industries, the
construction industry is still hesitant to adapt to the concept. The challenges faced and
the complex construction environment poses many problems. However, disinclination to
fully automate the construction processes is present among construction firms. According
to Oesterreich and Teuteberg [40], the reasons for hesitancy towards IoT include the com-
plexity of IoT infrastructure, the uncertainty of results, the fragmented supply chain, the
short-term thinking of the managers, and the environment. From the extracted literature,
the major issues hindering the effective implementation of IoT in Construction 4.0 are
highlighted. The top seven issues are represented in Figure 5.
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5.2.1. Lack of Knowledge

Debasish Mridha, an American philosopher said that “Fear comes from a lack of
knowledge and a state of ignorance. The best remedy for fear is to gain knowledge,” which
is the same as the case with construction managers. Fear of the adoption of IoT and failure
to produce quality output is the consequence of a lack of knowledge about the advantages
of IoT. According to Li et al. [41], lack of understanding of IoT technology, its identification,
performance evaluation, and selection are the main reason for the slow acceptance of IoT
in the construction sector. The inclination of stakeholders of the construction industry
to incorporate IoT applications is usually not very high [28]. Compared with large-sized
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companies, small-sized companies are more reluctant to adopt advanced technologies
because of a negligible awareness of the potential merits and challenges associated with
advanced technologies [42].

Overall, there is a lack of educational resources to embark on IoT knowledge. The
client, contractor, and consultant all show poor confidence in implementing IoT due to their
minimal exposure to the technology. Additionally, because most of the construction projects
are large-scale, introducing or doing trials of new technology becomes an obstacle due to
the fear of failure. To get the most out of technology, both the short- and long-term benefits,
as well as the challenges, must be discussed at the executive level with practitioners.

5.2.2. Lack of Trained Labor

A critical challenge for the construction industry is to adopt IoT without sufficient
training. The construction field is already short of workers due to the COVID-19 pandemic.
As the JOLTS survey states, the field is short of 350,000 workers [43], and adopting IoT
means a further reduction in labor because workers are not aware of and trained to handle
IoT. According to the Signals report from Microsoft, 29% of companies facing difficulties
in adopting IoT are blaming a lack of knowledge and training, and nearly half of the
companies with active IoT initiatives are trying to cope with a shortage of skilled laborers.
Because the construction sector lacks competent IoT supporters, investment in training
personnel is required to fill the skills gap.

5.2.3. Security Risks

The increasing complexity of IoT networks also magnifies the security challenges.
The complexity of IoT systems is attributed to several connected devices, generating a
tremendous amount of data. Attacking an IoT network is possible as the devices are an easy
target for intrusion. Even though various security improvement strategies are developed
to protect IoT devices from cyber-attacks, security protocols are not well-maintained [44].
The major security risks related to IoT can be classified under three categories: (1) data
confidentiality and integrity; (2) network security; and (3) inadequate physical hardening.

Data Confidentiality and Integrity

Several firms are reluctant towards IoT adoption because they are conscious of their
data privacy. To introduce security to the data, the first step is strong authentication. No
person without authentication credentials must be able to log in to the system. Several
inappropriate security practices, such as the unconscious use of the system, not chang-
ing passwords for an extended period, and so on, increase the danger of data breaches.
End-to-end strong data encryption is also essential to persuade people to use IoT in Con-
struction 4.0.

Network Security

As already stated about the rapid growth of IoT devices, Ericson predicted the number
to reach 18 billion by 2022 [45]. Connecting this large number of low-memory and low-
power devices to the networks means providing more nodes for hackers to hack/attack the
network through these connected nodes (devices). As the main focus of IoT devices is to be
low-powered and lightweight, these devices do not have virus protection software installed
in them [46]. Furthermore, these devices are connected to the network with wireless links
for gathering, storing, and transferring data, making them more prone to security threats.
A rogue device can be placed in the network to replace the original one or to integrate as a
member of the system for altering or gathering sensitive information. Similarly, one strong
virus can damage the whole network. The Stuxnet virus, for example, has previously
proven the damage that software may bring to industrial equipment. The worm was
successful in physically harming the computers that run Iran’s nuclear centrifuges. [47].

It is quite challenging to protect the network and its layers from external threats
and attacks because of the large number of connected devices, connectivity to the inter-
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net, and lack of installation and updating of strong malware protection software. All
these weaknesses make IoT networks vulnerable to security threats. As a result, strong
protection is required to persuade construction companies to adopt IoT technology for
their organization.

Inadequate Physical Hardening

Alan Grau, president and co-founder of Icon Labs (West Des Moines, IA, USA), says
“It is vital to secure the things themselves.” Apart from software security, embedded secu-
rity is also very necessary as a device could be hijacked [48]. Many IoT devices function
unattended and are not kept secure. Hence, it becomes relatively easy to tamper with the
devices and gain sensitive information. In Construction 4.0, devices are usually placed in
the field to perform their tasks without proper surveillance. Therefore, anyone without
authentication can access or take over the device. The control systems of IoT networks
also pose a hardware vulnerability by providing unrestricted entry to the universal asyn-
chronous receiver transmitter (UART). Hackers may easily modify the boot sequence and
extract log-in information from the machine via UART.

To reduce the risks associated with IoT, construction organizations must thoroughly
vet the IoT devices to be used on the network, install and regularly update the latest security
software, implement the latest cybersecurity practices, and install the best security tools to
monitor the environment.

5.2.4. Policies

The lack of policies and implementation guidelines due to the heterogeneity of con-
nected devices is significantly impeding IoT adoption in the construction industry. No
unified document mentions the suitable standards, user guidelines, and the security frame-
work required to implement IoT in Construction 4.0. The lack of standardization of IoT
architectures and slow progress in IoT research and development of Construction 4.0 makes
organizations often adapt to their architectures and technologies, which impacts the market.

5.2.5. Power Management

Most IoT devices are handheld that can be placed on the construction sites in far-off
areas where the only source of power is their inbuilt battery. The limited battery life of IoT
devices poses a constant challenge for IoT networks [49]. Companies must constantly keep
an eye on the battery status of the battery, i.e., when it needs to be recharged or replaced.
Proper power distribution is also necessary to place as many devices as necessary when
required on the network.

The application of IoT in the real world is still limited by restraints, including limited
battery life, network capacity, and maintenance cost [50]. Researchers have produced sev-
eral energy harvesting and edge computing methodologies for producing energy-efficient
devices, protocols, routing techniques, and infrastructures for IoT applications [51–53].
However, one of the major concerns impeding IoT adoption in the construction sector is
energy and power control of intercommunicating devices.

5.2.6. Communication Infrastructure

The IoT infrastructure is an amalgamation of different devices and sensors. Every
IoT system may differ due to the selection of different instruments/sensors. This leads to
incompatibility between IoT devices and systems and communication and sharing service
problems. Further, the integration of IoT with the conventional internet framework and
network scaling is another challenge. Even if all the devices in the communication infras-
tructure can communicate smoothly, the next issue is available bandwidth and network
latency. Real-time communication is the critical attribute of the IoT and low latency can ad-
versely affect the IoT’s delay-sensitive and mission-critical environments. A stable, secure,
and high-speed communication infrastructure is required to obtain timely and reliable data
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from IoT devices. For Construction 4.0, it is a very critical issue, as for any remote operation,
additional equipment is needed to improve signal transmission quality across networks.

5.2.7. Expenditure

It is a common fear among industrialists that adopting IoT infrastructure means great
expense because extra funds will be required to acquire technology, implement it, and then
train their employees. It is assumed to be very costly for small construction companies to
support heterogeneous interfaces from diverse platforms. Power bills, spectrum license
charges, and daily expenditure charges of an IoT node further add to the expense of
adopting IoT technology. Because of the COVID-19 pandemic, organizations are not
calculating the pros and cons of the IoT technology as budgets are already tight, and adding
to the IoT investment is untenable. Hence, construction companies lack the motivation to
analyze the tradeoffs between potential long-term benefits, cost savings, and expenditures.

6. Areas of Construction 4.0

This section addresses the major Construction 4.0 areas that are found in the dissemi-
nated literature. It also highlights the reasons why IoT is deemed necessary in the selected
areas of the construction industry with some examples from developed countries. The
details of why the adoption of advanced technologies such as IoT is difficult for devel-
oping countries are also presented. The major areas which are part of Construction 4.0
are procurement, business information modeling (BIM), structural health monitoring, and
construction safety. In the rest of the section, the current status of IoT implementation for
each area is analyzed separately.

6.1. Procurement

As the construction industry is the backbone of the economic growth of a country, pro-
curement is the critical success factor of a construction project. About 87% of stakeholders
in the construction industry believe that purchasing raw materials is synonymous with
successful project completion [54]. Whether purchasing raw materials is a joint venture or
the contractor is solely responsible, or all the parties, including contractor, consultant, and
client, are involved, the project’s profitability depends on several factors, including labor,
finance, weather conditions, services, logistics, and most importantly, technology.

IoT can help in reducing procurement lead time and project costs. It can also help in
making rapid and optimum decisions based on real-time data, current stock levels of the
project, and environmental conditions. The benefits of IoT in the procurement process are
shown in Figure 6.

Just like lean construction, where reducing waste, time, effort, and pursuing perfection
are the goal, the concept of lean procurement is also building up. The idea of lean method-
ology, which originated from the Toyota Production System (TPS), ensures that a project is
completed well in time and lower costs are incurred. The IoT can ease the process of lean
procurement [55]. An example is that sensors can calculate the time a product has/hasn’t
moved and generate alerts. Similarly, for the purchase and quality check of materials,
sensors can achieve better management. Jinying et al. [56] suggested that an IoT-based sys-
tem, including computer-aided software, can predict the required material to be procured.
2D tagged barcode material can be sent to the construction site, and some components,
including windows, doors, steel, and prefabricated beams, columns, and plates, can be
equipped with sensors to know about their strength, flexural and shear behavior, stiffness,
etc. [56]. RFID at the construction site can be used to track the details of materials. All this
gathered data can help companies reduce overall costs and forecast demand more precisely.
Skilled data scientists can carry out market surveys using information gathered through
IoT systems, i.e., they can account for weather, fuel prices, market status, etc. Overall,
procurement through IoT systems can provide around 70% cost savings compared with
traditional systems [57].
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According to a report from Statista [58], the developed countries’ IoT spending in 2019
includes the United States as the leader with $194 billion spent, followed by China and
Japan with $182 billion and $65.4 billion expenditure, respectively. Ali et al. [59] reported
that Germany leads the Construction 4.0 field, followed by China, the United States, etc. In
the developed countries of the world, most companies are using IoT for the procurement
process. Skanska, a Swedish multinational construction and development company, has
developed a Tag & Tack system. It uses RFIDs and barcodes on components and products
in construction projects to facilitate real-time tracking of delivery, storage, and installation
of products and components. Their system is achieving a cost reduction of up to 10%. The
procurement software application market is expected to bring in an estimated $5.94 billion
in revenue in 2021 [58]. By decreasing the amount of time needed to complete the ordering,
invoicing, paying, and purchasing approval processes, procurement software helps to boost
production and efficiency.

In the case of developing countries, not many studies or statistics are available to
evaluate the current status of procurement using IoT. However, research work to accept
IoT for the procurement process is still in progress. According to Yousaf et al. [60], IoT can
be used as an accelerator in inventory replenishment throughout the procurement process
of the China-Pakistan Economic Corridor (CPEC), an energy and infrastructural project
established under China’s Belt and Road Initiative (BRI). It can reduce inventory costs by
transporting raw materials to the right location at the right time. This can be carried out
with the help of RFID tags, which collect inventory data and compare it to the existing
records to guarantee optimal use of inventory. Ayodeji Emmanuel Oke et al. [61] stated
that cost and power supply are the prominent issues faced by the Nigerian construction
industry in adopting IoT. According to the authors, if the Nigerian government can provide
a stable power supply and help in subsidizing the equipment, the construction industry in
Nigeria can get benefit from IoT.

It is very clear from the literature that the application of IoT in the procurement
process for developing countries is still at an early stage. Most developing countries lack
the courage to adopt radical transformations. If developing countries adopt the IoT-based
procurement process, the next step would be to educate procurement teams to analyze
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the data and gather meaningful actionable insights for better decision-making, ultimately
leading to overall project profitability.

6.2. Business Information Modelling (BIM)

Recent research revealed that most businesses that adopted IoT had a positive influ-
ence on their ability to function during the pandemic [62]. However, to date, the complete
life cycle of construction projects is not entirely IoT based. Rather, IoT in the construc-
tion market is fragmented into different segments, including site monitoring, machine
control, wearables, fleet management, etc. BIM is one of the most essential fragments of
Construction 4.0.

BIM software enables construction professionals to plan, design, and create a digital
model of a project based on real-time construction data [63]. Data gathered from IoT infras-
tructure, which consists of engineering, electrical, and mechanical information combined
with BIM, facilitate the coordination between contractors, sub-contractors, and all the
stakeholders, helping to reduce errors and revisions. BIM can help the users as well. For
example, the owner of a house may find the location, size, and number of a leaking pipe’s
valve through IoT rather than doing a physical examination. According to a research case
study, BIM can manage time 50% faster and save expenditure by 52.36% [64].

Developed countries, including the US and UK, have radically adopted BIM for
construction projects. According to the NBS’ 10th National BIM Report [65], 73% of
companies were well acquainted with BIM technology in 2020 for their projects. The report
states that only 1% of UK companies were not aware of BIM in 2020. Furthermore, 80% of
large businesses and 62% of small businesses in the UK implement BIM. As per a report
from PlanRadar, a SaaS (Software as a Service) solution, approximately 70% of German and
50–60% of French construction companies use BIM at different levels [66]. Countries such as
Singapore, China, South Korea, and Japan are also implementing BIM in their projects [66].
However, their implementation level is slower as compared with European countries. Zhou
et al. [67] described several barriers to BIM implementation in China, including limited
specifications and regulations; legal issues; government directions; resistance to change
of thinking mode; high cost; etc. The challenges faced by developed countries due to
contractual issues and the existing legal paradigm can now be sorted out with the help of
the ISO 19650 standard [68]. The standard comprises six parts: Concepts and Principles;
Assets Delivery Phase; Operational Phase of the Assets; Information Exchange; Security-
Minded Approach to Information Management; and Health and Safety. All these parts
assist in the deployment of BIM in the construction sector.

Despite several advantages, BIM is sluggishly adopted in the construction industry of
many developing countries [69]. While BIM is arguably highly applied in the design phase
of a construction project, it lacks integration with on-site implementation. Many recent
articles also confirm the slow adoption of BIM [70,71]. BIM research is also being conducted
for developing countries to determine the time, investment, and cost tradeoffs [72]. For
example, a study was conducted in Malaysia to assess the impact of BIM on the time and
cost of construction projects [73]. The authors suggested a few strategies to use while
adopting BIM. The strategies include but are not limited to enhancing public awareness
using conferences, seminars, and workshops; providing clear information on the cost and
benefits of sustainable materials; etc. Another developing country, Indonesia, also faces the
same situation in managing the time and cost of any respective construction project [74].
Hence, managing and or reduction in time and cost with BIM needs to be analyzed. In
Pakistan, BIM implementation is as low as 11%, with the top barrier being the lack of
government regulation about BIM [75]. Figure 7 depicts the topmost impediments to BIM
adoption identified from the disseminated literature review. A combination of IoT and
BIM can unlock several potentials. However, more research work and experimentation are
needed to make users and professionals well aware of the potential benefits of BIM-centered
IoT deployments.
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6.3. Structural Health Monitoring (SHM)

SHM using IoT involves monitoring or assessing the condition of a structure using
sensors over the internet [76]. To gather information on the current state of infrastructure
assets, sensors track different variables, e.g., stress, vibration, strain, and other physical
conditions. This helps monitor changes to the geometrical and material properties of
the structure. SHM also screens the unavoidable aging and degradation of a structure
resulting from harsh operational environments to estimate the useful life span of the
infrastructure [77]. Construction companies not using IoT applications for SHM collect
data in a manual exercise where engineers visit the field to take critical measurements. The
process of labor-intensive data collection is unreliable, time-consuming, and inefficient.
With the aging of a structure, safety concerns also escalate. IoT sensors assess and detect
deterioration inside structures, thus ensuring greater safety. SHM combined with IoT offers
a cost-effective alternative for implementing a mandated 24/7 monitoring system for safety
and security.

Although different innovative techniques and mathematical models have been pro-
posed in the literature for strengthening the structures, specifically masonry walls and
using laminated glass, etc. [78,79], the structures will inevitably deteriorate. The most
prominent damages that can occur in structures are mechanical and chemical damages.
Mechanical damage is caused by earthquakes, unpredictable and unfortunate events, or
everyday use of structure. Chemical damage is due to oxidation, corrosion, efflorescence,
and damage caused by living organisms, e.g., plants, insect pests, fungi, etc. [80]. Both
mechanical and physicochemical damage can be located anytime and anywhere using SHM
integrated with IoT. The most common sensors/devices used for SHM are ultrasonic sen-
sors, accelerometers, amplifiers, actuators, vibration sensors, lasers, cameras, piezoelectric
sensors, etc. For communication between devices, many authors suggest using 6LoWPAN
based on IPv6 [81,82].

Most developed countries have already adopted SHM systems. According to a report
on ResearchAndMarkets [83], the SHM market is expected to grow from $1.748 million in
2019 to $2.878 million by 2025 at a compound annual growth rate (CAGR) of 14.1% from
2020 to 2025. The report states that North America is the leading region in SHM market
share worldwide. This growth rate can be attributed to the low cost of sensors, rising
government regularizations, and rapid worldwide infrastructural development. A Federal
Highway Administration (FHWA) report reported that more than 30% of the bridges in
the US are over 50 years old and need proper SHM to ensure public safety and improve
the structural life span [84]. As far as China is concerned, it started applying SHM in the
early 2000s. It has also produced several standards for SHM since then; for example, the
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China Project Construction Association produced CECS 333:2012 [85]. The standard deals
with five aspects of SHM: sensor selection and placement; data acquisition, filtering, and
preprocessing; data transmission; damage detection and safety evaluation; and database
management. Professor Zhu Mao of the University of Massachusetts Lowell mentioned
that 31 bridges in China are equipped with an average of approximately 250 sensors
per bridge [86]. The sensors include temperature sensors, accelerometers, strain and
corrosion sensors, etc. In previous decade, Chinese researchers have produced outstanding
research covering several aspects of SHM, including advanced smart sensors, advanced
data communication infrastructures, methods of damage detection and safety evaluation,
etc. [87–89]. Dubai is considered one of the most well-developed cities in the world
and a very sophisticated city in the United Arab Emirates [90]. It has introduced the
concept of SHM in the construction industry for a long time [91]. In Dubai, Burj Khalifa
is the tallest free-standing structure in the world, with a height of 828 m and more than
160 stories [92]. A temporary SHM system was first applied to Burj Khalifa in 2009, and
later on, a permanent SHM system was installed [93]. The permanent SHM system includes
accelerometers, global positioning systems, seismometers, weather stations, etc. Countries
such as Australia, Canada, and Denmark are also applying SHM to monitor their structures.
COWI, Pure Technologies, and Structural Monitoring Systems, companies from Denmark,
Canada, and Australia, respectively, are major players in the SHM market.

In developing countries such as India, Nepal, and Pakistan, SHM is a requirement
of time. These countries experience causalities every year because of the earthquakes
originating from the Himalayan region. Nepal was affected by a catastrophic earthquake in
2015, which killed nearly 9000 people and injured about 22,000 [94]. If the infrastructure in
Nepal had been evaluated structurally as per the SHM standards, the earthquake would
not have been so devastating. The main reasons for the limited implementation of SHM
in developing countries are complications associated with the installation of SHM; high
installation costs; continuous monitoring costs; fear of inaccurate results due to errors in
readings; challenges in data analysis; lack of technical proficiency; and slow growth in
terms of infrastructure and smart homes. Adapted from different research [95,96], the three
main barriers to SHM adoption are shown in Figure 8. SHM technology plays a pivotal role
in life safety benefits. However, a fast transition from research to practical work is needed
to grow the embryonic stages of SHM.
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6.4. Construction Safety

The construction sites are the riskiest environments [97], with dynamic activities hap-
pening around the clock. Workers who engage in construction activities get exposed to
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several safety hazards such as falls, trench collapse, scaffold collapse, use of electrical
devices and heavy machines in damp locations, etc. According to the International Labor
Organization, approximately six thousand fatalities are reported in the construction indus-
try worldwide every year, with about 30% of deaths due to falls from heights [98]. In 2018,
the US faced 28% of work fatalities in the construction sector, the highest fraction among
other industries [99]. Similarly, in 2019, the rate of deaths in the construction industry in
the UK was 1.31 per 100,000 workers, three-fold higher than the industry average [100].
From 1997 to 2014, China faced a death toll that averaged above 2500 annually because of
construction accidents [101].

The Oregon Occupational Safety and Health Division has used the term “safety
and health program” to describe workplace practices to analyze and mitigate illnesses
and injuries [102]. Traditional methods for identifying safety issues and accidents at
construction sites are manual, relying on manual data collection and reporting [103]. As the
issues are recognized and reported late, follow-up measures are also taken late, endangering
the lives of construction workers.

The use of IoT in the construction industry allows for real-time safety and physical
condition monitoring of laborers, thus providing real-time solutions to hazards [104].
Devices such as smart glasses, protective vests, wearable cameras, smart helmets, etc.
are already available in the market for robust safety monitoring [105]. Work related to
monitoring workers’ ergonomics and postures, heart rate, temperature, and other hazards
using accelerometers, gyroscopes, ECG/EKG, infrared, and RFID sensors has already been
carried out [106–108]. Several research studies have also proposed or developed cutting-
edge approaches and technologies for construction worker safety surveillance. However,
complex construction with vulnerable environments has restricted construction safety
applications [109].

Chung et al. [57] reported that IoT systems for construction site safety can provide 78%
cost-savings compared with manual systems and 65% cost-savings compared with sensor
systems. According to a report, Global Construction 2030, published by Oxford Economics
and Global Construction Perspectives, the global construction output is expected to reach
15.5 trillion USD worldwide by 2030, with the US, China, and India contributing to 57%
of the growth [110]. However, construction safety is still of the highest concern, despite
the growth rate. Developed countries have already adopted IoT-based construction safety
practices. SolePower is a US-based IoT company that manufactures work boots with IoT
sensors embedded in the boots to monitor workers’ fatigue. Another US-based company,
StrongArm Technologies, produces a device called the “Fuse Platform,” which uses IoT
sensors to monitor the musculoskeletal injuries of employees [111]. Hong Kong has also
improved construction safety practices [112]. The Hong Kong government is focusing its
efforts on legislative amendments, including site safety-related legal actions that can be
applied to construction safety management [113]. Plinx, a UK-based business, also develops
a construction safety system that monitors workers’ proximity to dangers. The system
raises worker awareness of hazards by equipping construction sites with sensor-based
tags that reliably detect workers’ location and deliver audiovisual feedback in the hazard
proximity. The business has developed three tags: team tag, hazard tag, and machine tag
for determining distances between workers; reducing the risk of the machine to pedestrian
collision; generating alerts when an operative enters a forbidden zone. According to
GlobalData, the wearable technology sector is predicted to increase from $23 billion in 2018
to $54 billion by 2023.

In developing countries, the implementation of IoT for construction safety is still in
its early stages. Iraq is one of the developing countries where safety assurances in the
construction industry are not followed [114]. Although the construction industry of Iraq
is rapidly growing with government support, the rate of accidents in the construction
industry of Iraq is still high. In 2018, there were 38% more industrial accidents in Iraq [115].
Apart from the significance of safety in the construction industry, there has been no or
negligible focus on safety in the Iraqi construction industry for a long time. Recent studies
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related to the Malaysian construction industry also reveal that occupational health and
safety practices are not properly implemented and appropriate actions are required to
prevent the situation from worsening [116]. The Malaysian construction industry is the
third most dangerous industry, resulting in the highest number of fatalities. [117]. In
other developing countries such as Cambodia and Vietnam, common safety and health
management practices are either missing or not implemented properly in the construction
industry [118]. To prevent poor Cambodian workers from risking their lives for less than
10 USD a day, government authorities and construction professionals must develop robust
safety programs to facilitate safety performance improvements [119]. According to the
studied literature [118–120], the main hindrances to implementing construction safety are
shown in Figure 9.
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7. Discussion and Prospects

The application of IoT in the context of Construction 4.0 will result in the industry’s
revolution. However, research in this area, particularly for developing countries, is in its
embryonic stage. Based on a mix of qualitative and quantitative analysis, this work has
identified the most critical challenges being faced in the deployment of IoT products in the
construction industry. Some of the highlights are as follows:

• The construction industry is not the most advanced in IoT use. Investors and project
managers are still hesitant to deploy the technology, as they are not well aware of
its usage and are skeptical of its effectiveness [121]. To encourage stakeholders, an
independent research and development phase where a Proof-of-Concept/Prototype
(offering value to the business) can be established before the actual project begins
is required.

• The profitability and efficiency of the construction industry directly impact global eco-
nomic growth. Even though the sector is continually evolving, and new management
approaches are being implemented, there are numerous issues that managers and con-
tractor teams deal with. The complexities of IoT implementation in the construction
industry analyzed in the present research will help the implementers create a more
strategic view for smooth and reliable construction processes.

• There is a very narrow research agenda that emphasizes the use of IoT in construction
safety, structural health monitoring, business information modeling, and procure-
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ment. A substantial lack of clarity exists due to a lack of documentation, data sets,
and surveys highlighting the benefits of IoT applications in the above-mentioned
processes [122]. Lack of evaluation, quantification, and analysis of available data also
poses a significant problem for IoT adoption. Clear standards, guidelines, policies,
and benchmarks for the use and practices of IoT devices would help to clear the haze
in the construction sector.

• Research conducted for IoT usage in the construction industry of developing coun-
tries is undertaken by only a few researchers [15]. This implies that research for IoT
applications in the construction industry of developing countries is even more limited.
One reason might be that the introduction of new technology demands, first and fore-
most, a research study that evaluates, tests, validates, and improves the technology’s
performance in given scenarios. Furthermore, measurements are needed to determine
how this technological breakthrough may aid in the evolution of developing countries’
current construction techniques.

• Despite the study’s significant contributions, the findings must be viewed considering
the limitations. The study is primarily concerned with “what” questions found in the
literature rather than “how.”

8. Conclusions

This work presented a comprehensive and up-to-date review of IoT adoption in the
context of Construction 4.0. The review of the literature revealed that only a small num-
ber of the Construction 4.0 articles dealt with the IoT adoption challenges. Moreover, a
comprehensive analysis of the implementation status and challenges with IoT adoption
for Construction 4.0 drivers was not found in the literature. As a result, this study focused
on the status of IoT implementation in the areas of Construction 4.0 such as procurement,
business information modeling, structural health monitoring, and construction safety for
developed and emerging economies, as well as the challenges unique to each area. The
present study takes the first step by outlining the most significant challenges that construc-
tion managers must be aware of to avoid mistakes throughout the implementation of IoT
with regard to the major drivers in the construction industry. While various issues in the
construction sector related to IoT adoption have been identified in this work, future research
studies are needed to determine the roots of those issues and identify potential solutions.
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