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ABSTRACT  

Most users find security-informed decisions hard to make while utilizing web sites for social networking, online banking, or 

shopping. In order to solve security problems, it is critical that we understand how human factors influence users’ trust on 

web sites and users’ decisions involving computer security related risk. We propose an integrative model of human factors on 

decisions involving online security risk. The model will provide a comprehensive view of the impact of the situation and 

personal factors on trust, perceived security risk and web site functionality from both internal and external perspectives. The 

proposed model will extend existing theories by studying the human factors in terms of internal intrinsic traits such as 

personality, culture, risk beliefs and extrinsic factors such as experience and familiarity. Similarly it will study internal 

situation factors such as website performance and utility, and external situation factors such as context.  
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INTRODUCTION 

Human factors are often the weakest links of computer security but they are among the most important factors to consider in 

security design and security policy (Bresz 2004, Cranor 2008, Lineberry 2007). Security usability has been focused on 

designing security technologies that users can easily adopt (Cranor and Garnkel 2005, Whitten and Tygar 1999). However, 

most users still find security-informed decisions hard to make while utilizing web sites for social networking, online banking, 

or shopping. Therefore, in order to solve security problems, it is critical that we understand how human factors influence 

users’ decisions involving computer security related risk.  

This paper developed an integrative model of human factors on decisions involving online security risk. Using this model, we 

plan to study how do personal dispositions and user web experiences impact one’s  trusting beliefs, perceived security, and 

perceived utility, which then  influence one’s security decisions on the web. The model hypothesizes how human factors such 

as personality, culture, and web experiences directly impact end users’ perceived security, trust and utility which may in turn 

influence their decision making online. End users’ perceived online security risk often deviates from the actual risk. This 

deviation often leads users to misplace trust on untrustworthy websites and sources. The gap between their perceived risk and 

actual risk often results in inappropriate decisions for managing online risk. For example, a user who downloads free 

software from an arbitrary source on the web may not be aware of the spyware embedded in this free software. In this case, 

the user misplaces his/her trust on untrustworthy source by perceiving a lower security risk than the actual security risk of 

downloading the software.  

It is important to build such an integrative model to enhance our understanding of individual web security behavior. While 

users are interacting with a web site, they often need to make various decisions regarding web security.  For example, in the 

case of the spyware, users can decide not to download and install the free software. However, if the users decide to do so in 

spite of the warning from the spyware detection software on their machines, they are risking security in exchange of utility.  

An integrated model will be useful for understanding such tradeoff and the factors that may have the most impact on the 

users’ security decision making. We are also expecting this integrated model will provide implications for developing web 

security countermeasures that address the human factors.  

By reviewing literature, the next section will provide reasons why an integrated model of individual web security behavior is 

needed. Section 3 will describe our model and each of the constructs in the model. Section 4 will discuss implications and 

future empirical studies followed by conclusions. 
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THE NEED FOR A MODEL OF WEB SECURITY BEHAVIOR 

Understanding the security decision making process -- the interplay between computer systems and end users: While 

interacting with a computer system, such as a web site, individuals often need to make various implicit or explicit decisions 

in order to utilize the functionality provided by the system.  While making these decisions, users are often not aware of or 

ignore security implications. For example, in order to read morning news from a news web site, users are often asked to 

accept web cookies which may reveal their browsing history to a third party that the users are not aware of. Although web 

browsers can provide users some control over web cookies, users may have little understanding regarding the impact of their 

decisions or the tradeoff that they have just made. Our integrative model is set to understand how the users make the security 

decision tradeoff involving utility and security, while they are interacting with web sites. Utility is the measure of usefulness 

(e.g., information contents) and performance benefits (e.g., navigational ease) that a user derives from a website. The trade 

off involves decision between perceived security and perceived utility. Users may forgo perceived security for perceived 

utility, or vice versa. It is important to study perceived security, since it is one’s perception which motivates one to transact 

with the website. 

Aligning end users’ trust with trustworthy systems: With the understanding of end user security decision making, the 

paper aims at discovering human factors that may influence the users’ decisions. Based on the discovery, we will be able to 

design training that influence users’ security behavior through these human aspects. For example, trusting belief has long 

been regarded as a driving factor in adopting e-commerce, designing a secure e-business portal that users will trust requires a 

technology not only securing the system but also informing users to make secure decisions and aligning their trust with actual 

system security. Our integrative model aims at developing a theoretical foundation that considers user awareness and training 

in realigning their trust belief through examining the technological cues. 

Providing an integrated perspective of individual security decision making: Although previous studies have provided 

some empirical evidence on the determinants of user security behavior, it is necessary to develop a research model that 

incorporates users’ perceptions and decision making process (Aytes and Connolly 2004, Lee et al. 2004). Our integrated 

model will take a further step that integrates various human factors, such as personality, culture, individual web experiences, 

and individual concerns/beliefs, into a proposed model of individual web security behavior which consider the impact of 

these factors on perceived security, trusting beliefs, perceived utility and secure decision making. Within an organizational 

context, Stanton et. Al (2005) has proposed a taxonomy of end user security behavior categorized by intention and expertise. 

This taxonomy is created based upon interview results of 110 information technology professionals and self-reports of 

password-related behaviors of 1167 end users. Based on Health Belief Model (Rosenstoick 1974), Ng and Xu have shown 

that perceived susceptibility (a user’s perceived likelihood of a security incident taking place), perceived benefits (a user’s 

belief in the perceived effectiveness of practicing computer security) and self-efficacy (a user’s self-confidence in her/his 

ability of practicing computer security) are determinants of email related security behavior (Ng et al. 2009).  Based on a study 

in password security within an organization, research has found two factors that lead to insecure behavior. These factors are 

users’ lack of security awareness and security departments’ lack of knowledge about users (Adams and Sasse 1999). Mental 

model approach has also been used to understand how users perceive computer security risk (Asgharpour et al. 2007). 

AN INTEGRATED MODEL OF INDIVIDUAL WEB SECURITY BEHAVIOR 

We propose an integrated model of individual web security behavior, depicted as in Figure 1.  A “+” sign on an arrow refers 

to a hypothesized positive relationship between the two constructs while a “-“ sign on the arrow refers to a hypothesized 

negative relationship.  We propose that the actual web user behavior, such as purchasing a product, sending out personal 

information or downloading software, is positively influenced by the user’s intention of transacting with a web site. The 

intention is influenced by three constructs: the user’s perceived security risk (negative impact), trusting belief (positive 

impact) and perceived utility (positive impact). Individual concern and personal dispositions will have an indirect impact on 

the user’s web security behavior through these three constructs. We also propose that end user security efficacy such as 

security skill and awareness will have a positive impact on their perceived security risk. Web context is a construct that will 

be used as a control variable manipulated in empirical studies. As it has been shown that user’s behaviors are impacted by the 

underlying context. For example, users are less forthcoming in more sensitive contexts, and vice versa (Bansal et al. 2008b).  

Perceived security risk: This construct refers to an individual’s judgment of how risky a certain event is. We will measure 

this construct based on the individual’s perceived probability of risk, perceived consequences and perceived control (security 

countermeasures). Understanding how humans perceive the exposure and the effects of risk is considered an important part of 

analyzing and managing technology-induced risk (Morgan 1981). However, risk perception of computer security has yet to 

be fully studied although the general perception of risk has been found to greatly impact individual computer decisions 

(Hardee et al. 2006). Research has empirically verified that higher perceived security control is positively related to trust in e-

commerce web site (Chellappa and Pavlou 2002, Chen and Barnes 2007, Suh and Han 2003), users’ intention of purchasing 
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(Bhatnagar et al. 2000, Ranganathan and Ganapathy 2002, Salisbury et al. 2001, Suh and Han 2003) and in online banking 

(Liao and Cheung 2002).  

Perceived utility: In our model, perceived utility is defined as being comprised of the usefulness and performance of a web 

site as perceived by the users. Technology Acceptance Model (Davis 1989) and its application on e-commerce (e.g., Gefen et 

al. 2003a; 2003b) have provided empirical evidence that perceived usefulness has contributed positively to users’ adoption of 

e-commerce. Basing our definition of usefulness and performance in terms of information quality and systems quality 

respectively (DeLone and McLean 1992, McKinney et al. 2002) we define usefulness in terms of information quality such as 

information content, discount offered, deals, etc. Performance on the other hand is defined in terms of performance in 

delivering information such as fast and easy navigation. 

 

Figure 1: An Integrated Model of Individual Web Security Behavior 

Trusting belief: The definition of trusting belief varies in different disciplines. We will adopt the definition from McKnight 

et al. (McKnight et al. 2002) since it describes users’ initial trust on web sites. Trusting belief means the truster’ (the end 

user) perceives that the trustee (e.g. a specific web site) has attributes that are beneficial to the truster.  Three trusting beliefs 

will be investigated, including competence (ability of the web site to do what the end user needs), benevolence (the web site 
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caring about and being motivated to act in the end user’s interests), and integrity (honesty and promise keeping by the web 

site). Research on online trust has focused on examining the antecedents of online trust and understanding how trust impacts 

one’s intention to transact with a website (Ba and Pavlou 2002, Gefen 2002).  Users’ trust in the businesses, people or entities 

(such as seals) is often transferred to trust in their web sites (Fogg et al. 2003, Friedman et al. 2000).  However, the cues for 

trust do not necessary indicate the security of the web sites and, as a result, the perceived security risk of the web sites is 

often not aligned with the actual security technology deployed if the perceived security risk is positively impacted by the 

trusting beliefs. When the trusting belief is not backed by secured technology, a web site can become a security risk once 

spoofed.  

Intention to transact with a web site: This construct depicts user’s decisions or preferences to transact with a web site. 

Such decisions or preferences sometimes involve risk choices, such as downloading spyware or accepting cookies, or trading 

off between a perceived secured site and perceived utility. We will investigate how these choices are made based upon 

theories from individual decision making. Prospect theory (Kahneman and Tversky 1979) has been the most cited theory in 

this field which explains that people tend to overweigh outcomes that are considered certain in comparison to outcomes that 

are merely probable (Tversky and Kahneman 1981). Prospect theory has been proposed to explain how individuals make 

decisions when facing security tradeoffs (West 2008) but only limited empirical studies have been done at this point (Chen 

and Farkas 2009a; 2009b). It is unclear if people behave the same way in computer security risk tradeoffs compared to 

economic tradeoffs. In the context of computer security, this theory implies that people will prefer smaller security gains over 

a chance of a larger reward and will prefer the chance of larger security loss over a small loss. For example, users might 

choose to risk the possibility of virus infection rather than spend $200 on anti-virus software.   

Actual behavior of transacting with a web site: This construct will measure users’ actual behavior in transacting with web 

sites. . Actual behavior is determined by individuals’ behavior intention (Ajzen 1991, Ajzen and Fishbein 1980) which is 

influenced by individuals’ attitude and subjective norms. Research has found some evidence that users behave differently 

than they think they would (Douglas and Wind 1971). To observe users’ actual behavior, experimental designs in additional 

to user surveys are usually needed.  

End user security efficacy: This construct is defined as users’ ability to examine security cues on web sites (security skill) 

and their awareness of security information/cues on the site’s vulnerabilities (security awareness). Such security cues may 

include specific site security information and security indicators such as SSL padlocks. Research had shown that, within an 

organizational context, users’ awareness of security policy, SETA programs and computer monitoring significantly increases 

their perceived severity of information systems misuse and therefore reduces information systems misuse intention (D’Arcy 

et al. 2009). While security education in general might not increase users’ perceived security risk, specific web security 

information might reduce users’ risk of becoming involved in phishing (Downs et al. 2007). In addition, experts might also 

perceive security differently from users since they have more technical security knowledge (Turner et al. 2001). In terms of 

training methods, Campeau and Higgins (1995) compared two training models: (a) behavior and (b) traditional lecture to 

examine computer self-efficacy, outcome expectations, and performance. The behavior model was more effective than the 

traditional lecture for training the spreadsheet application. 

Web context: Web context changes the underlying security risk since both the functionalities and the types of information 

provided on the site vary. Mayer et al. (1995) asserted the role of context as: “the antecedents of trust (ability, benevolence, 

and integrity) are affected by the context”.  Bansal et al. (2008b) show that context impacts the relationships amongst privacy 

concern, trust and intention to disclose information on a website. Bansal et al. (2008b) had shown the importance of web 

context on privacy decisions.  

Individual concern: This construct depicts users’ concerns on Internet security and risk perception in general. Internet 

security concerns have been acknowledged as significant factors in the adoption of e-commerce (Kim 2008). Risk perception 

in general has also been found to be correlated with computer security risk perception (Chen and Farkas 2009a, 2009b). 

Research has found that privacy concern lowers trust in a web site (Eastlick et al. 2006, Kim 2008, Malhotra et al. 2004, Van 

Dyke et al. 2007), but it is not clear how Internet security concern and risk belief will influence trust. Thus it could be argued 

that individual beliefs and concerns play a significant role in impacting security related decisions and behavior online.  

Personal characteristics: This construct depicts individual traits, such as personalities, past experience and culture, which 

may have an impact on their web security behavior. 

 Personality: Based on the Utility theory (Luce 1959, Mcfadden 1986; 2001),  Bansal et al. (2010) argued that the 

utility one derives from a web site is a function of utility enhancers (e.g., trust) and utility reducers (e.g., security and 

privacy concern), and that the perceived valuation of these utility enhancers and reducers is a function of one’s own 

individual traits. It is known that personality traits influence the perceived information sensitivity, and through it 
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privacy concern and trust (Bansal et al. 2010). Similarly, Korzaan and Baswell (2008) and Junglas et al. (2008) have 

also found that personality impacts privacy concern.  Thus it could be argued that individual traits such as 

personality, culture, and past experiences could also shape one’s security concern, and security related behavior 

online.    

 Culture: Culture is the social programming of the mind. Culture impacts privacy concern and hence information 

sensitivity. For instance, it has been argued that collectivists are less concerned about privacy than individualists 

(Milberg et al. 1995). Culture also has an impact on individual risk attitude and risk perception (Weber and Hsee 

1998). In addition, Aldiri et al. (2008) showed that initial trust differed across two cultural settings. Cyr et al. (2005) 

suggested that culture influences the perception of trust. Gefen et al. (2005) showed that culture impacts the 

relationship between trust and perceived usefulness. Srite and Karahanna (2006) showed that the relationship 

between perceived usefulness (utility) and intention is moderated by culture.  

 Past experience: User experience with a web site or similar web activities may have an impact on their current 

behavior in terms of security decisions (Gefen et al. 2003a, Song and Zahedi 2007). Such experience could be 

positive, such as purchasing a product successfully from a site without any complications, or negative, such as falling 

into a phishing scam. 

DISCUSSION AND IMPLICATIONS 

The central implication of this paper is its support of the need to develop and study a comprehensive model of user online 

security behavior. Although recent studies shed light on design features, little effort has been made to examine the 

comprehensive model which studies both the situation and person specific factors simultaneously. The proposed model will 

extend existing theories by studying the human factors in terms of internal intrinsic traits such as personality, culture, risk 

beliefs and extrinsic factors such as experience and familiarity. Similarly it will study internal situation factors such as 

website performance and utility, and external situation factors such as context. Thus the model provides the comprehensive 

view of situation and personal factors from both internal and external perspective.  

The work would also contribute by identifying the processes by which the users make security-related decisions online. The 

study would have practical implications as well. The findings would enhance our understanding about the relative importance 

of these internal and external, situation and person specific factors, which would then lead to the better design of the systems, 

as well as development of the appropriate educational and training material.  The study would inform the website managers 

of the relative role of perceived usefulness and performance as well as other factors which impact the users' security 

decisions online. The findings would thus assist them in investing their resources accordingly. The website managers would 

understand the relative role of user experiences, website characteristics - such as performance vs. content, user security 

awareness among other things, thus assisting them in prioritizing their efforts as they try to make their websites safe and 

appear safe as well. 

Various empirical studies can be designed upon this model to verify the hypotheses. First, by asking subjects to observe and 

utilize web sites in various contexts, an empirical study can be designed to identify the impact of individual concern and 

belief, and personal characteristics (independent variables) on perceived security risk, perceived utility, trusting belief, and 

intention/behavior to transact with a web site (dependent variables). Second, we can explore the impact of both security skill 

and security awareness on their perceived security risk and web security behavior by giving the subjects security efficacy 

training, such as recognizing security cues on web sites or reading through privacy/security policies of the sites. Last but not 

least, to validate the impact of culture, the previous two empirical studies can be implemented by collecting responses from 

subjects with different culture background. While designing the empirical studies, we will define the operationalization of the 

constructs carefully and follow the previous literature as possible. 

CONCLUSIONS  

We proposed an integrative model of human factors on decisions involving online security risk based upon previous 

literature. Our proposed model investigates a research area that has not been previously fully understood: the impact of 

human factors, such as personality, culture, web experiences, risk perception, and privacy concern on online security decision 

making. It provides a research foundation that is cross-disciplinary, including computer science, psychology, information 

systems, and management. It will allow us to extend our understanding of human dimension as it relates to online security. 

Future research will be conducted to validate the hypotheses in this model. 
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