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Abstract. A method of calculating an integrity check value (icv) with
the use of a stream cipher is presented. The strength of the message
integrity this provides is analysed and proven to be dependent on the
unpredictability of the stream cipher used. A way of efficiently providing
both integrity and encryption with the use of a single stream cipher is
also explained. Note that the method of providing message integrity, used
with or without encryption, is not subject to a number of attacks that
succeed against many conventional integrity schemes. Specifically any
legitimate message-icv pair that is copied or removed and subsequently
replayed will have an appropriately small small chance of deceiving the
receiver. Furthermore, any message-icv pair generated by an attacker
and injected into the communication channel will have an appropriately
small chance of escaping detection unless the attacker has actually broken
the stream cipher. This is the case even if the attacker has any amount
of chosen messages and corresponding icvs or performs any number of
calculations,

1 Introduction

An integrity check value (icv) refers to a function of a secret key and variable
length input messages. For a given key the function maps variable length input
messages into a fixed length output. The secret key is shared between the mes-
sage sender and receiver. The icv of a message is calculated by the sender and
appended to the message before being sent. The receiver calculates the icv for
the received message and compares the calculated icv with the received one. The
message is deemed to be intact if the received and calculated icvs match. Assume
that a hostile third party (or attacker) can tap into the communication chan-
nel and so can accumulate messages and their corresponding icvs. The integrity
protection afforded against such an attacker is a measure of their difficulty in
generating a new message and legitimate icv. Note that the term integrity check
value as used here is also referred to in the literature as keyed hash function,
cryptographic checksum or message authentication code.

The majority of integrity check value algorithms that have appeared in the
literature are based on the use of block ciphers (see for example [10], [8] or the
standards document [4]). Other work on the related notion of hash functions
without secret keys has been motivated by the desirability of digital signatures
for public-key cryptosystems (see [3], [12], [5]). Unfortunately there appears to
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be a lack of methods to efficiently extend the functionality of stream ciphers used
for encryption so that both encryption and integrity are provided. Motivated by
the need for such a method we propose an integrity check value algorithm based
on the use of stream ciphers that is both efficient and secure. This algorithm is
particularly suitable as part of an integrated method of providing both encryp-
tion and integrity with the use of a single stream cipher. Note that an alternative
method of using a stream cipher for calculating an icv has recently been pro-
posed (see [9]). This method can be successfully attacked with high probability
however by altering a message and icv in transit (for example if the last bit of
a message is altered then one of only two bits in the corresponding icv need be
altered to create the matching icv).

Note that the integrity check value algorithm presented is related to certain
unconditionally secure authentication schemes (see [1], 2] and [14]). However
the use of the polynomial function (2) is new as far as the author is aware, as is
the proposed use of the integrity method together with encryption from a single
stream cipher.

2 Integrity

Consider any stream cipher with output stream Z = (2, 21, 22, ...) where each
output 2; consists of w bits. Thus each z; may be considered as an integer from 0
to 2% — 1. We show how the output of the stream cipher may be used to provide
message integrity by the calculation of an icv that is appended to a message and
sent with it. In the following for positive integers t and u we shall write t{u] to
represent the unique integer satisfying

tlu] = t(modu) and 0 < tfu] <u -~ 1.

To calculate the icv select a message block length b and prime number p > 2%. It
is suggested that p be chosen to be close to a power of 2 for efficient calculation
of products modulo p (see [6] for example). Some examples are p = 2% — 1, 2" —
1,289 -1,2197 — 1 and 2?7 — 1. Let a message string M = (mg,m,,...) consisting
of integers between 0 and 2% — 1 be partitioned into blocks My, M, ..., M each
containing at most b integers so that

M; = mpj, mpjr1, e Mpgie1y-1,7 =0 1oys = 1,
M, = mps, Mbst1,--., Mpart, for some t < b~1.

Use the stream cipher to generate s+ 2 outputs z;, zi;1, 242y --- Zi+s+1. LheiCV
is calculated as

tcv(M, b, P, Zi, Zig1y s Zitatl)
= (f(Mo, 2i) + (M1, zig1) + o + (M, 2igs) + Zits+1)[P] (1)

where for any message string N = (ng,n1,...,7r), and integer x

F(N, X)) = (..{(noz + n1)z + n2)z + ... +n,)z{p). (2)
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Equivalently f(N,z) may be expanded as
F(N,z) = (ngz™ ! 4+ nyz” + npz" 4 ... + npz)p).

Ezample 1, Let w = 30,p = 23 — 1,b = 20. Let the cipher be in state 56 (the
last output produced being zs5). Let M = (mg,m1,...,m0s) be a message string
of length 109 that requires integrity. M is divided into blocks My, My, ..., M4 of
length 20 where M; = (mgo0:i, M20i+1,---Ma0i+19),¢ = 0,1,...,4, and one block of
9 integers Ms = (M1g0, M101, ...y 108 ). The cipher is used to generate 7 outputs
Z57, 258, -y 282, a0d the integrity check value

'LC’U(M, 20, 231 - 1, Z563 257 2585 evey Zeg)
is calculated according to (1) and (2). The transmitted message is then

TIQ, T 4 ouey TIV108 5 $CY.

3 Analysis

The following Theorem and Corollaries establish a clear link between the strength
of the integrity mechanism and the strength of the stream cipher from which it
is constructed.

Theorem 1. Let p > 2% be prime, and the function f be defined by (2). Let M
and M' be any two unequal message strings of length b, and y any fized integer.
Then if ¢ is a uniformly distributed random variable in the range 0 to 2% — 1,

Probability(f(M,z) - f(M',z) = y(modp)) £ -él-:;

Proof. Let M = (mo,my,...,mp—1) and M = (mg, m},...,m}_,). By expanding

),

f(M,x)-f(M',:c) .
= ((mo — mp)z® + (my — m))z® ™ + ... + (Mmp—1 — m}_,z)(modp).

Thus
f(M,z) - f(M',z) = y(modp)
if and only if
(mo — mp)z® + (mq — mi)zb~ + ... 4 (Mmp—1 — m}_,)z — y = 0(modp).

By a standard result of elementary number theory (see [11] p58) such an equiv-
alence has at most b solutions in x, from which the result follows. (]

Corollary 2 is a straightforward consequence of this theorem.
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Coréllary 2. Let M Iand, M’ be any two unequal message strings, and y any fized
integer. Let the function icv() be defined as in (1) and (2). Then if z;, zi 1, Ziv2,y
,Zi+s Gre independent and uniformly distributed random variadles in the range
010 2% -1, '

Proba.bility(icv(M, by P, Ziy Zig1y ooy Zida+1 )
. b
—tC'U(M', vas Ziy Zitly ey zi+8+1) = y(mOdp)) < 2_.,,,

Corollary 3 indicates the strength of the integrity mechanism in terms of the
likelihood of replacing, in transit, a message and the corresponding icv with a
legitimate, but different, message-icv pair.

Corollary 3. Let M and M’ be any two unequal message strings, and y, g
any fized integers. Let the function icv() be defined as in (1) and (2). Then
if //%is Zit1, Zi42y s Zitat1 Ore independent and uniformly distributed random
variables in the range 0 to 2¥ — 1,

PTOba'bthy(icv (Mli bop9 Ziy Zitlseny zi+a+1) = y(m‘Odp)
, b
| icv(M, b, p, 2i, Zit1, ooy Zids1) = g(modp)) < TR (3)
Proof. Clearly the left hand side of the inequality in (3) is equal to

Prob(ico(M,b,p, zi, Zig1, ., Zivatr1) — 10(M',5, D, 2i, Zig1, ooy Zidot1)
=9- y(mOdp) | 1C'U(M, b,ps Ziy Zigly ooy zi+a+1) = g(mOdp))'

However from (1)

icv(M, b, p, 2iy Zig1y -y Zive+1) — ic’”(M’a by Py Ziy Ziddy ooy Zikat1)
= (f(Mo, z:) + f(M1, zig1) + oo + (Mo, 2i14)
—F(My, z) + F(M], 2i41) + ... + F(M], 2i4,)) (modp)

is independent of 2;4 .43 while
icv(M,b,p, zi, Zig1, voes Zitas1) = g(modp))
if and only if ’
Zivat1 = (9 — [(Mo, %) — f(My,2i41) = .. — f(Ma, 2its)) (modp).

Thus the events described in the conditional probability of (3) are independent
and so the left hand side of the inequality (3) is equal to

PTOb(iC‘U(M, ba‘p’ Zis Zitly -y zi+a+1)
—ic*v(M', By D, Ziy Zit1y ooy zi'+:+1) = (y - y)(mOdp))

The result now follows by Corollary 2. a
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It follows from Corollary 3 that with an idealised stream cipher (with outputs
that are uniformly distributed independent random variables) if any message
and its integrity check value were to be altered in transit the new message and
integrity check value would register as valid by the receiver with probability at
most b/2%. Moreover this is quite independent of whatever calculating ability or
amount of chosen messages and corresponding icvs the party altering the message
has. Thus we refer to log2(2¥/b) as the effective icv length. For the effective
icv length to be a meaningful indicator of integrity strength with a practical
deterministic cipher however, clearly the stream cipher key length must be at
least as large as the effective icv length. On the other hand the contrapositive of
Corollary 3 shows that if there is some way of altering or substituting message-
icv pairs that goes undetected with a probability of more than /2% then there
must be some corresponding level of predictability in the stream cipher output.
We illustrate this point with an example.

Ezample 2. Consider a stream cipher with a set V' of initial vectors that deter-
mine the starting state of the cipher. For v in V let 2? denote the ith output of
the stream cipher with initial vector v. Let the block length b equal 1. Assume
that for some cipher position i there are a pair of unequal single integer mes-
sages m and m' and a function F that can calculate the icv of m/ from that of m
for all initial vectors v (so the integrity mechanism can be successfully attacked
with probability 1). Furthermore assume that F can be evaluated in a reasonable
amount of time (for example F should not embody a search through all initial
vectors). Thus

?;CU(TTL’, 1ap7 Zf,zfu) = F(ch(m, l,p, Z;",Z.:')Jrl)), forallvw e V. (4)

Subtracting the icv of m from both sides of (4) and expanding the 1. h. s. ac-
cording to (1) and (2)

(m'2} + z,,)p) — (mz! + 27,4)[p] =
F(icv(m, L,p, 2}, zzp+1)) - icv(m, 1,p, zfaz:1)+1)
which implies that
(m' - m)z:lb] = F’(im’(m’ L,p, z:o Z:')—H)) (5)

for a suitable function F'. Let S be the set of numbers s from 0 to 2% — 1 for
which the equation

(m' —m)s[p] = F'(t)

has exactly one solution for ¢ among 0,1,...,p — 1. Then since (m’ — m)s[p] is
a one to one function of s on 0,1,...,2¥ — 1, it follows that S contains at least
2" —k—2 integers. We may then define the inverse of F’ on S, and by rearranging

(5)

icv(m, lapv z?’z:y—f-l) = Fl_l((m’ - m)zf[p]),
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provided zf,, is in 5. By expanding the icv function from (1) and (2) and
isolating z7, ;

zi, = (F'_l((m' ~m)z2l[p]) — mz)[p| forallv e V,z} € S.

Thus 27, can be obtained from 2! unless z} happens to be one of at most k+1
values not in S. If the function F'~! can be evaluated in a reasonable amount
of time this amounts to an effective attack on the stream cipher.

4 ICV Length

In many conventional integrity mechanisms the icv is calculated as a function of
a fixed key and the message. In such systems different messages that share the
same icv (called collisions) may be found by an attacker who collects sufficiently
many message-icv pairs. According to the so called Birthday Paradox (see [15])
the number of message-icv pairs required is approximately equal to the square
root of the number of possible icvs. For this reason the length of the icv is
usually chosen to be quite large (typically 128 bits) so that finding collisions is
not feasible. In the method described in this article however collisions do not
exist in the sense described above because the integrity function (1) and (2) uses
fresh output from the stream cipher for each new message. Because of this it is
suggested that the icv length may be much smaller than in conventional integrity
systems.

Notwithstanding these remarks we describe how to modify the integrity
method to increase the effective icv length by any required factor k. As in Section
2 let a message string M = (mg,m,...) be divided into blocks My, M1, ..., M,
each containing at most b integers. Use the stream cipher to generate k(s + 2)
outputs z;, 2i+1, Zi+2, ..., Zi+h(s+2)—1- Lhe integrity check value icvy, is defined as
the concatenation of h integers between 0 and p — 1 calculated according to

iC’Uh(M, b7p9 2§y 21y ey zi+h(3+2)—1) =
(f (Mo, zi) + f( My, zig1) + ... + F(My, zigs) + zizst1) [P]]]
(f(Mo, Zitss2) + F(M1, zigota) + oo + F( My, zit2st2) + zig2s+s)[Pll]

(f(Mo, Zi-(h=1)(s+2)) + oo + F( My, Zig n(s+2)—2) + Zivn(s+2))[P)>

where the function f is given by (2). If p < 2¥**, this provides an icv of length
h(w + 1) bits with an effective icv length of

logs ( (g;)") = hiog, (?bi) = h(w - logsb). (6)
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Thus, for example, if b = 20,w = 30,p = 23! — 1, h = 4 then the icv has length
124 bits while the effective icv length is

4(30 — log,20) & 102.7.

Note that this method of increasing the icv length by a factor of h requires
the same increase factor in the amount of icv calculations required. As well the
output from the stream cipher must be increased by a factor of h in order to
complete the icv calculations. This however may be compensated for by increas-
ing the block length b so the number of stream cipher outputs per message length
remains approximately constant.

The other obvious way to increase the icv length by a factor of A is to increase
the message and cipher integers to w' = hw bits and take a prime p’ > 2. If
p' can be chosen close to a power of 2 (say p’ = 2¥ — 1) then this method
enjoys several advantages over the above method. Firstly the effective icv length
becomes hw — logb which is larger than the corresponding h(w — logsb) from
(6). Also the output from the stream cipher required to process a given amount
of message is not increased since a given message is divided into 1/h as many
integers as before. Finally the multiplication of numbers modulo p’ may take as
much as A% times as much calculation as multiplication modulo p. However only
1/h as many multiplications are required to process a given amount of message.
Thus the amount of calculations required to calculate the icv is increased by a
factor of at most h (this figure may be further reduced for large h, see [7] pp
278-301 for a discussion of the complexity of multi-precision multiplication).

5 Integrity and Confidentiality

To provide both integrity and confidentiality the stream cipher can generate
different outputs for both the integrity calculation and for message encryption.
In order to prevent the message integrity from being undermined by a known
plaintext attack it is important that cipher output that is used in icv calculations
by the receiver could never be used for message encryption by the sender. To
overcome this problem it is suggested that some integer d < b is chosen and that
only those z; for which 7 is a multiple of d are used in the icv calculation, the
remaining z; being used for encryption.

Ezample 3. As in Example 1 let w = 30,p = 2°' - 1,b = 20, M = (mo, M1, ..
myos) and the cipher be in state 56. Further let d = 10. To apply integrity and
confidentiality the cipher is used to generate 121 outputs 2se, 257, 258, -, 21765
and the icv is calculated as

icv(M, 20, 231 1, 260, 270, vy 2120)
where the icv function is defined by (1) and (2). The transmitted message is

(mo + 256)[2°%); (M1 + 257)[2°), .., (M3 + 259)[2°°], (s + 261)[2%],
veey (mwB + 2175)[230], icv.
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Finally we report on the performance of the combined confidentiality and in-
tegrity scheme using a stream cipher and implemented in computer software.
The stream cipher used was constructed from three linear feedback shift regis-
ters and a combining function with memory (see [13] for designs of this type).
In the icv calculation w = 30,p = 2%! — 1 and b = 16. This led to an effective
icv length of 26 (thus the attackers ability to attack the integrity without at-
tacking the stream cipher itself is one chance in 226 or 68288512). A throughput
of approximately 4 Mbits/second was attained for the entire system using a PC
containing the Intel 486 processor running at 33 Mhz.
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