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ABSTRACT 

This paper describes an LSI digital encryption processor (DEP) for 

data ciphering. The DEP combines a fast hardware implementation of 

the Data Encryption Standard (DES) published by the National Bureau of 

Standards (PJBS) with a set of multiplexers and registers under the 

control of a user programmed sequencer. This architecture enables the 

user to program any of the DES modes of operation published by NBS. 

In addition, multiple ciphering operations and multiplexed ciphering 

operations using up to four different keys may be programmed and 

internally executed without any external hardware. 

The DEP is designed as a standard microprocessor peripheral. This 

LSI device should reduce the current cost and simplify the process of 

encrypting digital data to a point where it is feasible to include a 

ciphering function in modems, terminals, and work stations. The 

ability to internally program cascaded ciphers should substantially 

increase the security of the DES algorithm and hence, the life of the 

encryption equipment. 

INTRODUCTION 

In January 1977 the National Bureau of Standards (NBS) adopted an 

IBM developed block cipher called the Data Encryption Standard (DES) 

[l]. Approximately four years later, in December 1980, the NBS 

published a follow-up document titled "DES Modes of Operation" c 2 1  

which describes four DES operating modes and some of their 
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c h a r a c t e r i s t i c s .  This  paper  descr ibes  a new LSI device c a l l e d  the 

D i g i t a l  Encrypt ion Processor  ( D E P )  developed by  AT&T Bel l  Labora to r i e s  

and manufactured b y  AT&T Technologies.  The DEP has been v a l i d a t e d  b y  

the  NBS a s  complying wi th  t h e  DES.  Other devices  have a l s o  been 

c e r t i f i e d .  Th i s ,  however, i s  t h e  f i r s t  LSI  device t o  i nco rpora t e  a l l  

of t he  s t anda rd  DES modes o f  opera t ion  i n t o  a s i n g l e  i n t e g r a t e d  

c i r c u i t  and provide  t h e  u s e r  with t h e  f l e x i b i l i t y  t o  program unique O r  

custom c iphe r ing  f u n c t i o n s .  

Unless p r o v i s i o n s  a r e  made now t o  e f f e c t i v e l y  lengthen t h e  key 

space o f  c u r r e n t  DES enc iphe r ing  modes, t h e  encrypt ion equipment l i f e  

may be shor tened  b y  i n t e g r a t e d  c i r c u i t  technology advances. T o  d a t e .  

t h e  b e s t  known a t t a c k  on t h e  DES algorithm i s  a b r u t e  force  s e a r c h  Of 

t he  key space under a known p l a i n t e x t  a t t a c k .  Today's f a s t e s t  DES 

i n t e g r a t e d  c i r c u i t s  can perform a maximum of 250K c ipher ing  

opera t ions /second.  

of 1 2  b y  sh r ink ing  t h e  des ign  r u l e s .  Further  performance improvements 

may be achieved b y  p i p e l i n i n g  t h e  DES algori thm ( f a c t o r  of 1 6 ) .  

Pipe l in ing  would r e q u i r e  s i x t e e n  sets of :  (1) 64 b i t  L and R 

r e g i s t e r s ;  ( 2 )  56 b i t  C and D r e g i s t e r s ;  ( 3 )  32 "exclusive-or"  

ga t e s  : ( 4 )  48 "exc lus ive-or"  ga t e s ;  and ( 5 )  8 s-boxes (2044 b i t s  

of ROM). This  would i n c r e a s e  t h e  in t eg ra t ed  c i r c u i t  t r a n s i s t o r  count  

by  approximately a f a c t o r  of 16. Cer ta in ly ,  t h i s  would be a huge 

in t eg ra t ed  c i r c u i t  even b y  todays s tandards.  Despite these  speed 

improvements, an a r r a y  o f  dev ices  would s t i l l  be requi red  t o  sea rch  

the  key space i n  a r easonab le  amount of time. Therefore,  each d e v i c e  

should be capable  o f  independent  opera t ion .  This would r e q u i r e  each 

i n t e g r a t e d  c i r c u i t  t o  have an independent c o n t r o l l e r ,  a comparator 

func t ion  t o  f l a g  matching c i p h e r t e x t ,  and a read/wr i te  key coun te r  

r e g i s t e r .  Then, u s i n g  an a r r a y  of five-hundred devices  each 

independent ly  sea rch ing  a d i f f e r e n t  p a r t  of t h e  key space,  a l l  

poss ib le  keys could  be checked i n  one month. This i s  a d i s t r e s s i n g  

r e s u l t  f o r  a DES d e v i c e  or board manufacturer who would l i k e  t o  see a 

product i n  t h e  f i e l d  f o r  a per iod  of years.  For this reason t h e  DEP 

device may be programmed t o  i n t e r n a l l y  perform cascaded c iphe r ing  

opera t ions  us ing  up t o  four  d i f f e r e n t  keys. 

may not  be  e q u i v a l e n t  t o  inc reas ing  t h e  key s i z e  (56 b i t s )  b y  a f a c t o r  

of k s i n c e  a time-memory t r a d e o f f  may be made: however, it i s  

c e r t a i n l y  f a r  more work than  searching  the  key space of a s i n g l e  

c ipher .  See r e f e r e n c e  1 3 1 .  S.  Even and 0. Goldreich have shown t h a t  

The opera t ing  speed may be increased by  a f a c t o r  

A cascade of k c i p h e r s  
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a cascade of two DES's can be cracked in time 2**71 and space 2**41 

[41. Work increases on this order would extend the practical life of 

the DES for years. It may also be possible to rearrange the feedback 

in a cascaded cipher to prevent a meet in the middle known plaintext 

attack . 
The DEP combines a fast hardware implementation of the DES with a 

sixty-four bit input shift register, a sixty-four bit output shift 

register, a set of multiplexers necessary to configure the operating 

modes, a data latch, and four sets of key and initial value registers. 

Control over this hardware is provided by a user programmed sequencer. 

This sequencer provides the flexibility necessary to program any of 

the four DES operating modes and to tailor the encryption function to 

the system requirements. Additionally, the four different key and 

initial value registers may be used to program multiplexed ciphering 

operations or to provide for enhanced security requirements by 

programming multiple ciphering operations using different keys. 

The DEP is designed as a microprocessor peripheral and is packaged 

in a standard forty pin dual-in-line package. Figure 1 shows a block 

diagram of the device. There are two separate parallel bidirectional 

eight bit ports, two separate serial bidirectional data ports and a 

serial key port. All of these ports may be read or written 

asynchronously with respect to the clock input. The separate data 

ports are provided to increase data throughput and security by 

allowing separate plaintext and ciphertext buses. There are seven 

possible data port configurations. The serial key input port would 

typically be used to load a key from external circuitry, say a ROM, 

that the user keeps locked up when not in use. Microprocessor polled 

or interrupt systems may be configured. since output flags may be read 

from the data buses or on independent output pins. Maximum data rate 

for the device in any of the standard operating modes is as follows: 

Input Clock (Tc) 2.5 MHz (worst case) 4 . 5  MHZ (nominal) 

Instruction Period 2*Tc 

Ciphering op/sec 7 3 . 5 K  (worst case) 1 3 2 K  (nominal) 

A l l  four NBS defined operating modes may be executed in a minimum Of 

1 7  instructions. If the entire DES output block ( 6 4  bits) is used for 

the ciphering operation, the worst case data throughput is 0.59 

megabytes per second. 

-40 to 80  deg C 

The internal user programmed sequencer enables the device to 
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accommodate special system requirements and reduces host processor 

overhead. The DEP should reduce the cost and simplify the process of 

encrypting digital data to a point where it is possible to include a 

ciphering function in modems, terminals and work stations. In 

addition, the ability to internally program cascaded ciphers should 

substantially increase the security of the DES algorithm. This paper 

describes the DEP architecture, the micro-code instruction set, and 

then gives some unique applications. 

ARCHITECTURE 

The DEP architecture may be divided into two sections: the 

ciphering hardware and the user programmed sequencer. 

THE CIPHERING HARDWARE 

The DES specifies a cryptographic algorithm which is a nonlinear 

sixty-four bit block cipher using a fifty-six bit key. The components 

of the algorithm are simple and individually weak. They consist of 

permutations, combinations ("exclusive-or" sums) of the data and 

internal key bits, and nonlinear substitutions. These weak elements 

are combined and the data are encrypted in sixteen iterations through 

them. Sixteen 48 bit internal keys are generated by rotating and 

permuting the 56 bit DES input key. Although NBS has published the 

DES c11, no cryptographic analysis or justification for the specific 

elements in the algorithm has been published. The published 

literature does, however, provide some insight into the inner workings 

of the algorithm C51 and [SI. The key input to the DEP device is a 64 

bit number with the least significant bit in each byte, or every 

eighth bit in a serial key load, a parity bit. Odd parity is checked 

and a flag is set if parity fails. Device operation is not inhibited 

by a parity failure. 

Figure 2 shows a block diagram of the DEP ciphering hardware, with 

the DES key schedule and enciphering circuitry enclosed in dotted 

lines. The algorithm specified in the DES was designed to be 

implemented in hardware (not software). There are several pen'uutation 

matrices specified in the standard and the penalty for a software 

implementation is an inordinate amount of time spent shuffling or 

permuting bits. This operation has no overhead in hardware, since the 
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permutation matrix is simply a crisscross of wires. The DES section 

of the enciphering circuitry consists of: a 2:l multiplexer with 64 

sections; two 32 bit L and R registers; 32 "exclusive-or" gates: and 

a cipher function, F, of the internal key and R register. Figure 3 

illustrates the F function. The eight s-boxes shown are the nonlinear 

algorithm elements and are implemented as eight ROMs,  each consisting 

of 64, four bit words (six address lines and four outputs). 

R REGISTER 

Expansion 
Matrix 

l y q - & - K e y  Schedule Output 

1 

W by 4 
ROM 

Matrix 

FIGURE 3. F FUNCTION 

Since the DES algorithm is a block  cipher, there is a one to one 

mapping of the input block to the output block. 

it is disconcerting to know that a recurring plaintext block will 

duplicate the earl ier  ciphertext block. This leaves the crypto system 

To a cryptographer. 
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vulnerable to traffic analysis and the possibility of insertion or 

deletion of messages by an active intruder. Hence, the NBS published 

the "DES modes of operation" C2I. Four modes are defined: 

1. 

2 .  

3 .  

4.  

Electronic Codebook ( E C B )  is a straightforward implementation of 

the D E S  algorithm. 

Cipher Block Chaining ( C B C ) .  To begin the operation, an initial 

value is added modulo 2 to the first plaintext block to form the 

D E S  input block. The D E S  output is the ciphertext. This output 

is fed back and added modulo 2 to the next plaintext block 

forming the new D E S  input block. CBC produces a ciphertext 

dependent on previous plaintext blocks. 

K-bit Cipher Feedback (CFB). Starting with an initial value as 

the D E S  input block, K plaintext input bits are added modulo 2 

to the K most significant bits in the DES output block. The 

result is the K-bit ciphertext which is fed back and shifted 

into the K least significant bits of the DES input block to form 

the next D E S  input block. 

Output Feedback ( O F B ) .  Starting with an initial value, the D E S  

is operated as a pseudo random bit stream generator (the D E S  

output is fed back as the input). Ciphertext is produced by 

adding the plaintext to the random bit stream modulo 2 .  

Figure 2 shows the sets of multiplexers, the "exclusive-or" gates, 

and the data latch necessary to configure the D E S  operating modes. 

MUX 6 and the latch register are used to shift the input data block 

for the CFB mode. MUX 13 is used to select the input to initial value 

registers 0 through 3 .  The initial value registers may be used to 

hold temporary products in a multiple encryption operation, or to 

store the next D E S  input block for the current ciphering operation, 

before jumping to a different ciphering operation. The input and 

output shift register circuitry is clocked by the rising edge of the 

decoded data write and read strobes applied to the chip. When the 

input shift register is filled, an ISRFULL flag is set and the D E P  Can 

cipher the new data and clear the flag. When the output shift 

register is empty, an OSREMPTY flag is set and the DEP can reload this 

register and clear the flag. These two flags may be read by the user 

on either of the two eight bit data ports or on separate output pins. 

This structure allows the external read and write strobes to be 

independent of the D E P  clock. To achieve maximum data throughput a 
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user would have t o  complete t h e  reading and writ ing of data during t h e  

DEP ciphering operat ion.  

THE USER PROGRAMMED SEQUENCER 

The two e igh t  b i t  b i d i r e c t i o n a l  data  ports ,  master and s lave,  may 

be thought of a s  p l a i n t e x t  and ciphertext  ports ,  respectively.  A l l  

control  r e g i s t e r s  m u s t  be w r i t t e n  through the master port .  O t h e r  than 

data ,  which may be read or wri t t en  f o r  ciphering, only three f l a g  bi t s  

of the s t a t u s  r e g i s t e r  may be read from the slave port .  See Tables 1 

and 2 .  Control over t h e  ciphering hardware i s  provided by the  u s e r  

programmed sequencer. A block diagram i s  shown i n  Figure 4 .  The 

sequencer executes a 22 b i t  i n s t ruc t ion  every two clock cycles.  

Depending on the  address i n  the  program counter, these i n s t r u c t i o n s  

may come from e i t h e r  a RAM or ROM program memory. 

The ROM contains  t h r e e  programs and one subroutine. The subrout ine 

executes t h e  DES algori thm using whatever key i s  cur ren t ly  i n  t h e  C 

and D r e g i s t e r s  (Key Schedule, Figure 2 )  t o  encipher whatever d a t a  is 

s i t t i n g  a t  t h e  inpu t  t o  t h e  i n i t i a l  permutation matrix ( labeled I P ,  

DES Enciphering c i r c u i t r y ) .  There a r e  four pa i r s  of key and i n i t i a l  

v a l u e  r e g i s t e r s  t h a t  may be ex te rna l ly  loaded. These r e g i s t e r s  are 

loaded by wri t ing t h e  address ( 0  through 3 )  of the k e y / i n i t i a l  value 

pa i r  t o  an i n t e r n a l  s t a t u s  r e g i s t e r .  Then the appropriate ROM program 

i s  executed. The t h r e e  programs a r e  described (ROM Code, Table 3 ) :  

1. 

2 .  

3 .  

A load i n i t i a l  value program waits for  an eight  byte number t o  

be wri t t en  t o  t h e  master port .  When the ISRFULL f l a g  i s  set ,  

t h i s  number i s  clocked i n t o  the i n i t i a l  value r e g i s t e r  addressed 

by the s t a t u s  r e g i s t e r .  

A load key program waits  for  an eight byte number t o  be w r i t t e n  

t o  t h e  master p o r t .  When the ISRFULL f lag is  s e t ,  t h i s  number 

i s  clocked i n t o  t h e  key r e g i s t e r  addressed by the s t a t u s  

r e g i s t e r .  Odd p a r i t y  of each byte i s  checked. The l e a s t  

s i g n i f i c a n t  b i t  i n  each byte is  the p a r i t y  b i t .  

A s e r i a l  load key program waits for  a sixty-four b i t  number t o  

be clocked i n t o  the  s e r i a l  key data port  using the s e r i a l  key 

clock. When t h i s  program i s  executed, a hardware key r eques t  

pin goes a c t i v e .  When the key i s  loaded i n t o  the input  s h i f t  

r e g i s t e r ,  t h e  sequencer clocks the number i n t o  the key r e g i s t e r  
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1 

2 

3 

4 

5 

6 

W X X X X X X QAlQAO 

R FAIL EMPTY FULL :Ei 0 QA1 QAo 

PORT CONFIGURATION RIW PC7 PC6 PC5 PC4 PC3 PC2 PC1 PCO 

MODE CONTROL RM, 0 0 MC5 MC4 MC3 MC2 MC1 MCO 

M1 (PROGRAM 

OSR. ISR. 
STATUS 

MEMORY) RIW M17 M16 M15 M14 M13 M12 M11 M10 

M2 RIW M27 M26 M25 M24 M23 M22 M21 M20 

M3 R/W 0 0 M35 M34 M33 M32 M31 M30 

TABLE 1. MASTER PORT REGISTERS (READ/WRITE) 

ADDRESS 
REGISTER 

TABLE 2. SLAVE PORT REGISTERS (READ/WRITE) 
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CODE 

ADDR M1 M2 M3 ASSEMBLER MNEMONICS 

/* DES SUBROUTINE 

/* 
0 c2 If 0 :00 LDDES CKDES CKKEY 

1 42 10 5 :01 CKDES CKKEY LLC 5 ' 

2 52 11 2 :02 CKDES SHFT2 CKKEY I L C  02 
3 42 10 5 CKDES CKKEY LLC 5 
4 52 11 4 :03 CKDES SHFT2 CKKEY I L C  03 
5 42 13 0 CKDES CKKEY RET 0 

/*  

/* 
/* LOAD I N I T I A L  VALUE* 

6 1 b 3  B 6  I0 LDMP ACT** 

DES INPUT = I S R  OSR INPUT = DESOUT 

I V  I N P U T  = I S R  LATCH INPUT = I S R  
7 1 l a  0 C L I S R F  ADD 
8 0 1 5  8 :10 I S R F T ?  10 
9 0 3 c  0 WIV CLEAR 

a 0 1 4  a :20 GTO 20 

/*  

/*  
/ *  PARALLEL LOAD KEY* 

b l b 3  B 6  I0 LDMP ACT** 

DES INPUT = I S R  OSR INPUT = DESOUT 

I V  I N P U T  = I S R  LATCH INPUT = I S R  
c 1 l a  0 :25 C L I S R F  ADD 

d 0 1 5  d :30 I S R F T ?  30 
e 8 1 c  0 WKEY CLEAR 
f 0 1 4  f :40 GTO 40 

/* 

/* 
/ *  S E R I A L  LOAD KEY* 

1 0 1 b 7  B6 I0 LDMP S E R I A L  ACT** 
DES INPUT = I S R  OSR INPUT = DESOUT 
I V  INPUT = I S R  LATCH INPUT = I S R  

11 0 14 c GTO 25 

* These are self contained programs. They may not be called 

** B6 is an unnecessary mnemonic in this code. 
as subroutines from another program. 

PROGRAM ROM CODE 

TABLE 3 
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addressed by  the  s t a t u s  r e g i s t e r .  The key request f l ag  i s  then 

cleared.  Odd p a r i t y  of every eight  b i t s  is  checked. Each 

eighth b i t  i npu t  i s  t h e  p a r i t y  b i t .  

A t  t h e  end of a l l  t h r e e  of these programs the sequencer goes i n t o  

an endless loop ( w a i t  s t a t e )  u n t i l  a new program i s  executed. 

The RAM contains  t h e  ciphering program and m u s t  be wri t ten b y  t h e  

user p r i o r  t o  any ciphering operation. The RAM may hold up t o  

thirty-two i n s t r u c t i o n s ,  m o r e  than enough to program both encrypt and 

decrypt of any s tandard DES mode. The user loads the  RAM through t h e  

eight  b i t  master p o r t .  After  f i r s t  writ ing the RAM address (20H t o  

3fH) t o  the mode c o n t r o l  r e g i s t e r ,  the user writes t h ree  bytes f o r  

each 22 b i t  program i n s t r u c t i o n .  The two most s ign i f i can t  b i t s .  i n  

one of the by te s ,  a r e  not used. The RAM, or the ROM (address OOH to 

11H), maybe read i n  a s i m i l a r  manner. 

To begin ciphering or t h e  execution of a program located i n  e i t h e r  

RAM or  ROM, t h e  user w r i t e s  t he  program memory s t a r t i n g  address t o  t h e  

mode control  r e g i s t e r .  Two clock cycles l a t e r  t h i s  address i s  loaded 

i n t o  the program counter  (Figure 4 )  and execution begins. D a t a  flow 

through the p o r t s  and the associated assignments of the master and 

slave f l a g s  a r e  con t ro l l ed  by the port  configuration r e g i s t e r ;  see 

Table 4 .  Normally t h i s  r e g i s t e r  would be wri t ten before executing a 

ciphering program. 

NOTE: THE MOST SIGNIFICANT BIT IN THE HEX CODE FOR THE PORT CONFIGURA- 
TION IS AN INPUT FLAG. IT IS TESTED BY THE MICROCODE MNEMONIC LT?. 
THIS BIT MAY BE USED AS A GENERAL PURPOSE CONDITIONAL JUMP. 

TABLE 4. PORT CONFIGURATION 
(MASTER PORT ADDRESS = 2) 
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MICRO-CODE INSTRUCTION SET 

Mnemonics, corresponding to actual signal names, were defined for 

the program instruction set. Table 5 defines a 22 bit instruction 

composed of three bytes, M1, M2, and M3. 

Bit 4 of M2 controls the interpretation of M1 and the three most 

significant bits in M2. If bit 4 of M2 is low, the multiplexer select 

lines are latched. In the program convention used, the presence of a 

mnemonic, S1 for example, indicates the control line is latched high. 

Conversely, the absence of a multiplexer mnemonic indicates the 

control line is latched low. If bit 4 of M2 is high, the specified 

signal is enabled only for the duration of the instruction period, tWQ 

clock cycles. An enable and the associated clock signal, e-g., LDDES 

and CKDES, must be programmed in the same instruction since none Of 

these signals are latched. 

Bits 0 through 3 of M2 are decoded and select one of twelve 

commands. With the exception of RET and CLEAR, all of these commands 

use all or some of the bits in M3 as an argument. The three commands 

SROL, ADD, and I0 latch bits of M3 until overwritten, or a subsequent 

CLEAR command is issued. 

A C language* assembler was written to facilitate the development 

of ciphering programs. The output of that assembler is shown in Table 

3 for the ROM code. Whenever bit 4 of M2 is set low, the ciphering 

multiplexers are set-up and the assembler program prints the inputs to 

the DES (DES INPUT), output shift register (OSR INPUT), initial value 

register (IV INPUT), and data latch (LATCH INPUT). This is useful in 

checking that the multiplexer configuration latched is correct. The 

six instruction DES subroutine may then be explained as follows: 

1. The input to the DES initial permutation matrix is clocked into 

the L and R registers (Figure 2). Simultaneously, the key 

schedule C and D registers are clocked or shifted. The 

direction of the shift is dependent on the state of the SHFTR 

signal. SHFTR is set low to encrypt (left shift) and high to 

decr ypt . 
2 .  The first iteration of the DES is clocked into the L and R 

registers and the key schedule C and D registers are again 

* C is a general purpose programming language designed for 
and implemented on the UNIX (registered trademark of 
AT&T Bell Labs) operating system. 
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BIT 

M1-7 

-6 

-5 

7 1  I I i 1 o i 7  I 4 , 
I I I I I I O I I I  

CLOCK COMMANDS '- $~z I x I CONDITIONAL I 
ARGUMENT 

MULTIPLEXER SmINGS 0 lNSTRUC 
nr 

MNEMONIC MflNl?lON 

LDDES Enables me DES enciphering muniplerer to PBYT the oulput from MUXt *men h q n  
and p a s  the DES outpuf *hen knv 

CKDES Clocks the DES L and R reginem 

CKL Clocks the latch rea!¶@f 

4 

-3 

-2 

SHFT2 Enables the key schedule cinurtry m mate 2 posltms *men hqh. and 1 w6Ition 
when law 

Wnte the ouiput from the ISR inlo me key regtster cuneftily addressed W K N  

L D K N  Enables me key schedule cinudry multiplexer to pass the key register output *men 
high and pass the k8y SChedule output *men b w  

I -1 I C K K M  1 Clock$ the kev schedule C nEd 0 regmen. I 

M2-7 CLOSRE I Clears the OSREMPrY Rag and allom data lo be rend from the OSR 

-6 

MULllPLO(ER SETTINGS (y2-blI 4 = 0) 

CKOSR Clocks the output from MUX4 into me OSR 

UNKNOWN 

-5 WIV Writes the output from MUXI3 inm me inmal value reg~ssr cumnny addressed 

4 INPUT 

-?+- 
53 Selects input line lor MUX3 

558 S5A 1 INPUT 
0 0 1  0 

-3 

: ; 
1 1 UNKNOWN 

Sd Selects input line lor MUX4 

UNKNOWN 

-2 

NOTE. The muttiplexer semngs are all latched. 

TABLE 5 .  MICRO-CODE INSTRUCTION FORMAT (part 1 of 2 )  

S5B Select input lines lor MUXS. 
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- 
LLC 

ILC 

CON0ITK)FUL INSTRUCTIONS 

Loads the Imp counter mm the lean ugnllrant nibble in M 3  Them s 
only one loop mumer 

Decremenis the k.ap m m n  and jumps to me address ~n ~3 It ttm bw 
munter is Zem 

IT 

1 0  

0 0  

0 1  

1 0  

1 1  

0 0  

0 1  

1 0  

1 1  

0 0  

0 1  

1 0  

1 1  

SUB 

RET 

010 

The current program insmm address is incrammed and stored before 
me program lumps to the sddrerr opaified in ~ 3 .  OnIy one wu* d 
subrouhne call IS allowed 

The program lumps to me address stored wnen me preceding SUE mm 
mand was exBcuted 

MNEMONIC 

GTO 

MflNlTlON 

The program lumps to the address m M3. 

LT? If bit 7 of the port mnRpuratmn register is set low, me program pnca lo 
me address spec~fied In ~3 mas im may be uaed m control ttm order in 
wnch me key schedule m inwked 

811 I MNEMONIC I MFMlTlON 

M3-3 - 1 

OSRET? lf me OSR IS not empty. me program jumps to me address s- in 

lM3 

SHFTR Lamhes a nght key schedule rnlaMn. 

SRFOSRET' n the ISR is full and UIR OSR s empty, then the program ]umQs to the 1 address speciiled in M3 

M3d 

M3-1 
10 

ACT 

LDMP 

A hlgh latches the ACTIVE nag. 

A high latches the input clrcrntrr to 
m e w e  dala fmm the master pml mer- 
ndes the pon conRguralIon Wmng 

CLEAR 

ADD 

M3-5 SISRFOSRE A hqh sets bofh ISRFULL and OSREMP- 
Ty Hags anwe 

A high seu all brls in the latches controlled by SROL. ADD, and 10 low 

I M34 I INT I A h@h latches the mlernal k e y / N  address 
bus. A low lacha th. a r b m J  bu ( m u  
Resister OAl , O M )  

address bus. 

I M3-2 I SERIAL A high latches lhe k e y  clrculny fa a 1 serial kev inout 

A hlgh latches the UO circurtry to &el 
read a trngle b l  n the parallel pons are 
programmed only me mon sqn6can1 bit 1 M3-3 1 "IT' I i n t h e b n . l r _  

'NOTE If both of mew, bds are low the u 0  circuitry 1s set to wmtehead 64 send brts or E parallel byles The condftmn 
wth bom bits being hqh 1s undefined 

TABLE 5 .  MICRO-CODE INSTRUCTION FORMAT (part 2 of 2 )  
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3. 

4.  

5. 

6 .  

shifted one position. A five is loaded into the loop counter. 

This statement is executed six times as the next six DES 

iterations are clocked into the L and R registers. 

Simultaneously, the key is shifted two positions six times. 

The eighth iteration of the DES is clocked into the L and R 

registers and the key schedule C and D registers are again 

shifted one position. A five is loaded into the loop counter. 

This statement is executed six times as the next six DES 

iterations are clocked into the L and R registers. 

Simultaneously, the key is shifted two positions six times. 

The fifteenth iteration of the DES is clocked into the L and R 

registers and the key schedule C and D registers are again 

shifted one position. 

At this point the output of the DES enciphering circuitry, the 

inverse initial permutation matrix (IP-l), will have the sixteenth DES 

iteration or the output block. 

A sample of the R A M  micro-code for the standard ECB and CBC 

operating modes is given in Table 6. The code for the remaining 

standard operating modes is available and documented. 

APPLICATIONS 

The following applications illustrate the unique capabilities of 

the DEP. In order to perform similar operations with available 

integrated DES devices, considerable processor overhead or multiple 

devices might be required. 

TWO WAY ENCRYPTION APPLICATION 

The first application describes a two way encryption system using 

separate receive and transmit keys. A drop-in box between a terminal 

(or computer) and a modem was built. Clearly, this system requires a 

character oriented protocol. The eight bit cipher feedback mode was 

used. In a typical terminal to computer connection, the number of 

characters transmitted and received are unequal. The ciphering 

operation desired is shown in Figure 5 .  

To transmit an encrypted character the number in initial Value 
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CODE 

ADDR M1 M2 M3 ASSEMBLER MNEMONICS 

/* ECB ENCRYPT OR DECRYPT 

2 0 1 c o  B 6  CLEAR 
/* 

DES INPUT = I S R  OSR INPUT = DESOUT 
I V  I N P U T  = I S R  LATCH INPUT = I S R  

21 7 18 23 LDKEY CKKEY C L I S R F  LT? 100 
22 2 19 1 CKKEY SROL SHFTR 
23 0 1 5  23  : l o0  I S R F T ?  100 
24 c 3  1 2  1 C L I S R F  LDDES CKDES CKKEY SUB 01 
25 0 17 28 I S R F O S R E T ?  1 2 0  
26 0 1 6  26 :110 OSRET? 110 

27 0 d 4  23 CLOSRE CKOSR GTO 100 
28 c 3  d 2  1 :I20 C L I S R F  CLOSRE CKOSR LDDES CKDES CKKEY S U B  01 
29 0 17  28 :130  ISRFOSRET? 1 2 0  
2a  0 1 4  26 GTO 110 

/* CBC ENCRYPT 

2 b 3 c O  S5A B 6  CLEAR 

I* 

/*  

DES I N P U T  = I S R ' I V  OSR INPUT = DESOUT 

I V  I N P U T  = I S R  LATCH INPUT = I S R A I V  
2c  7 18 2 e  LDKEY CKKEY C L I S R F  LT? 200 
2d  2 1 9  1 CKKEY SROL SHFTR 

2e  0 1 5  2 e  : 200  I S R F T ?  200 
2 f  c 3  1 2  1 CLISRJ? LDDES CKDES CKKEY SUB 01 
30 1 3  4 29 :210 5 3  S5A B6 GTO 130 

D E S  I N P U T  = ISR'DESOUT OSR INPUT = DESOUT 
I V  I N P U T  = I S R  LATCH INPUT = ISRADESOUT 

/* 

/* 
/* CBC DECRYPT 

31  7 lc 0 

32 59 48 34 B 2  S3 S 4  86 B 1 3  LT? 250 

LDKEY CKKEY C L I S R F  CLEAR 

DES I N P U T  = I S R  OSR INPUT f IV-DESOUT 
I V  I N P U T  = Qn LATCH INPUT = I S R  

33 2 19 1 CKKEY SROL SHFTR 

34 0 15 34 :250  I S R F T ?  250 
35  e 3  1 2  1 C L I S R F  CKL LDDES CKDES CKKEY SUB 01 

36 0 17 39 I S R F O S R E T ?  230 
37 0 16 37 :220  OSRET? 220 
38  0 f4 34 CLOSRE CKOSR WIV GTO 250 
39 e 3  f 2  1 :230 C L I S R F  CKL WIV CLOSRE CKOSR LDDES CKDES CKKEY SUB 01  
3a  0 1 7  39 I S R F O S R E T ?  230 
3b 0 1 4  37 GTC) 220 

ASSEMBLER OUTPUT CODE FORMAT 
Example: 3 1  7 lc 0 

f o u r  h e x  bytes 
3 1  Memory address t o  be loaded into the MODE CONTROL R E G I S T E  
07 M 1  byte 
Ic  M2 byte 

00 M3 byte 
NOTE: User programs m u s t  be w r i t t e n  between h e x  a d d r e s s e s  20 a n d  

3 f  h e x ,  i n c l u s i v e .  

RAM CODE FOR ECB AND CBC OPERATING MODES 

TABLE 6 
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Kt DES 

56 

TERMINAL (COMPUTER) 

. -  

RECEIVE (MODEM) 

- % H I )  

I 
TERMINAL (COMPUTER) 

7 

PLAINTEXT 

TRANSMIT (MODEM) 

ISR 
CIPHERTEXT 

TWO WAY ENCRYPTION 

FIGURE 5. 
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r e g i s t e r  0 i s  encrypted using key r e g i s t e r  0 .  As t h i s  number i s  being 

clocked i n t o  t h e  DES enciphering hardware, it i s  a l s o  clocked i n t o  the  

data l a t c h .  When a p l a i n t e x t  character  i s  input, it i s  added modulo 2 

t o  the e igh t  most s i g n i f i c a n t  b i t s  i n  the DES output block, DESOUT 

ISR. (The symbol i s  used t o  def ine the "exclusive-or" operator . )  

This byte  of c i p h e r t e x t  output i s  clocked in to  the output s h i f t  

r e g i s t e r  fo r  t ransmission by the  modem. I t  i s  a l so  clocked i n t o  

i n i t i a l  value r e g i s t e r  0 as t h e  l e a s t  s ign i f i can t  byte. The seven 

other bytes  a r e  simply the previous i n i t i a l  value shif ted one byte  t o  

the  l e f t .  The most s i g n i f i c a n t  byte of the previous i n i t i a l  value i s  

discarded. 

The receive operat ion i s  nearly iden t i ca l .  The number i n  i n i t i a l  

value r e g i s t e r  1 i s  encrypted u s i n g  key r eg i s t e r  1. A s  t h i s  number i s  

being clocked i n t o  the  DES enciphering hardware it i s  a l so  clocked 

i n t o  the  data  l a t c h .  When a c iphe r t ex t  character i s  input,  it i s  

added modulo 2 t o  t h e  e igh t  most s ign i f i can t  b i t s  i n  the DES output  

block. This by te  o f  p l a i n t e x t  output i s  clocked i n t o  the output s h i f t  

r e g i s t e r  fo r  recept ion by the l o c a l  terminal (computer). The 

ciphertext  i n  t h e  input  s h i f t  r e g i s t e r  i s  clocked in to  i n i t i a l  value 

r e g i s t e r  1 as t h e  l e a s t  s i g n i f i c a n t  byte. The seven other bytes  a r e  

Simply the  previous i n i t i a l  value sh i f t ed  one byte t o  the l e f t .  The 

most s i g n i f i c a n t  by te  of t h e  previous i n i t i a l  value i s  discarded. 

There a r e  two d i f f e r e n c e s ,  then, between transmit and receive.  One 

difference i s  t h e  feedback t o  the i n i t i a l  value r eg i s t e r .  During 

transmit,  ISR A DESOUT is  fed back. During receive, only I S R  i s  fed 

back. The second d i f f e rence  i s  t h a t  k e y j i n i t i a l  value r e g i s t e r  p a i r  0 

i s  used i n  t ransmit  and p a i r  1 i s  used i n  receive. 

Code fo r  t h i s  c iphering mode i s  shown i n  Table 7.  The statement 

"DES I N P U T  = Q n < < 8  I I ISR-DESOUT", taken from Table 7 ,  should be read 

as  follows: t he  input  t o  the DES enciphering block equals t he  d a t a  

l a t c h  output ( an )  s h i f t e d  e igh t  b i t s  t o  the l e f t  and concatenated with 

the e igh t  most s i g n i f i c a n t  b i t s  i n  the "exclusive-or" sum of t he  inpu t  

s h i f t  r e g i s t e r  and t h e  DES enciphering block output. After loading 

the R A M  program memory with the  hex data i n  Table 7,  the program s ta r t  

address (2bH) is w r i t t e n  t o  t h e  mode control r eg i s t e r  and execution 

begins. The program w i l l  remain i n  a loop (2cH t o  2 f H )  u n t i l  t h e  

input s h i f t  r e g i s t e r  i s  f i l l e d .  Depending on the most s i g n i f i c a n t  b i t  

i n  the p o r t  configurat ion r e g i s t e r ,  the  DEP w i l l  e i t h e r  encrypt 

( t r ansmi t )  using k e y / i n i t i a l  value r e g i s t e r  pa i r  0 or  decrypt 
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( receive)  using k e y / i n i t i a l  value r e g i s t e r  pa i r  1. The mnemonic LT? 

is  used t o  t e s t  t h e  most s i g n i f i c a n t  port  b i t .  A low i s  used f o r  

transmit (jump cond i t ion )  and a high fo r  receive (next i n s t r u c t i o n ) .  

The only timing requirement on the input t o  the DEP, when changing 

from transmit t o  r ece ive ,  is  t h a t  the data  byte wri t ten be delayed 

from t h e  po r t  register w r i t e  b y  three DEP program instruct ions.  T h i s  

guarantees the  LT? i n s t r u c t i o n  (2dH) w i l l  be executed a f t e r  the port 

register w r i t e  and before  d a t a  ciphering. W i t h  a 4 Mhz DEP clock, 

t h i s  i s  1.5 microseconds. After  the data  byte i s  wri t t en ,  t he  DEP 

program sequencer w i l l  d e t e c t  an input s h i f t  r e g i s t e r  f u l l  condition 

and cipher the d a t a .  I f  t h e  previous output data has been read, t h e  

new cipher byte  w i l l  be w r i t t e n  t o  the output s h i f t  r eg i s t e r ;  t h e  

next i n i t i a l  value w i l l  be s tored;  and the sequencer w i l l  again cycle 

waiting for  t h e  inpu t  s h i f t  r e g i s t e r  t o  be f i l l e d .  I f  the previous 

Output data has not  been read, the sequencer w i l l  wait  (31H) u n t i l  t h e  

output s h i f t  r e g i s t e r  i s  emptied. I t  w i l l  take a t  most twenty-four 

in s t ruc t ions  from t h e  t i m e  an input byte i s  writ ten u n t i l  the c iphe r  

t e x t  is ava i l ab le  t o  be read. For a 4 Mhz clock, t h i s  i s  twelve 

microseconds. 

I n  order f o r  two s t a t i o n s  t o  communicate properly, i f  kO and kl a r e  

input t o  key r e g i s t e r s  0 and 1 ( respect ively)  of a DEP device a t  

s t a t i o n  one, then kO and k l  mus t  be input t o  key r e g i s t e r s  1 and 0 

( r e spec t ive ly )  of  t h e  DEP device a t  s t a t ion  two. The two s t a t i o n s  

need not have t h e  same i n i t i a l  value, since a s t a t ion  w i l l  synchronize 

a f t e r  e igh t  cha rac t e r s  have been received. This i s  a property of  t h e  

eight  b i t  CFB m o d e .  Therefore,  t o  begin a session the two s t a t i o n s  

only have t o  e s t a b l i s h  se s s ion  keys. The protocol shown i n  Figure 6 

was used t o  exchange se s s ion  keys. "his protocol does not r equ i r e  

e i t h e r  s t a t i o n  t o  be a master o r  slave; both s t a t ions  perform e x a c t l y  

the same operat ions.  A master key is i n p u t  t o  key r e g i s t e r  2.  A 

random number loaded i n t o  key r e g i s t e r  0 i s  encrypted i n  the ECB mode 

under the master key. This c iphe r t ex t  i s  then transmitted.  The 

received c iphe r t ex t  i s  decrypted and loaded in to  key r e g i s t e r  1. 

After these t h r e e  ope ra t ions ,  the session key exchange i s  complete and 

two way communications may begin.  

Before t h i s  system could become a viable encryption product some 

addi t ional  work should be done. The e r ro r  r a t e s  over the publ ic  

telephone network combined with the eight  byte e r ro r  extension 

property of t he  CCB mode r e s u l t s  i n  an unacceptable e r ro r  r a t e  i n  the 
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decoded p l a i n t e x t .  The OFB mode does not have the e r ro r  extension 

property a s soc ia t ed  with CFB. A s ing le  transmission b i t  e r r o r  r e s u l t s  

i n  a s ing le  p l a i n t e x t  b i t  e r r o r ,  however, telephone l i n e  noise 

f requent ly  generates  cha rac t e r s  never legi t imately transmitted. I n  

the OFB mode o r  i n  any o t h e r  key stream mode t h i s  would r e s u l t  i n  a 

loss of synchronization. This condition would have t o  be detected and 

i n i t i a l  values re-establ ished,  very messy. Since A S C I I  i s  a seven b i t  

code, programming t h e  DEP f o r  7 b i t  CFB, appending pa r i ty ,  buffer ing 

several  bytes,  and r e t r ansmi t t i ng  bytes i n  the event of a p a r i t y  

f a i l u r e  would s u b s t a n t i a l l y  reduce the e r ro r  ra te .  I n  the  cu r ren t  

system a s i n g l e  ECB encryption of the session key i s  performed. It  is  

suggested t h a t  a double or even a t r i p l e  encryption of the se s s ion  key 

be done s ince master keys would probably be changed infrequently.  

Some check should be made f o r  transmission errors  i n  exchanging 

session keys. I f  t h e  wrong session key i s  used, nothing w i l l  be 

decoded i n  one d i r e c t i o n .  

TRIPLE ENCRYPTION APPLICATION 

I n  the second app l i ca t ion ,  the DEP i s  programmed fo r  a t r i p l e  

encryption. Such a program might be used t o  increase s e c u r i t y  i n  

appl icat ions involving ve ry  s e n s i t i v e  o r  valuable data.  The u s e  of 

multiple keys t o  encrypt t h e  data  e f f ec t ive ly  increases the  key space 

an intruder  m u s t  search t o  decode the ciphertext.  Three separate  

cipher block chaining ( C B C )  operations a re  performed on a s i n g l e  DES 

input block. Three d i f f e r e n t  keys and i n i t i a l  values, r e g i s t e r  p a i r s  

0, 1 and 2 ,  a r e  used f o r  t h e  ciphering. The data l a t ch  i s  needed i n  

the decrypt ope ra t ion  t o  hold intermediate products. Figure 7 shows 

the ciphering mode and Table 8 l i s t s  t he  code. 

The f i r s t  i n s t r u c t i o n  i n  the CBC encrypt code is  t o  c l ea r  t h e  input  

s h i f t  r e g i s t e r  so t h e  user  may begin loading data.  The mult iplexers  

a r e  then setup with the  input  t o  the DES enciphering c i r c u i t r y  equal 

t o  the "exclusive-or" sum of the  input s h i f t  r e g i s t e r  and i n i t i a l  

value r e g i s t e r .  I n  t h i s  same ins t ruc t ion ,  the address of k e y / i n i t i a l  

value r e g i s t e r  p a i r  0 is la tched.  Nothing fur ther  happens u n t i l  t h e  

input s h i f t  r e g i s t e r  i s  f i l l e d .  When tha t  occurs: the f i r s t  

ciphering operat ion i s  performed; the input s h i f t  r eg i s t e r  i s  cleared 

so the second block of  da t a  may be entered; the DES output i s  w r i t t e n  

t o  i n i t i a l  value r e g i s t e r  0; and r eg i s t e r  pa i r  1 i s  addressed. Next, 
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the multiplexers a r e  r e s e t  so the  i n p u t  t o  the DES comes from t h e  

"exclusive-or" sum of t h e  cu r ren t  DES output and i n i t i a l  value 

r eg i s t e r  1. The second key (key r e g i s t e r  1) and the new DES block are 

clocked i n t o  the  DES c i r c u i t r y .  The key i s  shif ted one posi t ion t o  

the l e f t  and the DES subrout ine i s  cal led.  Th'is completes t h e  second 

ciphering i t e r a t i o n .  The DES output i s  writ ten t o  i n i t i a l  value 

r eg i s t e r  1, and r e g i s t e r  p a i r  2 is addressed. The l a s t  ciphering 

operation i s  performed. The sequencer waits u n t i l  the  output s h i f t  

r eg i s t e r  f l a g  i s  set  before  clocking t h a t  r eg i s t e r ,  c lear ing the 

output s h i f t  r e g i s t e r  empty f l ag ,  and jumping back t o  the second 

program i n s t r u c t i o n  ( 2 1 H ) .  

The decrypt i s  s i m i l a r  t o  the encrypt operation with c e r t a i n  

important exceptions.  The keys and i n i t i a l  value r eg i s t e r  p a i r s  m u s t  

be invoked i n  r eve r se  order .  Similarly,  the DES key schedule m u s t  be 

reversed. Hence, t h e  i n s t r u c t i o n  CKREY SROL SHFTR (30H, 36H and 3 a H )  

is required.  This s e t s  t h e  key schedule c i r c u i t r y  fo r  a r i g h t  i n s t ead  

of a l e f t  s h i f t .  A t h i r d  d i f f e rence  i s  t h a t  the data la tch holds t h e  

new i n i t i a l  value while t h e  current  one i s  being used. Consequently, 

the decryption code r equ i r e s  th ree  more statements than the encryption 

code. In  decryption, sixty-one program instruct ions a r e  executed, 

provided the re  i s  no wai t ing f o r  the input s h i f t  r eg i s t e r  t o  be loaded 

o r  the output s h i f t  r e g i s t e r  t o  be emptied. W i t h  a 4 Mhz clock, 32.8K 

ciphering operat ions per  second could be performed. This t r i p l e  

encryption takes  3.6 t i m e s  a s  long as  a s ingle  encryption (seventeen 

program i n s t r u c t i o n s ) ,  so t h e  addi t ional  overhead i s  only 20%.  

There a r e  many ways t o  implement cascaded ciphers and t o  feed back 

data blocks. The one j u s t  described su f fe r s  from e r ro r  propagation. 

A s ing le  e r r o r  i n  the input  block t o  the decryption chain r e s u l t s  i n  a 

50% e r r o r  r a t e  i n  the  c u r r e n t  and the next two output blocks a s  w e l l  

as a s ing le  b i t  e r r o r  i n  t h e  fourth block. A t  CRYPT0 84 Adi Shamir 

suggested two poss ib l e  configurat ions fo r  cascaded ciphers w i t h  no  

addi t ional  e r r o r  propagation and no "meet i n  the middle" known 

p la in t ex t  a t t a c k s .  These a r e  shown i n  Figure 8. Under a known 

p la in t ex t  a t t a c k ,  i f  the i n i t i a l  value i s  kept s ec re t ,  the  DES i npu t  

remains unknown f o r  t hese  configurations.  The DEP may be e a s i l y  

programmed f o r  e i t h e r  of t hese  modes. 
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CODE 

ADDR M 1  M 2  M 3  ASSEMBLER MNEMONICS 

/* CBC ENCRYPT 3 KEYS 

C L I S R F  CLEAR 20 1 lc 0 
2 1  3 6a 1 : 5 0  S 5 A  B 6  B 1 3  A 1 3  ADD I N T  ' 

/* 

DES INPUT = I S R * I V  OSR INPUT = DESOUT 

I V  I N P U T  = DESOUT LATCH INPUT = I S R - I V  

22 0 15 22 :60 ISRFT? 60 
23 7 1 2  0 C L I S R F  LDKEY CKKEY SUB 00 

24 0 3a 3 WIV ADD I N T  ADDO 

25 53 6f 0 53 B 2  S 5 A  B 6  B 1 3  A 1 3  
DES I N P U T  = IV^DESOUT OSR INPUT = DESOUT 

IV INPUT = DESOUT LATCH INPUT = IV~DESOUT 

26 c6 If 0 LDKEY CKKEY LDDES CKDES 

27 2 1 2  1 CKKEY SUB 01 
28 0 3a 5 WIV ADD I N T  ADDl 

29 c6 I f  0 LDKEY CKKEY LDDES CKDES 

2 a  2 1 2  1 CKKEY SUB 01 

2 b  0 16 2 b  :70 OSRET? 70 
2c  0 f 4  2 1  WIV CLOSRE CKOSR GTO 50 

/* CBC DECRYPT 3 KEYS 

2d 1 lc 0 
2 e  59 4a 5 :160 B 2  S3 54 B 6  B 1 3  ADD INT ADDl 

/* 

/*  
C L I S R F  CLEAR 

DES I N P U T  = I S R  OSR INPUT = IV^DESOUT 

I V  I N P U T  = Qn LATCH INPUT = I S R  

2 f  6 19 0 LDKEY CKKEY SROL SHFTL 

30 2 19 1 CKKEY SROL SHFTR 
31 0 15 31 :170 I S R F T ?  170 

32 e3 1 2  1 C L I S R F  CKL LDDES CKDES C K K N  SUB 01 
33 5b 4f 0 B 2  S3 54 S 5 A  B 6  B 1 3  

D E S  INPUT = IV-DESOUT OSR INPUT = IV^DESOUT 

XV I N P U T  = Qn LATCH INPUT = IV*DESOUT 

34 eO 3a 3 CKL LDDES CKDES WIV ADD INT ADDO 

35 6 19 0 LDKEY CKKEY SROL SHFTL 

36 2 19 1 CKKEY SROL SHFTR 

37 2 1 2  1 CKKEY SUB 01 
38 e O  3a 1 CKL LDDES CKDES WIV ADD INT 

39 6 19 0 LDKEY CKKEY SROL SHFTL 

3a 2 19 1 CKKEY SROL SHFTR 

3b 2 1 2  1 CKKEY SUB 01 
3c 0 16 3c :180 OSRET? 180 
3d 0 f 4  2e  WIV CLOSRE CKOSR GTO 160 

RAM PROGRAM CODE FOR T R I P L E  ENCRYPTION 

TABLE 8 
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64 

TWO CASCADE CIPHERS (SUGGESTED BY AD1 SHAMIR) 

FIGURE 8 

CONCLUSIONS 

A user programmed Digital Encryption Processor based on the 

National Bureau of Standards DES algorithm has been described. The 

DEP has been certified by the NBS a s  complying with the DES. All four 

of the NBS define6 operating modes may be programmed. Multiple 

(cascaded) or multiplexed ciphering operations may be programmed, 

eliminating the need for more than one encryption device in some 
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applications. The internal program sequencer allows the user to 

tailor the ciphering function for the specific system application. 

These features place the DEP beyond existing commercial devices. In 

order to extend the life of the DES, we would like to see more secure 

modes developed and analyzed. The DEP may be programmed to perform 

cascaded ciphering using all four key registers. The data throughput 

rate of 0.59 megabytes per second, for the standard modes under worst 

case conditions, is comparable with the fastest commercial part now 

available. For some of the unique modes, the data rate will be much 

faster since there is no host processor overhead. 

The proliferation of smart terminals and computers is leading to 

distributed networks with access to large data bases. These networks, 

along with the booming cable television market and satellite 

communications networks, are prime candidates for low cost secure 

encryption. 
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