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Abstract. In this paperwe proposeane-commerceprotocolwith thefollowing
features:(1) ensurestruefair exchange,(2) doesnot requiremanualdisputeres-
olution in caseof unfair behavior by any party, (3) doesnot requirethe active
involvementof a trustedthird party, (4) allows the customerto verify that the
productheis aboutto receive is theoneheis payingfor, and(5) canbeusedfor
thefair exchangeof any two digital items.

1 Intr oduction

Researchershave identifieda numberof desirablepropertiesof e-commerceprotocols:
(i) shouldensurefair exchange,(ii) shouldnot requiremanualdisputeresolutionin
caseof unfair behavior by one party, (iii) eachparty shouldhave the assurancethat
the item heis aboutto receive is thecorrectone,and(iv) shouldnot requiretheactive
involvementof a trustedthird party. In this paperwe proposeane-commerceprotocol
thatsatisfiesall theseproperties.

Fair exchangeprotocolshave beenproposedin the context of electronicmails [9,
19] andelectronictransactions[8, 14]. Most of theseworks [8, 9,19] focuson storing
evidencethat is to be usedin caseoneparty misbehaves.If a disputeoccurs,a judge
looksat theevidenceanddelivershis judgment.Thedisputeresolutionis doneafterthe
protocolexecution,thatis, afterthecustomerhasobtainedhis productor themerchant
his money. However, such“after-the-fact” protection[14,15] maybeinadequatein an
e-commerceenvironmentwherethecustomerandthemerchantmaysimplydisappear.

Theneedfor such“after-the-fact” disputeresolutiondoesnotariseif protocolspro-
vide truefair exchange– underall circumstances,eitherthetwo partiesgeteachother’s
itemsor nonedo. Protocolsproviding true fair exchange[14] typically usean online
trustedthird party. Thethird partyreceivestheitemsfrom eachparty, verifiestheitems,
andthenforwardsthemto theotherparty. As aresultif any partymisbehavesor prema-
turelyquits,noharmis causedto theotherparty. Moreover, eachpartyhastheassurance
that the item he is aboutto receive is indeedthecorrectone.However, the third party
is a sourceof bottleneckfor theseprotocols.Not only is the performanceof the third
partyanissue,but alsoits vulnerabilityto denialof serviceattacks.�
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Severalprotocolshavebeenproposed[1–3,5] thatdonotusethethird partyunlessa
problem,suchas,a partymisbehaving or prematurelyaborting,occurs.Suchprotocols
aretermedoptimistic[1–3].Someof theseprotocolsprovide“after-the-fact” protection
[1] andothers[5] arerestrictedto theexchangeof digital signatures.

This motivatesusto proposeane-commerceprotocolsatisfyingall theabovemen-
tioneddesirableproperties.Theprotocolis basedonthetheoryof crossvalidationusing
which eachparty canverify that the item he is aboutto receive is indeedthe correct
one.Theprotocoldoesusea trustedthird partyto ensurefair exchange.Themerchant
escrowstheencryptedproductandapairof keyswith thetrustedthird party. If themer-
chantdisappearsafterreceiving thepayment,thetrustedthird partycanalwaysgivethe
customerthekeys for decryptingtheproduct.But thethird partyis not involvedunless
a problem,suchas,a partymisbehaving or prematurelyabortingoccurs.Thus,theuse
of thethird partyis keptto aminimumlevel.

Therestof thepaperis organizedasfollows.Section2 describessomerelatedwork.
Section3 briefly presentsthetheoryof crossvalidationanddescribeshow theproduct
validationtakesplace.Section4 describestheoptimisticprotocol.Section5 discusses
how theprotocolis extendedto handlemisbehavingparties.Finally, section6 concludes
thepaper.

2 RelatedWork

Previousworkonfair exchangeschemescanbeclassifiedundertwocategories:(i) grad-
ualexchangeprotocolsand(ii) third partyprotocols.Gradualexchangeprotocols[4,6,
10] graduallyincreasetheprobabilityof fair exchangeover severalroundsof message
exchanges;theseprotocolshave extensive communicationrequirementsand assume
thatboththepartieshaveequalcomputationalpower.

The third party protocols[8, 9,11,19] make useof a trustedon-line third party.
The ideaof usinga trustedon-line third party to obtainnon-repudiationof origin and
delivery of a mail messagewasproposedby Denget al. [9] andZhou andGollmann
[19]. Disputeresolutionis outsidethescopeof theseprotocols;however, theprotocols
dospecifywhatevidencemustbestoredfor thedisputeto beresolvedin a fair manner.

Using a trustedthird party to ensurefair exchangein the context of saleof low-
pricednetwork goodshasbeenproposedin the NetBill system[8]. The trustedthird
party is theNetBill server thatmaintainsfinancialaccountsfor the customersandthe
merchants.Thecustomer, if interested,requeststhemerchantfor agood.Themerchant,
in response,sendstheencryptedgood.On receiving theencryptedgood,thecustomer
sendsthemerchantpaymentinformation.Themerchantforwardsthis informationand
thedecryptingkey to theNetBill server. TheNetBill server thendebitscustomer’s ac-
count,creditsmerchant’saccountandsendsareceiptto themerchant.Finally, themer-
chantforwardsthisreceiptcontainingthedecryptingkey to thecustomer. Notethat,the
NetBill protocolis notoptimisticandamerchantwhohasprovidedaworthlessgoodis
detectedonly aftertheexchangeoccurs;this is in contrastto ourwork.

A fair exchangeprotocolensuringthe consistency of the documentbut requiring
theactiveparticipationof a trustedthird partyhasbeenproposedby Ketchpel[14]. The
merchantandthecustomerafteragreeingupontheproductandthepricesignacontract



which is forwardedto thethird party. Eachpartythensendshis item to thethird party.
Thethird partyverifiesthattheitemssatisfythecontract,andthenforwardsthemto the
respectiveparties.

FranklinandReiter[11] alsoproposeasetof fair exchangeprotocolsthatverify the
consistency of a documentbeforethe exchangetakesplace.The protocolsusea one-
way function f which hasthepropertythat thereexistsanotherefficiently computable
functionF suchthatF � x ��� f � y���
	 f � xy� . Thefunction, f , is known by boththeparties,
andF is known by thethird party. X andY wish to exchangesomesecretinformation
KX andKY. Beforethe protocol is initiated, it is assumedthat X andY know f � KY �
and f � KX � respectively. The first stepinvolvesX sendinga randomnumberx1 to Y,
andY sendingy1 to X. In the secondstepX sendsthe following to the third party:
f � KX � , f � KY � , KXx1 � 1, and f � y1 � ; Y alsosendsthecorrespondingcomponentsto the
third party. The third partymakessomecomparisonsto ascertainthateachis sending
thecorrectcomponents,andthenforwardsKXx1 � 1 to Y andKYy1 � 1 to X. Y andX can
multiply theseby x1 andy1 respectively to gettheitems.Onecontributionof thispaper
is that the third party is semi-trusted(onethat canmisbehave on its own but will not
colludewith the participatingparties)andwill not be revealedthe informationthatX
andY aretrying to exchange.However, this protocolrequiresthe active participation
of the third party. We invoke the third party whena problemoccurs;however, when
invokedit is providedwith all informationpertainingto theitemsexchanged.

Threefair exchangeprotocolsthatdo not requiretheinvolvementof thethird party
unlessthereis a problem,have beenproposedby Baoet al. [5]. The importantcontri-
bution of this paperis that the authorsprovide a theorybasedon which eachparty is
ableto verify that the signaturehe is aboutto receive is indeedthe correctsignature,
beforeactuallyreceiving thesignature.However, theprotocolis not general,anddoes
not apply whenboth the partieswant to exchangedigital itemsotherthansignatures.
Asokanet al. [3] alsoprovide an optimistic protocol for the fair exchangeof digital
signatures.

A moregeneraloptimistic protocolthat allows exchangeof any two digital items
hasbeenproposedby Asokanetal. [1]. Theprotocolbeginsby thetwo partiespromis-
ing eachotheran exchangeof items.If they agreeon the termsof the exchange,the
exchangetakes place.In caseof any failure or any party misbehaving, the recovery
phasewhich involvesthe third party is initiated.Onedifferencewith our work is that
our protocolprovidestrue fair exchangewhereasthat by Asokanet al. doesnot. For
this reason,the disputeresolutionis outsidethe scopeof Asokan’s protocol.Another
differenceis that in Asokan’s protocola party canverify whetherhe hasreceived the
correctitem after receiving the item; in our work, we cando this beforereceiving the
item.

3 Theory for CrossValidation

Beforepresentingourprotocol,weprovidesomebackgroundaboutthetheoryof cross-
validationonwhich theprotocolis based.For detailsthereaderis referredto [18].

Definition 1. Thesetof messages� is thesetof nonnegativeintegers m thatare less
thananupperboundN, i.e. �
	�� m �0 � m � N � .



Definition 2. For positiveintegers a, b andN, wesaya is equivalentto b, moduloN,
denotedby a � b modn, if a modn 	 b modn.

Definition 3. For positiveintegersa, x, n andn � 1, if gcd� a � n��	 1 anda � x � 1 mod
n, thenx is referredto asthemultiplicative inverseof a modulon. Twointegersa, b are
saidto berelatively prime if their only commondivisor is 1, that is, gcd� a � b��	 1. The
integersn1,n2, ����� ,nk aresaidto bepairwiserelatively prime, if gcd� ni � n j ��	 1 for i �	 j .

Definition 4. TheEuler’stotientfunctionφ � N � is definedasthenumberof integersthat
are lessthanN andrelativelyprimeto N.

Definition 5. A key K is definedto betheorderedpair � e� N � , whereN is a product
of distinctprimesande is relativelyprimeto φ � N � ; e is theexponentandN is thebase
of thekey K.

Definition 6. Theencryptionof a message m with the key K 	�� e� N � , denotedas�
m� K � , is definedas

�
m��� e� N � �!	 me mod N.

Definition 7. The inverseof a key K 	"� e� N � , denotedby K � 1, is an ordered pair� d � N � , satisfyinged � 1 mod φ � N � .
Theorem1. For anymessagem,whereK 	"� e� N � andK � 1 	#� d � N � ,$ �

m� K �%� K � 1 & 	 $�$
m� K � 1 & � K & 	 m (1)

Corollary 1. Anencryption,
�
m� K � , is one-to-oneif it satisfiestherelation$ �

m� K �%� K � 1 & 	 $�$
m� K � 1 & � K & 	 m

Definition 8. Two keysK1 	"� e1 � N1 � andK2 	"� e2 � N2 � aresaidto becompatible
if e1 	 e2 andN1 andN2 are relativelyprime. If two keysK1 	"� e� N1 � andK2 	"�
e� N2 � arecompatible, thentheproductkey, K1 ' K2, is definedas � e� N1N2 � .

Lemma 1. For positiveintegers a, N1 andN2, � a mod N1N2 �(� a mod N1.

Theorem2. For any two messagesm and m̂, such that m� m̂ � N1 � N2, K1 is the key� e� N1 � , K2 is thekey � e� N2 � , K1 andK2 arecompatible, andK1 ' K2 is theproduct
key � e� N1N2 � , thefollowingholds:�

m� K1 ' K2 �)� � m̂� K1 � mod N1 if andonly if m 	 m̂ (2)�
m� K1 ' K2 �)� � m̂� K2 � mod N2 if andonly if m 	 m̂ (3)

3.1 Product Validation

Our protocolperformsproductandpaymenttokenvalidationusingtheresultsof theo-
rem2. Theproductvalidationtakesplaceasfollows.Let m betheproductto bedeliv-
ered.The third partygenerateskeys KM1 andK � 1

M1
andprovidesKM1 to the merchant.

Themerchantprovidestheproductm to thethird partyto beencryptedwith KM1 (where



KM1 	#� e� N1 � ) andplacedatapublicplace,whichwecall thecatalog,asanadvertise-
mentfor m. Whenthecustomerdecidesto purchasem from themerchant,thecustomer
acquiresT 	 �

m� KM1 � from thecatalogandkeepsit for futurevalidationof theproduct
received.

To sell m to the customer, the merchantselectsa secondsetof keys (KM2, K � 1
M2

)
suchthat KM2 is compatiblewith KM1 accordingto definition 8. The merchantpro-
videsthecustomerwith T *
	 �

m� KM1 ' KM2 � . Thecustomerverifiesthat
�
m� KM1 � and�

m� KM1 ' KM2 � areencryptionof thesamemessagem by verifying: T � T * modN1 as
perequation(2). Whensatisfied,thecustomersendsthepaymenttoken.Themerchant,

in return,sendsthedecryptingkey K � 1
M2

. Thecustomerobtainsmusingm 	,+ T *-� K � 1
M2 . .

The proof of correctnessfollows from theorem2. Using the sameprinciple the bank
canvalidatethepaymenttokenbeforesigningit.

3.2 Security

In the theorypresentedin Section3 if e is chosensmall anda customercanguesse
correctly, we have a securityproblem.1 Assumethat theexponente is small,saye	 3.
A customerstartsasif he is buying thesameproductm threetimes,but alwaysstops
afterhaving received

�
m� KM1 ' KM2 � , �m� KM1 ' KM3 � , �m� KM1 ' KM4 � , whereKM2 	"�

e� N2 � , KM3 	#� e� N3 � andKM4 	"� e� N4 � .
Let N 	 N1 ' N2 ' N3 ' N4. Knowing me modNi , for i 	 1 ����� 4, theattacker can,

usingthe ChineseremainderTheorem[16], computem. Thusa customercanget the
product,withoutpayingfor it. Notethatthisattackis similar to thelow exponentattack
ontheRSAcryptosystem[13]. However, sincethecustomerdoesnotknow thevalueof
e, this problemwill not arise.Below we provide anadditionalmechanismusingwhich
thesecuritywill notbecompromisedevenif thecustomercanguesse correctly.

For every transactionthat themerchantperforms,themerchantchoosesa random
numberr suchthat r is relatively primeto N2. Thecustomerdownloads

�
m� KM1 � from

thethird party. Ratherthansending
�
m� KM1 ' KM2 � to thecustomer, themerchantsends

thefollowing:
�
m� r � KM1 ' KM2 � , � r � KM1 � , wherem� r is theproductof m with r. To vali-

datetheproduct,thecustomermultiplies
�
m� KM1 � with

�
r � KM1 � andtheresultingprod-

uct is comparedwith
�
m� r � KM1 ' KM2 � . If bothmatch,thecustomeris confidentthatthe

productheis aboutto receiveis theoneheis goingto payfor. Finally, insteadof sending
just K � 1

M2
, themerchantnow sendsK � 1

M2
andr � 1 wherer � 1 is themultiplicative inverse

of r moduloN2. Usingthedecryptingkey K � 1
M2

, thecustomerobtainsm� r modN2. Mul-
tiplying this by r � 1 thecustomercanretrievem.

4 The BasicProtocol

Wemake thefollowing assumptionsin theprotocol:

1. Encryptedmessagescannotbe decryptedwithout properkeys. Digital signatures
cannotbeforged.Cryptographicchecksumsensuretheintegrity of messages.

1 Althoughweuseanasymmetriccryptographicsystemin thisprotocol,unlikepublickey cryp-
tosystemswe donot disclosetheexponente.



2. All partiesusethesamealgorithmfor encryptionandfor generatingcryptographic
checksums.

3. Paymentfor productis in theform of atoken,PT, thatis acceptedby themerchant.
4. A constanttime out periodknown to all partiesis usedwhena party waits for a

messagefrom anotherparty.

Thefollowing tablelists thenotationsusedin thedescriptionof theprotocol.

Table1: Symbolsusedin protocoldescription

SYMBOL INTERPRETATION

C, M, B andTP Customer, Merchant,BankandTrustedThird Party
Aprv, Apub A’sprivateandpublickeys
X 	�/ Y : P X sendsP to Y�
X � K � Encryptionof X with key K

CC � X � CryptographicChecksumof X
KC1 Key givenby thecustomer’sbankB
K � 1

C1
Decryptingkey correspondingto KC1 keptwith B

KC2 Key generatedby C thatis compatiblewith KC1

K � 1
C2

Decryptingkey correspondingto KC2

KM1 Key givenby TP to M
K � 1

M1
Decryptingkey correspondingto KM1 heldwith TP

KM2 Key generatedby M thatis compatiblewith KM1

K � 1
M2

Decryptingkey correspondingto KM2

r Randomnumberchosenby M for currenttransaction
r � 1 Multiplicative inverseof r moduloN2, whereN2 is the

basefor key KM2

m Productthecustomerpurchases
PO Purchaseorderusedby C to orderproductm
PT Paymenttokenusedto payfor theproduct

Beforethe protocolbegins,we assumethat the following stepshave alreadyexe-
cutedthatsetsup theenvironmentin which theprotocoloperates.

1.C opensan accountwith B. B generatesa key pair KC1, K � 1
C1

, providesC with KC1

andescrows K � 1
C1

with itself. For any transactionthat involvespaymentvia B, C is
obligatedto useproductkeysKC1 ' KC2, KC1 ' KC3 ����� , andsoon,whereKCj , j �	 1,
is compatiblewith KC1. In thispaper, weassumeC usestheproductkey KC1 ' KC2.

2. M registerswith TP. TP generatesthe key pair KM1, K � 1
M1

, provides M with KM1

andescrows K � 1
M1

with itself. For every product,m, that M wantsto advertisein
thecatalogat this TP, M sendsm andits description.TP performstheencryption
beforeuploading

�
m� KM1 � on thecatalog.In this mannerTP is ableto certify that

theproductmeetsits claim.



3.C selectsa product to purchase.C downloads
�
m� KM1 � from the TP. Note thatC

doesnot have the productm, becausehe doesnot have the decryptingkey K � 1
M1

.
This

�
m� KM1 � will beusedlaterby C to validatetheproductreceivedfrom M.

4.C and M agreeupon a price for the product. This stepmay requireseveral mes-
sagesexchangedbetweenC andM at theendof which they agreeupona price.

ProtocolDescription

1: PO, 0PT 1 KC1 2 KC2 3

3: K 4 1
C2

C M

2: 0m5 r 1 KM1 2 KM2 3 , 0 r 1 KM1 3

4: K 4 1
M2

, r 4 1

Fig.1. TheBasicProtocol

The protocol executesin the following four stepswhen no party misbehaves or
prematurelyquits.Themessagesexchangedin theprotocolareshown in figure1. Note
thatonly themajorcontentsof eachmessageis shown in thefigure.

Message1 C 	�/ M : PO� �CC � PO��� Cprv �6� �7�PT � KC1 ' KC2 �8� Bprv � .
C initiatesthee-commercetransactionby sendingM thefollowing items:
(a) The purchaseorder, PO, containinginformation aboutthe productidentifier,
priceof theproduct,identitiesof C andM, andanonceto preventreplayattacks.
(b) A digitally signedcryptographicchecksumof PO. (In this andthe following
messages,thepurposeof a signedcryptographicchecksumis twofold: (i) it canbe
usedasevidenceof what the senderhasactuallysentand(ii) it alsoensuresthe
integrity of themessagewhile in transit.)
(c) The paymenttoken, PT, containinginformationaboutthe identitiesof B, C,
customer’s accountinformation,price of the productanda nonce.The payment
tokenis first encryptedwith theproductkey KC1 ' KC2 andthendigitally signedby
B. B’ssignatureensuresthatC hassufficient fundsto payfor theproduct.Notethat,
sinceB hasthekey K � 1

C1
, it is ableto verify thecontentsof PT beforesigning.

Message2 M 	9/ C :
�
Abort � Mprv �

OR
M 	9/ C :

�
CC � PO��� Mprv �6� �m� r � KM1 ' KM2 �6� �CC � �m� r � KM1 ' KM2 �:��� Mprv � ,�

r � KM1 � , �CC � � r � KM1 �:��� Mprv �



M checksto seeif PO is to its satisfaction– thatis, M agreesto all its contentsand
is ableto verify B’s signatureon

�
PT � KC1 ' KC2 � . If not, M abortsthe transaction

andsendsC a signedabortmessage.A signedabortmessageprovidesa proof that
thesenderof theabortmessageis indeedterminatingthetransaction.
Otherwise,M sendsthe following to C: (a) a signedcryptographicchecksumof
the purchaseorder, (b) encryptedproduct,(c) signedcryptographicchecksumof
theencryptedproduct,(d) encryptedrandomnumber, and(e)signedcryptographic
checksumof theencryptedrandomnumber.

Message3 C 	�/ M :
�
Abort � Cprv �

OR
C 	�/ M :

�
K � 1

C2
� Mpub�6� �CC � �K � 1

C2
� Mpub�:��� Cprv �

After receiving Message2 from M, C checksto seeif it is anabortmessageor the
encryptedproduct.If it is anabort,C abortsthetransaction.
OtherwiseC validatestheproductasoutlinedin Section3.2. If theproductis not
validated,C abortsthetransactionandsendsM asignedabortmessage.
If the two compare,C sendsthe paymenttoken decryptionkey encryptedby M’s
public key anda signedcryptographicchecksumof theencryptedproductdecryp-
tion key.
Finally, C startsa timer andwaits for Message4. If the timer expiresC executes
theextendedprotocolgivenin Section5.

Message4 M 	9/ C :
�
K � 1

M2
� Cpub�6� �CC � �K � 1

M2
� Cpub�:��� Mprv �8� � r � 1 � Cpub� ,�

CC � � r � 1 � Cpub�:��� Mprv �
If M receivesanabortmessagefrom C in Message3, it terminatesthetransaction.
Otherwise,if M receivesthedecryptingkey K � 1

C2
from C, hedecryptsthepayment

token PT andsendsthe following to C: (a) the productdecryptionkey encrypted
with theC’s public key, (b) signedcryptographicchecksumof theencryptedprod-
uct decryptionkey, (c) themultiplicative inverseof therandomnumberr alsoen-
cryptedwith C’s public key, and (d) signedcryptographicchecksumof the en-
cryptedmultiplicative inverseof the randomnumber. Encryptingwith C’s public
key in (a) and (c) ensuresthat no one elsecan get theseitems and decrypt the
product.
Usingtheproductdecryptionkey andthemultiplicativeinverseof therandomnum-
ber,C cangettheproductasoutlinedin Section3.2.Thetransactionterminatesafter
C getstheproduct.

5 Extensionfor handling misbehaving parties and disputes

Note that if any partymisbehavesor quitsbeforeC hassendout thekey, K � 1
C2

, for de-
cryptingthepaymenttoken,fair exchangeis notcompromised.If any partymisbehaves
or quitsafterC hassendout K � 1

C2
, thentheextendedprotocolmustbeexecutedto en-

surefair exchange.NotethatsinceM sendsthedecryptionkey only afterit hasreceived
paymentin a satisfactorymatter, it will alwaysbethecasethatC initiatestheextended
protocol after the timer usedin Message3 hasexpired. In the extendedprotocolC
sendsTP all themessagesit receivedfrom M andthekey K � 1

C2
requiredto decryptthe

paymenttoken.



M behavesimpr operly This includesthefollowing scenarios:(i) M receivesMessage
3 but doesnot sendthe correctproductdecryptionkey K � 1

M2
in Message4, (ii) M

receives Message3 but disappearswithout sendingthe productdecryptionkey,
and(iii) M claimsthatit did not sendthecorrectdecryptionkey becauseit hasnot
receivedpayment.In eachcase,TP asksM to sendtheproductdecryptionkey and
startsa timer. If M doesnot respondwithin the timeoutperiod,TP sendsthekey
K � 1

M1
to C andtakesappropriateactionagainstM. If M respondswithin thetimeout

by sendingK � 1
M2

, TP forwardsit toC. M canalsorespondby sayingthatthereason
it did not sendtheproductdecryptionkey in thefirst instance,is becauseit did not
receiveproperpayment,thatis K � 1

C2
. In thiscase,M still hasto providetheTP with

K � 1
M2

. TP sendsK � 1
C2

to M andK � 1
M2

to C.
C behavesimpr operly This scenariooccursonly whenTP hassentK � 1

C2
but thatkey

still doesnot decryptthe paymenttoken
�
PT � KC1 ' KC2 � . In this case,TP getsin

touchwith B to obtainK � 1
C1

. It thenforwardsthis key to M.

Notethatthefollowing two disputesarenot entertained:(i) M claimsthatit hasre-
ceivedinadequatepayment.Thereasonwhy it is notentertainedis thatM alwayssends
theproductdecryptionkey afterit hasanopportunityto ensurethatproperpaymenthas
beenreceived.(ii) C claimsafterdecryptingtheproductthatthecorrectproductwasnot
providedby M. Thereasonwhy this is notentertainedis thatthevalidatedreceiptprop-
erty allows theproductto bevalidated.In otherwordsif theproductdoesnot validate,
C alwayshastheoptionof abortingthetransactionwithoutpaying.

6 Conclusion

In thisworkwehaveproposedane-commerceprotocolfor performingbusinessoverthe
Internet.Our protocolhasthe following features.First, it providestrue fair exchange
underall circumstances.The customerdoesnot get the productunlesshe paysfor it
andthemerchantdoesnot getpaidunlesshedeliverstheproduct.Notethatfairnessis
alwaysensuredandis notcompromisedif any partymisbehavesor prematurelyaborts.
Second,theprotocoldoesnot requireany manualdisputeresolutionin caseany party
behavesunfairly. Third, the protocolusesa third party; however, the third party does
notbecomeinvolvedunlessaproblemoccurs.Fourth,theprotocolallows thecustomer
to be confidentthat he is payingfor the correctproductbeforeactuallypayingfor it.
Fifth, theprotocolcanbegeneralizedandusedfor thefair exchangeof any two digital
items,not necessarilyelectronicgoodsandelectronicpayment.

In future we plan to addresshow the many different forms of electronicpayment
schemes[17], canbe incorporatedin our protocol.Another importantfuture work is
evaluatingthecorrectnessof theprotocolusingformalmethodsof softwareverification
like modelchecking[12] andtheoremproving [7].
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