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Abstract. In this paperwe proposean e-commercerotocolwith the following
featuresi1) ensuregruefair exchange(2) doesnot requiremanualdisputeres-
olution in caseof unfair behaior by ary party, (3) doesnot requirethe active
involvementof a trustedthird party, (4) allows the customerto verify that the
productheis aboutto receve is the oneheis payingfor, and(5) canbe usedfor
thefair exchangeof ary two digital items.

1 Intr oduction

Researcherlave identifieda numberof desirablepropertiesof e-commercgrotocols:
(i) shouldensurefair exchange (i) shouldnot require manualdisputeresolutionin
caseof unfair behaior by one party (iii) eachparty shouldhave the assurancé¢hat
theitem heis aboutto receve is the correctone,and(iv) shouldnot requirethe active
involvementof a trustedthird party In this paperwe proposean e-commercegrotocol
thatsatisfiesall theseproperties.

Fair exchangeprotocolshave beenproposedn the contet of electronicmails[9,
19] andelectronictransactiong8, 14]. Most of theseworks[8, 9,19] focuson storing
evidencethatis to be usedin caseone party misbehaes.|f a disputeoccurs,ajudge
looksattheevidenceanddelivershis judgment.Thedisputeresolutionis doneafterthe
protocolexecution,thatis, afterthe custometasobtainedhis productor the merchant
his moneg. However, such“after-the-fact” protection[14, 15] may be inadequatén an
e-commercernvironmentwherethe customeiandthe merchanimay simply disappear

Theneedfor such“after-the-fact” disputeresolutiondoesnot ariseif protocolspro-
videtruefair exchange—underall circumstancesitherthetwo partiesgeteachothers
itemsor nonedo. Protocolsproviding true fair exchange[14] typically usean online
trustedthird party Thethird partyrecevvestheitemsfrom eachparty, verifiestheitems,
andthenforwardsthemto theotherparty. As aresultif arny partymisbehaesor prema-
turely quits,noharmis causedo theotherparty. Moreover, eachpartyhastheassurance
thattheitem heis aboutto receve is indeedthe correctone.However, the third party
is a sourceof bottleneckfor theseprotocols.Not only is the performanceof the third
partyanissue but alsoits vulnerabilityto denialof serviceattacks.
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of Michigan-DearborrFaculty ResearclGrantandSummerResearclirant.



Severalprotocolshave beenproposed1-3,5] thatdonotusethethird partyunlessa
problem,suchas,a party misbeha&ing or prematurelyaborting,occurs.Suchprotocols
aretermedoptimistic[1—-3]. Someof theseprotocolsprovide “after-the-fact” protection
[1] andotherg[5] arerestrictedto the exchangeof digital signatures.

This motivatesusto proposeane-commercgrotocolsatisfyingall theabove men-
tioneddesirablepropertiesTheprotocolis basednthetheoryof crossvalidationusing
which eachparty canverify thatthe item he is aboutto receve is indeedthe correct
one.The protocoldoesusea trustedthird party to ensurefair exchange The merchant
escravstheencryptedoroductanda pair of keyswith thetrustedthird party If themer
chantdisappearafterreceving the paymentthetrustedthird party canalwaysgive the
customethekeys for decryptingthe product.But thethird partyis notinvolvedunless
a problem,suchas,a party misbehaing or prematurelyabortingoccurs.Thus,theuse
of thethird partyis keptto aminimumlevel.

Therestof thepapelis organizedasfollows. Section2 describesomerelatedwork.
Section3 briefly presentghe theoryof crossvalidationanddescribesow the product
validationtakesplace.Section4 describeghe optimistic protocol. Section5 discusses
how the protocolis extendedo handlemisbehaing parties Finally, section6 concludes
thepaper

2 RelatedWork

Previouswork onfair exchangeschemesanbeclassifiedundentwo cateyories:(i) grad-
ual exchangeprotocolsand(ii) third party protocols.Gradualexchangeprotocols[4, 6,
10] graduallyincreasethe probability of fair exchangeover severalroundsof message
exchangestheseprotocolshave extensve communicationrequirementsand assume
thatboththe partieshave equalcomputationapower.

The third party protocols[8,9,11,19] make useof a trustedon-line third party
Theideaof usinga trustedon-line third party to obtainnon-repudiatiorof origin and
delivery of a mail messagevas proposedby Denget al. [9] andZhou and Gollmann
[19]. Disputeresolutionis outsidethe scopeof theseprotocols;however, the protocols
do specifywhatevidencemustbe storedfor thedisputeto beresohedin afair manner

Using a trustedthird party to ensurefair exchangein the context of saleof low-
priced network goodshasbeenproposedn the NetBill system[8]. The trustedthird
partyis the NetBill sener that maintainsfinancialaccountgor the customersandthe
merchantsThecustomerif interestedrequestshemerchanfor agood. Themerchant,
in responsesendshe encryptedgood.On receving the encryptedyood,the customer
sendghe merchanpaymentinformation. The merchanforwardsthis informationand
the decryptingkey to the NetBill sener. The NetBill sener thendebitscustomers ac-
count,creditsmerchans accountandsendsareceiptto themerchantFinally, themer
chantforwardsthis receiptcontainingthedecryptingkey to thecustomerNotethat,the
NetBill protocolis not optimisticanda merchantvho hasprovideda worthlessgoodis
detectednly afterthe exchangeoccurs;thisis in contrasto ourwork.

A fair exchangeprotocol ensuringthe consisteng of the documentbut requiring
theactive participationof atrustedthird partyhasbeenproposedy Ketchpel[14]. The
merchanaindthe customemfteragreeingiponthe productandthepricesignacontract



which is forwardedto thethird party Eachpartythensendshis itemto thethird party
Thethird partyverifiesthattheitemssatisfythe contract andthenforwardsthemto the
respectie parties.

FranklinandReiter[11] alsoproposea setof fair exchangeprotocolsthatverify the
consisteng of a documentbeforethe exchangetakesplace.The protocolsusea one-
way function f which hasthe propertythatthereexists anotherefficiently computable
functionF suchthatF (x, (f(y)) = f(xy). Thefunction, f, is known by boththe parties,
andF is known by thethird party X andY wish to exchangesomesecretinformation
Kx andKy. Beforethe protocolis initiated, it is assumedhat X andY know f(Ky)
and f(Kx) respectiely. The first stepinvolves X sendinga randomnumberx; to Y,
andY sendingy; to X. In the secondstepX sendsthe following to the third party:
f(Kx), f(Ky), Kxx1 7%, and f (y1); Y alsosendsthe correspondingomponentgo the
third party. The third party makessomecomparisongo ascertairthat eachis sending
the correctcomponentsandthenforwardsKyx; 1 to Y andKyy;~1 to X. Y andX can
multiply theseby x; andy; respectiely to gettheitems.Onecontrikution of this paper
is thatthe third party is semi-trusted onethat canmisbehae on its own but will not
colludewith the participatingparties)andwill not be revealedthe informationthat X
andY aretrying to exchange However, this protocolrequiresthe active participation
of the third party We invoke the third party whena problemoccurs;however, when
invokedit is providedwith all informationpertainingto theitemsexchanged.

Threefair exchangeprotocolsthatdo notrequirethe involvementof thethird party
unlessthereis a problem,have beenproposecdy Baoet al. [5]. Theimportantcontri-
bution of this paperis thatthe authorsprovide a theorybasedon which eachparty is
ableto verify thatthe signaturehe is aboutto receve is indeedthe correctsignature,
beforeactuallyreceving the signature However, the protocolis not generalanddoes
not apply whenboth the partieswant to exchangedigital itemsotherthansignatures.
Asokanet al. [3] also provide an optimistic protocol for the fair exchangeof digital
signatures.

A moregeneraloptimistic protocolthat allows exchangeof ary two digital items
hasbeenproposedy Asokanetal. [1]. Theprotocolbeginsby thetwo partiespromis-
ing eachotheran exchangeof items.If they agreeon the termsof the exchange the
exchangetakes place.In caseof ary failure or ary party misbeh&ing, the recosery
phasewhich involvesthe third party is initiated. Onedifferencewith our work is that
our protocol providestrue fair exchangewhereaghat by Asokanet al. doesnot. For
this reasonthe disputeresolutionis outsidethe scopeof Asokans protocol. Another
differenceis thatin Asokans protocola party canverify whetherhe hasrecevedthe
correctitem afterreceving the item; in our work, we cando this beforereceving the
item.

3 Theory for CrossValidation

Beforepresentingur protocol,we provide somebackgroundaboutthetheoryof cross-
validationonwhich the protocolis basedFor detailsthereaderis referredto [18].

Definition 1. Thesetof message$/ is the setof nonnegativeintegers mthatare less
thananupperboundN, i.e. M = {m|0 < m< N}.



Definition 2. For positiveintegers a, b and N, we saya is equivalentto b, moduloN,
denotedbya=b modn, if amodn =b modn.

Definition 3. For positiveintegersa, x,nandn > 1, if gcd(a,n) = 1 anda.x= 1 mod
n, thenx is referredto asthemultiplicative inverseof a modulon. Twointegersa, b are
saidto berelatively primeif their only commordivisoris 1, thatis, gcd(a,b) = 1. The
integersny,my,....,Nk are saidto be pairwiserelatively prime, if gcd(n,n;) = 1 fori # j.

Definition 4. TheEuler'stotientfunctiong(N) is definedasthenumberof integersthat
are lessthanN andrelativelyprimeto N.

Definition 5. Akey K is definedto betheorderedpair < e,N >, where N is a product
of distinctprimesandeis relativelyprimeto @¢(N); eis theexponentandN is thebase
of thekey K.

Definition 6. Theencryptionof a messge m with the key K = < ¢ N >, denotedas
[m,K], is definedas[m, < ,N >] = m® mod N.

Definition 7. Theinverseof a key K =< e N >, denotedby K1, is an ordered pair
< d,N >, satisfyinged= 1 mod @(N).

Theorem1. For anymessge m,wheeK =< e,N > andK~t =< d,N >,
[MK],K™] = [[mK™],K]=m 1)

Corollary 1. Anencryption,[m, K], is one-to-ondf it satisfiegherelation
([mK],K™] = [[mK),K] = m

Definition 8. TwokeysK; =< e;,N; > andKy =< e, N, > are saidto be compatible
if e = ex andN; and N, are relativelyprime If two keysK; =< e,N; > andK; =<
e, N, > are compatiblethenthe productkey, K; x Ky, is definedas < e Ny N >.

Lemma 1. For positiveintegersa, N; andNy, (a mod NiNz) = a mod Nj.

Theorem 2. For anytwo messgesm and m, suc that m, m < Ni, N, K; is the key
< e N; >, Kyisthekey < e,Np >, K; andKj; are compatibleandK; x Ky is theproduct
key < e,N1 N >, thefollowing holds:

[m K1 x K] = [M,K1] mod N; if andonlyif m=rh (2)

[m, K3 x Kz] = [M,K2] mod Ny if andonlyif m=rh 3

3.1 Product Validation

Our protocolperformsproductand paymentoken validationusingthe resultsof theo-
rem2. The productvalidationtakesplaceasfollows. Let m bethe productto be deliv-

ered.Thethird party generategeys Ky, and K,\]ll andprovidesKy, to the merchant.
Themerchanprovidestheproductmto thethird partyto beencryptedvith Ky, (where



Kwm, =< & N >) andplacedatapublic place whichwe call thecatalog asanadwertise-
mentfor m. Whenthe customerdecidedo purchasen from themerchantthecustomer
acquiresT = [m,Ky,] from the catalogandkeepsit for futurevalidationof the product
receved.

To sell m to the customey the merchantselectsa secondsetof keys (Kw,, K,qzl)
suchthat Ky, is compatiblewith Ky, accordingto definition 8. The merchantpro-
videsthe customemith T' = [m, Ky, x Ky, ]. The customenverifiesthat[m,Ky, | and
[m,Km, % K, ] areencryptionof the samemessagen by verifying: T = T’ modN; as
perequation(2). Whensatisfiedthe customesendghe paymentoken. Themerchant,

in return,sendghedecryptingkey K,qzl. The customeobtainsm usingm = [T’, K,\]zl] .

The proof of correctnesgollows from theorem2. Using the sameprinciple the bank
canvalidatethe paymentokenbeforesigningit.

3.2 Security

In the theory presentedn Section3 if e is chosensmallanda customercanguesse
correctly we have a securityproblem! Assumethatthe exponente is small, saye=3.
A customerstartsasif heis buying the sameproductm threetimes, but always stops
afterhaving receved [m, Ky, x Ku,], [m, Ky, x Kus], [m,Km; % Ku,], whereKy, =<
& N2 >, Ky, =< N3 > andKy, =< &Nz >.

Let N = Nz x No x N3 x Ng. Knowing m® modN;, fori = 1... 4, the attacler can,
usingthe ChineseremainderTheorem[16], computem. Thusa customercangetthe
product,without payingfor it. Notethatthis attackis similarto thelow exponentattack
ontheRSA cryptosysteni13]. However, sincethecustomedoesnotknow thevalueof
e, this problemwill notarise.Below we provide anadditionalmechanisnusingwhich
thesecuritywill notbecompromisedvenif the customercanguesse correctly

For every transactiorthat the merchantperforms,the merchantcthoosesa random
numberr suchthatr is relatively primeto N». The customerdownloads[m, Ky, | from
thethird party Ratherthansendingm, Ky, x Kw,] to thecustomerthemerchansends
thefollowing: [m.r, Ky, % Km,], [r, Km, |, wherem.r is the productof mwith r. To vali-
datethe product,the customemultiplies [m, Ky, | with [r, Ky, | andthe resultingprod-
uctis comparedvith [m.r,Ky, x Kwm,]. If bothmatch the customeis confidentthatthe
productheis aboutto receiveis theoneheis goingto payfor. Finally, insteadf sending
just K,\]zl, the merchannow sendsl(,\]z1 andr—! wherer 1 is the multiplicative inverse

of r moduloN,. Usingthedecryptingkey K,gzl, thecustomemobtainsm.r mod Ny. Mul-
tiplying this by r—! the customercanretrieve m.

4 The BasicProtocol

We male thefollowing assumptiong the protocol:

1. Encryptedmessagesannotbe decryptedwithout properkeys. Digital signatures
cannotbeforged.Cryptographicchecksumg&nsureheintegrity of messages.

1 Althoughwe useanasymmetricryptographicsystemin this protocol,unlike publickey cryp-
tosystemsve do not disclosethe exponente.



2. All partiesusethe samealgorithmfor encryptionandfor generatingryptographic
checksums.

3. Paymentfor productis in theform of atoken,PT, thatis acceptedy themerchant.

4. A constanttime out periodknown to all partiesis usedwhena party waits for a
messagérom anothemparty.

Thefollowing tablelists the notationsusedin the descriptionof the protocol.

Tablel: Symbolsusedin protocoldescription

|SymBoL |INTERPRETATION \

C, M, B andTP|CustomerMerchant,BankandTrustedThird Party

Aprv, Apub A's privateandpublic keys

X=Y:P XsendPtoY

[X,K] Encryptionof X with key K

CC(X) CryptographicChecksunof X

Kc, Key givenby the customers bankB

Kgll Decryptingkey correspondingo Kc, keptwith B

Kc, Key generatedby C thatis compatiblewith K¢,

KC_21 Decryptingkey correspondingo Kc,

Km, Key givenby TPto M

K,\]ll Decryptingkey correspondingo Ky, heldwith TP

Km, Key generatedby M thatis compatiblewith Ky,

K,gzl Decryptingkey correspondingo Ky,

r Randomnumberchoserby M for currenttransaction

r—1 Multiplicative inverseof r moduloN,, whereN; is the
basefor key Kw,

m Productthe customeipurchases

PO Purchaserderusedby C to orderproductm

PT Paymenttokenusedto payfor the product

Beforethe protocol begins, we assumehat the following stepshave alreadyexe-
cutedthatsetsup theernvironmentin which the protocoloperates.

1.C opensan accountwith B. B generates key pair Kc,, Kc_ll, providesC with K¢,

andescravs Kc‘l1 with itself. For ary transactiorthatinvolvespaymentvia B, C is
obligatedto useproductkeysKc, x Kc,, K¢, X Kc; ..., andsoon,wherech, j #£1,
is compatiblewith Kc, . In this papeywe assumé usesthe productkey K, x Kc,.
2. M registerswith TP. TP generateshe key pair Ky, , K,gll, providesM with Ky,

and escravs Kh]ll with itself. For every product,m, that M wantsto adwertisein

the catalogat this TP, M sendsm andits description.T P performsthe encryption
beforeuploading[m, Ky, | on the catalog.In this mannerTP is ableto certify that
the productmeetsts claim.



3.C selectsa product to purchase.C downloads[m, Ky, | from the TP. Note thatC
doesnot have the productm, becauséhe doesnot have the decryptingkey K,\]ll.
This [m, Ky, ] will beusedlaterby C to validatethe productreceiedfrom M.

4.C and M agreeupon a price for the product. This stepmay require several mes-
sageexchangedetweerC andM attheendof whichthey agreeuponaprice.

Protocol Description

1: PO, [PT,Kc, x Kg,]

2: Imur, Ky x K], 1, K,

/—\

4: Ky, 11

Fig. 1. TheBasicProtocol

The protocol executesin the following four stepswhen no party misbehaes or
prematurelyquits. The messageexchangedn the protocolareshovnin figure 1. Note
thatonly the major contentsof eachmessagés shavn in thefigure.

Messagel C = M : PO, [CC(PO),Cpn],[[PT,Kc, x Kc,|,Bpr]-
C initiatesthe e-commercéransactiorby sendingM thefollowing items:
(a) The purchaseorder PO, containinginformation aboutthe productidentifier,
price of the product,identitiesof C andM, anda nonceto preventreplayattacks.
(b) A digitally signedcryptographicchecksunmof PO. (In this andthe following
messageghe purposeof a signedcryptographicchecksums twofold: (i) it canbe
usedasevidenceof what the senderasactually sentand (i) it alsoensureghe
integrity of themessagevhile in transit.)
(c) The paymenttoken, PT, containinginformation aboutthe identitiesof B, C,
customers accountinformation, price of the productand a nonce.The payment
tokenis first encryptedwith the productkey K¢, x K¢, andthendigitally signedby
B. B'ssignatureensureshatC hassufficientfundsto payfor the product.Notethat,
sinceB hasthekey Kgll, it is ableto verify the contentsof PT beforesigning.
Message2 M = C: [Abort, M|
OR
M = C: [CC(PO),Mpn], [m.r,Km; x K], [CC([m.r, Km, x Kwm,]), Mpry],
[r, Ky, [CC([r, Ky ), Mpn]



M checksto seeif POis to its satishction—thatis, M agreego all its contentsand
is ableto verify B's signatureon [PT,Kc, x Kc,]. If not, M abortsthe transaction
andsend<C a signedabortmessageA signedabortmessag@rovidesa proof that
the senderof theabortmessagés indeedterminatingthetransaction.
Otherwise,M sendsthe following to C: (a) a signedcryptographicchecksumof
the purchaseorder (b) encryptedproduct,(c) signedcryptographicchecksumof
theencryptedoroduct,(d) encryptedandomnumbey and(e) signedcryptographic
checksunof theencryptedandomnumber

Message3 C = M : [Abort,Cpp/|
OR
C = M: [Kg,", Mpun], [CC([Kc,', Mput]), Cpr]
After recelring Message? from M, C checkdto seeif it is anabortmessager the
encryptedoroduct.If it is anabort,C abortsthe transaction.
OtherwiseC validatesthe productasoutlinedin Section3.2. If the productis not
validated C abortsthetransactiorandsenddV a signedabortmessage.
If the two compareC sendsthe paymenttoken decryptionkey encryptecby M’s
public key anda signedcryptographicchecksurnof the encryptedoroductdecryp-
tion key.
Finally, C startsa timer andwaits for Message4. If the timer expiresC executes
the extendedprotocolgivenin Section5.

Messaget M = C: [Ky;2, Cput, [CC([Kiy2, Cpub]), Mpr], [r %, Cput,
[CC([r~,Cpubl); Mpr]
If M recevesanabortmessagérom C in Messages, it terminateghetransaction.
Otherwisejf M receiresthe decryptingkey ngl from C, hedecryptsthe payment
token PT andsendshe following to C: (a) the productdecryptionkey encrypted
with theC’s public key, (b) signedcryptographicchecksunof the encryptedorod-
uct decryptionkey, (c) the multiplicative inverseof the randomnumberr alsoen-
cryptedwith C's public key, and (d) signedcryptographicchecksumof the en-
cryptedmultiplicative inverseof the randomnumber Encryptingwith C's public
key in (a) and (c) ensureghat no one else can get theseitems and decryptthe
product.
Usingtheproductdecryptionkey andthe multiplicative inverseof therandomnum-
ber, C cangettheproductasoutlinedin Section3.2. Thetransactioterminatesfter
C getstheproduct.

5 Extensionfor handling misbehaving parties and disputes

Notethatif any party misbeha&esor quitsbeforeC hassendout the key, Kc_zl, for de-
cryptingthe paymentoken,fair exchangds notcompromisedlf ary partymisbehaes
or quits afterC hassendout Kc_zl, thenthe extendedprotocolmustbe executedto en-
surefair exchangeNotethatsinceM sendghedecryptionkey only afterit hasreceied
paymentin a satisactorymatter it will alwaysbethe casethatC initiatesthe extended
protocol after the timer usedin Message3 hasexpired. In the extendedprotocolC
sendsT P all themessagetit recevedfrom M andthe key KC_Z1 requiredto decryptthe
paymentoken.



M behavesimproperly Thisincludesthefollowing scenarios(i) M recevesMessage
3 but doesnot sendthe correctproductdecryptionkey K,gzl in Messaged, (i) M
receves Message3 but disappearsvithout sendingthe productdecryptionkey,
and(iii) M claimsthatit did not sendthe correctdecryptionkey becausét hasnot
recevedpaymentln eachcase,T P asksM to sendthe productdecryptionkey and
startsa timer. If M doesnot respondwithin the timeoutperiod, TP sendsthe key
K,(,,ll to C andtakesappropriateactionagainstM. If M respondswithin thetimeout

by sendingj(,(,,zl, TP forwardsit to C. M canalsorespondy sayingthatthereason
it did not sendthe productdecryptionkey in thefirst instancejs becausdt did not
receve properpaymentthatis Kc‘zl. In thiscaseM still hasto provide the TP with
Ky, - TP sendKc ! to M andKy,  to C.

C behavesimproperly This scenariooccursonly whenTP hassentng1 but thatkey
still doesnot decryptthe paymenttoken [PT,Kc, x Kc,]. In this case,TP getsin
touchwith B to obtain Kc‘ll. It thenforwardsthis key to M.

Notethatthefollowing two disputesarenot entertained(i) M claimsthatit hasre-
ceivedinadequatgaymentThereasorwhy it is notentertaineds thatM alwayssends
theproductdecryptionkey afterit hasanopportunityto ensurethatproperpaymentas
beenreceved.(ii) C claimsafterdecryptingthe productthatthe correctproductwasnot
providedby M. Thereasorwhy thisis notentertaineds thatthevalidatedreceiptprop-
erty allows the productto bevalidated.In otherwordsif the productdoesnot validate,
C alwayshastheoptionof abortingthetransactiorwithout paying.

6 Conclusion

In thiswork we have proposedne-commerc@rotocolfor performingbusinesoverthe
Internet.Our protocol hasthe following featuresFirst, it providestrue fair exchange
underall circumstancesThe customerdoesnot get the productunlesshe paysfor it
andthe merchantdoesnot get paid unlesshe deliversthe product.Notethatfairnesss
alwaysensuredandis notcompromisedf ary partymisbehaesor prematurelyaborts.
Secondthe protocoldoesnot requireany manualdisputeresolutionin caseary party
behaesunfairly. Third, the protocolusesa third party; however, the third party does
notbecomenvolvedunlessa problemoccurs.Fourth,the protocolallows the customer
to be confidentthat he is payingfor the correctproductbeforeactually payingfor it.
Fifth, the protocolcanbe generalizedaindusedfor the fair exchangeof ary two digital
items,not necessarilyelectronicgoodsandelectronicpayment.

In future we planto addresshow the mary differentforms of electronicpayment
schemeg17], canbe incorporatedn our protocol. Anotherimportantfuture work is
evaluatingthe correctnessf the protocolusingformal method=f softwareverification
like modelchecking[12] andtheoremproving [7].
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