{: SCISPACE

formerly Typeset

@ Open access « Proceedings Article « DOI:10.1109/SCORED.2009.5443289
An overview of neural networks use in anomaly Intrusion Detection Systems
— Source link [

Yusuf Sani, Ahmed Mohamedou, Khalid Ali, Anahita Farjamfar ...+2 more authors

Institutions: Universiti Putra Malaysia

Published on: 01 Nov 2009 - Student Conference on Research and Development

Topics: Anomaly-based intrusion detection system, Intrusion detection system and Anomaly detection

Related papers:

« A Study on Recent Trends and Developments in Intrusion Detection System

« A training-resistant anomaly detection system

» An Intrusion Detection System Architecture Based on Neural Networks and Genetic Algorithms
« Intrusion Detection System based on Artificial Intelligence

« A survey: multilayer feed-forward neural network approaches for intrusion detection system

Share thispaper: @ ¥ M &

View more about this paper here: https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-
2hu1f68ftv


https://typeset.io/
https://www.doi.org/10.1109/SCORED.2009.5443289
https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv
https://typeset.io/authors/yusuf-sani-2ft0w8fidk
https://typeset.io/authors/ahmed-mohamedou-38av9371cw
https://typeset.io/authors/khalid-ali-4lodxj0tiz
https://typeset.io/authors/anahita-farjamfar-25b5rvsbt1
https://typeset.io/institutions/universiti-putra-malaysia-2fkavo9l
https://typeset.io/conferences/student-conference-on-research-and-development-2wgd6d93
https://typeset.io/topics/anomaly-based-intrusion-detection-system-31rebjbu
https://typeset.io/topics/intrusion-detection-system-musw5wdq
https://typeset.io/topics/anomaly-detection-1l1dun56
https://typeset.io/papers/a-study-on-recent-trends-and-developments-in-intrusion-3oz6srhq23
https://typeset.io/papers/a-training-resistant-anomaly-detection-system-48t2p09bxz
https://typeset.io/papers/an-intrusion-detection-system-architecture-based-on-neural-296lo5pajw
https://typeset.io/papers/intrusion-detection-system-based-on-artificial-intelligence-2ts468dcjt
https://typeset.io/papers/a-survey-multilayer-feed-forward-neural-network-approaches-hyt14g4yxk
https://www.facebook.com/sharer/sharer.php?u=https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv
https://twitter.com/intent/tweet?text=An%20overview%20of%20neural%20networks%20use%20in%20anomaly%20Intrusion%20Detection%20Systems&url=https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv
https://www.linkedin.com/sharing/share-offsite/?url=https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv
mailto:?subject=I%20wanted%20you%20to%20see%20this%20site&body=Check%20out%20this%20site%20https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv
https://typeset.io/papers/an-overview-of-neural-networks-use-in-anomaly-intrusion-2hu1f68ftv

An overview of neural networks use in anomaly intrusion detection systems

ABSTRACT

With the increasing number of computers being connected to the Internet, security of an
information system has never been more urgent. Because no system can be absolutely secure,
the timely and accurate detection of intrusions is necessary. This is the reason of an entire
area of research, called Intrusion Detection Systems (IDS). Anomaly systems detect
intrusions by searching for an abnormal system activity. But the main problem of anomaly
detection IDS is that; it is very difficult to build, because of the difficulty in defining what is
normal and what is abnormal. Neural network with its ability of learning has become one of
the most promising techniques to solve this problem. This paper presents an overview of
neural networks and their use in building anomaly intrusion systems.
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