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ABSTRACT The information and communication technology (ICT) can bring attractive features to the

traditional power grid such as energy conserving, reliability, efficiency, transparency, and cost reducing. All

of these features can be accomplished with a concept called smart grid. However, the use of ICT introduces

new challenges in security issue. There are many researches in recent years which have studied security

as the most important challenge of the smart grid. Based on these researches, two important issues for the

smart grid security protocols must be considered. In the first issue, the important security requirement such

as confidentiality, authentication, integrity, etc. needs to be fulfilled. However, the cryptographic algorithms

impose significant level of storage, communication, and computational costs to the system while, the smart

meters are resource-constrained devices. Therefore, lightweight design of the security schemes is considered

as another important issue. To that end, this paper proposes a novel provably secure broadcast authentication

scheme based on one-way hash function, which not only can resist to the possible existing attacks but also

dramatically reduces the storage and computational costs.

INDEX TERMS Broadcast communication, lightweight authentication, provable security, smart grid.

I. INTRODUCTION

Daily growing of the information and communication

technology (ICT) has improved the efficiency and reliability

of the traditional power grid, and led to introducing to an

important concept named smart grid [1]–[3]. ICT enhances

the one-way electrical flow by providing two-way commu-

nication in the smart grid so that the utility service provider

can continuously receive reports from the smart meters (SMs)

through the neighborhood gateways (NGs) and send control

messages to them [4].

Although using of ICT has its own advantages, it brings

up some serious challenges in the case of security [5]–[10].

For example, by capturing and eavesdropping the exchanged

messages between the SMs and NG, an adversary can access

to the private information of the consumers, e.g. knows

their presence or absence hours at home by learning their

daily electricity consumption [11]–[14]. Furthermore, the
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adversary can replay the old packets, alter the electricity

reports of the SMs, or inject fake messages to the NGs and

consequently tricks the utility service provider tomakewrong

decisions [15]–[18].

A. SYSTEM MODEL

Fig. 1, shows the hierarchical model of both power system

layer and communication layer of the smart grid. In the

first level of power system layer, the power generation unit

generates the needed energy for consumers. The power trans-

mission network carries the power from the bulk genera-

tion facilities to the power distribution systems. The power

distribution system finally delivers the electricity from the

transmission system to consumers. The smart grid commu-

nication layer uses ICT to optimize the energy generation,

transmission and distribution. The first level of the com-

munication layer is home area network (HAN ) where SM

collects the electricity information from some smart appli-

ances. At the second level, NG receives the electricity reports

from a certain numbers of SMs (a few hundreds) and send
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FIGURE 1. Smart grid architecture: The blue line shows the communication layer and the yellow line shows the power system layer.

the control commands back to them. This level is named a

neighborhood area network (NAN ). At the top level, in a wide

area network (WAN ), the control center collects all the SMs’

energy consumption reports from NGs and makes the final

decisions. In the general architecture of smart grid, WAN

corresponds to power generation and transmission systems,

NAN corresponds to power distribution system, and HAN

includes communications related to the consumers [1]–[4].

This paper is going to propose a secure broadcast two-way

communication protocol for the NAN communication system

where NG with a high computational capacity and large

database storage capacity tries to collect electricity reports

from constrained resource SMs.

B. RELATED WORKS

Through years, many schemes have been proposed to address

the security as the most important issue in the smart

grid [5]–[21]. Li et al. [19] proposed an authentication

scheme based on Merkle hash tree and Advanced Encryp-

tion Standard (AES) for establishing secure communication

between the SMs andNG in 2014. The authors in [19] showed

that their proposed protocol is secure against the replay, mes-

sage injection, message analysis, and message modification

attack. In addition, their performance evaluation showed that

their proposed scheme is efficient in terms of communication

overhead and computational cost.

In 2016, Liu et al. [20] proposed an authenticated com-

munication scheme for the smart grid based on the Lagrange

polynomial formula. The authors in [20] showed that their

scheme could resist against the mentioned attacks, while

outperforming Li et al. [19] in terms of storage burden,

communication overhead, and computational cost.

One of the most important drawbacks of the mentioned

methods is lack of two-way communication between NG and

SM , and even if considered, it implies significant costs on

the system for sending messages from NG to SMs which is

in contradiction of low capability of resources constrained

devices.

Recently, Abbasinezhad-Mood and Nikooghadam [21]

proposed an ultra-lightweight and secure communication

scheme in 2018 based on logical XOR, pseudo-random

number generator, and one-way hash function. The authors

in [21] showed that their scheme possess higher security level

and can resist against more attacks comparing to proposed

schemes in [19] and [20]. Furthermore, they showed that

their protocol significantly improves the storage burden, com-

munication overhead, and computational cost in comparison

with the state-of-the-art.

However, in most smart grid applications, NG needs to

send identical control messages to the all or specific group

of SMs. Hence, by utilization of the broadcast communi-

cation, the need of sending multiple unicast messages will

be eliminated, which significantly reduces the expenses in

smart grid [22]–[25]. Despite the fact that using the broad-

cast authentication adds attractive features to smart grid, the

concept of security in this type of communication differs

from the unicast ones [26]–[30]. For that, some broadcast

authentication schemes have been proposed in recent years

to address this issue [31]–[33].

Li and Cao [31] proposed a multicast authentication

scheme based on one-time signature. They specifically pro-

posed tunable signing and verification (TSV) and light sign-

ing heavy verification (LSHV) for smart grid applications.

They showed that in comparison to the previous works, their
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proposed one-time signature based scheme could signifi-

cantly reduce the storage burden, communication overhead,

and computational cost while providing the same security

level as those schemes possess.

In 2017, Delavar et al. [32] proposed a broadcast authenti-

cation scheme based on Physical Unclonable Function (PUF)

named PUF-BA. They proposed their scheme with assump-

tion that SMs are computationally resources constraints and

the expense of communication grows as the number of con-

nected SMs increases. In addition, they assumed that SMs are

located in an unprotected environment which can be physi-

cally threatened by adversaries. Although their scheme was

proposed for networks with resources constrained devices,

yet it required high computational power from SMs.

To overcome the high computational overhead of [32],

quite recently in 2019, Ameri et al. [33] proposed

a provably secure broadcast authentication scheme for

smart grid based on PUF. They used the advantage of

Bose–Chaudhuri–Hocquenghem (BCH) coding algorithm

for error correcting to make the PUF responses reliable.

Although they proved that their protocol provides a high level

of security and reduces the computational cost dramatically

compared to [32], the computational cost and storage burden

were still significant based on SMs’ capabilities.

C. PAPER CONTRIBUTION

This paper aims at proposing a new security protocol for

two-way communication between SMs and NG in the smart

grid only based on lightweight cryptographic operations, i.e.

one-way hash function and XOR operand. We show that, not

only does the proposed protocol add some important features

to the communication system such as mutual authentication,

two-way communication, one-time pad cryptographic key,

and confidentiality of the SMs’ data but also it provides

significant level of efficiency in terms of storage burden,

communication overhead, and computational cost. Therefore,

the proposed scheme can be considered as a practical secu-

rity protocol for near future of the smart grid communica-

tions. The contributions of this paper can be summarized as

follows:

• Being secure against the possible attacks in the smart

grid communication system environment, i.e. imperson-

ation, message modification, message analysis, replay,

and compromised malicious SM attack.

• Efficiently ensuring mutual authentication and two-way

communication between the SMs and NG.

• Providing a provable security analysis for our protocol.

• Deploying a One-time Pad (OTP) system that uses each

communication key once and a fresh key is used for each

time interval to increase the protocol resistance against

the brute-force attack.

• Consuming the lowest overhead among the related work

in terms of storage, communication, and computational

costs, which will make it suitable to use in the networks

with very resources constrained SM devices.

TABLE 1. Notations and their meanings.

FIGURE 2. The hash key chain.

The remainder of this paper is organized as follows.

The proposed scheme is presented in section II thoroughly.

Security analysis and formal security proof are provided in

section III and section IV, respectively. Section V evaluates

the performance of the proposed scheme in comparison with

the state-of-the-art, and finally, section VI concludes of this

paper.

II. PROPOSED SCHEME

In this section, we introduce the proposed scheme with

details. The proposed scheme is consisted of two stages: an

offline installation stage and an online communication stage.

Table 1 shows the used notations and their corresponding

meanings.
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A. OFFLINE INSTALLATION STAGE

In this stage, first NG creates a hash key chain by choosing a

random value KN and using a one-way hash function like H

to create the broadcast keys K0, . . . ,KN−1, by computing

each key as Ki = H (Ki+1) = HN−i (KN ). Fig. 2 depicts

the process of the creation of the hash chain. It is worth

noting, that by having the key Ki all of the backward keys

K0, . . . ,Ki−1 can be computed easily by executing a number

of hash functions. However, because of using a one-way

collision resistance hash function, finding the next key Ki+1
by having Ki is computationally hard for polynomial time

computers.

After completing the key chain, NG broadcasts the initial

key K0 through the network. Furthermore, after each Smj

registered itself to NG, a secret random parameter Z
j
0 will

be allocated to it by NG through a secure link. Then, each

SM stores its secret key Z
j
0 alongside the initial broadcast

key K0 in its memory and NG stores KN and Z
j
0 for j =

1, . . . , l, which l is the number of smart meters. Note that,

NG can store all of the broadcast keys K0, . . . ,KN−1 in its

memory, to decrease its computational overhead at the cost

of an increase in its storage burden.

B. ONLINE COMMUNICATION STAGE

As mentioned before, the proposed protocol presents a two-

way communication meaning that in each communication

interval, NG broadcasts its message through the network of l

smart meters then, after receiving the message each smart

meters sends its data report toNG unicastly. Hence, we divide

the protocol to two parts naming the broadcast part and the

unicast part. Fig. 3 depicts the online communication stage

of the proposed protocol.

1) COMMUNICATION FROM NG TO ALL OF THE SMs

(BROADCAST PART)

In this part, for each run of the protocol NG performs the

following steps:

• Computes the ith broadcast key Ki = HN−i (KN ).

• Generates a random number ri.

• Creates the message verifier Vi = H (mi,TS
NG,Ki, ri)

to provide message authenticity and freshness.

• Broadcasts the packet {mi,Vi,TS
NG} through the

network.

• After a specific delay time of σ which depends to the

network environment, broadcasts the corresponding key

Ki and the random number ri.

As mentioned before, NG only broadcasts its message at

beginning of the certain time intervals TS i. It is worth noting

that at the beginning of each time interval, the smart meters

wait at most σ seconds to receive the packet and any packets,

which are received after that time, will be discarded by SMs

immediately. In other words, after the first broadcasted packet
{

mi,Vi,TS
NG

}

is received, each SMj checks if the equation

TSSMi − TSi ≤ σ holds or not. Because, the scenario where

the mentioned equation does not hold, results to the occasion

FIGURE 3. The online communication stage of the proposed protocol.

that the received packet could be a forged one computed by

adversaries, because an adversary can block the transmission

and wait for the disclosure delay σ to receive the correspond-

ing key and then by using it, creates its own forged authentic

packets. As a result, to prevent this attack all of the packets

with the received time stamp of more than TSi + σ will be

discarded by SMs.

Now, only if the equation TSSMi−TSi≤σ holds, each of the

smart meters store the packet {mi,Vi,TS
NG} in their memory

andwaits for the disclosure ofKi and ri. Then, after the packet

{ri,K i} is received each of the smart meters act as follows:

• Verify the validity of the key by checking if the equation

H (Ki) = Ki−1 holds or not.

• Verify Vi to make sure the message is fresh and has not

been altered by adversaries.

• Accept the message should the two verification pro-

cesses succeed. Otherwise discards the packet.

• Update the previous broadcast key Ki−1 to Ki in their

memory. At this point, the broadcast stage is completed.

2) COMMUNICATION FROM EACH SMj TO THE NG

(UNICAST PART)

In order for smart meters to send their messages to NG in an

authenticated manner, each of the SMj performs the following

steps:
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• Compute E
j
i = D

j
i ⊕ Z

j
i as their encrypted message.

• Compute Z
j
i+1 = H (Z

j
i , ri, ID

j,TSSMj ) as their next

unicast key.

• Compute V ′
j
i = H (D

j
i, r

j
i ,TS

SMj ,Z
j
i+1) as their message

verifier.

• Send the packet
{

IDj,E
j
i ,V

′

i
j,TSSMj

}

to NG.

• Store Z
j
i+1 in their memory.

The need for using a unique secret key for each of the SMj

is that the smart meters must not be able to have access to each

other’s data reports and their reports have to be encrypted by

a secret key which is known only by each SMj and the NG.

Upon receiving the packets
{

IDj,E
j
i ,V

′

i
j,TSSMj

}

from

smart meters, for j = 1, . . . , lNG acts as follow:

• Decrypts E
j
i by computing E

j
i ⊕ Z

j
i = D

j
i to obtain the

data report D
j
i.

• Computes the unicast key Z
j
i+1 = H (Z

j
i , ri, ID

j,TSSMj ).

• Verifies V ′
j
i for checking the authenticity of the received

packets.

• Stores Z
j
i+1 in its memory.

Note that, the use of Z
j
i+1 in the verifier V ′

j
i helps SMj to

make sure that NG has computed the next unicast key suc-

cessfully and is able to decrypt the next encrypted message.

However, if NG is unable to verify V
′j
i , it can request SMj to

resend its packet. Furthermore, it is important to mention that

the length size of parameters IDj and TS are considered 16 bit

and ri and mi are considered to be of 128 bit length size. Also

E
j
i and D

j
i and the hashed values Vi, Ki, Z

j
i , and V

′j
i are all

considered to have 256-bit length.

III. SECURITY ANALYSIS

In this section after introducing the threat model, the secu-

rity of the proposed scheme against the possible threats are

studied.

A. THREAT MODEL

In this paper, it is considered that a Probabilistic Polyno-

mial Time (PPT) adversary can eavesdrop and has access

to communicated packets. As a result, he/she can alter or

inject its own messages to the communication to perform

different possible attacks in the NAN communication system

such as impersonation attack, message modification attack,

message analysis attack, replay attack, and compromised

malicious SM attack [19]. In what follows explaining each

of these attacks with details, we investigate the resistance of

the proposed protocol against them.

B. IMPERSONATION AND MESSAGE MODIFICATION

ATTACK

In this kind of attacks, the adversaries’ strategy is to act as a

middle-man and after receiving the communication messages

alter them in such a way to pass the verification process in

the other end. The attack can be performed in both sides

of the communication. In other words, the adversary can

impersonate either one the smart meters or NG. However,

we see that the existence of the message verifier, which is

created by a collision free one-way hash function, prevents

these kinds of attacks.

As for the first scenario, we consider the adversary is

attacking the scheme by impersonating the NG. In this sce-

nario by having the broadcasted packet {mi,Vi,TS
NG} the

adversary’s goal is to create the verifier for its own message

m∗i as V ∗ = H (m∗i ,TS
NG,Ki, ri). However, as Ki and ri

are not disclosed yet and also because the key is created

from a hash chain by the NG in the setup stage and cannot

be computed by anyone else, the probability of success of

any adversary with polynomial time computational power

in creating the corresponding verifier for their messages is

negligible.

As for the second scenario, adversaries attack the protocol

at SM ’s side by impersonating SMj. By eavesdropping the

adversaries have access to the transmission packets and can

obtain E
j
i = D

j
i ⊕ Z

j
i and V ′

j
i = H (D

j
i, ri,TS

SMj ,Z
j
i+1).

Now, their goal is to change the message D
j
i to D

j∗
i and create

E
j∗
i = D

j∗
i ⊕ Z

j
i and the corresponding verifier V ′

j∗
i =

H (D
j∗
i , ri,TS

SMj ,Z
j
i+1). Nevertheless, as the unicast key Z

j
i is

secret and shared only between each SMj and NG separately,

the adversary has no knowledge of it. Hence, they are not able

to compute Z
j
i+1 to compute the verifier V ′

j∗
i . As a result, the

probability of adversaries’ success for forging the valid cor-

responding verifier for their desired messages is negligible.

C. MESSAGE ANALYSIS ATTACK

In this attack, after eavesdropping on the communication link

from SMj to NG, the adversaries try to decrypt the packet

and find the data report. In other words, by having E
j
i =

D
j
i⊕Z

j
i the adversary tries to find the data reportD

j
i. However,

as the unicast key Z
j
i is shared between each SMj and the NG

secretly, and no one else knows it and moreover, because this

key changes after one usage in each communication inter-

val, the security of the proposed scheme against this attack

reduces to the security of the one-time pad crypto system.

Thus, the attack is not practical for PPT adversaries.

D. REPLAY ATTACK

In replay attacks, the adversaries store the once sent valid

communication packets and resend them later with the hope

to pass the verification process in the other end. Because of

the two-way nature of the proposed scheme, the attack can be

performed in both side of the protocol.

In attacking the broadcast communication from NG to

smart meters, the adversaries broadcast the once sent packet
{

mi,Vi,TS
NG

}

which had been sent in time interval i in

another time interval like b. Then, after the disclosure delay

is passed, broadcast the corresponding key and the random

number {Ki, ri} through the network. However, as the first

thing smart meters do is to check the validity of the corre-

sponding key the packet will be discarded immediately after

the key is disclosed because, the probability that the equation
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H (Ki) = Kb−1 holds is negligible and that is because the

one-way hash function is considered to be collision free.

For the second part of the protocol, the adversaries send

the packet
{

IDj,E
j
i ,V
′
i
j,TSSMj

}

which had been sent in time

interval i to NG in another time interval b. However, upon

receiving the packet, because of the existence of the time

stamp in message verifier V ′
j
i = H (D

j
i, r

j
i ,TS

SMj ,Z
j
i+1),

the old verifier is not valid anymore and NG discards

the packet immediately. Therefore, the proposed scheme is

secure against the replay attack.

E. COMPROMISED MALICIOUS SM ATTACK

In this attack, we investigate the security of the proposed

scheme against the situation where t number of smart meters

become malicious and compromise to disrupt the protocol.

The disruption could be either trying to forge a broadcastmes-

sage or trying to read data reports of other not-compromised

smart meters. The difference between investigating of this

attack and the injection attack is that in this attack the

unicast keys of t smart meters
{

Z
j
i

}

1≤j≤t
are also known.

Similarly, based on which part of the proposed protocol is

being attacked, we divide it to two scenarios.

In the first case, the compromised smart meters want to

broadcast a valid authenticated packet through the network.

In other words, by having
{

Z
j
i

}

1≤j≤t
and the broadcasted

packet
{

mi,Vi,TS
NG

}

, they try to forge their verifier V ∗ =

H (m∗i ,TS
NG,Ki, ri) for their message m∗i . However, as this

part of the protocol is independent from the unicast part,

using
{

Z
j
i

}

1≤j≤t
is futile and based on the former analyzes

the attack is not feasible. In the second scenario, the compro-

mised smart meters try to use their unicast keys to decrypt

other SMs’ encrypted transmission data reports. We assume

t compromised SMs are
{

SMj

}

1≤j≤t
hence; their correspond-

ing unicast keys
{

Z
j
i

}

1≤j≤t
are exposed. Now, the goal is to

decrypt an encrypted message Eki = Dki ⊕ Z ki where k > t

and Z ki = H (Z ki−1, ri−1, ID
k ,TSSMk ). However, as the unicast

key Z ki−1 is not exposed and also this key is independent

from
{

Z
j
i

}

1≤j≤t
, the probability of success in this attack is

negligible for PPT adversaries.

IV. FORMAL SECURITY PROOF

In this section, we aim to prove the security of broadcast

part of the proposed scheme against chosen message attack.

As mentioned before, we assumed that the data communica-

tion in the offline installation stage is performed in a secure

channel and then cannot be eavesdropped by adversaries.

However, the online communication stage is performed in

an insecure environment thus; the communicated data in

this stage can be eavesdropped and altered by adversaries.

Furthermore, we assume that NG is physically secure and

FIGURE 4. Adversary model in the CMA game.

cannot be compromised by adversaries and only smart meters

are vulnerable to adversaries. Besides that, the function H

is considered as a one-way collision free hash function that

means the probability of finding x 6= y where H (x) = H (y)

is computationally hard for adversaries with polynomial com-

putational power.

In what comes next, we prove the security of the scheme

against chosen message attack. The overall goal of the adver-

saries is to use the released information in former time inter-

vals to forge a new valid and authenticated broadcast message

for the next time interval. Chosen message attack (CMA) is

defined through a game, which is depicted in Fig. 4. In this

attack, the adversary adaptively choses arbitrary messages

and receives the corresponding response for the selected mes-

sage. After that, the adversary tries to forge a new broadcast

packet for its chosen message to pass the verification process

in smart meters’ end. The game is performed in three stages:

Setup stage, query stage and forging stage.

In the setup stage, by selecting the security parameter

λ and the hash function H (·), the challenger computes the

broadcasts keys by applying the hash key chain by choosing

a random parameter KN and sends the tuple {K0, λ,H (·)} to

the adversary A.

In the query stage, the adversary can request the

challenger to get the responses to a polynomial num-

ber of his arbitrary messages. In other words, for
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i = 1, . . . , q(n) the adversary can adaptively choses dif-

ferent or same messages like m1, . . . ,mq(n) and sends

them to the challenger. The challenger by running the

protocol, gives adversary the corresponding responses

{V1,K1}, . . . , {Vi,Ki} , . . . , {Vq(n),Kq(n)} where Vi =

H (mi,TS
NG,Ki, ri) and H (Ki+1) = Ki. Note that, for sim-

plicity and without loss of generality, ri and TS which are

public are not brought in the responses.

In the forging stage, in order for passing the ver-

ification process, the adversary’s goal is to output a

tuple (m∗,V ∗,Kq(n)+1, rq(n)+1) where V ∗ = H (m∗,TS,

Kq(n)+1, rq(n)+1). Hence, the adversary’s goal reduces to com-

puting Kq(n)+1 such thatH
(

Kq(n)+1
)

= Kq(n). For simplicity,

we denote Kq(n)+1 = X1 and Kq(n) = X0. Hence, the

probability of adversary’s success is equal to be able to guess

a parameter X∗ to satisfy the following equation:

Pr
{

AWins
}

= Pr{X∗|H
(

X∗
)

= X0, 1← Vrfy(PP,X∗)}

where PP =
{

{Ki}0≤i≤q(n) , {ri}0≤i≤q(n) ,TS
}

is the public

and disclosed parameters. Thus, we have:

Pr
{

H
(

X∗
)

= X0, 1 := Vrfy
(

PP,X∗
)}

= Pr{H (X∗) = X0, 1 := Vrfy
(

PP,X∗
)

|X1

6= X∗}Pr
{

X1 6= X∗
}

+Pr{H (X∗) = X0, 1 := Vrfy
(

PP,X∗
)

|X1

= X∗}Pr
{

X1 = X∗
}

By having the security parameter of λ, we have

Pr {X1 = X∗} = 1
2λ = negl(λ) and Pr {X1 = X∗} =

1− negl(λ). Hence, the equation will simplify to:

Pr
{

H
(

X∗
)

= X0, 1 := Vrfy
(

PP,X∗
)}

= Pr{H (X∗) = X0, 1 := X1 6= X∗} + negl(λ)

Furthermore, as mentioned before the first step in verifica-

tion process is to check the authenticity of the key and then

check the message integrity by running the Vrfy(·) algorithm.

Note that, Vrfy(·) outputs 1 should the equation H (X∗) = X0
holds otherwise outputs 0. As a result the probability of A’s

success reduces to:

Pr
{

AWins
}

= Pr{H (X∗) = X0, 1 := Vrfy(PP,X∗)|X1

6= X∗} + negl(λ)

= Pr{H
(

X∗
)

= X0,X1 6= X∗} + negl(λ)

where Pr{H (X∗) = X0,X1 6= X∗} means finding a param-

eter X1 6= X∗ that H (X∗) = X0 = H (X1) which is an

expression of finding a collision in the hash function.

Pr
{

AWins
}

= Pr
{

AColl
}

+ negl(λ)

As in this paper, we considered that the hash functions are

collision free against the polynomial time computersmeaning

Pr
{

AColl
}

is negligible Hence:

Pr
{

AWins
}

≤ negl(λ)

V. COMPARATIVE PERFORMANCE EVALUATION

In this section, the performance of the proposed scheme

is evaluated and compared with the proposed schemes

in [31]–[33] in terms of storage burden, communication over-

head, and computational cost. For this purpose, a SHA-256 is

used to execute the cryptographic hash function. For compar-

ing the performance of the proposed protocol in this paper

with the state of the art comprehensively, the time interval of

each data transmission is considered fifteen minutes (ninety

six electricity data transmission per day). Then, to have a

real-time perspective for the future communication of the

smart grid, we evaluate the performance of the all schemes

for various time intervals from one minute to fifteen minutes.

Furthermore, as the proposed schemes in [31]–[33] use

different cryptographic primitives, to have a meaningful and

comprehensive comparison we assume a logical, balanced

and length for those primitives. Hence, 530, 256, and 128 bits

are assumed for PUF challenges, output of SHA-256 hash

functions, and PUF responses, respectively where for sim-

plicity we notated them by C,H , and R. In addition, the size

of each time interval i is considered 16 bit. The output length

of bloom filter which is notated by BF is considered to be

of 144 bit and for error correcting of the PUF, 2052 bit is

used as a helper data being notated by HD. Needless to say,

because of non-existence of idealized PUF, helper data is used

to help the smart meters to be able to recover the same PUF

responses. Moreover, the proposed scheme in [32] used three

parameters computed as X = gσ , y = gr ,W = r + czjσ

which we considered to have 2048-bit, 2048-bit, and 768-bit

length, respectively. In addition, in proposed scheme in [31],

the authors considered that the private key is consisted of t

parameters where each of them has l bit length. With respect

to their reference paper and for having the same security level

as other mentioned schemes possess, we consider t and l to

be of 128 and 256 bit length, respectively. The detailed per-

formance evaluation analysis of the proposed scheme in this

paper compared to those proposed in [31]–[33] is described

in the rest of this section.

A. STORAGE BURDEN

It is assumed that NG is a server that is equipped with a large

database with very high storage capacity. Therefore, we only

calculate the storage burden for the SM side. However, our

scheme has the lowest storage burden for NG side compared

with the other mentioned schemes.

As mentioned in section II, in the proposed scheme, each

SM only needs to store Z
j
i+1 and Ki in its memory for

future key generation and data transmission. Since as we use

SHA-256 for executing a one-way hash function, the total

storage cost of our scheme is equal to 2× H = 64B. Table 2

demonstrates the number of required stored parameters in

each SM ’s memory for our scheme and also proposed scheme

in [31], [32] and [33] and compares the total storage burden

of them. According to Table 2, our proposed protocol has

dramatically improved the usage of storage space in the SM

side.
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TABLE 2. Total storage burden for each smart meter.

TABLE 3. Total communication overhead comparison for each protocol
execution.

B. COMMUNICATION OVERHEAD

The total communication overhead of the proposed scheme in

this paper is sum of all the communicated messages in both

broadcast and unicast phases between SMs andNG. The com-

munication overhead in each communication for the broad-

cast part is max
{(

|mi| + |Vi| +
∣

∣TSNG
∣

∣

)

, (|ri| + |Ki|)
}

=

400 bit , and for the unicast phase is
(

∣

∣IDj
∣

∣+

∣

∣

∣
E
j
i

∣

∣

∣
+

∣

∣V ′i
j
∣

∣+
∣

∣TSSMj
∣

∣

)

= 544 bit . Hence, the overall communication

overhead of the proposed scheme is 944 bit . Table 3 presents

the number of each parameters which are sent in one run of

the protocol in each communication for proposed schemes

in [31]–[33] and compares the overall communication over-

head of our proposed scheme with them. It is worth noting

that in scheme TSV [31] NG choses k smart meters whom it

wants to be able to verify the signature, and then broadcasts

the packet through the network where no other entity except

those designated SMs can verify the message. However, for

having a meaningful comparison we considered k = 10.

TABLE 4. Execution time of cryptographic operations on a single
core 798 MHz CPU and 256 MB of RAM.

TABLE 5. Daily computational cost of SM’s for time interval of fifteen
minutes.

FIGURE 5. Daily communication overheads for different time intervals
from one minute to fifteen minutes.

According to this table, although the proposed scheme

in this paper is the only scheme, which provides two-way

communication and data transmission simultaneously, it still

has the lowest communication overhead. Furthermore, Fig. 5

depicts the total communicational cost of the mentioned

schemes for different time intervals from one minute to fif-

teen minutes. According to this figure, the proposed scheme

in this paper outperforms the other mentioned schemes for

the short time intervals.

C. COMPUTATIONAL COST

As expected from a next-generation smart grid, the SMs

are assumed as resources constrained devices while NG is

125484 VOLUME 8, 2020



S. Aghapour et al.: Ultra-Lightweight and Provably Secure Broadcast Authentication Protocol for Smart Grid Communications

TABLE 6. Features-based comparison between the proposed scheme and other mentioned methods.

considered as a server with very high computational power.

Thus, only the computational overhead for the SMs is stud-

ied. However, the proposed scheme in this paper imposes a

reasonable computational cost in the NG side. For measuring

the cost of different cryptographic operations on SMs, the

advantage of JCE library [34] on a single core 798 MHz CPU

and 256 MB of RAM is used that is very similar to a real-life

smart meter [35]. In order to compute the cost of a PUF oper-

ation in scheme [32], the implementation result of [36] is used

which a 128-bit arbiter PUF is implemented on an MSP430

micro-controller. In addition, the BCH encoding and decod-

ing algorithms in the code-offset mechanism are used for

correcting the PUF response errors [37]. The execution time

for various cryptographic operation is shown in Table 4. It is

worth noting that for each cryptographic operator, we have

recorded the time of one thousand different executions on the

mentioned hardware with a negligible standard deviation, and

then we have put the average of these run-times in Table 4.

Table 5 shows the number of usage of the different

cryptographic operators in one execution of protocol by

each scheme and the total daily computational cost of

each scheme for time interval of fifteen minutes. In this

table, Th,TDecode,TExp, and TPUF represent the execution

time of one-way hash function (SHA-256), BCH decoding

algorithm, exponential operation, and 128-bit arbiter PUF,

respectively. As seen in section II, in our scheme, SM j only

uses four one-way hash functions for each run of protocol,

which leads to decreasing of the computational cost signif-

icantly. The total daily computational cost of our scheme

is (4× 96× 0.026) ≈ 9.984 ms. According to the results

shown in Table 5, the proposed protocol in this paper sig-

nificantly improves computational overhead (more than five

FIGURE 6. Daily computational cost for different time intervals from one
to fifteen minutes.

times faster than the best previous method). Furthermore,

Fig. 6 shows that our proposed protocol has the best compu-

tational cost for the time intervals from one minute to fifteen

minutes.

According to the presented results in this section, the

proposed protocol in this paper significantly improves the

storage burden and computational cost of the smart meters,

and also has the best performance in communication over-

head. Furthermore, apart from this great performance, our

proposed protocol is the only scheme, which supports

two-way communication and confidentiality of transmitted

messages between SMs and NG. As a result, because of
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dramatically improving of computational costs (especially in

short time intervals) and storage burden, the proposed scheme

in this paper can be considered as a practical candidate for

near future of the smart grid, providing real-time authentica-

tion and two-way communication alongside the compatibility

for the networks with very resource constrained devices.

Table 6 shows a feature-based comparison between our

scheme and other mentioned broadcast and unicast schemes

in section I, in both terms of security and efficiency. It is worth

mentioning that, lightweight design relates to the commu-

nication, storage and computational overheads that schemes

impose on the smart meters. The design complexity level is

related to the cryptographic primitives implemented in smart

meters in each scheme. For example, in our scheme the smart

meters only use hash functions and logical XORswhichmake

the implementation very simple while other schemes use

primitives like exponential operators, PUF, or fuzzy extrac-

tors, which lead to more costly implementations. Needless

to say, in comparison with unicast communication schemes,

broadcast schemes have lower communicational and imple-

mentation expenses especially in networks with high number

of receivers. As a result, the combination of design com-

plexity of the schemes, the communication type they use,

and their lightweight design, results to the total implemen-

tation expenses. According Table 6, the proposed scheme

in this paper provides different important security and effi-

ciency features for the NAN communication system of the

smart grid.

VI. CONCLUSION

This paper proposed a very efficient authentication scheme

for NAN communication system of smart grid. The proposed

scheme used a broadcast and unicast technique for NG to SM

and SM to NG data transmission, respectively. The security

analysis showed that the proposed scheme is secure against

the possible existing cyber-attacks. Furthermore, the formal

security analysis proved the security of the protocol against

the chosen message attack. Moreover, the performance eval-

uation analysis showed the intense efficiency of our protocol

compared with the state-of-the-art in terms of storage burden

and computational cost. As a result, because of the efficiency

of the proposed scheme and the interesting features it pro-

vides, it can be considered as a proper security protocol for the

networks with resource-constrained devices like smart grid.
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