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Abstract: This study proposes a new approach called, integer sub-decomposition
(ISD), to compute any multiple kP of a point P of order n lying on an elliptic
curve. Our method depends, in computations, on fast endomorphisms v; and
1o of elliptic curve over prime fields. The integer sub-decomposition to multiple
kP, when the value of k is decomposed into two values k1 and ks, where both
values or one of them is not bounded by +C /n, is illustrated in the following
formula:

EP = k11 P + ki2[M]P + ko1 P + kaa[\2] P
= k11 P + koY1 (P) + ko1 P + kagtpo(P).

where —C\/ﬁ < k11, k12, ko1, koo < C\/ﬁ The integers ki1, k12, ko1 and koo
are computed by solving a closest vector problem in lattice. Consequently, as
for this sub-decomposition, we have managed to increase the percentage of a
successful computation of kP. Moreover, the gap in the proof of the bound
of kernel K vectors of the reduction map 7T : (a,b) — a + Ab(mod n) on ISD
method will be filled through the analysis of the multiplier k&, using two fast
endomorphisms with minimal polynomials X2 + rX; + s; for i = 1,2,3. In
particular, we prove an integer sub-decomposition (ISD) with explicit constant

kP = k11 P + k191 (P) + ko1 P + kagtpo(P),
with

maz{|ki1|,|k12]} and maz{|ka1|, |kaa|} < /14 |ri| + 8 V/n, for i =1,2,3.
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1. Introduction

The attractive features of elliptic curves history awarded it studying by math-
ematicians over a hundred of years to solve a variety of problems. The entry
of these curves into cryptography independently by Neal Koblitz [1] and Victor
Miller [2] in 1985 who suggested elliptic curve public key cryptosystems. The
elliptic curves performance has active importance in the security level as a tra-
ditional asymmetric cryptosystem, such as RSA [3],[4]. The fundamental step
of elliptic curve cryptosystems is to compute elliptic curve scalar multiplication
kP for a point P which has a large prime order n. To accomplish this end,
various methods have been innovated, adopting on elliptic curves E over finite
fields[5],[6],[7] and [8]. A group of methods cleverly employs a distinguished
endomorphism ¢ € End(F) to split a large computation into a sequence of
cheaper ones, so that the overall computational cost will be lowered [3].

Recently, Gallant, Lambert and Vanstone [9],[10],[11] used such a technique
that, contrary to the previous ones, also applied to curves defined over large
prime fields. Their method uses an efficiently computable endomorphism ) €
End(FE) to rewrite kP as

kP = ky P + kotp(P), with maz{|ki, |k} = O(v/n). (1.1)

Their key point is an algorithm, that will be called the GLV method, which
inputs integers n and A € [1,n—1] and produces for any k (mod n), two residues
ki and ko (mod n) such that

k = ki + Ak2 (mod n). (1.2)

On the other hand, they do not succeed to give an upper bound on maz{|k; |,
|k2|} and they give a guided estimation shows that this must be O(y/n), but it
does not demonstrate any estimation of the concerned constant in their study
too. The first appearance for an upper bound was in [12] where a different
method was used. Moreover, we were perceived of another usage to the GLV
method [11] where a necessary condition is innovated to be sure that the con-
stant in O(y/n) is 1 in equation (1.1). This algorithm was the alternative to
the presented GLV method.
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Improving the GLV algorithm would be to find the decomposition
kP = k1P + kyth(P) + ... + kgL (P), with maz{|k;|} = O(n@).  (1.3)

In general using the GLV paradigm in equation (1.3) is not possible, since the
powers 9’ are independent over Z only when i < 2. However, a class of 1's for
which such a decomposition exists is found as in [13].

Starting with analyzing the GLV method of Gallant, Lambert and Vanstone,
our study uses two fast endomorphisms with minimal polynomials X? + r; X +
s, for ¢ = 1,2,3 to compute any multiple kP of a point P of order n lying
on an elliptic curve. When both values or one of them is not bounded by
++/1+ |ri| + s; /n, i =1,2,3, the value k is then decomposed into the values
k1 and ky. The sub-decomposition from k = ky + koA (mod n) is shown clearly
as follows:

ki1 = ki1 + k12A1 (mod n) and kg = koy + kooAo (mod n). (1.4)
We calculate, in particular, the integer sub-decomposition (ISD) as follows:

kP = k?11P + klg[)\l]P + k‘glp + k‘QQ[)\Q]P
= k11 P + k12¢1 (P) + ka1 P + kagt)o(P).

where —+/1 + ’Tz‘ + S; \/ﬁ < k11, k12, ko1, koo < /1 + ’Tz’ + S; \/ﬁ, 1 =1,2,3.
A proof is supplied, in this paper, that the ISD algorithm works by producing a
required upper bound of the kernel K vectors of the reduction map 7" : (a,b) —
a + Ab (mod n). We prove, in particular, an integer sub-decomposition with
explicit constant

kP = k11 P + k12¢1(P) + ka1 P + kaotpo(P), with

ma:r{ {IFan], [F1a]} } < \1+]|ri| + s vn, fori=1,2,3. (1.6)
{lk21l; [k2|}

The outline of this paper shows: Section 2 gives a summary of the Math-
ematical background to clarify elliptic curve E over prime field and endomor-
phisms on it. Section 3 reviews the procedure of scalar multiplication using a
GLV method and fills the logical gap of this method. Section 4 shows the value
of the bound C of kernel vectors of the reduction 7" in GLV method. Section
5 presents a new method called, integer sub-decomposition (ISD), to compute
scalar multiplication depending on the sub-decomposition and demonstrates the
filling up of the logical gap of the ISD method. Section 6 displays the Mathe-
matical proofs which help us find the value of the bound C of kernel vectors of
the reduction map 7" on ISD method. Finally, Section 7 draws the concluding
remarks.

(1.5)
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2. Mathematical Background
2.1. Elliptic Curves over Prime Fields

Definition 2.1. Let p # 2,3. An elliptic curve E(F),) over F), is defined
by an equation of the form [14]:

E:Y?= X3+ AX + B (mod p), (2.1)

where A, B € F),. The curve E is said to be non-singular if it has no double
zeroes, that means the discriminant Dp = 443 + 2782 # 0 (mod p).

Definition 2.2. Let E(F),) be an elliptic curve defined in equation (2.1)
over the field F),, P = (zp,yp) and Q = (2@, yq) two points on E such that
P,Q # co. We define P+ @Q = R = (xg,yr) as follows [14] and [15]:

<w> (mod p), if P+Q

{L‘Q —Trp
(3x%+A
2yp

=
Il

> (mod p), if P=Q

zp =\ —xp —xg (mod p)
(2.2)
yr = Mzp — zg) — yp (mod p).
A special case when P = —(Q then P + Q = oc.

2.2. Endomorphisms of Elliptic Curve over Prime Fields

Assume that E is an elliptic curve defined over the finite field F},. The point
at infinity is denoted by Opg. The set of F,,—rational points on E forms the
group E(F,). A rational map ¢ : E — E satisfies ¥(Og) = Op dubbed
an endomorphism of £. The endomorphism ¢ will be defined over Fj, where
q = p", if the rational map is defined over F;,. Therefore, clearly, for any n > 1,
1 is a group homomorphism of E(F),) and also of E(Fy) [3] and [15].

Definition 2.3. The endomorphism of elliptic curve E defined over F is
the m— multiplication map [m]: E — E defined by

P — mP (2.3)

for each m € Z. The negation map [—1] : E — E defined by P — —P is a
special case from m—multiplication map [3].
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Theorem 2.4. (Hasse Theorem). Let E be an elliptic curve over a finite
field F, [3]. Then, the order of E(F}) satisfies

Ip+1—#E(F,)| <2p. (2.4)

Definition 2.5. The rectangle norm [4] of (x,y) is defined by max{|x|, |y|}.
We denote it by |(z,y)].

3. Bridging the Logical Gaps of the GLV Algorithm

The Gallant-Lambert-Vanstone’s computation method [9] will be briefly sum-
marized in this part. Assume that F} is a finite field. The point P = (z,y) is
a point on an elliptic curve E defined over a field Fj, with order n such that
the cofactor h = #E(F;)/n is small, say h < 4. The characteristic polynomial
of a non trivial endomorphism v defined over F, takes the form X* +rX + s,
where r and s are actually small fixed integers. By the Hasse bound, since n
is large, then ¢(P) = AP for some A € [1,n — 1]. As a matter of fact, there
is only one copy of Z/n inside E(F)) and ¥(P) has also an order dividing n.
Moreover, the parameter \ is a root of X2 4+ rX + s modulo n, where the case
A = 0 is excluded from all cases.
The definition of the group homomorphism 7" as follows:

T:ZxZ—Z/n (3.1)
(4,§) = i+ Aj (mod n) ’
represents a pivotal point in GLV method. Let K = kerT. Obviously, K is a
sublattice of Z x Z. And let v; and vy be two linearly independent vectors of
K satisfying max{|v1|, |v2|} < M for some M > 0, where | - | indicates to any
metric norm. Consider

(k,0) = Bro1 + Bava, (3.2)

where 3; € Q. Then the rounding of 3; to the nearest integer is b; = [5;] =
|Bi + 1/2] and suppose that v = bjv; + bova. Observe that v € K and that
u = (k,0) — v is short. The triangle inequality gives us the following fact

If one puts
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then from equation (1.2), one can have
kP =k P+ k2¢(P), with ‘(k‘l,kQ)’ < M. (3.5)

In this way, it is fundamental in the GLV method that M should be as small
as possible, taking into consideration that by a simple counting argument we
must have M > /n/2. Gallant et. al, then, claim without proof the fact that

M < Cv/n, (3.6)

for some constant C [4].

4. A Value for C in the GLV Algorithm

Remember that the extended Euclidean algorithm applied to n and A is used
by the GLV algorithm to generate a sequence of relations

sim+tyA=r,for [ =0,1,2,..., (4.1)

where |s;| < |sj41] for 1 > 1, || < |ti+1] and 7 > rjpq > 0 for [ > 0. Also, we
have from Lemma (1-iv) in [9]:

riltie1| + mig1lt) =n for all 1> 0. (4.2)

The index m of the GLV algorithm defines as the largest integer for which
Tm > /n. Then (4.2) with [ = m gives that |t;,41] < /1, so that the kernel
vector v = (Tyy41, —tm+1) has rectangle norm bounded by /n. The GLV algo-
rithm then sets vg to be the shorter between (7, —t,,) and (ry+2, —tm42), but
does not give any estimate on the size of vy. In reality, Gallant et al. claimed
that

min(|(rm, —tm)|), | (rmt2, —tm2)| < Cv/n. (4.3)

This will be explained with an explicit value of C [4]. Let A and p be the
zeros of X2 +rX + s (mod n). For any (z,y) € K — {(0,0)}, one can have
0= (z+\y)(z+ py) = 2% — rzy + sy? (mod n), hence, since X? +rX + s is
irreducible in Z[X], one must have 2% — ray + sy? > n. Certainly, this leads to

n
D) > —————. 4.4
mazal o) > | [T (14)

(Pt )] = Vi /v/T+ 7] + 5. (4.5)

In particular,
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There are two cases of the components of the vector v:

Case 1.[4] If |t;41] > Vn//1+ |r| +s. Then, the equation (4.2) with
I = m produces that r,, < /1 + |r| + sy/n, hence

|(rin, —tm)| < 1+ |r] + s V/n. (4.6)

Case 2.[4] If rp01 > v/n/+/1 + |r| + s. The same equation (4.2) with [ = m+1
implies that |t,, 42| < /1 + |7 + sv/n, hence

(P, —tms2)| < V/IF [ +5 Vi (4.7)

Theorem 4.1. An admissible value [4] for C is

C=+1+|r|+s. (4.8)

In particular, the decomposition of any multiple kP can take the form

kP = k1P + kotp(P), with max{|k1],|ka|} < /1+|r| + s V/n.

5. Bridging the Logical Gaps of the (ISDA) Integer
Sub-Decomposition Algorithm

The integer sub-decomposition computation method can be interpreted through
this section as follows. Assume that Fy is a finite field. The point P = (z,y)
is a point on an elliptic curve F defined over a field F, with order n such that
the cofactor h = #E(Fy)/n is small, say h < 4. The characteristic polynomials
of non trivial endomorphisms ; and v defined over Fj take the form X 24
r; X + s;, where r; and s; are actually small fixed integers and ¢ = 1,2,3. By the
Hasse bound, since n is large, then, ¢, (P) = A\ P and 13(P) = Ao P for some
A1 and Ag € [1,n —1]. Actually, there is only one copy of Z/n inside E(F;) and
1(P) and 12(P) have also an order dividing n. Furthermore, the parameters
Aj, 7 =0,1,2, are roots of X% 47X +s; modulo n, i = 1,2,3 and the cases \;
and Ay = 0 are excluded from all cases.

A fundamental role of the ISD method lies in the definition of the group
homomorphism

T:ZxZ—Z/n

(a,b) = a+ \;b (mod n) (5.1)
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where j = 0,1,2. Let K = kerT. Clearly, the K is a sublattice Z x Z. Let
v1, V9, V3, V4, U5 and vg be linearly independent vectors of K and integer lattice
points that satisfy

v, [va|

max < |vsl, |val } <M
|/U5|7 |v6|
for some M > 0, where |- | denotes to any metric norm. These points can be

computed by solving the closest vector problem in a lattice which is embodied
in using a GLV generator algorithm in [3] to compute {v;,v2} and our modified
ISD generators algorithm (1) in Appendix (A) to compute {vs, v4} and {vs, ve}.
Express
(k,0) = Bru1 + Bave,
(k1,0) = Bsvs + Bava,
(k2,0) = B5vs + Bsve,

where 3; € Q, i = 1,2,3,4,5,6. Then the rounding of 3; to the nearest integer
bi = |Bi] = [Bi +1/2] and let

v = b1U1 + bgvg,
v = byus + bavy,
V" = bsvs + bgug.

Observe that v,v',v” € K and these
up = (/‘C,O) -,
uyp = (kl,O) — 7)/,
U = (k‘Q, 0) — U”.

are short. By the triangle inequality, one can obtain

Juo| < |12
g | < |2 %”4\ <M. (5.2)
Jus| < |25
If one sets
(K1, k2) = uo, (5.3)
then

k = ki + (k2A) (mod n) (5.4)
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where k1 and ko are integers resulting from the decomposition of the multiplier
k by using the balanced length-two representation of a multiplier algorithm [3].
The formula in the equation (5.4) is equivalent to

k= ki + ky (mod n), with |(ki, ky)| > M. (5.5)

Thus, the main idea of ISD method is to sub-decompose the values k;
and k, when both values or one of them is not bounded by +M. Therefore,
we decompose ki and k; again into integers ki1, k12, ko1 and koo which means
that the sub-decomposition of k by applying the modified balanced length-two
representation of a sub-decomposition multiplier algorithm (2), in Appendix
(B), as follows:

k = k11 + k1o + ko1 + koo Ao (mod n) (5.6)

with —M < k11, k12, ko1, koo < M from any ISD generators {vs, v} and {vs, vg}.
Assume that one puts

ur = (k11,ki2) and wug = (ko1, k22), (5.7)

then
k1 = k11 + k12A1 (mod n) and ko = ko1 + kaaAe (mod n) (5.8)

which are equivalent to

kiP =k P+ k12¢1(P) and koP = ko1 P + k‘QQ?,bQ(P). (5.9)
That means
kP = k‘llp + k12¢1(P) + ,IC21P + kgg’l/)g(P), (510)
with
‘(kn,km)‘ and ’(k‘Ql,kQQ)’ < M. (5.11)

The fast performance of scalar multiplication kP in equation (5.11) de-
termines our modification, in algorithm (3), in Appendix (C), that uses in
computations two endomorphisms ¥ (P) = [A]P and y(P) = [A2]P, where
P € E(F,), M, 2 € [1,n— 1] and Ay # £Xy. Basically, M is as small as
possible in the ISD method and we must have M > /n/2. The integer sub-
decomposition method, ISD will help increase 50% more successful rate as com-
pared to the GLV method in the computation of the kP. See algorithm (4) in
Appendix (D).
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6. A Value for C in an Integer Subdecomposition Method (ISDM)

In this section, we overcome on the omission which applied to ISD method that
focuses on the sub-decomposition of integer k£ when the values were decomposed
k1 and ko are not bounded by +£M. The using of the extended Euclidean
algorithm in the ISD algorithm utilized to n and A firstly to generate a sequence
of relations in the equation (4.1). Also, we had the condition in equation (4.2)
from Lemma (1-iv) in [9]. The GLV algorithm used in ISD method defines the
index m as the largest integer for which r,, > y/n. Then, the equation (4.2)
with | = m gives that |t,,+1| < v/n, so that the vector v1 = (Tp41, —tm41) in
IC, has a rectangle norm bounded by M. The modified GLV algorithm, then,
sets vy to be the shorter between (ry,, —t,,) and (7,12, —tm+2) and satisfies the
conditions in Lemmas (1) and (2) in [11] such that
)

man(|(rm, —tm)|, [(Tm2, —tms2)|) < CV/n,

where gcd(rp,, —tm)=1 and ged(rpm42, —tmt2)=1, with an explicit value of C =
1.

In similar way, we can set the vectors vy and vg by depending on vz and vs
as follows

P =] (P2, —tm)|
mm{ i) B } < Cv/n, (6.1)

’( m) ) (Tm-i-?v +2)’
where _
(s —tm)
(Fmt2, —tm+2)
cd \ - =1,
g (P —tm)
(fm-i-?v t )

with an explicit value C = 1.

Now, one can show the explicit value of C when this value greater than 1
as follows. Let A\; and p; € [1,n — 1], j = 0,1,2, be the zeros of X2 +rX +
si (mod n), i =1,2,3. For any (x,y) € K —{(0,0)}, then

2 — rawy + siy® (mod n), (6.2)

0= (z+ \y)lz+py) =
hence, since X2 + 7, X + s; is irreducible in Z[X], one must have
22— rixy + siy? > n. (6.3)

This certainly leads to

n
) > )———— i =1,2,3. 6.4
maz (. ly) >\ [T (6.4)
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In particular,

|(Tmt1; —tme1)|
(Pt —Fmgt)| } > /n/\/1+ [ri| + 85, where i =1,2,3. (6.5)

|(Prt1s —tm1)]

Theorem 6.1. Suppose that

|ém+1|
[tmt1] } > /n/\/1+ |ri| + s;, wherei=1,2,3.
|tm+1|

Then, the equation (4.2) with [ = m implies that

'm

Tm ¢ > vV/n/\/1+|ri| +s;, wherei=1,2,3.
i SN
hence,
|(Tms —tm)|
Py —Fm)| } > /n/y/T+ [ri| + 85, wherei=1,2,3. (6.6)
|(fma _tm)|

Proof. From the conditions in equation (4.1) |t;| < |t;+1], 77 > 741 > 0 and
in equation (4.2), r|t;41]| + m41]ti] = n for all [ > 0.
= n=nlt| + rgaltl > nftgal + rltl = rlteal + [Gl).
That is, n > 7(|t;1| + [t1]). Since [t41]| > |t]
n=r([tira| + [tl) = 2rilti|
> 7y(|t;o1|. From the hypothesis [t;,11] > /n/v/1+ |ri| + si,i = 1,2,3,

V14|l +si
2 \/ﬁ > Ti
Vi A/ 1H|ril+si
a3 T
ri<ﬁ7 Vl;‘%‘<\/ﬁ /1+’Ti‘+3z‘,
|(Foms —tm)| < /14 |ri] + 55 v/n, when i = 1.

In the same way, we can find

{ |(7:m’_ém)| } < \/1+|ri| + s; v/n, where i = 2,3.
[Py —tm) |

[SISEENTN

3
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Theorem 6.2. Assume that

T'm+1
Pl } > /14 ] + 80 i =1,2,3.
fm—l—l

The same equation (4.2) with | = m + 1 implies that

|§m+2|
o] } <1+ |r] +s vn, i=1,2,3.
’tm-i-?‘

hence,
|(rm42, —tm42)|
[(Fncr2s 2| } < VT4 r+ s vm, i=1,23. (6.7)

’(fm—i—?v _tm+2)’

Proof. From the conditions in equation (4.1) [t;| < |t;+1], 77 > 741 > 0 and
in equation (4.2), r|t;41]| + m41]ti] = n for all [ > 0.
= n=nlta] + raltl > rilteal + realtiel = gl (re+ rig)-
That is, n > |t;+1|(r + 7141). Since r; > 141 >0,

n > [t |(re+ 1) = 2ra [t
% > 7y41|ti41]. From the hypothesis 7,11 > v/n/y/1+ |ri| + 54, i = 1,2,3.

__vn
- \/1+|m|+sz'|tl+1|’
14[rs|+sq
7\/“’;5\/5 > [tial,
[tis1] < 7”1“”‘;5”/5 < /14 |ri|+ s; v/n. Since l =m+1,
‘tl+2’ < +/1+4+ ’Tz’ + 8; \/’ﬁ, 1= 1.

In similar way, we can prove

{ |(Tm+2a_tm+2§I }< 1+ |ri| + s vn, i =2,3.

n
2

R

|(fm+27 _£m+2

Hence,

|(rm+2, —tm+2)|
|(Pmt2, —tme2)]| }< L+ |ri + s v/n, i =1,2,3.
|[(Prt2, —tme2)|

Theorem 6.3. An admissible value for C is

C=1+r|+s;, i=1,2,3. (6.8)
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In particular, any multiple kP can be decomposed as in equation (5.10) with

{E1ls 1kal} < V14 |ri] + 51 v,
max {|k‘11|, |]€12|} <1+ |T2| + S92 \/ﬁ, (69)
{lk21], [k22|} < /1 + |r3| + s3 v/n.

Proof. First, we want to prove C = /1 + |r;| + s;, for i =1,2,3.
From Theorem (6.1), we can obtain

’(Tma_ém)‘
|(Pms —tm)| } </ 1+ |ri| + siv/n, fori=1,2,3.
’(fma_tm)‘

And from Theorem(6.2), we can get

|(rm+2, _§m+2)|
(P2, —tmr2)] } <V1+|r| +sivn, i =1,2,3,

| (P2, —tm+2)|

then

‘(’I”m, _ém)a (?”m+2, _ém-l-?)’
min 3 |(Fos —Em)s (Fros2s —Ems2)| }< VIt ml s/, i=1,2,3. (6.10)
_tm+2

‘(rﬁmv _fm)v (fm-i-?v )’

By comparison between two equations (6.1) and (6.10), we can find the value
of C as in equation (6.8).

Now to prove any multiple kP can be decomposed as in equation (5.10)
with the conditions in equation (6.9). Since X2 + r; X + s; are irreducible in
Z[X], we must have the inequality in equation (6.3). This implies that the
inequality in equation (6.4). In particular,

‘(Tm-i-lv _Izm-f-l)‘
|('Fm+17 _tm+1)| } > \/ﬁ/\/ 1+ ‘T’L’ + Si, for i = 172737

|(Prot1, —tm1)]

and (11, ~tm+1)| = [01], [(Fing1, =tmi1)| = [v2] and |(Fop1, —tnia)| = [val.
Since up = (ki1, k12) and ug = (ka1, ka2) from equation (5.7) and from equation
(5.8), respectively, we can get ki = ki1 + kioA1 (mod n) and ke = ko +
kaaXe (mod m) which are equivalent to k1P = k11 P + k291 (P) and ke =
ko1 P + kaot)o(P) as shown in equation(5.9).
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From inequalities in equation (5.2) as

Vs + Vg

| <M and |ug| <| | < M,
then
|(k‘11,]€12)| < M and |(k21,]€22)| < M.

Since M < Cy/n, then |(ki1, ki2)| < Cv/n and |(ka1, k22)| < Cy/n. Now, from
definition (2.5) of rectangle norm

|(k11, k12)| = maz(|k11], [k12]) and |(k21, k22)| = maz(|ka1|, [ka22])-

This means that maz(|k11], |k12]) < Cv/n and maz(|ka1], |k22]) < Cy/n.
Finally, from equation (6.8) to compute C, we can find

ma:c{ [, [Fa| }< V14| + s v/n for i=23.
ka1, Kozl

7. Conclusion

The present work proposes a new method which help facilitate the use of Gallant
et al.’s (GLV) integers are not bounded by ++/n. This new method, namely,
the integer sub-decomposition method, ISD will help increase 50% more suc-
cessful rate as compared to the GLV method in the computation of the kP.
This study also, focuses on presenting an accurate analysis of the ISD method
that optimizes and proves on existing bound. This bound determines value C
which is greater than 1, say C = /1 + |r;| + 85, ¢ = 1,2,3 in case in which
the endomorphism rings End[¢)] over Z. This analysis can be applied when
embedding endomorphism rings End[y)] into complex number field C, one can
further notice that dealing with similar case where C > 1 is more complicated
than in case in which the endomorphism rings End[¢)] over Z. Moreover, the
generalization can include the hyperelliptic curves of the ISD method.
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Appendix A. ISD Generators Algorithm

Algorithm 1 (Find ISD generators v; = (a,b), va = (¢,d), vs = (g,7) and
vg = (e, f) for given n and A\, \y € Z, where \; # +)\9).

Input. Integers n, A1, Ao.

Output. The vectors vy, v9,v3 and vy.

Step 1. Compute v1 = (am+1, —bm+1) and v3 = (gm+1, —Jm+1) such that
SmA+1M+bm 1M1 = @1 and Uy 1M+ Jm+1A1 = gmy1 Where [apmp1], [bmy],
|gm+1| and |jme1] < Cy/n by using the extended Euclidean algorithm to
find firstly the greatest common divisor of n and A; and secondly of the
same n and Ay. (This is the extension of Gallant et al.’s algorithm for two
vectors vy and v3).

Step 2. Check if each component of vs either (a,, —by,) or (@m+2, —bmy2) and
(gms —Jm) O (Gm+2, —Jm+2) is bounded by Cy/n, stop and set the shorter of
(am, —bm) and (am+2, —bm+2) as the second vector vg, also set the shorter
of (gm, —Jm) and (gm+2, —Jm+2) as the fourth vector vs. Otherwise, go to
step 3.

Step 3. Find any d’, v/, f and v" such that s;,11d —bp1w’ =1 and w1 f'—
jm+17), =1.
For example, d’ and w’ are obtained from the extended Euclidean algo-
rithm, since s,,11 is relatively prime to —b,,11, and the same thing with
f" and v" are obtained from the extended Euclidean algorithm, since 11
is relatively prime to —j,+1-

Step 4. Compute
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and )
P i
J J J J
Step 5. Let
I = [, L), It = Iy, 1), if 0> 0,
and

I = [Lig, In1], I} = [I19,I11], if b<0.
Step 6. Compute

d'X —w'n n d'X\ —w'n n
_721:_17_£’ 122__17+£.
a a a a

Also,
ffA—v'n /n f'A—v'n /n
e Iy =+ —.
g g g g

Step 7. Let IQ = [121,122] and Ié = [Iél,féﬂ

Step 8. Find all integers in the intersection of I; and Iy and define them by
a1, also all integers in the intersection of I and I} and define them by .
Note that the numbers of o/js and abs are at most 4. If there is not any
of such integers exist, stop.

Step 9. Set v = (¢,d) and vy = (e, f), where

[
121_

c=wn—dM +aja, d=d + o1b

and
e=v'n— A+ azg, f=f+az

One can easily verify that vy = (¢, d) and vq = (e, f) are in the K and |c|, |d], |e|
and |f| < Cy/n, therefore, {v1,v2} and {vs,vs} are ISD generators.

Appendix B. Balanced Length-Two Representation of a
Sub-Decomposition Multiplier Algorithm

Algorithm 2 (Balanced length-two representation of a sub-decomposition mul-
tiplier algorithm).

Input. Integers n, A1, A2 € [1,n — 1], where \; # £X9 and ki, ko € [1,n — 1].
Output. Integers ki1, k12, ko1 and koo such that k = ki1 + koA + ko1 +
koo Ao (mod n) and ’kn‘, “ﬁQ’, ‘le‘, ’ng’ < C\/ﬁ
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Step 1. Run ISD generators algorithm (1) with inputs n,A; and Ay. The
algorithm produces the ISD generators {vs,v4} and {vs,vg}.

Step 2. Set v3 = (i1, —tme1) = (7, —1) and vy = (Frui1, —tma1) = (7, —1).
Step 3. If (72, + 12,) < (77,45 + 2, 5) then set

~

vg = (4,0) < (Fim, —tm) and vg = (1, 0) < (P, —tm)-

Else

Vg = (E,Q_}) — (T2, _Em+2) and vg = (4, 0) <+ (P2, _£m+2)'

Step 4. Compute ¢35 = |vki/n], ¢4 = |—tki/n] and c5 = [Oko/n], ¢ =

{—I?kg/n-l.
Step 5. Compute k11 = k1 — c37 — cqti, k1o = —cat — c40 and kop = ko — c57 —
Cﬁﬁ, k‘QQ = —C5tA— C6'IA).

Step 6. Return kn, k12, kgl and kQQ.

Appendix C. Modification of Point Multiplication with Two
Efficiently Computable Endomorphisms Algorithm

Algorithm 3 (Modification of point multiplication with two efficiently com-
putable endomorphisms algorithm.

Input. Integer n, ki,kp € [1,n—1], P € E(F,), window widths w1, ws, w3 and
Wy, A1, Ao € Z, where \; 75 +Ns.

Output. kP.

Step 1. Use balanced length-two representation a sub-decomposing of a mul-
tiplier algorithm to find ki1, k12, k21 and koo such that

k = k11 + k1oA1 + ko1 + koo o (mod n)

Step 2. Calculate P, = ¢ (P), P3 = 19(P) and let P| = P.

Step 3. Use computing width-w NAF of positive integer algorithm to compute
NAF,,(|k.;]) = 205" k. ;2 for j=1,2 and 2 = 1,2.

Step 4. Let I, = max{l.1,l.2}, 2=1,2.

Step 5. If k. ; < 0, then set G.;; < —G., ; fori =0 :1;, j = 1,2 and
z=1,2.
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Step 6. ComputeiP; andiP; fori € {1,3,...,2% -1} and i € {1,3,..., 2@ 71—
1}, where j = 1,2 and s = 1, 3.
Step 7. Q + oo.
Step 8. Fort =1, —1:0do
8.1 @ + 2Q).
8.2 For j=1,2, z=1do
If G, j; # 0 then:

If Gz,j,i > 0 then Q + Q + kz7j7if’]';
Else Q < Q — |ka,j,i|]jj-
Step 9. For j=1,2, z=2do
IfG.;;#0and s=1,3 then
If Gz,j,i > 0 then @ + @ + kz,jﬂ'Ps;
Else Q — Q — ‘kz,j,i‘Ps'

Step 10. Return Q.

Appendix D. ISD Method to Compute Point Multiplication Elliptic
Curve kP

Algorithm 4 (ISD Method to Compute Point Multiplication Elliptic Curve
kP). This algorithm consists of the following steps:

Step 1. Apply GLV generator algorithm in [11] to find the generator {vy, ve}
for the given n and A such that v < (r,t) and ve < (u,v).

Step 2. Use balanced length-two representation of a multiplier algorithm in
[3] to decompose k to find k; and ko for a given n, A and k € [1,n — 1].
As for the proposed steps for modification, they include the following:
Step 3. Use algorithm (2) to find
3.1 For n and Ay, generate the ISD generator {vs, v} such that v + (7, )
and vg < (u, ).
3.2 For n and Ay, generate the ISD generator {vs,vg} such that vz < (7,1)
and vg < (U, 0).
Step 4. Use algorithm (3) to decompose ki and kg such that k; = ki1 +
k1aA1 (mod n) and ko = ko1 + kooXa (mod n). That is, one can get
k = k11 + k1o + ko1 + koo Ao (mod TL)
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Step 5. Use algorithm (4) to compute kP defined as

kP = k11 P + ki2[M|P + ka1 P + koa[A2] P
= k11 P + k12Y1 (P) + ka1 P + kootbo(P).

such that 11 (P) < [M]P and ¢9(P) < [A2]P, where A\;,\y € Z and
A # o,



