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ANONYMITY, THE PRODUCTION OF GOODS,
AND INSTITUTIONAL DESIGN

Jeffrey M. Skopek*

In this Article, I demonstrate that anonymity has been misconceived as
an aspect of privacy, and that understanding this mistake reveals a
powerful and underutilized set of legal tools for facilitating and controlling
the production of information and other social ““goods™ (ranging from
uncorrupted votes and campaign donations to tissue samples and funding
for biomedical research). There are three core components to this analysis.
First, | offer a taxonomic analysis of existing law, revealing that in areas
ranging from contract and copyright to criminal law and constitutional law,
the production of information and other goods is being targeted by three
types of anonymity rules—rules that make anonymity and non-anonymity
into rights, conditions of exercising rights, and most surprisingly, triggers
that extinguish rights. Second, | propose a theory that makes sense of our
law’s uses of these rules, identifying a cohesive set of functions that they
perform across three phases in the production of a good: its creation,
evaluation, and allocation. Third, | use my taxonomic and theoretical
analysis to develop generally applicable lessons for the design of law and
policy. Applying these lessons to a set of difficult and pressing questions
concerning the production of specific biomedical and democratic goods, |
demonstrate that they reveal innovative solutions that balance a wide
variety of important and conflicting interests and concerns.

TABLE OF CONTENTS
INTRODUCTION ....cvtettetieteetestestestesteee e e asaese s e tesae s sae s esaesaesessessessesseneens 1752
I. A TAXONOMY OF ANONYMITY RULES ....covveviiieierieiesesie e 1757
A, Entitlement RUIES ........cooiiiiiiiie e 1759
1. Anonymity Asa Right ... 1759
2. Attribution Asa Right..........cccooo i 1762
B. Conditioning RUIES .........cooieiiiieiieie e, 1763

* Petrie-Flom Academic Fellow and Lecturer on Law, Harvard Law School. J.D., Harvard
Law School; Ph.D., M.Phil., University of Cambridge. Thanks to Yochai Benkler, Einer
Elhauge, Joanna Huey, Russell Korobkin, Richard Lazarus, Holly Fernandez Lynch,
Michelle Meyer, Martha Minow, Abby Moncrieff, John Muller, Chris Robertson, Joe Singer,
Carol Steiker, Pat Taylor, David Winickoff, and special thanks to Glenn Cohen and Ben
Roin for helpful comments on earlier drafts. This work was made possible thanks to funding
from the Petrie-Flom Center.

1751



1752 FORDHAM LAW REVIEW [Vol. 82

1. Anonymity As a Condition ..........ccccoocvreniiiieeieniie e 1763

2. Attribution As a Condition..........cccccevevevevieiienenese e 1765

C. ExXtinguishing RUIES ..........coiiiiiiiiecc e 1767

1. Anonymity AS a TIQOEr ....ccevvieerese e 1767

2. Attribution As @ THQOEr.....ccovvie e 1768

I1. THEORY OF PRODUCTION ....cotiuieiiariaiiniesienieseeeeseeseesessessesseseeseeseenenns 1771
F N O =T [0 o PR 1771

1. AUtoNOmMOUS Creation .......c.ccceveveerierieeieseseeeeseeeeseeees 1772

2. Controlled Creation...........ccccvveveieriesieeiese e 1774

B. EVAIUALION ..ot e 1776

1. Evaluating the Good Itself ..........cccoveviviviiiieieecee, 1777

2. Evaluating the Source or Recipient of the Good.............. 1779

C. AHOCALION ...t 1780

1. Efficient AllOCAtioN.........ccovvvviviiiee e 1781

2. Fair ANTOCALION ..o 1784

I11. IMPLICATIONS FOR LAW AND POLICY ....ooiviiiiiieiisiisicsie e 1789
A. The Production of GOOGS...........cccervreeienieiieeieee e 1790

1. Controlling Production..........c.cccocvevvevieenee v, 1790

2. Tailoring Production ............cccoceeieiinieeieneieesee e 1795

3. Balancing Production............cccceeveieneiiininc e 1803

B. The Production of Liberal Legal Subjects............c.cccceevrnnnnne. 1806
CONCLUSION ...ttt sttt sttt bbbttt 1808

INTRODUCTION

In Representative Government, John Stuart Mill suggests that the ability
to vote anonymously in political elections is a threat to democracy.! The
problem with anonymous voting, Mill argues, is that it suggests to the
elector “that the suffrage is given to him for himself; for his particular use
and benefit, and not as a trust for the public.”?2 Against this view, Mill
argues that the elector’s vote “is not a thing in which he has an option; it
has no more to do with his personal wishes than the verdict of a juryman.”3
Rather, the voter’s choice “is strictly a matter of duty; he is bound to give it
according to his best and most conscientious opinion of the public good.”*
Thus, “the duty of voting, like any other public duty, should be performed
under the eye and criticism of the public,” such that the elector will “adhere
to conduct of which at least some decent account can be given.”

1. JOHN STUART MiLL, CONSIDERATIONS ON REPRESENTATIVE GOVERNMENT 190
(London, Parker, Son & Bourn 1861).

2. Id. at 190.

3. Id. at 191-92.

4, Id. at 192.

5. Id. at 193, 200.



2014] ANONYMITY 1753

In an era in which the secret ballot is often taken as an integral part of a
legitimate democracy,® Mill’s argument is striking for its very different
understanding of the liberal legal subject that it presupposes. What interests
me about this tension is that it is suggestive of how differently a democratic
society might see the anonymity and identification of its citizens, how
central these visions can be to its legal order, and how limited our
understanding is of the role anonymity plays in our law today.

This is not to say that we know nothing about anonymity in our law. The
right to anonymous communication under the First Amendment has been
extensively explored,” as has digital anonymity.8 There has been limited
but important work done on the tension between secrecy and disclosure in
constitutional law,® the social norms that govern anonymous
communication and their functions,10 and the desirability of anonymity as a
tool of democratic governance.ll There has also been significant attention
paid to the technical question of whether and when “anonymization” of data
is possible in practice.l2 However, this existing scholarship has not
recognized the extent to which anonymity is used and regulated by rules in
nearly every area of law—and more importantly, by rules whose primary
purpose is not the protection of privacy.

For example, on Election Day 2012, 22 percent of registered voters
shared how they voted on social networking sites such as Facebook or
Twitter, often by posting photos of their ballots.13 In response to this new
social media trend, election officials in some states provided public notice
that this practice violated state election law, which gave rise to widespread
public attention to these previously underpublicized restrictions.24 For

6. BRUCE ACKERMAN & IAN AYRES, VOTING WITH DOLLARS: A NEW PARADIGM FOR
CAMPAIGN FINANCE 5-6 (2002).

7. E.g., Lyrissa Barnett Lidsky & Thomas F. Cotter, Authorship, Audiences, and
Anonymous Speech, 82 NOTRE DAME L. Rev. 1537 (2007) (providing a detailed positive and
normative analysis of the impact of allowing anonymous speech); Chesa Boudin, Note,
Publius and the Petition: Doe v. Reed and the History of Anonymous Speech, 120 YALE L.J.
2140 (2011) (providing a history of anonymous speech in the United States). There has also
been very limited attention to anonymity as a Fourth Amendment right. See Christopher
Slobogin, Public Privacy: Camera Surveillance of Public Places and the Right to
Anonymity, 72 Miss. L.J. 213 (2002).

8. E.g., A. Michael Froomkin, Anonymity in the Balance, in DIGITAL ANONYMITY AND
THE LAw: TENSIONS AND DiMENSIONS 5 (C. Nicoll et al. eds., 2003).

9. E.g., Seth F. Kreimer, Sunlight, Secrets, and Scarlet Letters: The Tension Between
Privacy and Disclosure in Constitutional Law, 140 U. PA. L. Rev. 1 (1991).

10. E.g., Saul Levmore, The Anonymity Tool, 144 U. PA. L. Rev. 2191 (1996) (providing
discursive analysis of social norms governing anonymous communication and their
relevance to law).

11. E.g., James A. Gardner, Anonymity and Democratic Citizenship, 19 WM. & MARY
BiLL RTs. J. 927 (2011).

12. E.g., Paul M. Schwartz & Daniel J. Solove, The PII Problem: Privacy and a New
Concept of Personally Identifiable Information, 86 N.Y.U. L. Rev. 1814 (2011).

13. See Lee Rainie, Social Media and Voting, PEw Res. CENTER (Nov. 6, 2012),
http://pewinternet.org/Reports/2012/social-vote-2012.aspx.

14. Julianne Pepitone, Tweeted Your Ballot? You May Have Broken the Law, CNN
MoNey (Nov. 6, 2012, 4:36 PM), http://money.cnn.com/2012/11/06/technology/
mobile/photo-ballot-voting-law/index.html. For an overview of these laws, see State Law:
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although many people conceptualize anonymous voting as a right, it is in
fact a requirement of some form in most states.® In Minnesota, for
example: “If a voter, after marking a ballot, shows it to anyone except as
authorized by law, the election judges shall refuse to deposit the ballot in
any ballot box and shall place it among the spoiled ballots.”16

In other contexts, anonymity is a right, but the implications of this right
have not been fully appreciated. For example, in 1997, Harvard University
revealed that, over the prior eight years, it had spent $88 million
anonymously acquiring 52.6 acres of land for a campus expansion, using a
buying agent to avoid problems of holdout and strategic bargaining.1’
While Harvard subsequently faced significant public criticism for doing
50,18 this type of anonymous purchasing is facilitated by the law of agency,
which generally allows an agent who enters into a contract on behalf of a
principal to protect the anonymity of the principal—even by falsely
representing that he is not acting on behalf of any principal .19

Finally, there are situations in which anonymity is neither a right nor a
requirement, but rather a trigger that extinguishes rights. For example, in
the early 1990s, members of the Havasupai Indian tribe donated blood for
use in biomedical research at Arizona State University.2 They did so on
what they claim was the express understanding that their blood would only
be used for diabetes research to which they wanted to contribute.2l When
they later learned that their blood was also being used in other research to
which they had ethical objections, they sued for the return of their blood
and for damages related to the unconsented use.22 Although the legal
merits of these claims were never decided because the parties settled,23 the
public controversy surrounding the case drew critical attention to the fact
that under current federal regulations, a researcher can conduct research that

Documenting the Vote 2012, DIGITAL MEDIA L. PRoJECT (Nov. 9, 2012), http://www.dmlp.
org/state-law-documenting-vote-2012.

15. See infra notes 67—70 and accompanying text.

16. MINN. STAT. ANN. § 204C.17 (West 2009).

17. Sara Rimer, Some Seeing Crimson at Harvard ‘Land Grab,” N.Y. TIMES, June 17,
1997, at A16.

18. Seeid.

19. Doing so will generally only affect the enforceability of the contract if the principal
or agent had notice that the third party would not have dealt with the principal. See 2
RESTATEMENT (THIRD) OF AGENCY § 6.11(4) cmt. d (2006). The implications of this right
are significant. For instance, the case of Harvard suggests that the exercise of eminent
domain for use by private parties may often be unnecessary to avoid problems of holdout
and strategic bargaining, raising the question of whether the “public use” requirement for
takings should be more restrictively interpreted. For an argument that it should, see Daniel
B. Kelly, The “Public Use” Requirement in Eminent Domain Law: A Rationale Based on
Secret Purchases and Private Influence, 92 COrRNELL L. REv. 1 (2006).

20. See generally Katherine Drabiak-Syed, Lessons From Havasupai Tribe v. Arizona
State University Board of Regents: Recognizing Group, Cultural, and Dignitary Harms As
Legitimate Risks Warranting Integration into Research Practice, 6 J. HEALTH & BIOMEDICAL
L. 175 (2010).

21. Id. at 175.

22. Id. at 185-97.

23. Id. at 175.
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violates the scope of a research participant’s specific consent merely by
anonymizing the tissue or blood sample that he or she donated.24

These varied uses of anonymity in our law—as a requirement in voting,
as a right when purchasing land, and as a trigger that extinguishes rights in
biomedical research—may appear to be unrelated. But my argument in this
Acrticle is that they are in fact all part of a cohesive and previously
unrecognized class of legal interventions that use anonymity not to protect
privacy, but rather to facilitate and control the production and circulation of
information and other social “goods.”2> These interventions are pervasive,
stretching from contract and copyright to criminal law and constitutional
law.

Our failure to recognize this class of rules derives from the
misconception of anonymity as a mere tool or aspect of privacy.26 This
conflation has obscured an important factual difference between the two
conditions: under the condition of privacy, we have knowledge of a
person’s identity, but not of an associated personal fact, whereas under the
condition of anonymity, we have knowledge of a personal fact, but not of
the associated person’s identity. In this sense, privacy and anonymity are
flip sides of each other. And for this reason, they can often function in
opposite ways: whereas privacy often hides facts about someone whose
identity is known by removing information and other goods associated with
the person from public circulation, anonymity often hides the identity of
someone about whom facts are known for the purpose of putting such
goods into public circulation.2’” This Article explores, explains, and draws
lessons about this function of anonymity.

Part | demonstrates that anonymity plays a pervasive role in the
production of goods across our law. Approaching our law taxonomically, |
identify three distinct and pervasive ways in which production is facilitated
and controlled by rules that regulate either anonymity or “non-anonymity”
(which, in the interest of simplicity, | will refer to as “attribution”). The

24. 1d. at 199-200.

25. While some of the “goods” that | will discuss can be characterized as informational
(e.g., political speech, tips to the police, information provided as part of bounty schemes, and
the personal data protected by Health Insurance Portability and Accountability Act), many of
them cannot (e.g., sperm, organs, campaign donations, artwork, and the type of identity
protected by a tort claim for misappropriation of identity), and for others this would be an
incomplete or forced characterization (e.g., votes, tissue for biomedical research,
copyrighted works, purchase offers, and electioneering communications).

26. For example, one can find suggestions that anonymity is one of several types of
privacy. E.g., Ruth Gavison, Privacy and the Limits of Law, 89 YALE L.J. 421, 433 (1980);
Slobogin, supra note 7, at 233-66; Alan F. Westin, Science, Privacy, and Freedom: Issues
and Proposals for the 1970’s: Part I-The Current Impact of Surveillance on Privacy, 66
CoLum. L. Rev. 1003, 1021 (1966). Others suggest that anonymity is the perfect realization
of privacy. E.g., Shawn C. Helms, Translating Privacy Values with Technology, 7 B.U. J.
Scl. & TecH. L. 288, 300-01 (2001); see also lan Lloyd, Privacy, Anonymity and the
Internet, ELECTRONIC J. Comp. L., Mar. 2009, at 1. Still others see it as a tool of privacy.
E.g., Lawrence Lessig, Reading the Constitution in Cyberspace, 45 EMORY L.J. 869, 876
(1996).

27. | explore this distinction in more detail in a companion article tentatively titled
Reasonable Expectations of Anonymity.
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first are rules that protect a right of anonymity or attribution, which | term
“entitlement rules.” The second are rules that require anonymity or
attribution as a condition of exercising a right or capacity, which | term
“conditioning rules.” The third, and most surprising, are rules under which
anonymity or attribution is a trigger that extinguishes a right or capacity,
which | term “extinguishing rules.” In revealing the depth of these three
categories of rules across our law—in domains including, but not limited to,
contract, copyright, tort, property, criminal law, election law, and
constitutional law—I arrive at the questions of whether there is any
coherence to their use, what specific functions they perform, and how they
operate.

Part Il proposes a theory that makes sense of our law’s uses of these
rules, identifying a cohesive set of functions that they perform. In
developing this theory, | differentiate between three phases in the
production of goods—between three types of actions that our law might
seek to incentivize or control. First, there are the actions that make the
good available to members of the public for the first time, which | will refer
to as the “creation” of the good. Second, there are actions that interpret or
draw inferences from a good, which I will refer to as the “evaluation” of the
good. Third, there are actions that alter who possesses and controls the use
of a good, which | will refer to as the “allocation” of the good. Having
framed production in this way, | argue that the seemingly opposite
anonymity and attribution versions of each category of rule often serve
common functions. Specifically, | argue that they are both used by our law
to shape the costs and benefits of creating goods in order to align private
production incentives with public goals and values, control information
flows in order to address evaluation costs associated with using goods, and
reallocate rights of control over goods in order achieve their efficient or fair
allocation. In identifying these functions, | do not take a position on
whether they justify our law as a normative matter. Rather, | advance a
descriptive and explanatory argument about how the rules work in order to
better understand the functions that they perform in our law.

Part 111 demonstrates that my taxonomic and theoretical analysis not only
identifies and explains the pervasive role of anonymity in our law for the
first time, but also reveals new solutions to difficult questions of law and
policy. It does so by providing a framework of previously unrecognized
“design levers.”28 These levers include the six types of rules that | identify
in my taxonomic analysis, and the three phases of production that | identify
in my theoretical analysis. In this Part, | draw on these levers in developing
generally applicable lessons for the design of institutions that seek to
incentivize or control the production of goods. | also demonstrate that these
lessons reveal innovative solutions to difficult and pressing questions
concerning the production of specific political and biomedical goods.

28. On the concept of design levers, see, for example, Yochai Benkler, Law, Policy, and
Cooperation, in GOVERNMENT AND MARKETS: TOWARD A NEW THEORY OF REGULATION 299,
312-23 (Edward J. Balleisen & David A. Moss eds., 2010).
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These include the questions of how to manage financial conflicts of interest
in academic research that is intended to provide the basis for public policy
(a problem highlighted by inquiries into the financial crisis of 2008), and
how to allocate control over human tissue samples in research biobanks (the
resolution of which will significantly shape the future of medicine). In
conclusion, after demonstrating these practical applications of my analysis,
I turn briefly to the relationship between anonymity and democracy with
which this introduction begins, exploring how seemingly equivalent
solutions to a given problem of production may in fact embody competing
conceptions of the proper rights and capacities of the subjects of a liberal
democracy.

I. ATAXONOMY OF ANONYMITY RULES

In this Part, | develop a taxonomic analysis of existing law that identifies
three distinct and pervasive ways in which the production of goods is
facilitated and controlled by “anonymity rules”—by which | mean rules that
regulate either anonymity or attribution. Specifically, | identify and
differentiate between rules that treat anonymity or attribution as a right
(entitlement rules), a condition of exercising a right or capacity
(conditioning rules), and a trigger that extinguishes a right or capacity
(extinguishing rules). In short, there are six core types of rules, which can
be represented as follows:

Anonymity Attribution
Entitlement Rule Anonymity is a right. Attribution is a right.
Anonymity is a Attribution is a condition
Conditioning Rule | condition of exercising a | of exercising a right or
right or capacity. capacity.
Extinguishing Anonymity extinguishes | Attribution extinguishes
Rule a right or capacity. a right or capacity.

It is important to note that | propose these categories on instrumental and
not formal grounds, suggesting only that they provide a useful way of
thinking about this previously unexplored legal space. Further, the
distinction that | draw between conditioning rules and extinguishing rules is
subtle at times, for whenever anonymity or attribution extinguishes a right,
it could be said that the opposite was a condition of having that right. What
makes them different, however, is the surprising role that adversity plays in
extinguishing rules. Under these rules, an adverse party is able to trigger
the loss of one’s rights by imposing anonymity or attribution, which is
different—in a way that is legally and normatively significant—from
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merely failing to meet a condition of anonymity or attribution in order to
exercise a right.2

In what follows, I will survey the many anonymity and attribution rules
in our law that fall into my taxonomy but that have never been
characterized in these terms. My primary aim in doing so is to substantiate
my claim that anonymity, unlike privacy, plays a crucial role in facilitating
and controlling the production and public circulation of goods. | will show
that it does so across our law, in domains including, but not limited to,
contract, property, tort, copyright, criminal law, election law, and
constitutional law.30 In addition, this analysis suggests that we are using
these rules in unreflective, untailored, and unsystematic ways, and that
important policy choices are being made without awareness of the tacit
theories of production that they embody.

Before I turn to this analysis, however, | must briefly clarify four features
of anonymity, as the concept is often misunderstood.3! First, it is crucial to
recognize that anonymity is never perfect: everything that we consider to
be anonymous will contain some information that eliminates the majority of
individuals in the world from the group of potential sources.32 Second, the
degree to which something is anonymous can depend on context, including
the knowledge of the person seeing it.33 Third, the quantity of identifying
information associated with something that is anonymous is rarely fixed, in
that more information will often be available at some additional cost or
effort.34  Fourth, anonymity encompasses pseudonymity, as all cases of
pseudonymity can be mapped onto the anonymity continuum: there are

29. This character of extinguishing rules is also shared with rules in other areas of law,
such as the rule of adverse possession. See Thomas W. Merrill, Property Rules, Liability
Rules, and Adverse Possession, 79 Nw. U. L. Rev. 1122, 1123 (1984) (explaining adverse
possession). While adverse possession could logically be characterized as a subrule in a
“conditioning rule” that sets out the criteria for having a property right (which includes the
condition that there be no successful adverse possessors), there are legal and normative
reasons to conceptualize adverse possession as also being something distinct from this.

30. While my core focus in this Part is positive cases of each type of rule, | also
highlight some cases where the rules are absent, as this negative legal space in the taxonomy
creates legal relationships that can be equally valuable in institutional design. Cf. Wesley
Newcomb Hohfeld, Some Fundamental Legal Conceptions As Applied in Judicial
Reasoning, 23 YALE L.J. 16, 42 (1913) (arguing that the absence of a right creates a legal
relationship).

31. | draw here on David Post’s helpful work on this topic. See David G. Post, Pooling
Intellectual Capital: Thoughts on Anonymity, Pseudonymity, and Limited Liability in
Cyberspace, 1996 U. CHI. LEGAL F. 139, 148-152.

32. For example, an anonymous hospital record will inform us of when and where the
person was treated and what treatments they received. Likewise, anonymous graffiti on a
subway platform will inform us that its source was physically present on that particular
platform at some point during the period since the platform was last painted. Id. at 149 n.26.

33. For example, if I know the name of a person who is the only person to have received
a rare medical treatment at a given hospital, | will be able to attach a name to his medical
record. Or, if I know the name of the only person who entered the subway platform after it
was painted, | will be able to identify the source of the graffiti.

34. To access this information, we might need to contact third parties, such as persons
familiar with the number of times a given procedure has been performed at a hospital. Or,
we might need techniques that allow us to access information that is available on the
anonymous object, such as fingerprints left in the paint of the graffiti. 1d. at 150.
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cases in which pseudonymity does not differ from strong anonymity,3> and
cases in which it conveys some identifying information like weak
anonymity.36 The ability of anonymity (and pseudonymity) to perform the
legal functions that I will identify in this Article will turn on the extent of its
unavoidable contextual incompleteness.

A. Entitlement Rules

In this section, | will begin my taxonomic analysis of our law with a
survey of the wide variety of rules that provide anonymity or attribution
entitlements.

1. Anonymity As a Right

The right to purchase and receive a good or service anonymously is
perhaps the most pervasive anonymity entitlement, having its foundations
in numerous sources of law. At times, these sources define the right
narrowly. For example, there are state laws that expressly allow for the
purchase of specific types of goods anonymously.3” Other forms of the
right apply more generally. For example, the law of agency generally
allows an agent who enters into a contract on behalf of a principal to falsely
represent that he is not acting on behalf of any principal, thereby creating a
right to contract anonymously.38

Contract can also give rise to anonymity rights, one of the most common
being the right of sperm donors to anonymous genetic parenthood. This
right is generally created in the first instance by private law—Dby the
donor’s contract or by the recipient’s contract with the bank—of which
donors have been found to be third-party beneficiaries.3® But the right may

35. For example, a hook might be labeled “anonymous™ because the author is unknown;
or it might be labeled “anonymous” because the author chose this as his pseudonym. In fact,
in an early recorded use of the word “anonymous” by Pliny the Elder, it is a description and
a name: “Anonymos, finding no name to be called by, got thereupon the name Anonymos.”
PLINY, THE HISTORIE OF THE WORLD: COMMONLY CALLED, THE NATURALL HISTORIE OF C.
PLINIUS SECUNDUS 274 (Philemon Holland trans., London, Adam Islip 1601). Further, there
would be little difference between either of these situations and a situation in which an
author published each of his novels under different unrelated pseudonyms. Post, supra note
31, at 152.

36. When the same person uses a pseudonym more than once, the name begins to serve
identifying functions. It conveys that the source of one thing is the same as the source of
another, and in this way, allows for the aggregation of certain data about that source.
Further, what makes pseudonymity distinct from anonymity, and a subset, is that whereas the
anonymity continuum is the result of the aggregation of various types of identifying
information, the pseudonymity continuum is the result of one specific type of aggregation—
namely, aggregation of things identified with a given name. | return to this point in Part Ill,
showing that this type of anonymity can serve unique and useful functions.

37. For example, there are five states that allow the anonymous purchase of lottery
tickets: Delaware, Kansas, Maryland, North Dakota, and Ohio. There are also laws and
doctrines that indirectly facilitate anonymous purchasing, such as the first sale doctrine in
copyright. Aaron Perzanowski & Jason Schultz, Digital Exhaustion, 58 UCLA L. Rev. 889,
896 & nn.29-30 (2011).

38. See supra note 19 and accompanying text.

39. E.g., Johnson v. Superior Court, 95 Cal. Rptr. 2d 864, 873 (Ct. App. 2000).
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also have public law components. For example, a donor might have a state
statutory right not to be named as a parent on a birth certificate.40 Or, more
fundamentally, the right to create and enforce donor anonymity contracts
might have a basis in the right to procreate recognized by the
Constitution,*! or the privacy and anonymity rights recognized by some
state constitutions.42

Another very different public law right to anonymous “paternity” comes
from the Visual Artists Rights Act of 199043 (VARA), which recognizes the
so-called “moral right of paternity,” or “right of attribution,” of authors of
qualifying works of visual art to keep the works physically anonymous.44
This unusual right appears to be the only way, other than a copyright or a
privacy interest, for authors to prevent truthful attribution of their work—at
least by a private party.#®> While an author of an anonymous or
pseudonymous work could in theory try to prevent attributed publication

40. E.g., In re Roberto d.B., 923 A.2d 115 (Md. 2007). However, state statutes might
also cut the other way. For example, several states currently have statutes permitting donor-
conceived children to de-anonymize their donor based on a satisfactory showing of “‘good
cause’ or similar standard.” Marsha Garrison, Law Making for Baby Making: An
Interpretive Approach to the Determination of Legal Parentage, 113 HARv. L. REv. 835,
898-99 (2000) (quoting Lori B. Andrews & Nanette Elster, Adoption, Reproductive
Technologies, and Genetic Information, 8 HEALTH MATRIX 125, 138 (1998)).

41. See I. Glenn Cohen, Regulating Reproduction: The Problem with Best Interests, 96
MINN. L. Rev. 423, 513-17 (2011). This right could take two forms: a donor could have a
right to procreate by donating anonymous sperm; or perhaps more likely, a recipient could
have a right to procreate using anonymous sperm.

42. In one of the few cases involving a challenge to a donor anonymity contract, the
California Court of Appeal held that the state constitution protected the donor’s right of
privacy in both his “medical history” and his “identity.” See Johnson, 95 Cal. Rptr. 2d at
876. While the court ultimately found that the state had stronger interests than the donor in
the disclosure of his medical history, it directed the trial court to craft an order such that the
donor’s identity would “remain undisclosed to the fullest extent possible,” thereby protecting
his anonymity. Id.

43. Pub. L. No. 101-650, 8§ 601-610, 104 Stat. 5089, 5128-33 (1990) (codified as
amended in scattered sections of 17 U.S.C.).

44. See 17 U.S.C. § 106A(a)(1)-(2) (2012) (defining the right of attribution). Although
at least one commentator has suggested that the right of attribution does not include a
negative right to publish anonymously or pseudonymously, see, e.g., Roberta Rosenthal
Kwall, Authors in Disguise: Why the Visual Artists Rights Act Got It Wrong, 2007 UTAH L.
Rev. 741, 745 n.20, the authoritative comments to the Berne Treaty (which VARA was
implementing) state that it does, see WORLD INTELLECTUAL PROP. ORG., GUIDE TO THE
BERNE CONVENTION FOR THE PROTECTION OF LITERARY AND ARTISTIC WORKS (PARIS ACT,
1971) 41 (1978), as does the Congressional House Report, see H.R. Rep. No. 101-514, at 14
(1990), reprinted in 1990 U.S.C.C.A.N. 6915, 6924, as do multiple courts of appeals in
dicta. See Kelley v. Chi. Park Dist., 635 F.3d 290, 296-97, 306 (7th Cir. 2011) (discussing
the Second Circuit case Carter v. Helmsley-Spear, Inc., 71 F.3d 77, 81 (2d Cir. 1995), and
the First Circuit case Phillips v. Pembroke Real Estate, Inc., 459 F.3d 128 (1st Cir. 2006)).

45. If the attribution is false, an author might have a cause of action for misappropriation
of identity or right of publicity, see R. David Grant, Rights of Privacy—An Analytical Model
for the Negative Rights of Attribution, 1992 UTAH L. Rev. 529, 554-63, or for libel or unfair
competition. See Thomas F. Cotter, Pragmatism, Economics, and the Droit Moral, 76 N.C.
L.Rev. 1, 15-16 (1997).
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under a tort theory of misappropriation of identity or right of publicity, it
appears that no author has ever done so successfully.46

With respect to the government, however, the story is quite different, as
the U.S. Supreme Court has held that “an author’s decision to remain
anonymous . . . is an aspect of the freedom of speech protected by the First
Amendment.”#’ However, the complete scope of this anonymity right is
not entirely clear. For example, it is unclear whether it is merely a negative
right against compelled disclosure, or an affirmative right to conceal
oneself.48 Nor is the right absolute. For example, if an anonymous speaker
is sued for defamation, the plaintiff may have the right to a subpoena
requiring disclosure of the speaker’s identity.4?

Finally, there are the many statutory anonymity rights given in return for
speech. Various federal bounty schemes provide permanent or temporary
anonymity rights in exchange for information;>0 and in exchange for
testimony, federal and state witness protection programs provide one of the
only anonymity-pseudonymity rights backed by criminal penalties.>l The
latter right is generally even valid against parties who have legal claims
against the witness,>2 though not against the noncustodial parents of the
witness’s children (the rights of parents being a theme that comes up in
various places in the taxonomy).53

46. One of the few courts to address this issue held that the right of publicity did not
allow an author of a pseudonymous book to prevent a publisher from using his real name
when it had the right to publish the book pseudonymously. Ellis v. Hurst, 121 N.Y.S. 438
(Sup. Ct. 1910).

47. Mclintyre v. Ohio Elections Comm’n, 514 U.S. 334, 342 (1995). This is just one of
many Supreme Court cases to recognize the right. See Boudin, supra note 7, at 2164-68
(surveying cases).

48. The Second Circuit has ruled “the concealment of one’s face while demonstrating” is
not constitutionally protected. Church of Am. Knights of the Ku Klux Klan v. Kerik, 356
F.3d 197, 209 (2d Cir. 2004). It is also unclear whether it includes a right to read and listen,
as well as speak and associate. For an argument that it does, see Catherine Crump, Note,
Data Retention: Privacy, Anonymity, and Accountability Online, 56 STAN. L. Rev. 191, 217
(2003).

49. Currently, courts use one of four standards to decide. See Lyrissa Barnett Lidsky,
Anonymity in Cyberspace: What Can We Learn from John Doe?, 50 B.C. L. Rev. 1373,
1373-76 (2009).

50. See generally Marsha J. Ferziger & Daniel G. Currell, Snitching for Dollars: The
Economics and Public Policy of Federal Civil Bounty Programs, 1999 U. ILL. L. REv. 1141,
1201-07 (providing an overview of IRS, U.S. Customs and Border Patrol, and SEC
programs and the False Claims Act).

51. See generally 18 U.S.C. 8§ 3521-3528 (2012).

52. For example, a creditor’s inability to find a protected witness does not constitute an
unconstitutional taking of his property. Melo-Tone Vending, Inc. v. United States, 666 F.2d
687, 689 (1st Cir. 1981). However, if the protected witness is under investigation, arrested,
or charged for certain offenses, the U.S. attorney general must disclose his identity and
location. See 18 U.S.C. § 3521(b)(1)(G).

53. Parents have a constitutional due process right to notice and a hearing on the
relocation. See Joan Comparet-Cassani, Balancing the Anonymity of Threatened Witnesses
Versus a Defendant’s Right of Confrontation: The Waiver Doctrine After Alvarado, 39 SAN
Dieco L. Rev. 1165, 1208 (2002).
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2. Attribution As a Right

Perhaps one of the most frequently discussed rights of non-anonymity—
or attribution—is the general right of attribution of authors, which is widely
recognized by the copyright law of most Western nations.> While U.S.
copyright law does not recognize such a general right, two acts grant it in
limited forms. First is VARA, which provides authors of a narrowly
defined class of artwork with a right to require truthful attribution of those
works.5> Second is the Digital Millennium Copyright Act (DMCA), which
makes it illegal—in a limited set of situations—to intentionally alter or
remove from a copyrighted work “any copyright management information,”
which includes the “name of, and other identifying information about” the
author of the work.56 It was once thought that the Lanham Federal
Trademarks Act also provided the basis for a limited right of attribution,>”
but the Supreme Court has since clarified that it does not,>® so to go beyond
VARA and the DMCA, an author of a copyrighted work will need to
contract for the right as part of a licensing agreement.>®

Along with creative works, one might have a right of attribution in one’s
children. A woman giving birth generally has the right to be named on the
child’s birth record pursuant to hospital and state recording procedures, as
does her husband if she is married.59 Otherwise, a man has the right to be
named if the woman consents, or if he successfully brings a paternity suit in
court.61 Further, if the woman giving birth is a gestational surrogate, the
genetic or legal parents might have a superseding right to be named
instead.82 This right can derive from an ex post court order based on

54. Linda J. Lacey, Of Bread and Roses and Copyrights, 1989 Duke L.J. 1532, 1549;
see also Jane C. Ginsburg, The Right to Claim Authorship in U.S. Copyright and Trademarks
Law, 41 Hous. L. Rev. 263, 265 (2004).

55. 17 U.S.C. § 106A(a)(1)-(2). Some state statutes provide additional attribution
rights. Lacey, supra note 54, at 1550 nn.92-94.

56. 17 U.S.C. § 1202(b)—(c). This text suggests that an author who includes his name as
part of the copyright management information will have a limited right of attribution. Jane C.
Ginsburg, Moral Rights in the U.S.: Still in Need of a Guardian Ad Litem, 30 CARDOZO
ARTS & ENT. L.J. 73, 74-79 (2012). However, there is conflicting case law. Edward L.
Carter, Copyright Ownership of Online News: Cultivating a Transformation Ethos in
America’s Emerging Statutory Attribution Right, 16 Comm. L. & PoL’y 161, 183-88 (2011).

57. E.g., Rebecca Tushnet, Naming Rights: Attribution and Law, 2007 UTAH L. REv.
789, 791; Ginsburg, supra note 54, at 265-66.

58. See Dastar Corp. v. Twentieth Century Fox Film Corp., 539 U.S. 23, 33-34 (2003).

59. There are, however, several limits to using copyright as the basis for a contractual
right of attribution. See Ginsburg, supra note 54, at 280.

60. Karen Czapanskiy, Volunteers and Draftees: The Struggle for Parental Equality, 38
UCLA L. Rev. 1415, 1425-28 (1990); Steven Snyder & Mary Byrn, The Use of Prebirth
Parentage Orders in Surrogacy Proceedings, 39 FAm. L.Q. 633, 636-37 (2005).

61. Czapanskiy, supra note 60, at 1425.

62. See, e.g., In re Roberto d.B., 923 A.2d 115, 127-33 (Md. 2007); Culliton v. Beth Isr.
Deaconess Med. Ctr., 756 N.E.2d 1133, 1139-41 (Mass. 2001).
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genetic analysis,53 or in a few states, from a prebirth court order based on
the consent of the parties.54

B. Conditioning Rules

Having surveyed the many rules that grant an entitlement in anonymity
or attribution, 1 will now turn to the rules that require anonymity or
attribution as a condition of exercising a right or capacity, thereby
controlling key inputs in production decisions. Like other types of second-
order rules, such as liability and inalienability rules, these conditioning
rules should be seen not as limiting the exercise of already-allocated rights
and capacities, but rather as constitutive of them.65

1. Anonymity As a Condition

The nearly universal use of the secret ballot in general elections is
perhaps the most readily identifiable example of anonymity as a condition
of exercising a right.66 While it is rare for a court to expressly hold that the
secret ballot is a requirement rather than a right,%7 or for a state to prohibit
voters from showing their completed ballot to anyone in the polling
station,8 anonymity is nevertheless imposed in the sense that most states
invalidate ballots that are marked in a way that could identify the voter,59
and many prohibit taking a photo of one’s ballot inside a polling place.”®
Thus, it is generally impossible for a voter to prove how he or she voted.

Anonymity is, at times, also a condition of being a juror. For example, in
grand jury proceedings, Federal Rule of Criminal Procedure 6(e)(2) covers

63. Leslie Bender, Genes, Parents, and Assisted Reproductive Technologies: ARTSs,
Mistakes, Sex, Race, & Law, 12 CoLuM. J. GENDER & L. 1, 37-39 (2003) (listing cases).

64. See UNIF. PARENTAGE AcT §§ 801-803 (amended 2002), 9B U.L.A. 362-64 (2001 &
Supp. 2013).

65. For example, as Madeline Morris has noted,

[T]he view that liability and inalienability rules do not fully protect entitlements
(and the presumable corollary, that only property rules can fully honor
entitlements) rests on a flaw in Calabresi and Melamed’s analysis. The three rules
do not protect and define the transferability of an already-allocated entitlement;
rather, the rules themselves constitute the particular entitlement.

Madeline Morris, The Structure of Entitlements, 78 CORNELL L. REv. 822, 843 (1992).

66. See generally Boudin, supra note 7, at 2160.

67. But see Nabors v. Manglona, 829 F.2d 902, 905 (9th Cir. 1987) (holding that ballots
marked with code names not only posed a problem of fraud, but also threatened the rights of
those who choose not to participate in the fraud, as their votes become more identifiable);
McCavitt v. Registrars of Voters, 434 N.E.2d 620, 631 (Mass. 1982) (“[T]he right to a secret
ballot is not an individual right which may be waived by a good faith voter.”).

68. But see MINN. STAT. ANN. § 204C.17 (West 2009) (“If a voter, after marking a
ballot, shows it to anyone except as authorized by law, the election judges shall refuse to
deposit the ballot in any ballot box and shall place it among the spoiled ballots.”). It is more
common for a state to allow disclosure. See Kenneth R. Mayer, Political Realities and
Unintended Consequences: Why Campaign Finance Reform Is Too Important To Be Left to
the Lawyers, 37 U. RicH. L. Rev. 1069, 1087 (2003).

69. Mayer, supra note 68, at 1087.

70. For an overview of state laws on using cameras inside polling places, see State Law:
Documenting the Vote 2012, supra note 14.
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“the anonymity of grand jurors,””1 and in civil and criminal trials, courts
may in special circumstances impose anonymity on jurors (as well as their
votes)."2

Outside the responsibilities and capacities of public citizenship,
anonymity is at times imposed on parties in market transactions that relate
to the provision of public services. For example, the California Public
Utilities Commission allows the Pacific Gas and Electric Company (PG&E)
to engage in over-the-counter transactions in natural gas—related derivatives
and financial instruments with its customers or affiliates, but requires that it
use a broker so that the “transactions are anonymous.””3 This prevents
PG&E from “directly and intentionally impact[ing] a particular customer,
which could have anticompetitive impacts if PG&E enters into contracts
with counterparties.”74

In the private realm, anonymity may also, at times, be imposed as a
condition of exercising certain aspects of self-determination—such as one’s
ability to control the disposition of one’s organs upon death. Although
rarely discussed in these terms, anonymity is a de facto condition imposed
by laws that prohibit directed donations of cadaveric organs.” While such
prohibitions are currently rare in the United States,’6 they have not always
been so,’” and these prohibitions are strictly imposed in many European

71. In re Am. Historical Ass’n, 49 F. Supp. 2d 274, 282-83 (S.D.N.Y. 1999). Although
Rule 6(e)(2) does not specify the scope of “matters occurring before the grand jury,” courts
have construed the phrase to include any item that would reveal the identities of grand jury
members. Roger A. Fairfax Jr., Grand Jury Discretion and Constitutional Design, 93
COoRNELL L. Rev. 703, 748 (2008); Brian L. Porto, Annotation, What Are ‘“‘Matters
Occurring Before Grand Jury” Within Prohibition of Rule 6(e) of Federal Rules of Criminal
Procedure, 154 A.L.R. FeD. 385, 403, 405, 418 (1999). Grand juries also can be seen as
protecting the anonymity of the sources of the evidence presented to them, and thereby
performing the intermediary function proposed by Saul Levmore in his work on anonymity
as a tool of communication. See Wendy J. Gordon, Norms of Communication and
Commodification, 144 U. PA. L. Rev. 2321, 2324 (1996).

72. Courts have held that an anonymous jury is proper “where the jury needs protection
from external sources and where reasonable precautions to minimize any prejudicial effects
of an anonymous jury on the defendant are taken.” William D. Bremer, Annotation,
Propriety of Using Anonymous Juries in State Criminal Cases, 60 A.L.R. 5TH 39, 39 (1998)
(discussing the use of anonymous juries in state criminal cases); see also G.M. Buechlein,
Annotation, Propriety of, and Procedure for, Ordering Names and ldentities of Jurors To Be
Withheld from Accused in Federal Criminal Trial—*“Anonymous Juries,” 93 A.L.R. FED.
135, 138-39 (1989).

73. Inre Pac. Gas & Elec. Co., 85 Cal. Pub. Util. Rep. 2d (PUR) 540, 1999 WL 667575,
at *1 (Cal. P.U.C. 1999).

74. 1d. at *2.

75. Such laws may be implemented to prevent the sale of organs, ensure that organs are
allocated efficiently (to those with the greatest need), and guarantee fair access to a limited
resource. Antonia J. Cronin & James F. Douglas, Directed and Conditional Deceased Donor
Organ Donations: Laws and Misconceptions, 18 MeD. L. Rev. 275, 276 (2010).

76. Directed donations are now expressly permitted under federal regulations, 42 C.F.R.
§ 121.8(h) (2013), as well as by the versions of the Uniform Anatomical Gift Act adopted by
many states, REVISED ANATOMICAL GIFT AcT § 11(a)(2) (amended 2006), 8A U.L.A. 109
(Supp. 2013); UNIF. ANATOMICAL GIFT ACT § 6(a)(3) (amended 1987), 8A U.L.A. 54 (2003).

77. Until recently, Vermont had such a restriction. Alexandra K. Glazier & Scott
Sasjack, Should It Be lllicit To Solicit? A Legal Analysis of Policy Options To Regulate
Solicitation of Organs for Transplant, 17 HEALTH MATRIX 63, 95 n.165 (2007).
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jurisdictions, including the United Kingdom and France.”® In addition,
anonymity might be a condition of maintaining certain types of private
rights. For example, failure to remain anonymous when pursuing a claim in
court (or other activity that requires disclosure of certain facts about
oneself) might preclude one from bringing an invasion of privacy claim
based on the broadcast of the private facts revealed.”®

Finally, it is worth highlighting an anonymity condition that is not
currently imposed but has been proposed. As | discuss in more detail in
Part IV, lan Ayres, Bruce Ackerman, and Jeremy Bulow have proposed that
we address problems of quid pro quo political corruption by imposing
anonymity on campaign contributions, much like we impose it on voting.&0
Under current law, however, we use the opposite type of conditioning rule
to solve this problem—a rule to which I will now turn.

2. Attribution As a Condition

Under federal election law, a variety of modes of supporting a candidate
for office are subject to attribution requirements. A candidate or committee
that receives “an anonymous cash contribution in excess of $50 shall
promptly dispose of the amount over $50.”81 And attribution is required for
all electioneering communications made by any person and for all public
communications made by a person or political committee soliciting
contributions or advocating the election or defeat of a candidate.82

Attribution is also a condition for several types of voting. The votes of
legislators in Congress are public and recorded for posterity.83 The
identities of citizens who “vote” by signing referendum petitions may be
subject to disclosure under state public records acts.84 And except in the
special circumstances noted above and in courts-martial,8 the votes of
jurors (who must themselves be identified) must be attributed when a
polling is requested.86

78. In France, it is a criminal offense to breach this anonymity in either direction. Joan
L. McGregor & Frédérique Dreifuss-Netter, France and the United States: The Legal and
Ethical Differences in Assisted Reproductive Technology (ART), 26 Mep. & L. 117, 124
(2007); see also Cronin & Douglas, supra note 75, at 275-76 (discussing assisted
reproductive technology in the United Kingdom).

79. Cf. Green v. CBS Broad., Inc., 3:98-CV-2740-T, 2000 WL 33243748, at *11 (N.D.
Tex. Dec. 19, 2000).

80. See, e.g., ACKERMAN & AYRES, supra note 6; lan Ayres & Jeremy Bulow, The
Donation Booth: Mandating Donor Anonymity To Disrupt the Market for Political
Influence, 50 STAN. L. REv. 837 (1998).

81. 11 C.F.R. § 110.4 (2013).

82. 1d. 8110.11.

83. RULES oF THE HOUSE OF REPRESENTATIVES, 113th Cong., R. Il (2013), available at
http://clerk.house.gov/legislative/house-rules.pdf.

84. The Supreme Court has held that such a disclosure requirement does not on its face
violate a citizen’s First Amendment anonymity rights, see Doe v. Reed, 130 S. Ct. 2811,
2821 (2010), but has left open the possibility of an as-applied challenge. See generally
Boudin, supra note 7.

85. On mandatory secret voting in courts-martial, see Stephen A. Lamb, The Court-
Martial Panel Selection Process: A Critical Analysis, 137 MiL. L. Rev. 103, 127 (1992).

86. See generally Bremer, supra note 72.
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Many other participants in the judicial and criminal justice system must
also be identified. In general, pleadings must include a caption with the
parties’ names,87 actions must be prosecuted in the name of the real party in
interest,88 and witnesses must be identified.89 And the last requirement has
echoes upstream in criminal law. For example, courts have generally held
that an anonymously provided tip to the police cannot by itself give rise to
reasonable suspicion for an investigatory stop or probable cause for a search
warrant.90

Attribution is also required for some private law causes of action. For
example, courts have generally held that a person can only have a right of
publicity in a pseudonym if the general public identifies the pseudonym
with that person.®s  So under these cases, an author who creates a
pseudonymous blog in which he develops a distinctive, publicly
recognizable persona but without true attribution (i.e., without anyone
knowing his real identity) would not have a claim.%2 The same is generally
true for the related claim of misappropriation of name or likeness.?3 Note

87. FED.R.Civ.P.10(a).

88. 1d. R.17(a). In special circumstances, however, parties have a right to anonymity or
pseudonymity. Two broad categories of interests have been considered sufficient to justify
anonymity or pseudonymity: (1) ensuring that claims are advanced or crimes prosecuted,
see, e.g., Doe v. Advanced Textile Corp., 214 F.3d 1058, 1067-68 (9th Cir. 2000); and
(2) protecting privacy interests, especially of victims and children. See, e.g., In re Baby M,
537 A.2d 1227 (N.J. 1988). Lior Strahilevitz has proposed radically different criteria,
arguing that the right to proceed pseudonymously should be contingent on factors including
the novelty of the issues presented, the access of the parties to bully pulpits, the parties’ legal
sophistication, the magnitude of their injuries, and the reputational stakes for all those
involved. See generally Lior Jacob Strahilevitz, Pseudonymous Litigation, 77 U. CHI. L. Rev.
1239 (2010).

89. See Comparet-Cassani, supra note 53, at 1168. This requirement is not absolute, and
it is possible that someone who has been threatened or attacked by a defendant will be given
the right to testify anonymously.

90. Eric C. Surette, Annotation, Sufficiency of Information Provided by Anonymous
Informant To Provide Probable Cause for Federal Search Warrant—Cases Decided After
Ilinois v. Gates, 462 U.S. 213, 103 S. Ct. 2317, 76 L.Ed.2d 527 (1983), 178 A.L.R. FEeD.
487, 495 (2002); see also 68 AM. JUR. 2D Searches and Seizures § 132 (2010).

91. For example, in McFarland v. Miller, the Third Circuit held that the plaintiff could
hold a right of publicity in his nickname, “Spanky McFarland,” if he could demonstrate that
the name was “so associated with him as to be indistinguishable from him in public
perception.” McFarland v. Miller, 14 F.3d 912, 914 (3d Cir. 1994). Likewise, in a
fascinating opinion worth brief mention, the Sixth Circuit held that Johnny Carson had a
right of publicity in the name “Here’s Johnny,” explaining that “there was an appropriation
of Carson’s identity without using his ‘name[,]’” and even more noteworthy, that “there
would have been no violation of his right of publicity” if his real name had been used.
Carson v. Here’s Johnny Portable Toilets, Inc., 698 F.2d 831, 837 (6th Cir. 1983) (emphasis
added); see also Ackerman v. Ferry, No. B143751, 2002 WL 31506931, at *18-19 (Cal. Ct.
App. Nov. 12, 2002); Hirsch v. S.C. Johnson & Son, Inc., 280 N.W.2d 129, 137 (Wis. 1979).

92. Cf. Eric Etheridge, The Outing of Publius, N.Y. TiMes (June 8, 2009, 5:09 PM),
opinionator.blogs.nytimes.com/2009/06/08/the-outing-of-publius/?_r=0 (discussing
pseudonymous blogging).

93. See, e.g., Faegre & Benson, LLP v. Purdy, 367 F. Supp. 2d 1238, 1248 (D. Minn.
2005) (involving a misappropriation of identity claim against a defendant who had used a
pseudonym associated with the plaintiff on a satirical blog making fun of the plaintiff); see
also McFarland, 14 F.3d at 914 (rejecting a privacy-based claim); Jaggard v. R.H. Macy &
Co., 26 N.Y.S.2d 829, 830 (Sup. Ct. 1941) (explaining that the state statute protecting the
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that this rule is the inverse of the one requiring that a fact be anonymous or
unknown to bring a standard invasion of privacy claim® (from which the
right of publicity and misappropriation of identity torts derived).%>

Finally, in a wide variety of private transactions, ranging from
telemarketing to the sale of publicly traded stocks by company insiders,
identity disclosure is required.%

C. Extinguishing Rules

Turning now to the final category of rules, I will survey the ways in
which our law extinguishes rights and capacities on the basis of anonymity
and attribution. As noted earlier, these rules are similar to conditioning
rules in that whenever anonymity or attribution extinguishes a right, it could
be said that the opposite is a condition of having that right. What makes
them different and surprising, however, is the role of adversity. Under
extinguishing rules, a potentially adverse party is able to trigger the loss of
one’s rights by imposing anonymity or attribution.

1. Anonymity As a Trigger

Perhaps the most salient rule where imposed anonymization extinguishes
a right arises in the context of the “Common Rule” regime that governs all
human-subjects research that is conducted, supported, or otherwise subject
to regulation by the federal government.?’ In general, this regime requires
informed consent for all research involving human subjects, including
research using the subjects’ biological tissue and associated data.%8
However, research is exempt from this requirement if the tissue or data is
de-identified.%® Consequently, anonymization extinguishes a subject’s right
to withhold consent, and allows for research that breaches the limits
imposed by prior consent.100

A similar logic underlies numerous other federal and state statutes and
regulations. For example, a variety of state laws declare that genetic
information is the “unique” or “exclusive” property of the individual to

right of privacy in one’s name does not apply to partnership names, corporate names, or
names adopted for business purposes).

94. See supra note 79 and accompanying text.

95. 4 DANB. DOBBSET AL., THE LAW OF TORTS § 740 (2d ed. 2011).

96. 15 U.S.C. § 6102(a)(1) (2012) (telemarketing); see also 15 U.S.C. § 80b-2(a)(11)
(investment advisors to hedge funds).

97. 45 C.F.R. § 46.101(a) (2013).

98. Id. §8§ 46.102(f), 46.116.

99. Id. 88 46.101(b)(4), 46.102(f).

100. In fact, anonymization has been found to constitute an alternative to providing a
right to withdraw. See, e.g., Wash. Univ. v. Catalona, 437 F. Supp. 2d 985, 999 (E.D. Mo.
2006). A similar rule is in place in other countries. See Stefan Eriksson & Gert Helgesson,
Potential Harms, Anonymization, and the Right To Withdraw Consent to Biobank Research,
13 EUR. J. Hum. GENETICs 1071, 1073-74 (2005).
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whom the information pertains,101 but the laws contain exemptions for
anonymous research where the identity of the individual will not be
released.102 Anonymization likewise defeats one’s rights against disclosure
of personal information under the Freedom of Information Act,103 the
Privacy Act of 1974204 and the Health Insurance Portability and
Accountability Act.105 Anonymization also appears to generally trump
one’s interests in preventing anonymization.106

Even the imposed ability to be anonymous might defeat some rights or
capacities. For example, in Singleton v. Wulff,197 the Supreme Court
addressed the question of whether a group of doctors had third-party
standing to claim that Medicaid’s exclusion of most abortion services
violated their patients’ constitutional rights.198 The Court held that they
did, in part based on its determination that a woman’s desire to protect her
privacy may deter her from bringing suit herself.109 However, Justice
Lewis Powell, in dissent, argued that the ability of a woman to sue
anonymously under a pseudonym defeated any privacy-based justification
for allowing her interests to be represented by a third party.11© While this
position did not become law, I highlight it to mark out the negative space in
the taxonomy (i.e., the extinguishing rules that might be, but are not), which
is important to recognize but often difficult to see and illustrate.

2. Attribution As a Trigger

Forensic DNA databanks, like research biobanks, are governed by an
extinguishing rule; but here the triggering event is not anonymization, but
rather identification. In a series of cases addressing the question of whether
the unconsented seizure and banking of the DNA of inmates and parolees
violates the Fourth Amendment, federal courts of appeal have adopted an
extinguishing rule in holding that it does not. They have explained that

101. Sonia M. Suter, Disentangling Privacy from Property: Toward a Deeper
Understanding of Genetic Privacy, 72 GEo. WASH. L. Rev. 737, 744 n.27 (2003) (citing
Colorado, Florida, Georgia, and Louisiana statutes).

102. See, e.g., OR. REv. STAT. ANN. 88 192.531-.549 (West 2007); N.J. STAT. ANN.
8§ 10:5-43 to -49 (West 2013).
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because the identities of these people are already known to the state as
actual or potential criminal offenders, they have no right of privacy in their
identities, and therefore no right of privacy in the identifying information
derived from banking their DNA.111

While the law is unclear, it is possible that sperm donors’ rights not to be
the legal parents of the children produced with their sperm are also subject
to this type of extinguishing rule. No court has directly addressed this
possibility, but they have addressed the opposite sides of the relevant issues
in discussing a related conditioning rule. In C.O. v. W.S.,112 for example,
an Ohio court addressed the question of whether a plaintiff who had
donated sperm to a leshian couple, on the understanding that he could be
involved in the child’s life, could assert legal paternity over the child when
the mother attempted to end his involvement on the basis of Ohio’s
nonspousal artificial insemination statute.l13 The court held that the
“complete circumvention by the donor and recipient of the critical element
of anonymity” negated the mother’s “attempts to cloak her pregnancy under
the ambit of the non-spousal artificial insemination law,” and thus the donor
was a legal parent of the child.114 While this holding leaves open the
question of whether the court would also have ruled the same way if the
positions were reversed (i.e., if a donor were claiming a right to not be a
legal parent) or if attribution was not consensual, the court’s logic suggests
that entangling the donor in the life of a child could extinguish his right to
not be a legal parent should he try to claim it.

* * *

To summarize, what the above analysis shows is that across nearly every
area of law anonymity and attribution rules are being used to facilitate and
control the production of goods, and that they are doing so in ways that
have not before been recognized. This raises the question of whether there
is any coherence to our uses of these rules—of why we have them, what
functions they perform, and how they operate. It is to these questions that |
turn in the next Part. Before doing so, however, | offer a table that briefly
summarizes the six core types of rules that | have identified and some of the
situations in which they often apply, stated simply and without the many
qualifications and limitations identified above:

111. See, e.g., U