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ABSTRACT

The widespread availability of photo editing software has made it
easy to create visually convincing digital image forgeries. To ad-
dress this problem, there has been much recent work in the field of
digital image forensics. There has been little work, however, in the
field of anti-forensics, which seeks to develop a set of techniques
designed to fool current forensic methodologies. In this work, we
present a technique for disguising an image’s JPEG compression
history. An image’s JPEG compression history can be used to
provide evidence of image manipulation, supply information about
the camera used to generate an image, and identify forged regions
within an image. We show how the proper addition of noise to
an image’s discrete cosine transform coefficients can sufficiently
remove quantization artifacts which act as indicators of JPEG
compression while introducing an acceptable level of distortion.
Simulation results are provided to verify the efficacy of this anti-
forensic technique.

Index Terms— Anti-Forensics, Digital Forensics, JPEG Com-
pression

I. INTRODUCTION

The widespread availability of the Internet, coupled with the
development of affordable, high quality digital cameras has resulted
in an environment where digital images have supplanted traditional
film-based photographs as the primary source of visual information
in several scenarios. This has proved problematic due to the
fact that powerful graphics editing software has enabled forgers
to easily manipulate digital images. As a result, a number of
researchers have developed computer-based forensic algorithms to
detect digital forgeries even when they are visually convincing
[1]. Additionally, methods have been developed to perform other
forensically significant tasks such as tracing an image’s processing
history or determining the device used to capture an image.

One image processing operation of particular forensic signifi-
cance is JPEG compression, which is one of the most popular image
compression formats in use today. Prior work has shown that an
image’s origin can be determined by comparing the quantization
tables used during JPEG compression to a database of those
employed by specific digital camera models and image editing
software [2]. If the quantization table is matched to an image
editor, then the authenticity of the image can be questioned. The
use of JPEG compression can be detected even if the image is later
saved in an uncompressed format and the quantization table used
during compression can be estimated directly from the previously
compressed image [3]. JPEG compression followed by recompres-
sion using a different quantization table can be detected, and the
primary quantization table can be estimated [1] [4]. Additionally,
localized evidence of double JPEG compression can be used to
identify image forgeries [5].

At present, virtually all existing digital image forensic techniques
assume that no anti-forensic methods are employed by an image
forger to disguise evidence of image tampering or alter other
forensically significant image properties. This assumption proves
to be a rather strong one, given the fact that an image forger
may have a digital signal processing background and be well
versed in digital forensics literature. To account for this possibility,
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anti-forensic image processing operations must be developed and
studied so that weaknesses in existing image forensic techniques
can be made known to researchers. This will allow researchers to
know when forensic results can be trusted and to assist researchers
in the development of improved digital forensic techniques. The
study of anti-forensic operations may also lead to the development
of techniques capable of detecting when an anti-forensic operation
has been used. Furthermore, anti-forensic operations may be used
to provide intellectual property protection by preventing the reverse
engineering of proprietary signal processing operations used by
digital cameras through digital forensic means. To the best of our
knowledge, there are only two existing anti-forensic techniques: a
set of operations designed to render image rotation and resizing
undetectable and an technique to synthesize color filter array
patterns [6] [7].

In this work, we propose an anti-forensic operation capable
of disguising key evidence of JPEG compression. It operates by
removing the discrete cosine transform (DCT) coefficient quanti-
zation artifacts indicative of JPEG compression. The resulting anti-
forensically modified image can then be re-compressed using a
different quantization table to hide evidence of tampering or to
falsify the images origin. Alternatively, further processing can be
performed to remove blocking artifacts and the image can be passed
off as never-compressed.

II. JPEG COMPRESSION ARTIFACTS

When a grayscale image undergoes JPEG compression, it is first
segmented into a series of 8 x 8 pixel blocks, then the DCT of
each block is computed. Next, each DCT coefficient is quantized
by dividing it by its corresponding entry in a quantization matrix
@, such that a DCT coefficient X at the block position (i,7) is
quantized to the value X = round(QL). Finally, the quantized

DCT coefficients are rearranged using ‘the zigzag scan order and
losslessly encoded.

To decompress the image, the sequence of quantized DCT
coefficients is losslessly decoded then rearranged into its orig-
inal ordering. Dequantization is performed by multiplying each
quantized coefficient by its corresponding entry in the quantization
matrix, resulting in the dequantized coefficient Y = @); ; X . Finally,
the inverse DCT (IDCT) of each block of DCT coefficients is
computed and the resulting pixel values are rounded to the nearest
integer. Pixel values greater that 255 or less than 0 are truncated
to 255 or 0 respectively, yielding the decompressed image.

Because of the lossy nature of JPEG compression, two important
artifacts will be introduced into the decompressed image. The
coupling of the quantization and dequantization operations force
the value each DCT coefficient to be an integer multiple of the
quantization step size (; ;. Though the process of rounding and
truncating the decompressed pixel values to the set {0,...,255}
perturbs the DCT coefficient values, the DCT coefficient values
typically remain tightly clustered around integer multiples of Q) ;.
This artifact can clearly be seen in Fig. 1 which shows DCT coef-
ficient histograms of both an uncompressed image and one which
has undergone JPEG compression. A second compression artifact is
the pixel value discontinuities which occur across block boundaries
as a result of the blockwise lossy compression employed by JPEG.
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Fig. 1. Left: Histogram of DCT coefficients from an uncompressed image.
Right: Histogram of DCT coefficients from the same image after JPEG
compression

These discontinuities are commonly referred to as blocking artifacts
and are often visually discernible.

When examining an image saved in an uncompressed or loss-
lessly compressed format, both DCT coefficient quantization and
blocking artifacts can be used as forensic indicators of previous
JPEG compression. Furthermore, DCT coefficient quantization
artifacts can be used to estimate the values of the quantization
table used during JPEG compression. Because the removal of
blocking artifacts has been extensively studied in the past, we
concern ourselves with the anti-forensic removal of DCT coefficient
quantization artifacts.

III. DCT COEFFICIENT QUANTIZATION ARTIFACT
REMOVAL

In order to disguise evidence of previous JPEG compression,
all DCT coefficient quantization artifacts must be removed from
an image by an anti-forensic image processing operation. It is
important to note that the original, unquantized DCT coefficients
need not be recovered by the anti-forensic operation. All that
is required is that the operation yield an image whose DCT
coefficients are free from quantization artifacts and whose DCT
coefficient distributions are plausible for an uncompressed image.

To accomplish this, we propose an anti-forensic operation which
adds noise to each quantized DCT coefficient so that the values
of each DCT coefficient are no longer clustered around integer
multiples of @; ;. When doing this, the choice of the additive
noise distribution is critical to the performance of the anti-forensic
operation. If the additive noise is of insufficient strength, quantiza-
tion artifacts may remain in the anti-forensically modified image.
By contrast, if too much noise is added then unacceptable visual
distortions may be introduced into the image.

To prevent these problems, we first estimate the distribution of
the unquantized DCT coefficients. Next, we add to each DCT
coefficient noise whose distribution is conditionally dependent
upon the coefficient value to which it is added. These conditional
distributions are chosen to be normalized segments of length Q); ;
of the estimated distribution, with each segment being centered
about a quantized DCT coefficient value. This is done to exploit

the fact that the unquantized DCT coefficient value corresponding
to each quantized one must lie in the interval [Y — Q;’j VY + 0
By choosing the additive noise distributions in this manner, the
marginal distribution of anti-forensically modified DCT coefficients
will match the estimated distribution of unquantized DCT coeffi-

cients.

III-A. Estimating the Unquantized DCT Coefficient Distribu-
tion

We model the unquantized DCT coefficients as being distributed
according to the Laplacian distribution

P(X =)= e V" (1)
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for the AC components [8]. After quantization, the AC components
of the DCT coefficients will be distributed according to the discrete
Laplacian distribution

1—e *@ii/? ify =0,
P(Y = y) = eiAly‘ sinh( /\Q;’j) lfy = in,j, (2)
0 otherwise,

where k € Z, k # 0. Assuming that the quantization table is
known, a maximum likelihood estimate of the parameter A can be
obtained from the quantized DCT coefficients using the formula

2
AvrL = ~0., In(y), 3)
where v is defined as
_ —NoQi
Y= NG, 1 45
+¢N3%,f(21vac2m%9>(21vc2m45> “
2NQ + 45 ’

and where S = "1 |yx|, N is the total number of observations
of the quantized fi, j) DCT coefficent, Ny is the number of
observations taking the value zero, and N is the number of nonzero
observations [9]. The quantized DCT coefficients can be obtained
from the perturbed DCT coefficients, denoted by Y’, through
requantization according to the formula

Y = Q;,j round <(;:,J) . (5)

Unfortunately, no accurate model of the distribution of the
DC component exists. To compensate for this, we modify DC
coefficient values in a different manner than AC coefficient values.
This is discussed in greater detail in the subsequent section.

III-B. Additive Noise Distribution

As was previously stated, each anti-forensically modified DCT
coefficient Z is obtained according to the equation

Z=Y+N (6)

where N is additive noise whose distribution is conditionally
dependent on the value of Y.

When modifying AC components, the choice of the conditional
noise distribution is dictated by the estimated model distribution.
For quantized DCT coefficients taking the value zero, the additive
noise distribution is given by

1 —Amrlnl s ZQig Qi
P(N:n|Y:O)={6«oe if ==+ >n> =9,
(7
where ¢ = 1 — e *ML®@:3/2 For quantized DCT coefficients
taking the nonzero value y, we use the noise distribution

otherwise,

P(N =nly =y) =
i(f sen(y)Anr(nta/2) i *%‘-,j >n > %7
0 otherwise,

@®)

where ¢1 = 7&\14 (1 — e MLQig),

Assuming that the model distribution is accurate and that
Amr = A, this choice of conditional noise distributions ensures
that the distribution of anti-forensically modified DCT coefficients
will exactly match the model distribution of unmodified DCT
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Fig. 2. Histogram of perturbed DCT coefficients which were previously
quantized to zero.

coefficients. To see this, we can use the law of total probability
to write

P(Z=2z)=Y P(Z=zY =y)P(Y =y)

_ cie* sen(VA(z—y+Qi,5/2) .= Alyl sinh( )‘in,j )
1

y#0

+ ieik‘"‘(l _ e*AQi,j/2)
A=Az

56

©)

It has been previously observed that the variance of each DCT
coefficient decreases as one moves toward higher frequencies [8].
For many image and quantization table pairings, all values of
certain high frequency DCT coefficients are quantized to zero. In
such cases, the parameter \asr cannot be estimated. Though this
may initially seem problematic, we can allow these coefficients
to remain unmodified. This is because the perturbations to each
DCT coefficient caused by mapping all decompressed pixel values
to the set {0,...,255} will result in a plausible DCT coefficient
distribution. This can be seen in Fig. 2, which shows a typical
histogram of perturbed DCT coefficients which were previously
quantized to zero.

Because no general model accurately represents the DC coeffi-
cient distribution, we add noise with the distribution

] Qi j
lfTJ§n< 2],

P(N:n):{ o (10)

0 otherwise,

to each value. The resulting distribution of the anti-forensically
modified DC coefficient approximates the distribution of the un-
quantized DC coefficient as constant over each quantization inter-
val. Though this may lead to step discontinuities at the boundary
between intervals, we have observed that typically very few image
blocks have DC terms of the DCT that are quantized to the same
value. As a result, step discontinuities are not discernible when
examining a histogram of an image’s DC DCT coefficient values.

One advantage of choosing the additive noise distributions in
this manner is that a bound can be placed on the error between the
anti-forensically modified DCT coefficients and their unquantized
counterparts. The absolute error between an unquantized DCT
coefficient in the (i,7) position and its quantized counterpart can
be bounded by

Qi j
X -Y| < . (11)

Because the support of each additive noise distribution is
[%, Q;”j ], the following bound can be placed on the absolute
error between an anti-forensically modified DCT coefficient and its

unquantized counterpart.

X —Z| < Q. (12)
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Fig. 3. Top: JPEG compressed image using a quality factor of 65. Bottom:
Anti-forensically modified image.

If Qi,; is sufficiently small for all DCT coefficients, the image
distortions which result from adding noise to the quantized DCT
coefficients will be visually undetectable.

Additionally, this choice of noise distributions leads to a fairly
simple and efficient implementation. Only one parameter per DCT
subband must be estimated to generate the noise distributions for
the AC components, and no parameters must be estimated for
the DC component. Furthermore, the noise distribution used for
nonzero AC components depends only on the sign of the DCT
coefficient value. Noise to be added to negative DCT values can be
generated from noise realizations intended for positive DCT values
simply by multiplying by negative one. Because of this, only two
noise distributions must be generated per AC component and only
one for the DC component.

IV. SIMULATIONS AND RESULTS

Results obtained using our anti-forensic DCT quantization ar-
tifact removal operation are shown in Fig. 3, which displays a
JPEG compressed image using a quality factor of 65 before and
after our anti-forensic operation is applied. As can be seen from
these images, very little visual distortion is introduced by our
anti-forensic operation. Furthermore, the PSNR between the anti-
forensically modified image and the JPEG compressed image is
PSNR=41.63 dB. This indicates that our proposed anti-forensic op-
eration introduces an acceptable level of distortion while producing
an image that can plausibly be passed off as never-compressed.

Figs. 4 and 5 show DC and AC DCT coefficient histograms of
the image displayed in Fig. 3 before and after JPEG compression
as well as after our anti-forensic operation has been applied. DCT
quantization artifacts are clearly visible in the histograms obtained
from the JPEG compressed image. These artifacts are absent
from the histograms of anti-forensically modified DCT coefficients.
Additionally, the histograms of the anti-forensically modified coef-
ficients closely match those obtained from the uncompressed image.
This reinforces the assertion that the anti-forensically modified
image can be passed off as never-compressed.
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Fig. 4. Histogram of (2,2) DCT coefficients taken from an uncompressed version of the image shown in Fig. 3 (left), the same image after JPEG
compression (center), and an anti-forensically modified copy of the JPEG compressed image(right).
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Fig. 5. Histogram of DC DCT coefficients taken from an uncompressed version of the image shown in Fig. 3 (left), the same image after JPEG compression
(center), and an anti-forensically modified copy of the JPEG compressed image(right).

To test the effectiveness of our anti-forensic operation on a
larger scale, we compressed then anti-forensically modified a set of
244 images taken from the Uncompressed Colour Image Database
[10]. These images were compressed using quality factors of 90,
70, and 50. After each image was anti-forensically modified, we
used the algorithm described in [3] to estimate the quantization
table used during compression and classify each image as never-
compressed or previously JPEG compressed. Images were only
classified as never-compressed if every quantization table entry was
estimated as one or if no estimate could be obtained. We should
note that performing classification in this manner significantly
biases the output towards deciding that an image was previously
JPEG compressed. Despite this, the classifier was unable to detect
previous JPEG compression in 95.90% of the anti-forensically
modified images previous compressed with a quality factor of 90,
92.62% of those previously compressed with a quality factor of 70,
and 81.56% of images previously compressed with a quality factor
of 50. Furthermore, none of the quantization table estimates were
correct. When the classification constraint was relaxed so that an
estimated quantization table with two or fewer non-unity entries
resulted in a decision of ‘never-compressed’, the classifier was
unable to detect evidence of JPEG compression in any of the images
compressed with quality factors of 90 or 70, and only correctly
identified two images compressed with a quality factor of 50 as
previously JPEG compressed.

V. CONCLUSIONS

In this paper, we have proposed an anti-forensic operation
designed to remove the DCT coefficient quantization artifacts from
a JPEG compressed image which several image forensic techniques
make use of. This is accomplished by adding noise to the set of
quantized DCT coefficients from a JPEG compressed image so that
the distribution of anti-forensically modified coefficients matches
an estimate of the distribution of unquantized DCT coefficients.

Simulations show that when modifying a JPEG compressed image
with a quality factor of 90, our proposed anti-forensic operation
is capable of fooling a DCT quantization artifact based classifier
95.90% of the time.
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