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ABSTRACT  

Mobile Ad hoc Network (MANET) is a collection of mobile nodes that can communicate with each other 

using multihop wireless links without requiring any fixed based-station infrastructure and centralized 

management. Each node in the network acts as both a host and a router. In such scenario, designing of 

an efficient, reliable and secure routing protocol has been a major challenging issue over the last many 

years. Numerous schemes have been proposed for secure routing protocols and most of the research work 

has so far focused on providing security for routing using cryptography. In this paper, we propose a 

novel approach to secure Ad hoc On-demand Distance Vector (AODV) routing protocol from the insider 

attacks launched through active forging of its Route Reply (RREP) control message. AODV routing    

protocol does not have any security provision that makes it less reliable in publicly open ad hoc network. 

To deal with the concerned security attacks, we have proposed AODV Security Extension (AODVSEC) 

which enhances the scope of AODV for the security provision. We have compared AODVSEC with AODV 

and Secure AODV (SAODV) in normal situation as well as in presence of the three concerned attacks viz. 

Resource Consumption (RC) attack, Route Disturb (RD) attack, Route Invasion (RI) attack and Blackhole 

(BH) attack. To evaluate the performances, we have considered Packet Delivery Fraction (PDF),         

Average End-to-End Delay (AED), Average Throughput (AT), Normalized Routing Load (NRL) and    

Average Jitter and Accumulated Average Processing Time. 

KEYWORDS 

AODV; SAODV; RREQ-ACK Cache; RC; RD; RI; BH ; NS-2.33; PDF; NRL; AED; AT; Jitter;            

Accumulated Average Processing Time 

1. INTRODUCTION 

Mobile Ad hoc Network (MANET) is a collection of mobile nodes which establish a network 

spontaneously and communicate over a shared wireless channel without any pre-deployed      

infrastructure and mostly decentralized management [1]. In an ad hoc network, security is      

became a key requirement now a days. As the communication is done via shared wireless     

media, it is highly vulnerable to many security threats. In this particular case, security can be 

thought for two occurrences viz. Data communication and Routing message relays. Securing 

data communication is very much easy using point-to-point and/or end-to-end security        

techniques, but the major concerns are resided within the security of routing message as these 

messages ultimately form a route to pass the data packets between two ends. Thus, routing    
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protocol itself has to be secured and none of the basic protocols are given with security         

provision. 

In this paper, we have demonstrated Active Forge exploits that are possible against the AODV 

protocol and have offered a secure solution using a simple cache concept to provide security 

from the malevolent nodes. 

The rest of this paper is organized as follows: Section 2 describes the fundamental working of 

AODV. Section 3 elaborates the concerned security issues in AODV. Our related study is kept 

in Section 4. Section 5 provides the complete understanding of our proposed approach to    

modify AODV protocol. Section 6 and Section 7 show our Methodology for evaluation and    

results of our Simulation in NS-2.33 along with its Graphs respectively. We have concluded this 

paper in Section 8 followed by the vital references for our research work. 

2. FUNDAMENTAL WORKING OF AODV 

Ad hoc On Demand Distance Vector Routing (AODV) [2]-[3] is a Reactive routing protocols, 

which appear to be more suitable for ad hoc networks, do not maintain up-to-date information 

about the network topology as it is done by the proactive routing protocols like Destination   

Sequenced Distance Vector (DSDV) [4] and Optimized Link State Routing Protocol (OLSR) 

[5], but they create routes on demand. Among reactive routing protocols, the Ad hoc On      

Demand Distance Vector Routing (AODV) is a very popular on demand routing protocol which 

has been developed for MANETs and it is widely use. AODV performance is the best          

considering its ability to maintain connection by periodic exchange of information and we found 

that AODV outperforms other routing protocol and is viable for MANET [6] - [8]. 

As its name suggests, route discovery process is initiated on demand i.e. whenever a particular 

source node wants to start communication with a particular destination and if it is not having the 

corresponding route in its routing table, it initiates route discovery process. Route discovery 

process consists of two control messages viz. Route Request (RREQ) and Route Reply (RREP). 

The source node generates RREQ message at the very first step of the discovery process and 

floods that to its neighborhood. Intermediate node(s) upon having the RREQ message, makes 

reverse route entry for the source node in its routing table and floods the same RREQ packet 

further in the network. 

The ultimate destination node will generate RREP packet in response to the received RREQ 

message and sends that back to the originator of RREQ via unicast property. Before passing the 

received RREP packet towards the source node, intermediate node(s) again updates its routing 

table now for having the destination node’s forwarding entry into it. Thus, Source node can start 

the actual data transmissions after receiving RREP for the concerned destination. Figure 1     

depicts the fundamental working of route discovery process in AODV. 
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5.3. Control Messages of AODVSEC  

5.3.1. Route Request (RREQ)  

 

 

Figure 7. Modified Message Format of RREQ 

A = Acknowledgement Flag, if set then AODVSEC procedures have to be followed 

RREQ Timestamp = Time at which the route discovery process is initiated 

Previous Node IP Address = Node address from which node has received RREQ. It is updated 

before re-flooding. Initially, it is same as Originator IP Address. Whenever any node receives 

the duplicated RREQ, it compares its identity with the value from this field and upon matching 

does the cache entry before dropping the packet. 

5.3.2. Route Request ACKnowledgement (RREQ-ACK)  

The node(s) which will send RREP instead of further re-flooding of RREQ have to first       

generate and send it back to the node from which it has received RREQ message. 

 

 

Figure 8. Proposed Message Format for RREQ-ACK 

Type = RREQ-ACK, indentifies the packet type 

Own IP Address = IP address of message generating node 

Destination IP Address = directly copied from the received RREQ 

RREQ Timestamp = directly copied from the received RREQ 
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blackhole attack, as explained earlier that the attacker upon receiving any of RREQ message   

responds with the fake RREP by means of forging destination sequence number and/or hop 

count fields. In this case, there is a lake of previous RREQ-ACK message from the node         

replying with RREP message and based on that there would be absence of RREQ-ACK Cache 

entry and hence the RREP sent by the blackhole would directly be discarded. 

6. METHODOLOGY OF EVALUATION 

In our evaluation, we compare the performances of AODVSEC with the existing AODV and 

SAODV using Network Simulator – 2.33 (NS-2) [15]-[18]. The details of simulation             

environment and the performance metrics are given in the following subsections. 

6.1. Simulation Environment 

At the physical and data link layer, we used the IEEE 802.11 with Two Ray Ground radio 

propagation model. We have considered the traffic of Constant Bit Rate (CBR) data packets 

over UDP at the transport layer in a rectangular field of 850m x 550m with the total number of 

15 nodes forming the ad hoc network. 

Table 1 summarizes the complete setup for the simulation. 

Table 1. Simulation Parameters. 

Parameter Value 

Simulator NS-2.33 

Simulation Area 850m X 550m 

Propagation model Two Ray Ground 

Routing Protocols AODV, SAODV, AODVSEC 

Traffic Source CBR (UDP) 

# Mobile Nodes 15 

# Connections 1 

Packet Size 512 byte 

# Malicious Nodes 0, 1, 3 

Attacks RC, RD, RI, BH 

Simulation Time 500 second 

Attacking Time 100s,  200s, 350s 

 

6.2. Performance Metrics 

In order to evaluate the performance of the concerned routing protocols, the following five   

metrics are considered: 

1. Packet Delivery Fraction (PDF): This is the ratio of the number of data packets successfully 

delivered to the destinations to those generated by sources. 

2. Normalized Routing Load (NRL): The number of routed packets transmitted per data packet 

delivered at the destination. 

3. Average Throughput (AT): It is the rate of successfully transmitted data packets in a unit 

time in the network during the simulation. 

4. Average End-to-End Delay (AED): It is defined as the average time taken by data packets to 

propagate from source to destination across the network. This includes all possible delays 
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caused by buffering during routing discovery latency, queuing at the interface queue, and   

retransmission delays at the MAC, propagation and transfer times. 

5. Jitter: It is the variation in the time between packets arriving at destination node, caused by 

network congestion, timing drift, or route changes 

7. RESULT ANALYSIS 

This section presents the simulation results for the following cases: 

7.1. Normal Case (Without any malicious Activity) 

The performance of proposed AODVSEC with respect to five different performance metrics has 

been compared with that of AODV and SAODV under normal conditions in absence of any  

malicious activity. Figure 12 and Figure 13 show the graphs of Packet Delivery Fraction,   

Normalized Routing Load versus Time. From each graph it is evident that performance of 

AODVSEC, AODV and SAODV are same. For other performance metrics namely AT, AED 

and Average Jitter also, the performance of trio turned out to the exactly same. (The graphs are 

not presented here due to space considerations).  

 

Figure 12. Packet Delivery Fraction vs. Time 

 

Figure 13. Normalized Routing Load vs. Time 
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Thus AODVSEC is simpler to implement as compared to SAODV and yields same               

performance. We simulated these protocols for an additional performance metric, Accumulated 

Average Processing Time for performing their corresponding functionalities upon receiving 

specific  control message (see Figure 14). 

 

Figure 14. Accumulated Average Processing Time vs. Protocol 

From the above Figure 14, it can be concluded that the average processing time of AODVSEC 

is little higher than that in AODV because of the working for RREQ-ACK Cache during the 

route discovery process (as explained in section 5). As SAODV applies the cryptographic   

functions upon receiving any control message to validate the same, it requires higher processing 

time leading to more energy requirement of the node in comparison to AODV and AODVSEC. 

Hence in normal condition (without any malicious activity) SAODV consumes more          

computational power of the participating mobile node whereas AODVSEC does not. 

7.2. In Presence of Resource Consumption (RC) Attack  

This subsection compares the performance evaluation of the protocols in presence of loop   

forming attack. In this specific attack, data packets are forcefully looped during its delivery to 

the ultimate destination resulting into data loss (see Figure 15). At the same time, the victim 

nodes have to participate compulsorily in forwarding duplicated data packets that results into 

the resource consumption, as well as increase in the routing overhead as well (see Figure 16). 

 

Figure 15. Packet Delivery Fraction vs. Time 
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Figure 16. Normalized Routing Load vs. Time 

From the above graphs, it can be seen that after the attack at time 200 second, performance of 

AODV drops whereas AODVSEC and SAODV do not get affected and performance of 

AODVSEC is at par as that of SAODV. 

7.3. In Presence of Route Disturb (RD) Attack  

This attack periodically tends to either break or disturb the existing route resulting into new 

route discovery procedure. As a result new route discovery process increases the routing load 

(see Figure 17), also the ultimate destination may notice increased jitter while receiving the    

actual data sent by the originator (see Figure 18). 

 

 

Figure 17. Normalized Routing Load vs. Time 
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Figure 18. Average Jitter vs. Time 

From the above Figures it is observed that – after attacking time (200s), the performance of 

AODV degrades whereas AODVSEC and SAODV mostly maintain their own normal behavior. 

7.4. In Presence of Route Invasion (RI) Attack  

In this attack, the attacker does not break the route and at the same time the packet delivery to 

the destination is not affected. Instead it invades itself into the data path so the protocol becomes 

highly vulnerable to snooping. For showing the effect of this attack we have calculated the total 

data packets received by the attacker during the whole simulation. 

 

 

Figure 19. Data Packets though Attacker vs. Time 

We can conclude from the above Figure 19 that before the attack (200s), the attacker could not 

get any data packets in any of the protocol. Once attack is launched, attacker node starts getting 

data packets under AODV whereas AODVSEC and SAODV remain aloof from the attack. 

7.5. In Presence of multiple malicious activities  

Figure 20 to Figure 23 show results with the three nodes performing the random malicious       

activities at their own specific time. We have considered a case where all the three attacks are 

launched separately by three attackers. We did RI attack at 100s followed by RC attack at 200s 

and then RD attack at 350s. 
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Figure 20. Data Packets though Attacker vs. Time 

 

Figure 21. Packet Delivery Fraction vs. Time 

Figure 20 shows that, the attacker node started receiving the data packets for AODV, but, after 

300s when RC attack has launched, it stopped getting the same as the rest of the data  packets 

were forced in the loop. AODVSEC and SAODV remained unaffected and performed normally. 

AODV gets worst affected due to RC attack leading to seizable drop in PDF (Figure 21). 

 

Figure 22. Normalized Routing Load vs. Time 
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Figure 23. Accumulated Average Processing Time vs. Protocol 

Figure 22 shows the performance of NRL in which AODV is comparatively less affected during 

RC attack than during RD attack (after 350s). In all, AODVSEC and SAODV secure          

themselves from the attacks. Figure 23 shows the accumulated average processing time of all 

three protocols in the presences of all three attacks and from this graph it can be concluded that 

AODVSEC utilizes quite less processing time and ultimately less computational power as   

compared to SAODV. 

7.6. In Presence of Blackhole Attack  

Figure 24 shows the results with consideration of Blackhole attack. As PDF is the most affected 

and obvious performance metric we have shown the comparison of all three protocols for this 

parameter. 

 

  

 

Figure 24. Packet Delivery Fraction vs. Time 

It is obvious from the above Figure that AODV fails to transfer any of the sent data packets to 

the intended destination, whereas AODVSEC and SAODV do not get affected at all by the      

blackhole attack.  
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8. CONCLUSION & FUTURE WORK 

We have modified the fundamental route discovery process of basic AODV in such a way that 

the protocol can mitigate the effects of active forge attacks viz. Resource Consumption (RC)   

attack, Route Disturb (RD) attack and Route Invasion (RI) attack through fake RREP message. 

To provide the security provision, we have not used much complex processing                        

e.g. Cryptography Functions or any logic that further requires the central trusted authority. We 

have compared AODVSEC with the existing AODV and SADOV protocol. Our results show 

that the performance of AODVSEC is no less than that of SAODV but the same is achieved 

with lower processing requirement leading to lots of saving of computational power. 

Our future work will focus on security aspects for the attacks that can be launched through  

forging the RREQ control message. AODVSEC is currently applicable in the scenario where 

there is presence of the active forge reply based attacks. In all as of now, AODVSEC gives 

similar results like SAODV and that is with the all important computational power saving       

although it is attacking condition based on the fake RREP messages. 
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