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Abstract—Blockchain is a data structure of data blocks arranged in chrono-
logical order. It is featured by decentralization, trustworthiness, data sharing,
security, etc. It has been widely used in digital currency, smart contract, credit
encryption and other fields. With the development of the Internet technology,
online education, a novel education mode, has been greatly popularized. How-
ever, this education mode still faces many problems in course credibility, credit
and certificate certification, student privacy, and course sharing. Through litera-
ture review and case analysis, this paper discusses the basic technical principles
and application features of blockchain technology, and proposes a solution to
the problems of online education based on blockchain technology. The block-
chain technology can store learning records in a trusted, distributed manner,
provide credible digital certificates, realize learning resource sharing with smart
contract, and protect intellectual property through data encryption. The research
shows that the integration of blockchain technology is a promising trend in the
development of online education.
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1 Introduction

Owing to the rapid development of Internet technology, online education has en-
tered a stage of rapid growth since the turn of the century. Online education, also
known as distance education or online learning, is a web-based teaching method for
content dissemination and fast learning using information technology and Internet
technology. With the Internet as the medium, online teaching transcends the limits on
venue, environment, time and teachers, and offers students quality teaching activities
anytime, anywhere.

The various types of online education can be divided into vocational training, ex-
amination and certification training, personal skills improvement, language education,
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early childhood education, K-12 education (kindergarten to 12th grade), etc. In China,
online education platforms are springing up thanks to the efforts by players like tradi-
tional Internet giants (e.g. NetEase and Tencent), traditional education companies
(e.g. New Oriental, Xueersi and Hujiang), universities, as well as primary and sec-
ondary schools. In recent years, massive open online courses (MOOCs) has been
brought to public attention. Originated in the US, MOOCs are developed by leading
content providers like Coursera, Udacity and edX. Since 2012, top American univer-
sities have been setting up online learning platforms and offering free online courses.
Targeting higher education, MOOCs are featured by quality teaching programs and
independent management systems.

Despite the immense popularity, the current forms and systems of online education
have many defects in the face of an increasingly open and digital Internet. For exam-
ple, the learning process and results of MOOCs are short of public recognition and
official certification; the students’ privacy is at risk, for the courses and data security
solely depend on the centralized online education platform; the students’ intellectual
property cannot be maintained effectively due to the openness of the Internet and the
tamperability of data; there is no mature cross-platform course sharing mechanism to
fully share the teaching resources. To make the learning process and results trustable,
it is necessary to develop a distributed and trustable data storage method to record the
students’ learning process, disclose all learning data to the public, and ensure the
security and non-tamperability of data.

Blockchain technology is a desirable tool to solve the problems of online educa-
tion, namely, poor certification, lack of recognition and data insecurity. Currently, this
technology is mainly applied in such field as finance, the Internet, and Internet of
Things (IoT). Typical financial applications include digital currency, currency trans-
fer, exchange and payment systems. Smart contracts, ranging from securities, stocks
to bank loans, can be enforced automatically without human intervention [1]. In terms
of the IoT, the blockchain technology enables devices to communicate autonomously
and identify errors [2]. This technology has also been applied preliminarily in the
field of education. For instance, Mike Sharple proposed that the blockchain can be
employed to realize distributed storage of education data, forming the so-called
knowledge currency [3]. Some scholars suggested applying blockchain in credit card
authentication, secure data encryption and distributed data storage [4]. The MIT Me-
dia Lab built a digital learning certificate system using blockchain technology and
Mozilla’s open badge [5]. In addition, the blockchain technology has been adopted for
product design in the industrial field. Sony Global Education [6], a blockchain tech-
nology infrastructure platform under Sony Corporation of Japan, can openly and se-
curely share learning courses and record data, without disclosing this information to
the education management authority, thus realizing the fairness and digitization of
education. University College London uses blockchain technology to help postgradu-
ates of financial risk management verify the authenticity of their academic qualifica-
tions [7].

Considering the said problems of online education, this paper explores the nature
and features of blockchain technology, and applies this technology in online educa-
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tion, aiming to create a secure, open and trustable online education platform. The
research findings pave the way to decentralized development of online education.

2 Overview of blockchain technology

The concept of blockchain was invented by a person under the pseudonym Satoshi
Nakamoto in his thesis “Bitcoin: A Peer -to -Peer Electronic Cash System” published
in 2008 [18]. In this thesis, Nakamoto proposed the Bitcoin system, but did not men-
tion the term blockchain. Instead, the block and chain are described as the data struc-
tures to record the history of bitcoin transaction ledger. The “block” refers to distrib-
uted data, while the “chain” means the chronological string of blocks arranged by
cryptographic methods. Together, the block and the chain constitute a continuous
transaction ledger. Broadly speaking, blockchain technology also refers to distributed
accounting techniques based on blockchain structure, including distributed consensus,
privacy and security protection, peer-to-peer (P2P) communication, network proto-
cols, and smart contracts.

Blockchain technology involves three basic concepts: transaction, block and chain.
The transaction is an operation of the ledger like the entry or removal of an item,
which always leads to a change in the status of the ledger; the block records the re-
sults of all transaction data over a period; the chain is a chronological string of blocks
that reflect all the state changes of the ledger.

Blockchain technology is implemented in the following manner. First, there must
be a distributed ledger in the network that only allows addition of new data. In other
words, no data could be deleted from the ledger, thus ensuring the non-tamperability
of the data. As shown in Figure 1, the blocks are linked into a chain in chronological
order, with each block retaining the Hash value of the previous block. When a new
ledger transaction occurs, the entire system will record the block of the transaction
data, and link it to the chain via the elliptic curve digital signature algorithm
(ECDSA) [9] in cryptography. In this way, the data cannot be falsified or forged.
Meanwhile, the transaction data will be broadcasted across the network, and con-
firmed by all network nodes, making them undeletable.

Therefore, the blockchain technology has a decentralized, de-trusted, distributed
data storage structure. Using cryptographic techniques, this technology guarantees
that the data of any transaction cannot be tampered and can be backtracked and veri-
fied. The distributed and decentralized nature is protected by the distributed data stor-
age and collective maintenance across the network. Compared with the traditional
centralized databases, the blockchain technology eliminates the possibility of the data
loss on the entire network caused by the attack on a single node.

Pre-block Hash Pre-block Hash Pre-block Hash
value value value -
—~
/ / / L.
Transaction Data Transaction Data Transaction Data

Fig. 1. Blockchain structure
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In general, blockchain technology is decentralized, de-trusted, reliable, collectively
maintained, and privacy safe.

1. Decentralized: Relying on decentralized, distributed P2P network [10], the block-
chain technology does not need a central node to verify and supervise transaction
data. The network nodes can directly exchange data based on the trust system,
which improves the efficiency of data exchange. Meanwhile, the damage of a sin-
gle node will not affect the data of the whole network.

2. De-trusted: The blockchain technology, on the one hand, creates the linked block
based on the cryptographic Hash value, and, on the other hand, ensures the transac-
tion safety using the digital signature generated from asymmetric cryptography.
Hence, the nodes can make transactions safely without third-party supervision.

3. Reliable: The blockchain database adopts distributed storage, that is, each node can
obtain a copy of all transaction data. This storage mode protects the integrity and
reliability of the data. Moreover, any transaction data are recorded based on
timestamps, and traceable to the very source, indicating that the data are non-
tamperable.

4. Collectively maintained: The blockchain data are collectively maintained by all
nodes in the network. Since no node is excluded from the maintenance, the error of
a single node has no impact on the data of the whole network.

5. Privacy safe: Due to the digital signature algorithm, the data are transmitted using
the public key and the private key, without disclosing the node identities. The user
is completely invisible in the transmission process.

With high credibility and security, the blockchain technology provides an ideal so-
Iution to the problems of online education. Specifically, the blockchain can offer
complete and non-tamperable learning records for online education, without the need
for third-party supervision, and guarantee the fair certification of course credits. Be-
sides, smart contracts can bolster the efficiency of course sharing in online education;
cryptographic-based data processing protects the users’ privacy. Therefore, it is a
promising attempt to apply the blockchain technology in online education.

3 Application of blockchain technology in online education

As mentioned above, the technical features of the blockchain can inspire a set of
good solutions to the problems of online education. This paper attempts to implement
blockchain technology in the following aspects of online education.

3.1  Full record of learning trajectory

The blockchain stores data in a distributed database, and records data blocks in
chronological order by timestamps. The new data blocks cannot be deleted. The cryp-
tographic algorithm is adopted to prevent the tampering of data, adding to the difficul-
ty in fraud. Currently, most online education platforms are decentralized, offering
courses of inconsistent qualities. What is worse, the learning results lack public
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recognition due to the lack of a unified certification system. Unsurprisingly, online
education fails to yield fruitful results. The chronological data recording of the block-
chain provide a good way to record the learning data of online education.

The students’ learning data, including learning time, course files and test results,
can be recorded on the blockchain in chronological order, and each data record can be
marked with a timestamp. The data accuracy is protected by the cryptographic-based
recording method, eliminates the risks like tampering or deletion. Thanks to the de-
centralization, distributed database and collective maintenance of the blockchain, any
education platform or organization will be able to record the learning trajectories of
students across regions and time. This will improve platform efficiency and reduce
the hardware cost.

Besides fully recording students’ learning data, the blockchain-based learning rec-
ord prevents tampering and deletion, offering a good guarantee to the credibility of
students’ learning data. At the same time, the learning data, whose reliability is en-
sured by the encryption technology, can be broadcasted across the network, and easily
downloaded by the employer. From the blockchain-based data, the employer can learn
more about the learning state of the students and verify their information. Therefore,
blockchain technology can effectively avoid paper fraud, fake academic credentials
and other misconduct in higher education, and establish a trusted platform for stu-
dents, teaching platforms and employers.

3.2 Trusted certification of learning results

Despite the immense popularity of online education platforms, the students are not
enthusiastic after learning a few courses because the learning results are neither pub-
licly recognized nor officially certified. This is attributable to the lag in pushing for-
ward the certification of learning results. At present, the certification for online educa-
tion is conducted inefficiently by third-party agencies. This mode cannot meet the
needs of the boom of online education in the future. When a student is hunting a job,
his/her certificates are archived in the education platform or the school, which will be
verified by the employer. If he/she loses a certificate, the student has to go through a
complicated and inefficient process to obtain another copy of the certificate from the
platform or the school. The blockchain technology, however, provides a simple, effi-
cient solution to certification of learning results, especially academic certification.
The students’ certificates can be verified easily even if they are lost.

The blockchain adopts an asymmetric encryption algorithm in cryptography to en-
sure the security and credibility of the data. On this basis, it is possible to design a set
of learning results certification system. First, the online education platform or the
issuing organization records the learning data of students based on the blockchain
technology, including the basic information, the course information, the course
scores, the date of issuance, etc., and encrypt the data by the private key of the plat-
form or organization. Then, the encrypted digital certificates are issued to the students
and other recipients within the network. In this case, the employer can perform Hash
verification of the digital certificates using the public key of the platform or organiza-
tion.
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The blockchain technology can provide a credible learning results certification sys-
tem, owing to the non-temperable and cryptographic nature of blockchain data. With
this system, the students do not have to worry about the loss of the certificate, the
platform or organization can streamline the certificate preparation process, and the
employer spends less on the verification of the learning results. Overall, the results of
online education can be applied to practice in a more efficient manner.

3.3  Decentralized sharing of education resources

Currently, there are many online education platforms, offering diverse courses with
rich contents. Nevertheless, the courses are not shared across the platforms, due to the
constraints like education mode, copyright, etc. For those learning different types of
courses, the user experience is rather poor because they have to log into different
platforms. Similarly, it is very difficult for students of higher learning to study the
knowledge in another school or discipline. Many quality course resources are wasted
because of the absence of unified and efficient utilization. With the rise of the sharing
economy (e.g. shared bikes), the society is calling for better utilization of resources.
In the education field, resource sharing marks the future direction of development.
Blockchain technology makes it possible to realize resource sharing in online educa-
tion.

As a typical application of blockchain technology, smart contract is a program sys-
tem developed on cryptographic security mechanism. It can complete complex trans-
action operations without human intervention. The system also supports automatic
execution and automatic verification. Smart contract technology can simplify the
transaction process, realize smart, automated and decentralized transactions and im-
prove the transaction security [11].

Smart contract preludes the formation of a huge resource sharing platform for
online education. Based on smart contract, the online education platform can com-
plete course purchase, settlement and acceptance efficiency and accurately without
incurring any labour charges. The distributed storage and collective maintenance of
blockchain allows the students to acquire the resources of different platforms by log-
ging into only one node in the blockchain network. Furthermore, the education re-
source data will not be invalidated when individual nodes are damaged in attacks,
which is a strong guarantee of data security. In addition, global knowledge systems
like Wikipedia, research institutions, academic journals and other education data can
be added to the blockchain network using blockchain technology, creating a global
knowledge base. The nodes in any blockchain network can access these knowledge
resources. This greatly improves the learning efficiency and enriches the learning
methods.

4 Conclusions

With the development of Internet technology, online education has become a new
way for people to acquire knowledge. However, online education still faces such
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problems as the lack of results certification, poor privacy and the absence of sharing
mechanism. As an emerging computer technology, blockchain has been widely
adopted in various fields due to the decentralized, de-trusted, reliable features. There-
fore, this paper combines the blockchain technology with online education to solve
the said problems, forming a smart, decentralized and sharing online education sys-
tem. The research findings mark the development trend of online education.
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