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Abstract

Background: Timely sharing of electronic health records 

across providers, while ensuring data security and privacy, is 

essential for prompt care of cancer patients, as well as for the 

development of medical research and the enhancement of 

personalized medicine. Yet, it is not trivial to achieve efficient 

consent management, data exchange, and access-control 

policy enforcement, in particular, in decentralized settings, 

and given the gravity of the condition such as cancer. Using 

blockchain technology (BCT) has been recently advocated 

by research communities and gained momentum from the 

industry perspective. However, most of the proposed solu-

tions are at the level of a prototype, and blockchain-based 

healthcare data management systems are not in place yet. 

Summary: This paper presents a systematic literature re-

view, aiming to analyze the motivations, advantages, and 

limitations, as well as barriers and future challenges faced 

when applying the state-of-the-art distributed ledger tech-

nology in oncology. We then discuss its outcomes and pro-

pose the direction of the future research that can help to 

attain integration and adoption of the BCT for data-sharing, 

medical research, and the pharmaceutical supply chain in 

oncology, as well as in healthcare in general. Key Messages: 

BCT has the potential to enhance data-sharing (for primary 

care and medical research), as well as to attain optimization 

of the pharmaceutical supply chain by bringing properties 

such as transparency, traceability, and immutability to the 

applications. However, BCT itself cannot guarantee data pri-

vacy and security. Thus, it is never proposed as a stand-alone 

technology, but as a combined technology with crypto-

graphic techniques. Regardless of the number of existing 

prototypes of blockchain-based healthcare systems, due to 

the existing barriers of the adoption (e.g., legal, social, and 

technological limitations), there is a lack of evaluation in real-

world settings. Aiming to overcome these limitations, we 

propose future research directions that include design of the 

privacy-preserving hybrid data storage, interoperable infra-

structures and architecture, and are compliant with the in-

ternational laws and regulations. © 2019 S. Karger AG, Basel

Introduction

With increased specialization of healthcare services, 
and high mobility of patients, accessing healthcare ser-
vices across multiple hospitals or clinics is very common 
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for diagnosis and treatment. In particular, for cancer pa-
tients, the transition of care and care coordination is very 
common. Timely sharing of electronic health records 
(EHR) across providers is essential for prompt care of can-
cer patients, not only for cancer treatment (including a 
request for a “second opinion” in a hospital that may be 
located abroad), but also for post-treatment monitoring, 
as an up-to-date longitudinal history of a patient plays a 
critical role for evaluating and optimizing the care deliv-
ered. For example, in practice, it may be urgently required 
to know the radiation dose received during the treatment 
to avoid possible harmful consequences for the patient. 
The gravity of the chronic condition, and possible disabil-
ity of patients to manage their own medical history, as well 
as required consent management procedures may further 
complicate data-sharing, leading to delay of treatment. 

Access to a complete history of patients’ data will also 
empower personalized medicine and improve healthcare 
quality through machine learning techniques [1]. Yet, 
healthcare data are highly sensitive: even in retrospect, the 
history of serious medical conditions can become a dis-
criminating factor; thus, it is crucial to ensure that patients 
can control who can access their data – and when. Even in 
the presence of EHR and ecosystems for health informa-
tion exchange (HIE), the following question remains 
open: How can we guarantee that the patient’s data are 
complete, stored securely, and can be accessed according 
to the patient consent in a fast and convenient manner?

Oncology-specific information systems (in addition to 
the EHR system) are widely used as oncology data are 
highly heterogeneous: the data can be originated from 
different data management systems and include specific 
comprehensive information (laboratory results, pathol-
ogy reports, etc.) and multiple high-resolution large-size 
radiology images and PET/CT scans. Such systems can 
facilitate oncology-specific comprehensive information 
and image management and assist clinicians to manage 
different types of EHR data, develop oncology-specific 
care plans, and monitor the radiation dose of patients. 
Yet, these systems cannot currently address the afore-
mentioned issues related to consent management and ac-
cess-control policy enforcement, in particular, in decen-
tralized settings. 

The possibility of using emerging blockchain technol-
ogy (BCT) for healthcare data management has recently 
raised major attention in both industries and academia 
[2–15]. Blockchain is a peer-to-peer distributed ledger 
technology that provides a shared, immutable, and trans-
parent append-only register of all the actions that have 
happened to all the participants of the network. It is se-

cured using cryptographic primitives such as hash func-
tion, digital signature, and encryption [16]. The data in 
the form of transactions, digitally signed and broadcasted 
by the participants, are timestamped, and grouped into 
blocks in chronological order. A hash function is applied 
to the content of the block and forms a unique identifier 
of the block. This identifier is stored in the subsequent 
block. Due to the deterministic property of the hash func-
tion, one can easily verify if the content of the block was 
modified by hashing the block content and comparing it 
with the identifier from the subsequent block. Many 
blockchains can execute arbitrary tasks, typically called 
smart contracts or chaincodes, written in a domain-spe-
cific or a general-purpose programming language [17]. 

To add a new block to the ledger a consensus protocol 
is employed [18]. Based on how the identity of a partici-
pant and its right to participate in the consensus are de-
fined within a network, one could distinguish between 
public and private, or permissioned and permissionless 
blockchain systems. In a permissionless system, the par-
ticipants’ identities are either pseudonymous or even 
anonymous [19], and every participant can submit a 
transaction or participate in the consensus protocol. A 
permissioned blockchain, in contrast, has means to iden-
tify the nodes that can control and update the shared 
state, and often also has ways to control who can issue 
transactions. A permissioned blockchain can be public, 
where anyone can read the ledger, but only a predefined 
set of users can participate in the consensus, or private, 
where even the right to read the ledger is controlled at the 
level of membership/identity of the users. Cachin and 
Vukolić [20] present an overview of consensus protocols 
used in the context of permissioned blockchains (e.g., 
 Hyperledger Fabric, Tendermint, R3 Corda, and Multi-
Chain).

BCT can enable a user to have complete control of data 
and privacy without a central point of control, thus high-
ly cost-effective and efficient for building applications for 
sharing EHR data. This provides a unique opportunity to 
develop a secure and trustable EHR data management 
and sharing framework using blockchain, which will ac-
celerate the data-sharing process and provide users with 
full access control over their own EHR data. In case of 
chronic diseases such as cancer, it is particularly impor-
tant due to the multiple-medication intake (and there-
fore, reimbursement and prescription management), di-
agnosis and treatment conducted at multiple hospitals 
(due to specialization of centers, required “second opin-
ion,” and mobility of the patient). Moreover, employing 
BCT can enable fast and secure data access for medical 
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practitioners and researchers, leading to improved cancer 
treatment with significantly increased efficiency and re-
duced cost. Besides, multiple improvements can be 
brought to the different stages of the pharmaceutical sup-
ply chain: clinical trials will be accelerated by providing a 
possibility to connect multiple data providers (data sourc-
es) and, therefore, to collect more data in a shorter period 
of time and made transparent using BCT; medication 
production and delivery will benefit from the increased 
integrity, traceability, and visibility, thus enabling opti-
mization of the whole supply chain process. However, re-
gardless of ongoing academic research and high interest 
from the industrial perspective, blockchain-based health-
care data management systems are not in place yet. 

The contribution of this work is two-fold: (i) we con-
duct a systematic literature review (SLR) to analyze the 
motivations, advantages, and limitations, as well as barri-
ers and future challenges of applying state-of-the-art ap-
proaches to employing distributed ledger technology in 
oncology, (ii) we discuss the outcomes of the SLR and 
propose the directions of future research.

Methodology

To provide a thorough study, we adhere to the procedure 
(Fig. 1) that was first proposed by Calvaresi et al. [21] based on 
Kitchenham et al. [22] and has already been applied to conduct the 
SLRs of the blockchain-based applications in the following do-

mains: multi-agent systems [23] and tourism [24]. Following the 
Goal-Question-Metric (GQM) [22], the generic free-form ques-
tion “What are the motivations, approaches, limitations, and bar-
riers when employing distributed ledger technology for data-shar-
ing in oncology?” is formulated and broken down into the follow-
ing structured research questions (SRQs).

SRQ1: How has the blockchain research and its application in 
oncology been evolving (e.g., in which year and in which country 
did the research take place)? SRQ2: What are the proposed appli-
cations of the BCT in oncology? SRQ3: What is the status of the 
solutions proposed in the primary studies (i.e., conceptual, design, 
implemented)? SRQ4: What are the requirements/motivations be-
hind the employment of BCT? What are the objectives defined by 
the authors of the primary studies for the BCT implementations in 
oncology? SRQ5: What are the strengths/advantages of applying 
BCT in oncology? Which technologies have been employed before, 
if any? Which BCT designs and implementations have been pro-
posed by the authors? Are there other technologies that are used 
in combination with BCT? SRQ6: What are the limitations of ap-
plying BCT in oncology? Do the authors propose to address the 
identified limitations? Which are the additional future challenges 
listed by the authors of the primary studies?

Based on the reviewers’ competences in BCT and given the on-
cology domain, the following keyword queries have been defined 
to perform the search for the relevant primary studies: (“block-
chain” OR “distributed ledger”) AND (“oncology” OR “cancer”). 
The search has been conducted using the following sources: 
PubMed, IEEExplore, Science Direct, and Google Scholar.

Initially, 58 papers were collected. This number was then re-
duced to 12 after performing a further examination of the papers, 
in particular based on the following inclusion criteria: temporal 
(2008 or after), purpose and relevance (applying BCT in oncol-
ogy), format (review papers, if any, are excluded from the analy-
sis and considered separately), singularity/originality (discard 

Planning the review (a) Performing review (b) Dissemination (c)

Data analysis

Summarizing evidence

Final report composition

Disagreement
resolution

Define the research questions
(free form and structured question)

Develop the review protocol
(search strategy definition)

Validate the review protocol

� Channel of research
� Acceptance criteria
� Set of keywords
� Inclusion criteria
� Stop collecting criteria
� Features and quality criteria
� Bias and disagreement resolution
� Expected output format

Article collection
(systematic search execution)

Article selection
(inclusion criteria application)

Article elaboration
(features collection, DARE criteria)

Fig. 1. Review methodology.
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papers presenting minor variations), and theoretical foundation 
(the primary studies should provide at least one of the following 
elements: [visionary formulation, theoretical definition, system 
design]). One has to note that several papers among the initially 
selected ones (and discarded later on) only mentioned applica-
tions of the blockchain in oncology referring to some of the se-
lected papers as examples of applying blockchain in healthcare in 
general. 

Results

This section presents the outcomes of the SLR, which 
are obtained by applying the methodology presented in 
the previous section, following the research questions 
presented above.

To answer SRQ1 about demographics of the primary 
studies, we looked at when the research work presented 
in the papers has been conducted, and in which country 
the institution of the corresponding author is located 
(Fig. 2). Selected works were published in 2017 (6 stud-
ies), 2018 (5 studies), and one study was published in 
2016. The timing is in line with the fact that the first at-
tempt to import blockchain into the design of a health-
care system was made in 2016 by Yue et al. [25]. The au-
thors presented the design of the architecture of a health-
care data gateway application for secure control and 
sharing of medical data between different entities that 
may use patient data. The research works were performed 
in the following countries: USA (4 studies), Switzerland 
(2 studies), and Germany, Iraq, Taiwan, Italy, China (1 
study per country). However, one has to note that based 
on the affiliations of the authors, some of the works were 
done in the framework of international collaboration, 
such as collaboration between Switzerland and USA [2] 
as well as USA and several European countries [5].

Next, we address SRQ2 and SRQ3. To do so, we identi-
fied specific application domains (related to oncology) of 
the research works presented in the primary studies 
(SRQ2) and technology readiness level: whether proposed 
applications are at the level of concept, architecture de-
sign, or prototype (SRQ3).

As shown in Table 1, all the selected studies propose to 
employ BCT in the following application domains: data-
sharing for primary patient care [2–6, 8], conducting 
medical research [2–6, 8–11], and optimization of the 
pharmaceutical supply chain processes aiming to ensure 
the absence of the counterfeit drugs on the market [3, 7, 
12, 13]. Most of the proposed approaches are presented 
as prototypes. This could be attributed to the facts that the 
works are focused on the specific healthcare area or the 
chronic disease such as cancer, and domain-specific re-
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Fig. 2. Demographics of primary studies: number of articles per year (a) and their geolocalization (b).

Table 1. Application domains and technology readiness level 
(TRL) of the primary studies

Primary studies Application domains TRL

primary  
patient care

medical 
research (incl. 
clinical trials)

against 
 counterfeit 
drugs

Dubovitskaya et al. [2] × × P
Mettler [3] × × × C
Zhang et al. [4] × × P
Mamoshina et al. [5] × × P
Hussein et al. [6] × × P
Schöner et al. [7] × C
Shae and Tsai [8] × × D
Kurtulmus and Daniel [9] × P
Angeletti et al. [10] × P
Peters et al. [11] × C
Haq and Esuka [12] × P
Hackius and Petersen [13] × C

C, concept; D, design; P, prototype.
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quirements are taken into account for a stage of system 
prototyping. Some of these studies [2, 4–6] tackle data-
sharing for both primary care and research, underlying 
that it is important to involve the patient in the data-shar-
ing process and consider the patient’s consent. The work 
of Mettler [3] tackles all the three application domains, 
only at the conceptual level.

We summarize the requirements underlined by the 
authors for each application domain to motivate the ap-
plication of BCT, and the objectives set up by the authors 
of the research works (SRQ4). 

In the framework of data-sharing for primary patient 
care, there is a need to help patients to keep track of and 
control where their healthcare data are stored [5], to fa-
cilitate and speed-up sharing of the required data for the 
diagnosis and treatment [2], to consolidate the data from 
multiple sources, to ensure access to the full patient data 
history, including laboratory results, doses and negative 
side effects of medications [6]. Zhang et al. [4] noticed 
that enabling patient-controlled data-sharing is especial-
ly relevant in the case of regional virtual tumor boards 
implemented via telemedicine [26, 27] for institutions 
that have limited oncology expertise and resources. 

Conducting medical research involves data-sharing 
processes and intelligent data management. It is impor-
tant to resolve the challenges faced by the regulators and 
return the control over private data, including medical 
records, back to the patients. This will provide patients 
with a possibility to contribute to research and commer-
cial projects while ensuring privacy and security [5], 
speed up the phase of participants’ recruitment for clini-
cal trials [10], and make available real-time EHR data in 
common data format [7]. Shae and Tsai [8] also empha-
size the need for a data-sharing standard. They argue that 
intelligent healthcare data management cannot be put in 
place while there is a lack of mechanisms to collect large 
and integrated heterogeneous data sets of various owner-
ships and to enable cross-domain and international col-
laboration, especially in medical domains due to many 
challenges, including huge size of the distributed data 
sets, ownership, privacy, and administrative and govern-
ment regulation/policy imposed to the medical data. 

Regarding optimization of the pharmaceutical supply 
chain processes, a set of highly important requirements 
targeted against counterfeit drugs is underlined by Met-
tler [3] and Schöner et al. [7]: to increase trust and trans-
parency, to ensure monitoring of the production process-
es for drugs, and to provide customers with a possibility 
to track pharmaceutical products throughout the supply 
chain.

Based on the identified requirements, the following 
objectives were defined by the authors of the primary 
studies: 
• Meet ONC [28] requirements regarding development 

of interoperable, privacy-preserving, and secure na-
tionwide health information systems and the promo-
tion of widespread, meaningful use of health IT to im-
prove healthcare [4].

• Facilitate direct verifiable and immutable transactions 
between the patient as well as different actors in the 
medical area without relying on a centralized party, 
while ensuring data security privacy of the distributed 
sensitive medical data [2, 3, 6].

• Accelerate the cross-domain biomedical research and 
clinical trials, incentivize patients to contribute to the 
research studies, while providing privacy and security 
guarantees, transparency, and auditability [5, 8, 10].

• Bring integrity, traceability, and transparency to the 
global drug supply chain [7].
To answer SRQ5, based on the primary studies, we first 

list current technologies and approaches that are current-
ly in use, if any, to address the needs identified in the 
framework of SRQ4. Then, we focus on the specific BCT 
implementations and other technologies proposed in 
combination with BCT to achieve aforementioned objec-
tives. Finally, we describe the advantages of using BCT. 

In current practice, for primary care, if a patient needs 
to transfer his/her clinical data for the treatment purpos-
es from one hospital to another, the patient will be re-
quired to sign a paper-based consent that specifies what 
type of data will be shared and the information about the 
recipient. Ecosystems for HIE aim to ensure that the data 
from EHRs are securely, efficiently, and accurately shared 
nationwide. However, HIEs have limited adoption, and 
there is a lack of standard architecture or protocol to en-
sure security and enforcement of the access control spec-
ified by patients [29]. For medical research, according to 
Shae and Tsai [8], centralized datasets that are currently 
employed are costly and difficult to maintain, such as The 
Cancer Genome Atlas (TCGA) [30] for the cancer and 
precision medicine research. It also requires major effort 
for data collection and curation. Regarding current ap-
proaches for the pharmaceutical supply chain, most of the 
processes are peer-to-peer, which creates inefficiencies 
and leaves room for counterfeit drugs [8]. 

To replace the current approaches and their limita-
tions, the authors of the primary studies mostly propose 
to use permissioned BCT (e.g., Hyperledger Fabric [31], 
R3 Corda, permissioned/private Ethereum testnet) due to 
the sensitive nature of healthcare data [2, 4, 12, 32].
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Mamoshina et al. [5] propose to use a hybrid approach 
of Exonum – a framework for building blockchain appli-
cations which employs BFT (Byzantine Fault Tolerance) 
Bitcoin anchoring algorithm [33]. The algorithm period-
ically outputs the hash digest of a recent block on an Exo-
num blockchain, which commits to the entire blockchain 
state and transaction history, in a transaction on the Bit-
coin blockchain. Only hash is stored on the public block-
chain, no sensitive data are revealed.

Similarly, using public Ethereum blockchain is pro-
posed by Angeletti et al. [10] to store only public keys of 
the IoT devices (to ensure validity of the source) and the 
hash of the data produced periodically (to ensure immu-
tability and transparence of the trials).

As noted in almost all the primary studies, use of BCT 
is only advantageous when combined with other existing 
technologies, such as off-chain data storage [2, 4, 8, 10], 
cryptographic primitives [2, 4], and domain-specific 
healthcare standards for data exchange [4]. Combining 
principles of machine learning and artificial intelligence 
with the smart contracts’ functionalities, transparency, 
and traceability properties of the blockchain is marked as 
a promising approach for personalized healthcare and 
enhancing medical research [6, 8, 9]. 

Among the advantages of using BCT, which are 
brought by its properties, and apart from addressing the 
aforementioned needs existing in the oncology domain, 
the following are of high importance: creation of an in-
teroperable standards-based architecture and data-driv-
en marketplace for secure and scalable data exchange, 
making available precision medicine, collaborative deci-
sion support, and optimization of the pharmaceutical 
supply chain processes. 

To address SRQ6, we list some of the limitations of 
current BCT-based systems and possible approaches to 
address them, as well as the future research directions dis-
cussed by the authors of the primary studies. 

In case of employing off-chain data storage (for data 
storage or for running computations over the healthcare 
data) and membership service (in case of permissioned 
BCT implementation), the risk of creating a single point 
of failure exists. To address these limitations the follow-
ing has been proposed: using cryptographic techniques 
(including symmetric and asymmetric encryption, digital 
signature, threshold encryption, and homomorphic en-
cryption), decentralization of the data storage and mem-
bership service, and involving trustful independent par-
ties, such as government agencies like FDA [2, 5, 8].
• In case of using Ethereum, the limitations such as gas 

costs is noted in Kurtulmus et al. [9]. This can be ad-

dressed by potential improvement of Solidity, a pro-
gramming language used for writing smart contracts 
in Ethereum, creating a new language, or optimization 
of the code.

• Secure key management and digital identity manage-
ment are challenging. In this regard, coordinating 
stakeholders (e.g., insurance companies) across the in-
dustry and providing patients with easier (and secure) 
access to their own medical records are proposed by 
Zhang et al. [4].
Moreover, several directions of the future work were 

discussed by the authors of the selected works, including 
exploration of the distributed federated learning and dis-
tributed transfer learning mechanisms within the block-
chain, and blockchain-based distributed data manage-
ment mechanisms to integrate data sets originated from 
multiple sources [8], as well as implementation of EMR 
system architecture based on BCT in a real-life environ-
ment [34].

Discussion

In this section we discuss major findings of the SLR 
and propose several future research directions in the area 
of applying BCT in the oncology domain.

Applications and Specificity of the Blockchain-Based 
Data-Sharing in Oncology
According to the conducted SLR, BCT has the poten-

tial to enhance data-sharing (for primary care and medi-
cal research), as well as to attain optimization of the phar-
maceutical supply chain by bringing properties such as 
transparency, traceability, immutability, to name a few, to 
the applications. In the scope of this work, we analyzed 
current research work aiming at employing BCT in on-
cology. Among the primary studies, there are several pro-
totypes that are justifying advantages of employing BCT 
in oncology. The growing body of research work [35–39] 
focusing on employing blockchain in healthcare or in the 
pharmaceutical supply chain in general, not oncology-
specific, was out of the scope of this paper. Some of these 
approaches to build blockchain-based EHR or supply 
chain system can be applied in oncology as well. An in-
terested reader may refer to the recent relevant reviews of 
using BCT for healthcare [40, 41], and in supply chain 
[42]. However, one has to take into account specifics of 
the oncology domain, including the chronic nature of 
cancer and data volumes due to the need to manage radi-
ology images [43]. 
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Integration Barriers
Regardless of the number of existing prototypes, most 

of the works lack the evaluation and tests in real-world 
settings. This is most likely due to the existing regulations 
[44, 45], sensitive nature of healthcare data, required con-
sortium of multiple institutions, lack of interoperability 
with existing EHR systems, and other limitations sum-
marized in the framework of SRQ6, such as difficulties to 
ensure secure key management, and the need to use so-
phisticated cryptographic techniques. Indeed, BCT itself 
cannot guarantee data privacy and security. Thus, it is 
never proposed as a stand-alone technology. Moreover, 
as noted by the authors of the analyzed primary studies, 
different blockchain implementations have their own 
limitations and trade-offs. 

In addition, compared with current solutions (i.e., 
centralized databases in the hospitals and IHE profiles 
and standards, as well as existing ecosystems for HIE [46], 
aiming to ensure interoperability and data security), the 
following disadvantages of applying BCT shall be consid-
ered, among others:
• “Mining,” in case of using permissionless blockchain, 

can introduce the extra costs to the data management 
process, as well as privacy threats. 

• In the framework of data-sharing for primary patient 
care, it is challenging to ensure that the patients are 
able to manage securely their keys and identity when 
encrypted data are being shared (in contrast with the 
technical architecture described in the corresponding 
IHE profile, where the keys are only shared between 
caregivers participating in the data exchange [47]). 

• Some of the core principles of BCT (e.g., data immu-
tability) are not compliant with data privacy laws and 
regulations. (e.g., “right to data erasure”); thus, appro-
priate data management approaches, policies, and ad-
ditional mechanism are required.
However, it is worth mentioning that the approach 

that combines some of the properties of the BCT and the 
Keyless Signatures Infrastructure (KSI) [48] has been 
successfully employed in Estonian government net-
works to ensure the integrity of the data (including 
EHR) stored in government repositories and to protect 
them against insider threats. KSI is used to provide time-
stamping and server-supported digital signature servic-
es. The number of participants in the KSI consensus 
protocol is limited, which for instance can ensure that 
transaction settlement can occur within one second. 
However, major drawbacks of such an approach are lim-
ited decentralization and the requirement of trust in the 
participants of KSI consensus.

Based on the analyzed state-of-the art research work 
and their current limitations, we propose the following 
future research agenda in the area of applying BCT in the 
oncology and healthcare domain in general.
• Achieving privacy-preserving distribution and globally 

reachable data. The challenge of ensuring globally 
reachable data and enforcement of patient’s access 
control policy is not trivial: data availability/interoper-
ability requirements can interfere with a patient’s pri-
vacy. Is it possible to define a harmonized set of the 
basic rules built in the healthcare data management 
architecture based on the international laws and regu-
lations, preserving different sensitivity levels of the 
data, and ensuring an adherence to such rules without 
centralized entity?

• Intelligent data management. How to design privacy-
preserving hybrid data storage for machine learning 
tasks and artificial intelligence techniques (e.g., to use 
on-chain storage only for the statistical data avoiding 
storage of sensitive data on the blockchain)? Can we 
decouple the query and execution by defining the que-
ries and parameters to be stored on the blockchain, 
which will then be executed only by trusted entities or 
data owners (doctors, patients)?

• Multi-ledger and ledger interoperability. A plethora of 
the existing BCT implementations, distributed ledger, 
and different prototypes built on top of the technol-
ogy can aggravate the problem of the lack of interop-
erability between healthcare systems. Thus, ensuring 
interoperability between different BCT implementa-
tions is of a high priority. Moreover, due to custom 
privacy preferences and individual needs and require-
ments from different patients, one can think of a mul-
tiple-ledger design: a patient-specific, or even a case-
specific ledger [43]. Data then can be replicated among 
multiple ledgers and locations, creating the network 
of networks [49]. Depending on the context, the re-
quirements that one has to fulfill to access the data will 
have to be fulfilled. However, is it still questionable on 
how patients will be able to manage their ledgers? And 
how to set up such infrastructure in the real-world set-
tings?

• Patients’ involvement and education. Once patients 
have full control over their data, education mecha-
nisms must be put in place for the patients, in order to 
provide valuable insights regarding best data and con-
sent management practices compliant with existing 
laws and regulations. Moreover, mechanisms for 
“break glass” access to the healthcare data in the emer-
gency settings are still to be developed.
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• Data analysis and research. Having a complete, curat-
ed and trusted data set is critical for ensuring accurate 
results in analysis and research. Once complete and 
accurate data of oncology patients’ history are system-
atically stored with the use of blockchain with consent 
from the patients, the data can be leveraged in advanc-
ing oncology research and treatment options. Analyti-
cal, compliance, and research tools are currently ac-
tively researched and developed [15]. For example, 
having a detailed history of drug tolerance and side 
effects on patients combined with their genetic profiles 
or markers can help to improve selection of patient 
treatment options.

Conclusion

This paper presented an SLR of 12 primary studies ad-
dressing the following question “What are the motiva-
tions, approaches, limitations, and barriers when em-
ploying distributed ledger technology for data-sharing in 
oncology?” We analyzed the motivations, advantages, 
and limitations of the blockchain-based applications in 

the oncology domain, as well as barriers, potential ap-
proaches to overcome them, and future challenges listed 
in the state-of-the-art research work. We discussed spe-
cifics of the blockchain-based applications in oncology 
and integration barriers. Finally, we proposed directions 
of the future work that can help to attain integration and 
adoption of the BCT for data-sharing, medical research, 
and the pharmaceutical supply chain in oncology, as well 
as in healthcare in general.
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