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Abstract—Spare capacity allocation (SCA) is an important part of fault  backbone networks [11]. These schemes focus on protecting
tolerant network design. In the spare capacity allocation problem one seeks Working traffic by reserving spare bandwidth in backup paths.
to determine where to place spare capacity in the network and how much h
spare capacity must be allocated to guarantee seamless (:ommunications?rhOUgh network 'fedun_d?‘ncy 'S_ reduced to s_ome degree by shar-
services survivable to a set of failure scenarios (e.g., any single link fail- ing spare bandwidth, it is the interest of this paper to have re-
IurE)- Formull(ated as 6;) multl-ﬁOﬂémodlrt]y flow integer programmlng prob-d dundancy minimization as an optimization criterion without de-
em, SCA is known to be NP-hard. In this paper, we provide a two-pronge ; ; : ;
attack to approximate the optimal SCA solution: unravel the SCA struc- terlora_ltmg the bene.flts of preplanned backu_p path routing. We
ture and find an effective algorithm. First, a literature review on the SCA  Call this schemeurvivable routing Our numerical results show

problem and its algorithms is provided. Second, a integer programming that this method is not only feasible, scalable, adaptive, and fast,

model for SCA is provided. Third, a simulated annealing algorithm using  pt also near optimal in redundancy reduction.
the above InP model is briefly introduced. Next, the structure of SCA is

modeled by a mat(;ix method. The per-ﬂovv“ b;lSﬁd backup path informa-  This paper is organized as follows. Section Il overviews exist-
tion are aggregated into a square matrix, called the spare provision matrix : o ; : :

(SPM). The size of the SPM is the number of links. Using the SPM as the ing SurVIVablllty teChm.queS and SCA algorl'.thr.ns. In Section ”.l’
state information, a new adaptive algorithm is then developed to approxi- an Integer Programming (InP) formulation is introduced and its
mate the optimal SCA solution termed successive survivable routing (SSR). best solution with hop-limited path sets is solved by a commer-
SSR routes I|nk-d|510|nt_ ba(;kup paths for each trafflc flow one at a time. jg] Branch and Bound (BB) solver AMPL/CPLEX. By relaxing
Each flow keeps updating its backup path according to the current net- he i . fthe desi iabl Iso d : Li
work state as long as the backup path is not carrying any traffic. In this the '“tegf'tY ofthe eS|g_n varia _es, we a_.SO e_termme alinear
way, SSR can be implemented by shortest path algorithms using advertised Programming model which provides the infeasible lower bound
state information with complexity of O(# Link?). The analysis also shows of the InP optimal solution. Next, a Simulated Annealing (SA)

that SSR is using a necessary condition of the optimal solution. The numer- : P . . . :
ical results show that SSR has near optimal spare capacity allocation with algorithm is implemented in Section IV to approximate the op

substantial advantages in computation speed. timal solution.

Keywords—network survivability, spare capacity allocation, survivable The main contribution is in Section V and VI. The struc-
routing, network optimization, multi-commaodity flow, approximation algo- ’

rithm, online algorithm, simulated annealing ture of SCA is modeled with a novel matrix method approach.
The per-flow based backup path information is aggregated into
a square matrix, called the spare provision matrix (SPM). The
size of the SPM is the number of links. Using the SPM as the
ETWORK survivability techniques have been proposed &iate information, a new adaptive algorithm termed successive
guarantee the seamless communication services in the fagesivable routing (SSR) is then developed to approximate the
of network failures. Most techniques use centralized planningtimal SCA solution. SSR routes link-disjoint backup paths
and are developed for circuit-switched networks such as pubr each traffic flow one at a time. Each flow keeps updating its
lic switched telephone networks [1], SONET/SDH [2], [3], [4]backup path according to the current network state as long as the
ATM [5], [6], [7], WDM networks [8], [9]. However, circuit- backup path is not carrying any traffic. In this way, SSR can be
switched backbone networks are being replaced or overlappeglemented by shortest path algorithms using advertised state
with packet-switched networks which provide better managieformation with complexity oD (# Link?) instead of per-flow
ability of bandwidth granularity and connection types. This abased information. It is an on-line algorithm to approach the
chitecture migration has been significantly accelerated by tim® optimal solution utilizing necessary conditions of the opti-
explosive expansion of Internet services. In addition to traaal solution.
ditional requirements of cost-effectiveness and service surviv- . .
ability, the increasing Internet traffic and its flexible QoS re- In Section VII, numerical results for a range of netwqus
o . . %r? used to compare the proposed SSR with other algorithms,
quirements have brought in many new issues such as scalal

| o : )
ity, dynamic and distributed bandwidth provisioning for fluctu[]amely' Linear Programming lower bound (LP), Integer Pro
ating traffic. Therefore, it is of increasing importance and né-

ramming (InP) using a branch and bound (BB) solution, Sim-
. A . Olated Annealing (SA), Survivable Routing (SR), Sharing with
cessity for network survivability research to catch up with th||§artial Informat%rg (S)PI) [11], and the Rgs(oun):e Aggre%ation
trend. Some initial efforts have been made in this directio ’

Pault Tolerance (RAFT) method [10]. These results show that

for exam_ple., various preplanned fault-tollerant routing SCheW§§R has advantages in terms of its effective approximation to
are studied in RSVP-based IntServ services [10] and IP/MP  optimal SCA, fast computation speed, distributed implemen-

Supported in part by DARPA under No. F30602-97-1-0257 and NSF grd@tion, and adaptive to traffic fluctuations as well as network evo-
NCR-9506652 lution. Section VIII summarizes our conclusions.

|. INTRODUCTION
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1. RELATED WORK of the rerouting process. In link restoration, the nodes adjacent
to a failed link are responsible for rerouting the affected traffic
flows. Thus it only patches around the failed link in the original
Traditional network survivability techniques have two aspath. In contrast, in path restoration, the end nodes whose traf-
pects, survivable network design and network restoration [18} is traversing the failed link initiate the rerouting process. In
These two phases are complementary to each other and coogéferal, path restoration requires less spare capacity reservation
ate to achieve seamless service upon failures. than link restoration [16]. Moreover, the selection of backup
Survivable network design refers to the incorporation of susaths can béailure dependentvhen different failures are pro-
vivability strategies into the network design phase in order tgcted by different backup paths. failure independenpath
mitigate the impact of a set of specific failure scenarios. Spaestoration scheme requires a backup path which is link-disjoint
capacity assignment is the major component in dimensionifigm the working path. This approach requires less signaling
a survivable network when the network topology is given. Bupport and is easier to implement at the cost of requiring more
ensures enough spare capacity for the physical network or gpare capacity than failure dependent path restoration. In this
virtual network to recover from a failure via traffic reroutingpaper, we use link-disjoint backup paths in failure independent
For example, given a SONET/SDH mesh-type network topqdath restoration.
ogy, the normal traffic demand with their flow allocation, the A proplem that arises in the failure independent path restora-
problems are how much spare capacity should be provisionggh scheme is the existence wép topology[17], [4]. In a
and where |t.s.h0uld be chated in order for the network to F%rap topology, the working path may block all the possible link-
erate a specified set of failure scenarios (e.g., loss of any S'“@i'ﬁoint backup paths although the network topology is two-
link). The termmesh-typeloesn'timply that the network topol-connected. For example, when the traffic flow between node 13
ogy is a full mesh, but rather that the network nodes are at legst node 15 in Network 6 in Fig. 8 has working path routed via
two-connected [13]. nodes 1 and 22, this path does not have any link-disjoint backup
In network restoration, affected traffic demand pairs akxth available although the network is two-connected.
reroutgd upon failure .to backup paths that have enough spar¢qre are two ways to avoid this dilemma. One is to se-

A. Traditional Network Survivability Techniques

, the resulting restoration scheme is fail-

pacity is pre-allocated before failure, pre-planning spare cap@ta gependent. The other way is to modify the working path
ity not only guarantees service restoration, but also minimizgs o der 4 link-disjoint backup path possible. It is equivalent
the duration and range of the failure impact. In packet-switch routing the working and backup paths simultaneously. The
networks, such service guarantees are especially importantg?gmeming path algorithroan be used for this purpose [18]. It
cause backlog traffic accumulated during the failure restoratigl. < 5 modified network with the same topology where all links
phase might introduce significant congestion [14], [15]. Prgy, e gne_unit capacity and the traffic demand from the source
planning spare capacity can mitigate or even avoid this conggss, gestination is two units. The algorithm can find two link-
tion. On the other hand, reserving additional spare capacity lﬂéjointed paths and we can use the shorter one for working and
creases the network redundancy. _ _the other for backup. Although such working paths might not
Therefore, the major Interest_ In survwablt_a _network desigll the shortest hop paths, they are the shortest among all work-
has been concentrated on providing cost-efficient sparé Canag- paths protected by link-disjoint backup paths. Although
ity reservation at a certain survivability level. Tbervwaplhty this method introduces longer working paths and disturbs traffic
levelgauges the percentage of restorable network traffic upog g e working paths already been routed, it is still a practical

failure. In this paper, a 100% survivability level is considereg,aihod thanks to the rare occurrence of the trap topology [17]
unless it is explicitly noted otherwise. Thetwork redundancy 4,4 we use this method to deal with trap topologies.
is measured by the ratio of the total spare capacity over the total

working capacity. It depends highly on the ngtwork topolo . SCA Algorithms

as well as the spare capacity allocation algorithms used. For

example, a self healing ring (SHR) topology has 100% redun-Previous research on spare capacity allocation of mesh-type

dancy [2], [3]. In mesh-type networks, when working paths areetworks adopts the problem context above and uses either

the shortest hop paths, more than 100% redundancy is neeathematical programming techniques or heuristics to deter-

in reserving backup paths. However, the redundancy can bengre the spare capacity assignment as well as backup path allo-

duced by sharing spare capacity reservations and this reductiation for all traffic flows. Multi-commaodity flow (MCF) mod-

is feasible only when failure scenarios are non-overlappingéts have been widely used to formulate spare capacity allocation

the network. Afailure scenarioincludes all the simultaneouslyproblems in different networks like SONET/SDH [19], [20],

failed network devices or components. In this paper, we cd@4], [6], [22], ATM [6], [7], WDM [8], [9], and IP/MPLS [23].

sider the failure scenarios where only one network link can fail these models, pre-calculated path sets for all traffic demand

at any one time. pairs are used to compose the search space for the design vari-
Restoration schemes can be classified as €literestora- ables and the objective is to minimize the total spare capacity re-

tion andpath restoratioraccording to the initialization locationsquired for the restoration from specific failure scenarios. Unfor-
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tunately, the resulting Integer Programming (InP) formulation froximated by using modified link costs in routing. Although
NP-hard Due to the rapid increase in the path set size with tI&PI1 is simple and fast, as shown in our numerical results, the
network size, the above models will not scale to many realistiedundancy that SPI achieves is not very close to the optimal
situations. Thus heuristic methods are needed to approachrémults. The SCI scheme is similar to the survivable routing
optimum. scheme in this paper. However, in[11] itis claimed that per-flow
Relaxation methods are widely used to approximate InP dsed information is necessary for SCI, unlike the SSR scheme
lutions. Herzberg et. al. [19] formulate a linear programmingfoposed here.
(LP) model for the spare capacity assignment problem and treat
spare capacity as continuous variables. A rounding proces§is SCA Structure
used to obtain the final integer spare capacity solution whichThe structure of the SCA problem has recently been investi-
might not be feasible. They use hop-limited restoration routggted in a few works.
to scale their LP problem. This technique can also be extendedhe channel dependency graptas introduced by Duato to
to input InP formulation when Branch and Bound (BB) is eMynalyze network fault tolerance when failure protection routes
ployed for searching the optimal solution [20], [6]. Lagrangiagyist in a parallel computing system [30]. Though it concen-
relaxation with subgradient optimization are used by Medhi afgtes on the question of how many faults a fault tolerant rout-
Tipper [24]. The Lagrangian relaxation usually simplifies a hajflg function can deal with, the dependency relations between
original problem by dualizing the constraints and decomposifigks on working and backup paths is shown through a dual
it into multiple easier sub-problems. Subgradient optimizati aph. This provides an important hint for the SCA problem
is used to iteratively solve the dual variables in these subpr%mcture we used here. Tiercer conceptwas proposed by
lems. Grover and Li [31]. It utilizes the relationship between the
Genetic Algorithm (GA) based methods are proposed in [2djrking and spare capacity reservations to solve the express
and [22]. GA evolves the current population of “good solutiong’bute planning problem in link restorable networks. This link
toward the optimality by using carefully designed crossover anglationship focuses on pair wise relations among links but not
mutation operators. Al-Rumaih et. al. [22] encodes the lirtke whole structure of the spare capacity sharing operation be-
spare capacity in the chromosomes. The crossover operatansen flows. Thdault management tabligEMT) method is the
to swap partial spare capacities of two parent links. The mutaiilding foundation for the resource aggregation fault tolerant
tion operator is to randomly vary spare capacity. The crossoyRAFT) scheme [10]. It provides a local data structure to store
and mutation repeat until feasible offspring are achieved. Thete spare capacity sharing among different flows. It is very dif-
the elitist offspring will evolve into next generation until a stopficult to use FMT to share these information globally since such
ing condition is met. In [24], the indices of the backup paths information is per-flow based and hence, not scalable with the
the path set for demand pairs are encoded into the chromosonggwork size and the number of flows. An equivalent mathemat-
The crossover is simply to exchange the backup path indices faad formulation of FMT is provided by Medhi and Tipper [24].
tween two solutions and the mutation is to change the backugFrom the above discussion, the spare capacity allocation
path indices of certain traffic demands. Their results show c@foblem is still an important and challenging problem.
tain resistivity to local optimum in the search space.

There are many other heuristic methods reported including IIl. I NTEGERPROGRAMMING MODEL

Tabu search [25_], Simulated Annealing (SA) [8], Spare Link consider a directed grapl\V', £), where " and £ are the
Placement Algorithm (SLPA) [6], Iterated Cutsets INP-basgghqe set and the link set for the network. The total numbers of
Heuristics (ICH) [26], Max-Latching Heuristics [6], Subset repqdes and links in the network aré — V| andL = |£] re-
laxation [27], and the column generation method [28]. spectively. For a link € £, letw; denote the unit spare capacity
All of the above methods are still in the pre-planning phasgst. In this paper, we use, = 1 for minimum hop routing.
which can only be implemented centrally. A distributed schemiggt D denote the set of traffic flows, whefe C (N x N) and
Resource Aggregation for Fault Tolerance (RAFT), is proposen — |D| < N x (N — 1) if we only consider bidirectional
by Dovrolis [10] for NGI IntServ services using the Resourcgoint-to-point traffic flows. Traffic flow-(r € D) requiresm,
Reservation Protocol (RSVP) [29]. It utilizes a Fault Managemits of traffic demands with 100% restoration level for a set of
ment Table (FMT) on each link to keep track of all the traffigpecific failure scenarios.
flows having this link included in their backup paths. The sharedThe path restoration with link-disjoint restoration scheme can
spare capacity can be calculated with this FMT. The routingti& represented aspath-link model where the design variables
independently carried out and thus the total spare capacity is 4§ indexed by the backup paths for traffic flows and the links
minimized. in the networks. For each € D, let P denote a candidate
Two similar dynamic routing schemes with restoratiorset of loop-free backup paths which are link-disjointed from a
Sharing with Partial routing Information (SPI) and Sharingiven working path. The path s@t” is precalculated from the
with Complete routing Information (SCI) were introduced reaetwork topology and the working paths selected. F+tle path
cently [11]. In SPI, the backup path routing is based on tlire path setP” is represented by the binary path-link indicator
shortest path algorithm while the resource minimization is af* which will take “one” if and only if pattp uses linkl. Here
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we consider only the case of any single link failure. Weldgt area in the search space without being trapped in local optima
denote the set of traffic flows affected upon the failure of lingkrematurely, and the best solution found during the search is re-
f. Dy is easily determined from the set of working path traffigarded as the final result [32]. We use SA to solve the InP model
utilizing link f. Letz™? be a binary decision variable whichof Section IIl.
equals one when pathin P" is used to protect the working The probability of accepting non-improving moves, is a
traffic of flow r. Further we lets, denote the required sparefunction of two parameters - the difference between the objec-
capacity on linkl to protect against any single link failure.  tjve values §) and the control temperatue This probability
TABLE | is generally given by, = ¢7 whereT is determined by a
so-called annealing, or cooling, scheme which will be discussed
later. Basically,I' decreases as the search proceeds and hence
gradually reducing,. As T approaches zero, the search re-

NOTATION OF THE INP MODEL

N,L,D Node set, link set and flow set ; : _
NI D numbers of nodes, links and flows duces _to a greedy search and will be trap_ped in th_e rlearest lo
isj,l indices of links cal optima. T_he genera!ly accepted s_topplng crlterlg |s.that the
T index of flows search experiences no improvement in the best objective value
wi Unit cost of linki, | € £ found so far for some number of moves.
my Traffic demand of flow:, r € D . .
Dy Set of affected flows upon failure of link, f € £ There are many possible annealing schemes for the update
7’; The link-disjoint backup path set for flow r € D of T'. In our case, we use the annealing sch&ine- a x T,
T, R H i i .
5 ﬁnlfkrga(t)h(ﬁr:r;rt\zigackw path s@@" for flow r includes whereT,, is the temperature at theh temperature update, and
Z7P Binary decision variable, equals to 1 if flomusesp for aisan arbitrary constant between 0 and 1. Usudllig updated
its backup _ _ _ periodically every number of accepted movésThe parameter
81 Integer variable denoting spare capacity needed onllink , determines how slowl§" decreases. Values afbetween 0.9

and 0.95 are typical. Parameters tuningigre, and the initial
a\{%lue of T' (Tiax) is critical to the SA performance. The de-
talled SA parameters are given in Section VII with their related
numerical results.

min wys (1) The move operation dictates how one obtains another solution
s1,amF in the neighborhood search space of the current solution. A solu-
tion is represented by a set of selected link-disjoint backup path
@ P € P", one for each demand pairc D. We define a move op-
eration as selecting a traffic demand pair uniformly frbrand
altering its current backup path in the current solution. In order
s> Y (my Y 67Fa"P), VI, feL,l#f (3) toselectanewbackup path forthe move, we assign each backup
T€Dy pEPT path a weight which is simply its index in the path 86t Then,
s; = integerz™? =0orl (4) we multiply the weight of each path above with a standard uni-
o o ) L form [0 — 1] variate. The backup path with smallest product is
The objective function in (1) is to minimize the total cost ofpasen for the next move operation. It can be shown that by us-

spare capacity in the network. Constraints (2) and (4) guarangﬁ& this method, the probability of selectirih backup path in
that there is only one link disjoint backup path selected for e 1/i

T L — / 1 H

flow for each failure case. The total spare capacity needed on path sepP" is p; = j’zl 1/§ Since the backup paths in the
each link is determined by constraints (3), which will pick thpath set are ordered in ascending with the number of hops, those
maximum required spare bandwidth of each link under any sinith smaller number of hops (smaller index) are more likely to
gle link failure scenario. This InP formulationMP-Hard Itis be selected.
topology dependent and does not scale WthZ, andD. If the new objective value(,,) after the move is better

By removings;, we reach an equivalent formulation with ob{smaller) than the current objective valu@.j, we accept the
jective function (5) subject to constraints (2) and (4). This nesew solution. Otherwise, we accept it with probability =
objective function [24] can be evaluated easier in search-bage&—-2~) \\herer depends on the temperature period of the an-

heuristics, such as simulated annealing. nealing schedule described earlier. Note that since the objective
function in (5) is the minimization, non-improving moves result
in 0. < O, and hence yielg, < 1.
min > w; | max { Y (m, Y 6Pa"P)} (5)  The backup path altering process above does not need ad-
leL feL—it} reDy pEPT ditional information about the topology. Instead, it simply
changes the index of the backup path of a randomly chosen flow.
This shields the best possible moving direction which might
Simulated Annealing (SA) is a stochastic hill-climbingheed additional shortest path calculation. Therefore, we trade
heuristic search method. It allows the search to explore a larg#rsimplicity with optimality in the SA algorithm.

Given the notation above (summarized in Table 1), the sp
capacity allocation problem can be given as following:

s.t. Z z"P =1 VreD
pEP”

IV. SIMULATED ANNEALING
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V. SPARE PROVISION MATRIX METHOD the contribution of a single traffic flowto C is given byC" =

The restoration scheme considered in this paper is the pé’fl?v}LXL In (,8)’ Whelrear an_dbr are the row vectors it aqd
restoration with link disjoint routes, where the backup path ofE representlng_fl_ow S Wo_rkl_ng and b_acku_p paths respectively.
flow is link disjointed from its working path. The failure scenar] N€ SPare provision matr is thus given in (9).
ios considered are all single link failures. Given network topol-
ogy, traffic flows and their working paths in SCA, the objective
is to minimize the total spare capacity reservation in the net- b
work. The decision variables are backup paths. In order to min- .

c=>rc
r=1

c"=m,(bra,), r=1,...,D (8)

9)

imize this objective function, backup paths can share capacity

on common links if their working paths are link disjointed. For From these equations (6)-(9), per-flow based information in
example, there are two flows in the network in Fig. 1, and t% andB is replaced byC' as the stored network state informa-

link-disjointed working paths are a-b-c and e-d. If the back P o
. The space complexity is decreased frofD L) down to
paths are a-e-c and e-c-d, they can share the spare capacity ;% ?) and Fi)t is indeprclande)r/n of the number of f|0\)NS. This im-

vations on link 6 (e-c). proves the scalability of the spare capacity sharing. It also pro-

TABLE I vides privacy and transparency among traffic flows in an open
NOTATION OF THE MATRIX METHOD network environment.
3
A ={ar} ={ar;} working path-link incidence matrix 17 /
B ={b,} = {b,;}  backup path-link incidence matrix ®/ 4 6 5
m = {m,} vector of traffic demands ~
M = Diag(m) diagonal matrix of traffic demands 2 ~ / |
C ={ci;} spare provision matrix 7 —@
C" ={q;} contribution of flowr to C _ Fig. 1. Example five-node network
s={s;} vector of spare capacity reservations
w, S total working, spare capacity
n=.S/W network redundancy

TABLE Il
MATRICES A, B, C AND s IN THE FIVE-NODE NETWORK
Our notation is summarized in Table Il. A network is repre-

. . . Flows A B C )
sentec_i by a graph a¥ nodes and. links with D traffic rov_vs. v o | d | 1234567 | 1234567 1 | 1234567
Both links and flows are numbered sequentially. The link ca- 1| a | b | 1000000| 0101000 1 | 0211101 2
pacity is unlimited for simplicity of analysis. Without loss of 2 | a | c | 1010000| 0100101} 2 | 2021100 2
generality, we assume that links and flows are undirected. Each | 3 | @ | d | 0100001} 1010100} 3 j 0100011} 1
) o . . o _ 4 | a | e | 0100000| 1001000| 4 | 1110010| 1
flowr,1 <r < D is specified by its origin/destination node pair 5 | b | ¢ | 0o10000! ooo1010!l 5 | 1110002| 2
(o, d,) and traffic demanéh,., whereo, < d,,V1 < r < D 6 | b | d | 0010100| 1100001 6 | 0010101 | 1
due to our undirected flow assumption. Working and backup | 7 | b | € | 0001000} 1100000 7 | 1020200 2
. 8 | ¢ | d | 0000100| 0000011
paths are represented by twox L binary row vectors, = 9| ¢ | e | 0000010! 0011000
{a,} andb, = {b,;}. Thel-th element in these vectors equals 10| d | e | 0000001 0000110

to one if and only if the corresponding path passes linRath-
link incidence matrices for working and backup paths are the ) o L
collections of all the incidence vectors, formifigx L matrices __| "€ five-node network in Fig. 1 is given as an example of the
A = {a;} andB = {b,} respectively. The traffic demandSF,’M method_ln thg spare capacity sharing operatlon. Consid-
matrix M = Diag({m. } p-1) is a diagonal matrix. grlng_only un_|t traffl_c demands, we sl = I wherel is _the

The spare provision matrixC' = {c;;} 1«1, can be found in identity matrix of sizeD. _Then,C = B"A. The matrices
two ways. The first is given in (6). The valueqf is the mini- A, B, C ands are given in Table Ill. Note that _aII the diago-
mum spare capacity required on linkvhen link j fails. More- nal elements oC are zeroes because the working and backup

over, the spare capacity reservations on the links are givenRfns for each flow are link disjoiTnted. The total spare capac-
the column vectos = {s;}1x1 in (7). The “row-max” opera- ity reservation is given by = e’s = 11, wheree is the

tor returns a column vector, with each entry being the maximufRit column vector with lengttL. W? can also get the total
item in each row of a given matrix. working capacity reservatiol’ = e’ M Ae = 13 and the

total spare capacity reservation without spare capacity sharing
c=BTMA (6) S' = eT M Be = 23. Compareds to S', the total spare capac-
ity reservation is reduced significantly with the spare capacity
sharing operation.
The matrix method for more complicated SCA problems,
The second way to find’ is through aggregating per-flowsuch as cases with directed links, node failures, link modular-
based information, including working and backup paths. Firsty, and multi-layer networks, are discussed in [33].

s = row-maxC (7)
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V1. SUCCESSIVE SURVIVABLE ROUTING Both of the methods collect the state informatiGhat the

space complexity of)(L?). The per-flow based information

In SSR, each traffic flow routes its working path first, then i'i ot required for backup path routing and reservation. This

backu-p path in th_e source node next. The reason of sequen antage makes SSR suitable for distributed implementation.
selection of working and backup paths is that they have d|ffer—|n step 3, we define following notations to calculated the in-

ent Ieve!s of importance. Th_e working path is used_most of tB?emental spare reservation vector. Given the spare provision
time while the backup path is evoked only after failures. It i

. L ) atric C, the backup patly, and C" for flow r, we define
more cost-effective to optimize working paths than backup pat — C - C" ands~ — row-max(C ) as the state infor-
over time. This also makes the protocol implementation simpI% - _

. . .“mation after flowr is removed. Assuming an alternate backu
Based on the above matrix method, the SSR implementation in 9 P

. T .
the source node of a flowis given in Fig. 2. path for flowr is b, we haveC"™ (b) = m,b!" a,. This
produces a spare capacity reservation vectartdd;’) = row-
max(C~ + C""(b/)). Finally, whenb," = e theincremental

;ng;‘l’gv'; ;‘g;:]”egigﬁtn“&a spare reservationector for traffic flowr is defined by
! v, = {vpi}ox1 = st (e) — 5. (10)
2. Periodically update topology
and spare provision matrig' If the original C' is an optimal solution, we know that any al-
) ternate backup patj will result S+ > S. The optimal backup
3. Calculate incremental path b, should result the minimure?’b,” among all backup
spare reservatiomw pathsbj < e — a,. Hence, the minimization of the incremen-
) tal spare capacity is @ecessary conditioaf the global optimal
4. Update backup path, by SCA solution. ) .
shortest path algo. with cost,. In step 4, the possible better backup path is calculated by us-
1 ing the shortest path algorithm with. as the link cost. We call
5. Update spare reservations this scheme aSurvivable RoutingSR). It has a low complexity
along backup path, atO(N log N). This makes the resulted SSR a fast algorithm.

In step 5, if the backup path is changed in the former step,
Fig. 2. Flow chart of the SSR algorithm in the source node of flow  the spare capacity reservations along the path will be updated
accordingly. Since the backup path and its spare capacity are
not used unless failure happens, it is possible to modify current
In step 1, each flow is initialized by giving its working pathhackup paths as well as the reserved spare capacity to improve
a, and destination node. the global cost-effectiveness according to the changing traffic
In step 2, current network state information is collected amdquirements and network states.
updated periodically. The update period should be long enougtafter this step, the algorithm returns to step 2 for the next
to guarantee the stability of the network state. In this pap&ackup path update period.
flows update their backup paths sequentially. This assumptiorwhen there is no backup path update in the network, the al-
can be achieved when the period is long enough comparinggisrithm stops at a local optimum where no flow can improve
the state synchronization time and traffic arrival intervals. Btlte global solution individually. In this way, the SSR reaches an
too long period might affect the response time of the protocalpproximation of the global optimum through iterative backup

How to decide this period is left for future work. path routing and state information collection procedure.
Keeping C up-to-date is important for protocol efficiency.
There are two methods in collecting over the network. The VII. N UMERICAL EXPERIMENTS

first method is a link-based method. Each link calculates its ca-Eight network topologies shown in Fig. 3—10 are used to as-
pacity reservation row vector i@ from the working path of a sess the proposed SSR algorithm. The networks have an average
flow whose backup path passing it. The information about workede degred from 2.31 to 4.4 as given in Table IV. Without
ing paths will be discarded after that. A node collects all sudbss of generality, we assume symmetrical traffic flows between
row vectors from its adjacent links to form a link state packeéhe same node pair are on the same path but reversed direc-
with packet size oD (IVL). The packet is then broadcasted t@ons. All flows have one unit bandwidth demand in the eight
other nodes. networks, i.e.qn, = 1,Vr € D. This unit traffic demand is

The second method is a hode-based method. The source rmdg for easy comparison. For network 3 and 5, the results with
of a flow r calculates its contribution matri€”. Each node demands between one and five units are also given in cases 3b
aggregates alC" locally, then disseminates such informatiomnd 5b in Table IV-VI and Fig 11.
though link state packets. Comparing to the link-based methodThe best total spare capacity allocations come from Branch
it does not require to spread the working path information aloagd Bound with hop-limited backup path sets solved in the com-
the backup path, but it increases the size of the link state packeercial software AMPL/CPLEX [34], [35]. The computation
from O(INL) to O(L?). time for the smaller networks is within hours on a SUN Ultra

0-7803-7016-3/01/$10.00 ©2001 IEEE 704 IEEE INFOCOM 2001



Fig. 9. Network 7 (26 nodes, 30 linkg,= 2.31)

TABLE IV
NETWORK INFORMATION

Fig. 10. Network 8 (50 nodes, 82 linké,= 3.28)

Network [ 1 2 3 4 5 6 7 8 3b 5b
N[ 10| 12| 13| 17| 18] 23| 26 50 13 18
L| 2| 25| 23| 31| 27| 33| 30| 82 23 27
d|44]|417|354|365| 3 |287|231| 3.28| 354 3
D | 90 | 132 | 156 | 272 | 306 | 506 | 650 | 2450 | 156 | 306
my 1 1 1 1 1 1 1 1/1-5]|1-5
0-7803-7016-3/01/$10.00 ©2001 IEEE 705
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TABLE V
TOTAL SPARE CAPACITY

Network 1 2 3 4 5 6 7 8 3b 5b
Working | 142 224 324 | 640 826 | 1670 | 2732 | 11104 | 972 | 2430
LP | 49.7 | 100.5 | 121.5| 227 469 | 1103 | 1820 - 381 | 1340

BB 52 102 124 | 240 472 | 1122 | 1820 - 382 | 1346

SA 54 112 132 | 246 474 | 1216 | 1830 - - -
SSRyin 54 108 134 | 252 486 | 1138 | 1822 5568 | 410 | 1394
SSRuaz 66 120 154 | 272 504 | 1164 | 1834 | 5654 | 476 | 1462
SRnin 56 110 134 | 258 490 | 1142 | 1822 | 5592 | 432 | 1422
SRnaz 74 128 162 | 284 516 | 1176 | 1862 | 5670 | 516 | 1512
SPlyin 84 152 186 | 366 594 | 1386 | 1932 7286 584 | 1770
SPhhaz 100 180 210 | 398 648 | 1434 | 2032 7792 658 | 1936
RAFT 88 178 200 | 374 620 | 1448 | 1994 | 7516 626 | 1810
NS | 198 326 456 | 898 | 1308 | 2708 | 5638 | 16154 | 1338 | 3836

TABLE VI
EXECUTION TIME (IN SECOND)
Network 1 2 3 4 5 6 7 8 3b 5b
LP 52 380 150 1500 650 2100 41 - 140 610
BB | 7100 | 5500 | 3500 | 11000 [ 3700 | 16000 230 - | 2000 | 2900
SA 957 | 4031 | 1062 4600 | 2772 1020 | 1571 - - -
SSR 0.5 1 1.2 3.2 3 6.5 73| 191.8| 1.34| 3.67

SR 0.2 0.3 0.3 0.6 0.7 13 18 255 | 0.32| 0.73
SPI 0.2 | 027 | 0.29 0.52 | 0.54 1.11 | 1.42 21.3 0.3 | 0.63
RAFT | 0.01| 0.01| 0.01 0.03 | 0.03 0.07 | 0.07 0.76 | 0.01 | 0.03
NS | 0.01| 0.01| 0.01 0.03 | 0.03 0.07 | 0.07 0.75| 0.01 | 0.03

Enterprise server with 4GB memory and 250MHz UltraSpafor all 64 cases is given in Table VI. RAFT and No Sharing
CPU. The results from linear programming (LP) relaxation af®S) [11] schemes are run in the same machine, but the execu-
also given. In LP, the backup path sets include all possitilen time recorded is only for single case.

paths. The decision variables™” in the InP model of Sec-  In experiments of first seven networks, SSR achieves stable
tion lll are relaxed to non-integer value. Hence, the results frosalutions after at most four backup path update for all flows.
LP might not be feasible for the InP model but it provides Bor the larger network 8, the maximum number of update is ten.
lower bound of the optimal solution. It means that SSR converges very fast.

Simulated Annealing (SA) algorithm introduced in Sec- Among all the algorithms, BB gives the best feasible solu-
tion 1V is also used to find near optimal solutions. The paions. The optimal solutions are bounded narrowly between BB
rameters include the annealing schedule congtant0.9, the and LP. In the other end, NS does not provide spare capacity
maximum number of no improvemeht= 2000, and the initial - sharing and consequently it requires the highest redundancy ra-
temperaturd’,,, = 100. In Table VI, the simulated annealingtio, which is above 100%.
takes less time in the SUN server than BB but it still needs a lotamong all other schemes supporting spare capacity sharing,
of time for convergence. RAFT and SPI are the next highest schemes. Their results are

For SSR, we assume that the state information can be sgfyse. SPI requires on-line link metrics calculation, while RAFT
chronized immediately and all flows are determined before themuch simpler since it uses hop count as link cost. SSR is
algorithm starts. The sequence of the flow updates in SSR israfich lower than SPI and RAFT and slightly lower than SR. It
important factor. Different sequences of flow will results diffefimproves the total spare capacity by iteratively updating backup
ent solution. We use 64 different seeds for generating randediites upon an SR solution. Furthermore, the results of SSR is
number sequences. In this way, we can collect the statisticadliyhtly higher than SA and BB. SSR is only 1% to 4% more
significant results, the maximum and minimum solutions amofigan BB. Considering the small gap from BB to the optimal so-
64 results, in Table V. These ran(_jom seeds are also used in|ifi@Rn, SSR is very close to the optimal SCA solution as well.

SR and SPI schemes. The achieved redundancy levels of alihe network topology is also an important factor. The sparser
schemes except NS are plotted in Fig 11. In SSR, SR and $lworks such as network 7 have higher redundancy. The dif-
schemes, the minimum redundancies from 64 random casestgfgnce between SSR and BB results are closer. On the other
the top of the solid columns and the maximums are the top of thgnd, the denser networks can achieve lower network redun-

error bars. These schemes are executed for all 64 random c@g@Ry around 40% where the difference between SSR and BB
in a Pentium Il 533MHz machine. The total execution timgagyts expands up to 4%.

L An exception is network 4 where the LP lower bound is not found in one day The maximum Va_lue and minimum results in 64 d'ﬁe_re_nt _SSR
and the limited path set is used instead. random cases provide ranges from 0.4% to 8.5%. This indicates
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that the flow sequence of updating the backup paths is a critical
factor for the SSR algorithm. It is an interesting topic for further _ S eT_S > ieTCe (11)
research. "TTWT W TwrL-1
Moreover, the computation time for different algorithms are |n SSR, we utilize the necessary condition discussed after
significantly different. BB takes hours to compute in most neti0) to find apartial optimal for a single traffic flow under the
works and can not scale to larger networks, such as networlgfen network state. Hence, SSR has better chance in approx-
SA has faster speed comparing to BB and less optimality. Bitating the optimal solution than RAFT. We use “partial” here
it still needs parameter tuning and it takes minutes to convergg distinguish it from the global optimal solution for the multi-
RAFT is very fast but the results are far from the optimal sgommodity flow SCA problem.
lution. SSR gives solutions to all networks in seconds and itOne more benefit from using the incremental spare reserva-
achieves very good near optimal solutions. tion vector in (10) as link cost is the possible iteration pro-
From above results, we conclude that SSR achieves surptiseure to approximate the global optimal solution. The prop-
ingly good approximation results with very fast speed. erty of the reserved spare capacity is also making this itera-
We use the matrix method to explain why SSR achieves suin procedure possible. The backup path and its spare capac-
surprisingly good results comparing to RAFT. ity are not used unless failure happens. It is reasonable to up-
First, RAFT routes backup paths through minimum ho@ate current backup paths as well as the spare capacity to im-
paths. The corresponding operation in ma€iX is to minimize Prove the cost-effectiveness when the traffic demand and net-
the summation of its elements after the working path is giveork state are changed. Hence, beyond above survivable rout-
Consequently, Minimizing the summation of all element€in iNg, we can achieve such iterations by successively updating the
is the objective. This operation is equivalent to minimize theackup paths. This leads to the successive survivable routing
rightmost formula in (11) which is a lower bound of the networRIgorithm.
redundancy. In Section VI, RAFT can not achieve good redun-
dancy ratio compared to SSR and BB solutions. The reason can
be explained as: reducing the lower bound of redundancy doe§his paper first overviews the spare capacity allocation prob-
not necessary reduce the achievable redundancy itself. lem. It is an NP-hard multi-commodity flow problem. Next,

VIII. CONCLUSION
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an Integer Programming model is formulated and solved byj1a]
simulated annealing approximation algorithm.

The major contribution of the paper is a two-pronged attagis)
to SCA: model the SCA structure in a novel matrix method
approach and construct an effective approximation algoritqlir%]
termed successive survivable routing. The matrix method aggre-
gates the state information for backup path routing to a square
matrix, called the spare provision matrix. Based on the SPM, #é
Successive Survivable Routing (SSR) algorithm is given as an
approximation algorithm for SCA. It has the advantages in dis-
tributed implementation, easy protocol complexity, and adapti{}g]
to traffic fluctuations as well as network evolution. The extent9]
sive numerical results show that SSR has advantages in terms o
effective approximation to the optimal solutions and fast co
putation speed. Moreover, we also use the SPM to justify why

SSR can achieve better results than the other algorithm RAF L3
a necessary condition of the optimal SCA solution was used'In

SSR.

In conclusion, SSR is an excellent candidate to allocate sp
capacity for the survivable network services in the mesh type
networks.
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