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ABSTRACT

Thisarticledescribeshowthereexistvariousvulnerabilitiesincomputinghardwarethatadversaries
canexploittomountattacksagainsttheusersofsuchhardware.Microarchitecturalattacks,theresultof
thesevulnerabilities,takeadvantageofmicroarchitecturalperformanceofprocessorimplementations,
revealing hidden computing process. Leveraging microarchitectural resources, adversaries can
potentially launch timing-based side-channel attacks in order to leak information via timing. In
viewofthesesecuritythreatsagainstcomputinghardware,theauthorsanalysecurrentattacksthat
takeadvantageofmicroarchitecturalelementsinsharedcomputinghardware.Thisanalysisfocuses
onlyontiming-basedside-channelattacksagainstthecomponentsofmodernPCplatforms-with
referencesbeingmadealsotootherplatformswhenrelevant-asopposedtoanyothervariationsof
side-channelattackswhichhaveabroadapplicationrange.Tothisend,theauthorsanalysetiming
attacksperformedagainstprocessorandcachecomponents,againwithreferencestoothercomponents
whenappropriate.
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1. INTROdUCTION

Side-ChannelAttacks,hereafterreferredtoasSCAs,poseserioussecurityandprivacythreatsto
modernandsharedcomputinghardware(Geetal.,2016;Liuetal.,2015;XiaoandXiao,2013;
Kong,2009).Theyaretheresultofspatialandtemporalsharingofprocessorcomponentsbetween
various applications as they run on the processor. A SCA – both theoretical (Hu, 1992, Page,
2002)andpractical(Bernstein,2005;Osviketal.,2006)–iscarriedoutthroughtheexploitation
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ofinadvertentinformationleakagefromcomputinghardware(Gruss,2017;Spreitzeretal.,2016)
orviatheexploitationofMicroarchitecturalchannelsinordertodeducesecretekeyssuchasthose
utilisedinsymmetriccryptography(Incietal.,2016;YaromandBenger,2014;Zhangetal.,2014).
Forinstance,throughaSCA,anattackerwillbeabletoexfiltratesecretkeysusedincryptographic
implementations,orgaininformationaboutitbyprobingtheruntime.Asanexample,in128-bitAES
implementationsthatutilisesfour1KBprecomputedSBoxtablessuchasOpenSSL(OpenSSL,2016;
Gullaschetal.,2011;NeveandSeifert,2006),theprobingoftheciphertextcanresultintheextraction
ofthecompletesecretkey(Zhangetal.,2014;AgrawalandMishra,2012;NeveandSeifert,2006).
Varioussystemshaveinherentside-channelvulnerabilitiesthatcanbeexploitedbytheattackersto
launchdevastatingSCAs.Forinstance,anadversarycansimplsycarryoutadifferentialpoweranalysis
(Kocheretal.,2017;Moradietal.,2011;Kocheretal.,2011;Barenghietal.,2010;Coppensetal.,
2009;Schrammetal.,2004;Guilleyetal.,2004;Kocheretal.,2004)ormonitorelectromagnetic
radiation(Longoetal.,2015;Hayashietal.,2013;Hommaetal.,2010),etc.,inordertodeducevital
datafromthevictims’systems(ZhangandLee,2014).

Furthermore,processor architecture features including simultaneousmultithreading (Tromer
etal.,2010;Aciiçmezetal.,2007;Percival,2005),controlspeculationandsharedcaches(Steffan
etal.,2000;TsaiandYew,1996)canunintentionallyacceleratesidechannelsorenablenewside
channels (YaromandFalkner,2014;WangandLee,2006).Asa result,attackerscandetectand
exploitcontentionbetweenhardwarethreadsonthemultiplierunit(Geetal.,2016;Guanetal.,2015;
ChenandVenkataramani,2014).Suchcontentioncanbealsoexploitedtocreateasidechannel(Liu
etal.,2016;Hungeretal.,2015;Ristenpartetal.,2009),forinstance,toenableamaliciousthread
todifferentiatemultiplicationsfromsquaringinOpenSSL’sRSAimplementation(Aciiçmezetal.,
2007;WangandLee,2006).Theseattackscandeterminethelatencywhichresultfromcontentious
threats thataremadetowait foraccess tofunctionalunits(Geetal.,2016;Tromeretal.,2010;
Ristenpartetal.,2009).

SCAshave increasinglyadvanced fromattacksoncomputingdevices toattacksongeneral-
purposecomputingplatforms(Spreitzeretal.,2016)andcloudcomputinginfrastructures(Liuetal.,
2015;Zafirt,2015;Zhangetal.,2014),andfinallytoattacksonmobileplatforms(Lippetal.,2016;
Songetal.,2016;Chenetal.,2014;Sarwaretal.,2013).Suchadvancementcoupledwithevolution
incomputationalpowerofmodernprocessors(asaresultofthesharingofprocessorunits)have
providedresearcherswithnewresearchopportunitiesinthenewfieldofMicroarchitecturalanalysis
tocontinuetodevisenewandmoresophisticatedSCAs(suchasthatofexploitingthesharingfeatures
ofprocessors)aswellasCovertChannelAttacks,hereonabbreviatedtoCCAs.Forinstance,studies
sinceasfarbackas1973havedemonstratedthatmicroprocessorsandcachesaresusceptibletoboth
SCAsandCCAs(Grussetal.,2017;Pessletal.,2016;Liuetal.,2015;Hundetal.,2013;Kimet
al.,2012;Neveetal.,2006;Osviketal.,2006;Bernstein,2005;Percival,2005;Tsunooetal.,2003;
Kelseyetal.,2000;Kocher,1996;Hu,1992;Wray,1992;Lampson,1973)byillustratingthatcache
architecturebringsaboutinconsistencyintheruntimebecauseofdissimilarmemoryaccesses.Such
vulnerabilityposesthreatstohardwarebecausecacheaccessesarereliant,forinstance,ontheinputs
ofplaintextandthekey(Craneetal.,2015;Tromeretal.,2010;NeveandSeifert,2006).

Furthermore,aswellasmoderncomputingprocessorsandcaches,SCAscanalsobecarriedout
againstpublickeycryptographyschemes(Zhangetal.,2014;Bellareetal.,2013),AES(Irazoquiet
al.,2015,a;Irazoquietal.,2014),ECDSA(Bengeretal.,2014),TLSmessages(Irazoquietal.,2015,
b),itemsinashoppingcart(Zhangetal.,2014)oreventhekeystrokestypedinakeyboard(Grusset
al.,2015).Inaddition,SCAscanalsobemountedagainstPaaSclouds(Liuetal.,2015;Zafirt,2015;
Zhangetal.,2014),acrossprocessors(Irazoquietal.,2016;Craneetal.,2015;Hundetal.,2013)
andinsmartphones(Lippetal.,2016;Songetal.,2016;Chenetal.,2014).Havingexaminedthe
state-ofthe-artrevealsthatononehandprocessormanufacturersincorporatenewenhancedsecurity
features,butontheotherhandsecurityresearcherscompromisethesefeaturesjusttodemonstrate
thewayinwhichsecretinformationcanbeemitted(Grusetal.,2016;Hungeretal.,2015;Wanget
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al.,2014;Saltaformaggioetal.,2013;AciicmezandSeifert,2007;WangandLee,2006).Inlight
ofsuchincreasingattentiontobothSCAsandCCAs,researchershaveproceededtosuggestvarious
hardwareandsoftwarecountermeasurestodealwiththeseattacks(Martinetal.,2012;Kongetal.,
2009;WangandLee,2007;Page,2005).

1.1. Key Contributions and the Methodology Followed
In light of the above discussion, this study thoroughly reviews and analyses both sides of the
competition,i.e.attacksandcountermeasures,andmakesthefollowingcontributionsthatinclude:

1. Asystematicsurveyofexistingliteraturewithinthecontext;
2. AnalysingthefieldofMicroarchitecturalAnalysis;
3. DescribingthemaincharacteristicsofMicroarchitecturalelementsthatenabletheexposureof

sidechannels;
4. IdentifyingandexaminingexistingMicroarchitecturalSCAs;
5. Summarisingthemainfeaturesofhardwarethatbringaboutsidechannels,inordertoenablethe

researchcommunitiesandsoftwaredeveloperstogainbetterinsightintothewaythatapplications
canbepro-activelydesignedtopreventSCAvulnerabilities.

Therefore,asalreadystated,thisstudyexaminesSCAswiththemainfocusbeingonTiming-
BasedSide-ChannelAttacks,hereonreferredtoasTBSCAs,andidentifycommonfeaturesbetween
them.Thestudythenproceedstoanalyseexistingcountermeasuresandproposenewones.Fromour
analysis,wededuceinsightinrelationtothecurrentstateofknowledgeobservedintheliterature,
establishmeansofattacks,predictpossiblefuturemodusoperandiofattacks,andproposeeffective
future directions for the development of appropriate defence mechanisms. Although we present
theoreticalworkofclearrelevance,weprimarilyfocusourattentiononpracticalandestablished
attacksanddefencemechanisms.Webelievethattheunderstandingobtainedfromthisstudyenables
researcherstoestablishdirectionsforfutureresearchandalsotoaddresssuchattacksonalargerscale.

1.2. Scope of the Survey
Basedonoursurveyoftheliterature,variousMicroarchitecturalSCAshavebeenidentified,which
organiseintoataxonomyof13generalsub-categories,including:AcousticCryptanalysisAttack,
Branch-Prediction Attack, Cold Boot Attack, Cache Attack, Differential Fault Analysis Attack,
DMAAttack,ElectromagneticAttack,Fault-Attacks,Lucky-ThirteenAttack,PasstheHashAttack,
Power-AnalysisAttack,TempestAttack, andTimingAttack.Theemphasisof this study isonly
onTiming-BasedSide-ChannelAttacks,asopposedtoanyother12variants,withbriefreference
toothervariationsonlywhenappropriate.Furthermore,theemphasisofourstudyonTBSCAsis
onlyonthoseTimingAttacksthatarecapableofcompromising‘thecomponentsofaPCplatform’
(suchasaharddriveoramodernprocessorthatcanconsistofprocessorcoresandanyfunctional
unitsinsideamulti-coremulti-threadedprocessor)and‘entitiesinanetwork’.Again,referencesare
madealsotoTBSCAsinotherplatformssuchasmobiledevicesorcloudinfrastructureonlywhen
appropriate.Inaddition,thisstudydoesnotexplorecovertchannelseventhoughtheyarereferred
towhennecessaryorappropriate.Anyothertopicsrelatedtosidechannelsarebeyondthescopeof
thispaper.ExistingcountermeasuresagainstTBSCAswithinPCplatformsandentitiesinnetworks
arethenanalysed,andnewstrategiesareproposed.

1.3. Outline of the Paper
The remainder of the paper is structured as follows: Section 2 provides a background for
MicroarchitecturalAnalysis. InSection3,Timing-BasedSide-ChannelAttackarepresentedand
examined in detail, while in Section 4, Side-Channel Attacks against RSA implementations are
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analysed.Finally,Section5concludesthestudybyprovidingadetaileddiscussionabouttrendsin
attacks,challengestooffsetthemandthefutureresearchdirectioninthisresearchfield.Twomain
contributionsofthispaperarethescopeofthediscussion,sincefewworksofsimilarscopecurrently
exist,andtheprovisionofanagendaforthedirectionoffutureresearch.

2. BACKGROUNd TO MICROARCHITeCTURAL SIde-CHANNeL ATTACKS

In1996,Kocher(1996)demonstratedthatattackerscouldpotentiallydeduceRSAkeys,namedafter
RSA’screators“Rivest-Shamir-Adleman”(Rivestetal.,1978),andalsootherdeciphercryptosystems
bycarefullycalculatingtheamountoftimeneededtoconductprivatekeyoperations.Kocherwas
abletodefineSCAsasamethodthatenablesadversariestoextractsecretinformationutilisedin
acomputingprocessfromunintendedimpactsthatthecomputingprocesshasonitsenvironment
(Gruss,2017;Craneetal.,2015;Genkinetal.,2014).Hisseminalworkcanbeconsideredasa
foundationforawholenewdomainofresearchintoSide-Channels(Gruss,2017).Kochercarried
outanattackwhichresearchersnowdefineasTiming-BasedSide-ChannelAttacks,attacksthattake
advantageofdifferencesinruntimeofacomputingprocess.KocherillustratedthataSide-Channel
Attack against aweak systemwouldnotbe computationallydifficult andoftennecessitateonly
ciphertext.Hisstudyrevealedthatattackerscouldmakerelativelyprecisetimingcalculationsthat
would result in breaking systems such as “cryptographic tokens, network-based cryptosystems”,
andotherapplications(Kocher,1996).OtherseminalworksinthefieldofSCAsincludethoseby
Mangardetal.(2008);QuisquaterandSamyde(2001),Charietal.(1999)aswellasanotherstudy
byKocherhimselfinKocheretal.(1999).

Intheyearsthathavefollowed,researchershavebeenabletoillustrateSCAsbasedonchanges
indifferentcomputingsettings(Grussetal.,2017;SpreitzerandPlos,2013),including:AES(Zhang
etal.,2016,b;SpreitzerandPlos,2013;Gullaschetal.,2011;Osviketal.,2006),differentialpower
analysis(Kocheretal.,2017;Kocheretal.,2011;Barenghietal.,2010;Guilleyetal.,2004;Schramm
etal.,2004;Kocheretal.,2004),monitorelectromagneticradiation(Longoetal.,2015;Hayashiet
al.,2013;Hommaetal.,2010),soundandelectromagneticemission(Faruqueetal.,2016;Genkinet
al.,2014;Callanetal.,2014;CaiandChen,2011),photonicside-channelleakageemission(Carmon
etal.,2017;Krämeretal.,2013;Schlösseretal.,2012)andmanymore.Allsuchattacksnecessitate
adversariestobeabletohaveaphysicalaccesstothevictimdevicesoastomonitoranddeducethe
secretinformation(Gruss,2017;Geetal.,2016;Spreitzeretal.,2016;Liuetal.,2015).However,
thelatestandmoreadvancedSCAsincludingCache-TimingAttacks(Geetal.,2016;Yaromand
Falkner,2014;andTromeretal.,2010)andDRAMrowbufferattacks(Gruss,2017;Schwarzetal.,
2017;Pessletal.,2016)canbecarriedoutremotelybyrunningmalicioussoftwarewithinacloud
setting(Spreitzeretal.,2016;Xiaoetal.,2016;Irazoquietal.,2016).

With theemergenceofcloudcomputingphenomenon, theextentofSCAshasalsoevolved
considerably since 2000s (Spreitzer et al., 2016; Kim et al., 2012). Likewise, with the rapid
advancementsinmobiletechnology,researchershavebeenabletodemonstrateevenmoresophisticated
SCAscompromisingsmartphones(Spreitzeretal.,2016;Songetal.,2016;Sarwaretal.,2013;Owusu
etal.,2012;Langeetal.,2011).Forinstance,newattacks(Simonetal.,2016;Avivetal.,2012;
Xuetal.,2012;CaiandChen,2011)enableadversariestodeducekeyboardinputontouchscreens
through“sensorreadingsfromnativeapps”(Spreitzeretal.,2016;Kambourakisetal.,2016;Aviv
etal.,2012).Becausetypingonvariousplacesonthescreencreatesdifferentvibrations,datafrom
Motion(CaiandChen,2011),aSCAontouchscreensmartphoneswithsoftkeyboardsdata,canbe
employedbyanattackertodeducethekeysbeingtyped.Oneofthemethodstodeducekeystrokes
viatheMotion,istoutiliseamobileapplicationsuchasTouchLogger,anAndroidapplicationthat
derives“featuresfromdeviceorientationdata”(CaiandChen,2011).Moreadvancedandnewattacks
canalsoenabletheattackerstoinferauser’sgeographicallocationthroughthepowerconsumption
(Spreitzeretal.,2016;Mangardetal.,2008)andavictim’sidentitythroughtheprocfs(Spreitzeret



International Journal of Organizational and Collective Intelligence
Volume 8 • Issue 2 • April-June 2018

36

al.,2016;Zhouetal.,2013)thatisavailablefromtheprocfilesystem(procfs)(Spreitzeretal.,2016;
Michalevskyetal.,2015).

Inthefollowingsection,weshallanalysevariousTBSCAsinrelationtocomponentsofmodern
andsharedPCplatformswithreferencesmadealsotootherplatforms(suchascloudcomputingand
smartmobilephones)whenrelevant.Tothisend,aparticularfocuswillbeplacedonTBSCAswith
againmakingreferencestoothervariationsofSCAsonlywhenappropriate.

3. TIMING-BASed SIde-CHANNeL ATTACKS

In this section, following giving a brief overview of timing channels and TBSCAs, we analyse
variousTBSCAsanddemonstratethathardwarevulnerabilitiesresultingfromvariousfactorssuch
asoptimisationsonamicroarchitecturallayercanbeexploitedbytheattackerstolaunchdevastating
TBSCAsandasaresultcompromisethesystemsecurity.

3.1. Overview
Overthepastfewyears,informationleakageviacovertchannelsandsidechannelshavebeenagrave
concernforsecurityresearchers(Wuetal.,2015;Luoetal.,2011;Chenetal.,2010).Thisissuehas
recentlybeenexacerbatedbycertainfeaturesofmodernprocessorarchitecture(Liuetal.,2015;Yarom
andFalkner,2014;Hundetal.,2013;WangandLee,2006)suchassimultaneousmultithreading
(ZhangandReiter,2013;Domnitseretal.,2012;Tromeretal.,2010),speculativememoryaccesses
(Doychevetal.,2015;Guanetal.,2015;YaromandFalkner,2014;Harniketal.,2010)andshared
caches(Grussetal.,2016;Craneetal.,2015;ZhangandLee,2014;Zhangetal.,2012)thatcan
acceleratebothcovertchannelsandsidechannels.

Timingchannelsthatrepresentbothcovertandsidechannelsarethefocusofthisstudyasstated
previously.Atimingchannelisacommunicationchannelthatcantransferinformationtoarecipient
anddecoderbycontrollingthetimingperformanceofanobject(Biswasetal.,2017;Rowland,1997)
suchasinter-packetdelaysofapacketstream(Wuetal.,2015;Liuetal.,2010;Sultanaetal.,2013)
or thereorderingpackets inapacketstream(Biswasetal.,2017;Sultanaetal.,2013;Luetal.,
2010;Tsaietal.,2010).Suchchannelscanbeconsideredasatypeofcomputersecurityattackthat
enablesanadversarytodevelopanabilitytotransferinformationobjectsbetweenprocessesthatare
notintendedtobeallowedtocommunicatebythecomputersecuritypolicy.

Theterm“timingchannel”wascoinedin1973byLampson(Lampson,1973)aschannelsthat
“arenotintendedforinformationtransferatall,suchastheserviceprogram’seffectonsystemload”
todifferentiateitfrombenignchannelsthatareexposedtoaccesscontrolsbycomputersecurity.
Girling(1987)wasfirsttoinvestigatetheusageofdelaysbetweenpacketstransferredovercomputer
networks for covert communication. This seminal study became the foundation for many other
studies(Wendzeletal.,2015;Mazurczyketal.,2014;Geddesetal.,2013;Luoetal.,2008;Zander
etal.,2007;Partanetal.,2007;Elsonetal.,2002;Ahsan,2002) to identifyandanalyse timing
channels.Thereexistthreedifferentwidely-recognisedtypesofTimingChannels,including:Covert
Communications(ChenandVenkataramani,2014;GianvecchioandWang,2011;Liuetal.,2009),
Timing-BasedSide-Channels(Liuetal.,2015;Meyeretal.,2014;Hundetal.,2013;Stefanetal.,
2013),andNetworkFlowWatermarking(Biswasetal.,2017,Batesetal.,2012;Zanderetal.,2007).

Inthisstudy,weonlyfocusonprovidingadetailedanalysisofTBSCAsthatweclassifyintotwo
generalcategories.Theseinclude:(1)Timing-BasedSide-Channelinanetwork,whereanactiveentity
withinanetworksystemcommunicateswithotherobjectsinthenetwork,andin-systemTiming-Based
Side-ChannelinaPCplatform,whereentitiescommunicatewitheachotherwithinthePCplatform.

ATBSCArepresentsatypeofSCAthatexploitsdifferencesintheruntimeofanalgorithm
(Brumley and Tuveri, 2011; Aciiçmez et al., 2005; Kocher, 1996). This denotes that by taking
advantageof suchdifferences, anadversarycanpotentiallycompromiseacryptosystem through
the observation of the time required to run cryptographic algorithms (Pornin, 2017; Schneier,
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2005;Kocher,1996).Unlikecryptanalysiswhichisfocusedonthemathematics(Songetal.,2013;
Otmanietal.,2010),forinstance,indifferentialandlinearcryptanalysis(BogdanovandRijmen,
2014;Mouhaetal.,2011),aTBSCAisbasedonimplementationandappliesadditionalinformation
collectedfromattackingsuchimplementations(Snowetal.,2013;Hundetal.,2013;Sarwaretal.,
2013;Kocheretal.,2011).Therefore,aTBSCAcanalsoexploitthedata-dependentperformance
featuresoftheexecutionofanalgorithm(Pornin,2017;Chenetal.,2013;Kocher,1996)asopposed
tothemathematicalcomponentsofthealgorithmitself.

Furthermore, contrary to Cache-Based Side-Channel Attacks (CBSCAs), which exploit
operationalaspectsofasystem(Suchasgeneral-purposesystems)(Geetal.,2016;Craneetal.,
2015;WangandLee,2007),TBSCAsarecarriedoutviatimingvariation,evenwhentheexecution
performanceofthesystemisentirelyknown,andevenwhenthereisformalproofofthelackof
CacheChannels(Geetal.,2016;Murrayetal.,2013;Schaeferetal.,1977).Thetimethateach
logicalexecution takes inacomputersystemtorunvariesaccording to the input (Pattersonand
Hennessy,2017;KirschandSokolova,2012).Withtheexactanalysisofthetimeforeachexecution,
anadversarywillbeabletoworkbackwardstotheinput(VétillardandFerrari,2010;Kocher,1996).
Calculatingthetimethatacomputersystemtakestoaddressspecificquarriescancauseanemission
ofinformationfromthesystem(Seibertetal.,2014;Weißetal.,2012;Tromeretal.,2010;Hopper
etal.,2010).Thedegreetowhichthisinformationcanassistanadversarywillbebasedoncertain
factorssuchascryptosystemimplementation,thealgorithmsutilised,theCPUrunningthesystem,
variousexecutiondetails,timingattackremedies,theprecisionofthetimingmeasurements,etc.

Inaddition,TBSCAscanexploittheeffectsofvariationsinencryptiontimecausedbyconditional
branchesthatoccurduringencryptionprocessing(Leeetal.,2016;Lawson,2009;Aciiçmezetal.,
2007;ZhouandFeng,2005;Tsunooetal.,2003;Kocher,1996).CPUcache(betweentheCPUand
mainmemory)missesarealsocapableofcreatingsuchvariations(Braunetal.,2015;Bonneauand
Mironov,2006).IftheCPUaccessesdatathatdoesnotresideinthecache,adelaywillbetriggered
becausethetargetdatamustbeloadedfrommainmemoryintothecache(Irazoquietal.,2016;Gruss
etal.,2016;Tsunooetal.,2003).Therefore,themeasurementofsuchdelaycanallowadversariesto
establishtheoccurrenceandfrequencyofcachemisses.Last,butnotleast,TimingAttackscanalsobe
facilitatedthroughsharedmemorycontrollers(Geetal.,2016;Pessletal.,2016;Wangetal.,2014),
wherethecomputinghardwareemitsportionsofitsinternalstatesuchasconfidentialinformation
viavariationsinperformanceandtiming(Shafieeetal.,2015;Wangetal.,2014).

3.2. Prime+Probe Attack
Inthisattack,theadversaryfillsacachesetwithhisownlines,thenwaitsforaspecificperiodand
proceedstoestablishwhetherthelinesarestillcached(Grussetal.,2017;Craneetal.,2015;Irazoqui
etal.,2015,a;Tromeretal.,2010).Theadversarywillthenbeabletodeterminewhetherthevictim
accessedthedesignatedcachesetinthemeantime(Grussetal.,2017;Incietal.,2016;Irazoquiet
al.,2015,c;Apececheaetal.,2014).Thisrequiresthattheattackerexaminescertaincachesetsto
establishthepresenceofacachemiss.Todoso,hewillneedtotimetheaccessestothecacheset
afterthevictimexecutes(Incietal.,2016;Craneetal.,2015).Heassignsagroupofcacheline-sized,
cacheline-alignedmemoryblocksinorderforsuchmemoryblockstofillacollectionoftargetedcache
sets(Zhangetal.,2016,a;YaromandFalkner,2014;Percival,2005).Havingdonethis,theattacker
willthenconstantlycarryouttwoattackphasesincluding‘primephase’and‘probephase’(Grusset
al.,2017;Craneetal.,2015;Tromeretal.,2010).Withinthe‘primephase’,theattackerexamines
eachmemorychunktoejectallthevictim’sdatainsuchcachearrays.Theywillthenwaitforadelay
timepriortocarryingoutthe‘probephase’,whereeachmemorychunkisexaminedinthegroup
againandthetimeofmemoryaccessesisdetermined(Grussetal.,2017;Craneetal.,2015;Liuet
al.,2015;Varadarajanetal.,2014).Longeraccesstimesrepresentoneormorecachemisses.This
meansthatthiscachearrayhasbeenaccessedbythevictimbetweentheprimeandprobephases.
Theattackerwillrepeatthesetwophasesmanytimesinordertoacquiretracesthatmightoverlap
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withthevictim’sperformanceofcryptographicoperations(Zhangetal.,2016,a;Liuetal.,2015;
Weietal.,2012;Zhangetal.,2012,a;Ristenpartetal.,2009).Asaresult,theadversarywillbeable
toestablishwhichcachelineswerereplacedbythevictimandinfermoredetailsconcerningwhich
addressesthevictimaccessed.Todeterminethecachelinesthatwerereplaced,theattackerwillneed
tomeasurethespeedofeachcacheaccess.

ItshouldbenotedthatthePrime+ProbeAttackscantargetboththeL1throughtheuseofcache
setsand theAddressingScheme (Orenetal.,2015;YaromandBenger,2014;Apececheaetal.,
2014;YaromandFalkner,2014;Zhangetal.,2012;Tromeretal.,2010;Aciiçmez,2007;Osviket
al.,2006;Percival,2005),aswellastheLastLevelCache(LLC)(Irazoquietal.,2015,a;Liuetal.,
2015;Orenetal.,2015;Bengeretal.,2014;Ristenpartetal.,2009).ToperformtheattackonL1,
boththeattackerandthevictimwillneedtohaveaccesstothesamephysicalCPUcoreconcurrently.
Incontrast,tocarryoutthePrime+ProbeAttackagainstL3,whichisamoreadvancedversion,both
theadversaryandthevictimmustbeusingthesameCPUbutnot“necessarily”theCPUcore(Inciet
al.,2016;Irazoquietal.,2014;YaromandFalkner,2014;Bengeretal.,2014).Manyoftheadvanced
Prime+ProbeAttacksdonotrequiretobedependentuponDe-Duplication(Liuetal.,2015,Irazoqui
etal.,2015,a)orcoresharing,resultinginthembecomingbroadlyrelevant(Incietal.,2016).

AdversariescanalsoattackAESinOpenSSL0.9.8withPrime+ProbeontheL1data-cache
(D-cache)(Liuetal.,2016;Kongetal.,2013;Weietal.,2012;Brumley,2011;Tromeretal.,2010;
Osviketal.,2006)andL1instruction-cache(I-cache)contention(Irazoquietal.,2015,a;Liuetal.,
2015;Aciiçmez,2007)toestablishanend-user’scontrolrow(Geetal.,2016;Jiaetal.,2014).This
willenabletheattackertodifferentiatesquaresandmultiplesinOpenSSL0.9.8dRSA(Allanetal.,
2016;Liuetal.,2016).

Moreover,anadversarycanlaunchaPrime+ProbeAttackagainstelliptic-curvecryptography
(ECC)inOpenSSL0.9.8kusingchannelmeasurements(GarciaandBrumley,2016;Allanetal.,
2016;Geetal.,2016;YaromandFalkner,2014;YaromandBenger,2014;BrumleyandHakala,
2009).CPUcachesareapotentsourceofinformationleakage.Therefore,Prime+ProbeAttackscan
bemountedagainstthemthroughmanualidentificationofsusceptibilitiessuchasdataaccessesor
instructionexecution(Bengeretal.,2014;Chenetal.,2013;Gullaschetal.,2011;BrumleyandHakala,
2009;BonneauandMironov,2006;Osviketal.,2006).Inaddition,Prime+ProbeAttackcanalso
becarriedoutwithincloudcomputingenvironments.Thecross-VMleakageexistsinpublicclouds
andisoftenapracticalattackvectorforstealingsensitivedata(Incietal.,2016;Green,2013;Zhang
etal.,2012,a).Inthecross-VMcontext,theadversaryandvictimhavetwodistinctVMsrunning
asco-tenantsonthesameserver.Thus,theadversarywillbeabletoacquireco-tenancyofamalign
VMonthesameserverasatarget(Varadarajanetal.,2014;XiaoandXiao,2013;Zhangetal.,2012,
a;Ristenpartetal.,2009).Forinstance,usingaPrime+Probetechnique,across-VMattackcanbe
carriedouttoobtainElGamalsecretkeysfromthevictim(Irazoquietal.,2016;Osviketal.,2006).

3.3. Time Slicing Attack
ByperformingaTimeSlicingAttack(TSA),anadversarywillbeabletoextractkernelanduser-
levelASLRoffsetonthebranchtargetbuffer(BTB)(Geetal.,2016;Evtyushkinetal.,2016;Hund
etal.,2013;Aciiçmezetal.,2007,Hu,1992).AnAddressSpaceLayoutRandomisation(ASLR),
firstdesignedandcoinedbyLinuxPaXproject(PaX,2001),isasecuritytechniqueusedtoprevent
exploitationofmemoryvulnerabilityinoperatingsystemsthatguardagainstbuffer-overflowattacks.
Toprovidesuchsecurity,ASLRfunctionsbyrandomisingthelocationinwhichsystemexecutables
areloadedintomemory(Symantec,2017;Davietal.,2015;Shachametal.,2004)andtheoffsetof
keyprogramsegmentsinvirtualmemory(Craneetal.,2015;BackesandNürnberger,2014;Bhatkar
etal.,2003).Intheory,thisshouldrenderitdifficultfortheattackertodeduceaddressesofcertain
codeobjects(Grussetal.,2016;Evtyushkinetal.,2016).However,asstatedabove,attackerscan
underminetheASLRbymountingaTSA.Forinstance,alocalattackerwithrestrictedprivileges
canexploitthelimitationsofkernelspaceASLRtolaunchaTSAagainstthememorymanagement
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systeminordertoinferinformationabouttheprivilegedaddressspacelayout(Hundetal.,2013;
Bhatkaretal.,2003).Furthermore,throughaTSAcombinedwithanothervariantofTBSCA(See
sub-section3.7),namelyFlush+Reload(YaromandFalkner,2014),theadversarywillbeableto
exploittheTranslationLookasideBuffer(TLB)(Wangetal.,2017;Geetal.,2016;Grunwaldand
Ghiasi,2002)contentiontoovercomeASLR(Jangetal.,2016;Geetal.,2016;Liuetal.,2015).This
canresultinthedetectionofbothkernel-levelanduser-levelvirtualaddressspacelayoutonASLR-
enabledLinuxplatformssincesuchplatformsemployonlyportionofthevirtualaddressbitashash
tags(Evtyushkinetal.,2016;Wangetal.,2015;Larsenetal.,2014).Inaddition,invalidmappings
thatarenotloadedintotheTLBcanalsobeexploitedbytheattacker,resultinginavoidaddress
whichwillactivateanothertablewalk(Geetal.,2016;Evtyushkinetal.,2016;Hundetal.,2013).

3.4. Remote Timing-Based Side-Channel Attacks
ARemoteTiming-BasedSideChannelAttack(RTBSCA),whichiscarriedoutwithinanetwork
setting,enablesanattackertoexploitweaknessesofacryptographicdesignremotely(Hungeretal.,
2015;Liuetal.,2015;Aciiçmezetal.2007;BrumleyandBoneh,2005).ARTBSCAoftenremains
undetectedforalongtimebeforeitspresencecanbedetectedandtheemittedprivateinformation
can be decoded (Biswas et al., 2017; Lawson, 2009). Usually, the observer will not be able to
enhancesuchpropertiessincetheprivateinformationisemittedbyadefectiveoperation(Biswaset
al.,2017;Hungeretal.,2015).AchievinghigherTiming-BasedSide-Channelcapacityisdifficult
sincemanyconstantobservationsareneededtodecreasetheerrorprobabilitytoenhanceefficiency
(Liuetal.,2015;Wuetal,2015;Kocher,1996).Acquiringhighbandwidthnecessitatesoptimising
synchronization(Wuetal.,2015;Liuetal.,2015;KarlofandWagner,2003;Katabi,2003).This
denotesthatmatchingclocksinthesenderandreceiverinorderforthemtocorrespondonthetime
durationforeachbit(Hungeretal.,2015;Rheeetal.,2009).Synchronisationallowsthesenderand
receivertoemploybasicbinarysignallingwithoutrequiringself-clockingcodesandyetobtainlow
biterrorrates(Mauriceetal.,2017;Hungeretal.,2015;Welzl,2012;Welzl,2005).

Often, therearevulnerabilitiesassociatedwithSSHthatanattackercanexploit toexfiltrate
passwordsremotelyduringanSSHsession(Biswasetal.,2017;Balduzzietal.,2012;Songetal.,
2001)andprivatekeysfromanOpenSSL-basedwebserver(Liuetal.,2015;BrumleyandBoneh,
2005).Forinstance,theseinclude:(1)theexposureoftheoriginaldatasizebythe8-bytelimitof
transferredpackets(Seibertetal.,2014;Aciiçmezetal.,2010;Songetal.,2001)and(2)theemission
oftheinter-keystroketiminginformationsinceeachportionofkeystrokeinformationistransmitted
totheremotemachinewhileininteractionstate(Biswasetal.,2017;Seibertetal.,2014;Aciiçmezet
al.,2010;FooKuneandKim,2010;Raymond,2001).Furthermore,underthisattack,theadversary
canexfiltrateaconsiderableamountofinformationthatthevictimtypesbyemployingsophisticated
statisticalmethods(Chenetal.,2010).Theattackerwillbeabletodeducesecretinformationand
valuesfromtheinter-keystroketimingsbyutilising,forinstance,HiddenMarkovAnalysisModel(a
techniqueemployedtopredictthevalueofavariable,thefuturevalueofwhichremainsindependent
ofitspasthistory)andtheirkeyforecastalgorithm(Biswasetal.,2017;Seibertetal.,2014;Aciiçmez
etal.,2010;FooKuneandKim,2010;Raymond,2001).

Furthermore, adversaries can also launch a remote TBSCA against OpenSSL by exploiting
theinherentsusceptibilitythatexistsinOpenSSL(intheMontgomeryladderintheEllipticCurve
Cryptosystem)inordertoextractthesecretkeyofaTLSserver(Bengeretal.,2014;Yaromand
Benger, 2014; Brumley and Tuveri, 2011). Network Tomography, an essential part of network
measurement,isresponsibleforperformingtrafficanalysisbyobservingthenetworktoensurethat
allthelinksinanetworkarehealthy(MardaniandGiannakis,2016;Chawlaetal.,2012;Danezisand
Clayton,2007).Thisisperformedthroughtheuseofend-to-endqueriesthataretransmittedbyagents
residingatvantagepointsinthenetwork(Gongetal.,2012;ShmatikovandWang,2006).Usingthis
sameapproach,thatnecessitatesdirectmonitoringofnetworkconnectionsatlocalvantagepoints,an
attackerwillbetoperformnetworkanalysisandasaresulttolaunchadevastatingTBSCAagainst
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thehardwareagentsinthenetwork(Geetal.,2016;Meyeretal.,2014;BrumleyandBoneh,2005).
Inunusualcasesinwhichtheattackeris‘extremelysavvy’,hecanalsoemploythesameconvention
tolauncharemoteTBSCAbyexploitingascheduler(whichisasidechannel)betweenhimselfand
thevictim(Varadarajanetal.,2014;Wangetal.,2014;Stefanetal.,2013;Gullaschetal.,2011).
Ourpointissubstantiatedbyastudy(GongandKiyavash,2013)inwhichresearcherswereable
todemonstratethattheattackercouldestablishtheentirepatternofthevictimbyusing“Shannon
equivocationasaprivacymetric”(GongandKiyavash,2013).Thisattackismadepossibleifthe
schedulerisbasedonthepolicyofafirst-come,first-servedbasis(Wangetal.,2014;Kadlooretal.,
2010;Gupta,2007).Again,usingthesameapproach,thesavvyattackercanlauncharemoteTBSCA
bytakingadvantageoftheTimingSideChannelsinsidea“homedigitalsubscriberline(DSL)router”
(GongandKiyavash,2013;KuroseandRoss,2010).Performingthisattack,theadversarywillbe
abletoacquirethevictim’ssecretdatasuchaspasswordsandvoiceoverIP(VoIP)conversations
(Biswasetal.,2017;Leeetal.,2015;Mohabanetal.,2007).

3.5. Access-driven Cache-Timing Attack
AnAccess-DrivenCache-TimingAttack(ADCTA)isanothervariationofSCAsthattakesadvantage
oftheemissionofthememorylocationsthatthevictimprocessaccesses(Kimetal.,2012;Gullasch
etal.,2011).Thisattackinvolvesprobingthecache’stimingsasasourceofinformationemission
(Zhangetal.,2012;NeveandSeifert,2006).IntheADCTA,thecacheperformanceisinspectedwith
afinegranularity(Craneetal.,2015)asopposedtoassessingtheoverallruntime.UsinganADCTA,
anadversarywillbeabletodeterminewhetheracachelinehasbeenejectedornot(Craneetal.,2015;
Irazoquietal.,2015;AciiçmezandKoç,2006).Furthermore,asavvyattackercanalsopotentially
performanADCTAontheAdvancedEncryptionStandard(AES)blockcipher(Irazoquietal.,2015;
NeveandSeifert,2006;BonneauandMironov,2006)byutilisingcompressedtables(Zhangetal.,
2012;Gullaschetal.,2011)toextractthecompletesecretekeyinrealtime(forinstance,forAES-
128)(Craneetal.,2015).Todoso,hewillneedonlyarestrictednumberofobservedencryptions
(withoutrequiringanyinformationconcerningplaintext)tobeabletoexfiltratetheentirekeydue
to,forinstance,roundanalysisfromtheciphertext.

ADCTAsare alsomadepossible in cloud computing environments due to thevulnerability
incertainhardwarecomponentssuchasthescheduleroftheXenhypervisor(YaromandFalkner,
2014;Barhametal.,2003).Forinstance,theattackercanutiliseamaliciousvirtualmachinethatwill
enablehimtoextractdetailed,preciseinformationfromavictimVMthatisrunninginparallelon
thesamecomputer(YaromandFalkner,2014;Zhangetal.,2012;Kimetal.,2012).Asanexample,
toperformanADCTAonasymmetricmultiprocessingsystem(Braunetal.,2015;Winder,2012),
theadversarywillrequiretodealwithvariouschallengessuchascoremigration(Winder,2012;
Bertozzietal.,2006),multiplesourcesofchannelnoise(Braunetal.,2015;Winder,2012)andalso
theproblemswithpre-emptingthevictimwithadequatefrequencytoacquiredetailedinformation
fromit(Zhangetal.,2012;Winder,2012;Bertozzietal.,2006).However,theattackercanbypass
suchchallengesbyutilising,forinstance,libgcryptcryptographiclibrarytoexfiltrateanElGamal
(ElGamal,1985)decryptionkeyofaGnuPGdecryption(YaromandFalkner,2014),whichisrunning
inanotherguest,fromthevictim.TheADCTAcanalsobeperformedagainstcertainOpenSSL(e.g.
0.9.8n)implementationofAESonLinuxsystems(Craneetal.,2015;Liuetal.,2015;Brumleyand
Boneh,2005).Inaddition,itcanalsobeusedtomountadenialofservice(DoS)attackonthetask
schedulerofLinuxsystemsthatallowstheattackerstomonitorallmemoryaccessesofavictim
process(Zhangetal.,2012;Gullaschetal.,2011).

Likewise, adversaries might be able to perform the ADCTA on a time-shared core to take
advantageofasharedLLC.Insuchacase,theywillneedtoexploitthecupidinstructionsorleverage
fenceinstructionstobeabletosynchronisetheinstructionstream(YaromandFalkner,2014;Gullasch
etal.,2011).Similarly,asuccessfulADCTAcanbreaktheisolationfeatureofsystemvirtualisation
(YaromandFalkner,2014;Kimetal.,2012;Zhangetal.,2012).Inthissituation,byemployingand
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adaptingBernstein’sattack’slink(Bernstein,2005)inCTA(Weißetal.,2012),theattackerwillbe
abletoderivesecretinformationfromanisolatedexecutionarea.AnADCTAcanalsobeperformed
toexploitthehardware-assistedmulti-threading(Osviketal.,2006;Percival,2005)orsingle-threading
(NeveandSeifert,2006)abilityofcertainmicroprocessorssoastoexecuteaspyprocessquasiin
paralleltoacryptographyprocess.

3.6. The Flush+Reload Technique
TheFlush+ReloadAttack(YaromandFalkner,2014),avariationofPrime+ProbeAttacks(Irazoqui
etal.,2015;Tromeretal.,2010),isbasedonthesharingofpagesbetweenthemaliciousandvictim
processes(Grussetal.,2015;Liuetal.,2015;YaromandFalkner,2014;Osviketal.,2006).By
performingthisattack,anadversarywillbeabletoejectaparticularmemorylinefromtheentirecache
hierarchythroughsharedpages(Irazoquietal.,2015;YaromandFalkner,2014).TheFlush+Reload
AttackhasbeenadaptedfromGullaschetal.’s(2011)techniqueforusageinbothvirtualandnon-
virtualsettings(Grussetal.,2015;Irazoquietal.,2015;Zhangetal.,2014;YaromandFalkner,2014).
Therefore,itcanbeperformedinbothenvironments,i.e.virtualisationandnon-virtualisation.For
instance,incloudandvirtualenvironments,byconductingtheFlush+ReloadAttack,theadversary
willbeabletoexfiltrateGnuPG(apopularcryptographypackagethatisutilisedasthecryptography
moduleofmanyopen-sourceprojects)privatekeysacrossseveralprocessorcoresandvirtualmachines
(YaromandFalkner,2014).Duetoitsgenericnature,Flush+ReloadAttackcanbeperformedfor
othermaliciouspurposestoo.Forinstance,anattackercanlaunchaFlush+ReloadAttacktogather
statisticaldataonnetworktrafficbyobservingnetworkhandlingcodeormonitoringkeyboarddrivers
toderivekeystroketiminginformation.

Flush+ReloadAttackconsistsofthreestages(Zhangetal.,2014;YaromandFalkner,2014),
consisting of Flush, Flush+Reload Interval and Reload. Stage one, Flush, involves flushing the
observed memory line from the cache hierarchy including the shared last-level cache utilising
clflushinstruction(Grussetal.,2015;Zhangetal.,2014;YaromandFalkner,2014).Instagetwo,
Flush+ReloadInterval,theattackerwaitsfora“prespecifiedinterval”toenablethevictimtoaccess
thememoryline,whilethelast-levelcacheisemployedbythevictimrunningontheCPUcore.Stage
three,Reload,theattackerinvolvestheattackerreloadingthememoryline,calculatingthetimeto
loadit.Afasterreloadwillindicatetheexistenceofcertainchunksinthelast-levelcacheandthe
factthattheywererunbythevictimduringtheFlush+Reloadinterval.Incontrast,aslowerreload
signifiesthecontrary(Zhangetal.,2014;YaromandFalkner,2014).

3.7. Asynchronous Attack
AnAsynchronousAttack(AA)(Tromeretal.,2010)isaverycomplexattackthatisdifficulttodetect.
Assuch,itislikelytobecarriedoutonlybyveryadvancedattackers.DespitethefactthatanAAis
similartoaCache-BasedAttack(CBA)inthatbothareperformedagainstRSAforprocessorswith
simultaneousmultithreading(Percival,2005;Osviketal.,2006),theircryptanalysisisverydifferent
because“algorithmsandtimescalesinvolvedinRSAvs.AES”executionsareverydifferent(Tromer
etal.,2010).UnderanAA,theadversaryrunsitsownprogramonthesameprocessastheencryption
application(Tromeretal.,2010,Percival,2005).Thisisachievedwithoutany“explicitinteraction”
including“inter-processcommunication”(Craneetal.,2015;Gullaschetal.,2011;Osviketal.,
2006).Theonlyinsightthattheattackerisrequiredtohaveconcernstheplaintextsorciphertexts
(asopposedtotheirexactvalues)(Aciiçmezetal.,2007;Osviketal.,2006;Percival,2005).Ifthe
cipherrunsonasimultaneousmulti-threading(SMT)machine(Craneetal.,2015,Tromeretal.,
2010),andtheattackerisabletoexecuteadummyprocessconcurrentlywiththecipherprocess
(Gullaschetal.,2011),hewillthenbeabletocleartheBTBthroughtheexecutionsofthedummy
processandcausesaBTBmissduringtheoperationofthetargetbranch(Geetal.,2016;Evtyushkin
etal.,2016;Hundetal.,2013;Aciiçmezetal.,2007’Hu,1992).Inthiscase,“theBPUautomatically
predictsthebranchnottobetakenifitmissesthetargetaddressintheBTB”.Thus,therewillbea
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mispredictionwhenevertheresultofthetargetbranchis“taken”.Theattackerwillbeabletosimulate
theexponentiationspartitionofthesampleaccordingtotheoutcomeofthebranch(Aciiçmezetal.,
2007;GrunwaldandGhiasi,2002).

3.8. evict+Time Attack
Evict+TimeAttackscanbedefinedasagenericCache-TimingAttacktechnique,bymeansofwhich
theadversaryactivatesmultiplevictimcomputationsandcalculates thevictim’sruntime(Gruss,
2017;Irazoquietal.,2014;Osviketal.,2006).Inordertodoso,heevictsthecachesetthevictim’s
runtimeinordertocalculatetheeffectofaparticularcacheset,andthenandforcetheencryption
programmetofetchkeyvaluesfromthemainprogram(Craneetal.,2015;Tromeretal.,2010).In
casesinwhichthereisatimingdifferencewhenejectingthecacheset,theadversarywillbeableto
deducethatthecachesetwasutilisedbythevictimcomputingprocess(YaromandFalkner,2014;
Weißetal.,2012;Aciiçmezetal.,2007,Bernstein,2005).TocarryoutanEvict+Timeattack,the
adversarywillneedtobeabletocalculatetheprecisestartingandendtimeofavictimcomputing
process.Evict+TimeAttackshavebeenextensivelycoveredintheliterature.Forinstance,Osvik
etal.(2006)examinedEvict+TimeAttacksinanattackonOpenSSLAES.Lippetal.(2016)and
SpreitzerandPlos(2013)illustratedthatEvict+TimeAttacksonOpenSSLAESarealsorelevantto
mobileARM-baseddevices.Similarly,Hundetal.(2013)showedthatEvict+TimeAttackscanbe
appliedtocompromiseKernelAddressSpace-LayoutRandomisation(KASLR).Therefore,wedo
notaimtodelveintothisattackanyfurther.

3.9. Timing Attacks Against Floating-Point Instructions
AnattackercanalsolaunchaTBSCAagainstthefloating-pointinstructionsofmodernx86processors
(Andryscoet al., 2015;Coppenset al., 2009).The“running timeof floatingpoint additionand
multiplicationinstructionscanfluctuatebytwoordersofmagnitude”(Andryscoetal.,2015;Hachez
andQuisquater,2000;Walter,1999)dependingontheiroperands(Coppensetal.,2009).Multiplying
ordividingwithsubnormalvaluesresultsinslowdownon,forinstance,alltestedIntelandAMD
processors(Geetal.,2016;Andryscoetal.,2015),irrespectiveofemployingsingleinstructionmultiple
data(SIMD)orx87instructions(Intel®,2016).Furthermore,byexploitingtheaforementionedeffects,
anattackerwillbeabletoemploythesubnormalfloating-pointnumberstolaunchatimingattack,for
instance,onascalablevectorgraphics(SVG)filter,thatreadsarbitrarypixelsfromanyvictimweb
pagethoughtheFirefoxbrowserasdemonstratedby(Andryscoetal.,2015).Similarly,inrelation
tothistypeofexploit,twootherresearchers(Stone,2013;Kotcheretal.,2013)haveimplementeda
newmethodforcross-originpixelstealinginthebrowser,whichisatimingside-channelwithinCSS
ScalableVectorGraphics(SVG)transforms.SuchtransformscanbeemployedthroughCSStoany
elementofawebpage,forinstanceiframes.Oncethecontentofcross-originiscontainedinaniframe,
thecontainingpageisthenabletoemploySVGtransformationfilterstothatiframe(Andryscoetal.,
2015).Asaresult,anattackerwillbeabletoextractanypixelvaluefromawebsitethathedoesnot
ownbyselectingcertainSVGfiltersanddeterminingthepagerendertimes.

3.10. Bernstein’s Attack
Bernstein’sAttack(Bernstein,2005)isanothervariantofTBSCAthatiscarriedoutremotelyonan
AEST-tableimplementationinwhichtheattackercanrecovertheAESkeyfrom“known-plaintext
timingsof anetwork server”onadifferent computer.This attack is the resultantof the fault in
AESdesignandnottoaspecificlibraryusedbytheserver(Bernstein,2005).Throughthisattack,
Bernstein(2005)demonstratedthatattacksassuchwerenotrestrictedjusttothePentiumIIIbut
insteadcouldbeperformedagainstan“AMDAthlon,anIntelPentiumIII,anIntelPentiumM,an
IBMPowerPCRS64IV,andaSunUltraSPARCIII”.ByperformingtheBernstein’sAttack, the
adversarycanpotentiallycompromiseT-tablelookupsinasystem,thatrepresent“pre-processedS-box
computations”basedonAESdesign(Gruss,2017;DaemenandRijmen,2013).Throughthisattack,
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thewholeAESalgorithmcanbeutilisedasafastsequenceofT-tablelookupsthatwillbeaccessed
basedonanestablishedimplementation(Gruss,2017;Bernstein,2005).Suchaccessescanthenbe
cached,andthetimingdifferencecanbemonitored(Bernstein,2005).Theattackerwillsubsequently
beabletodeterminewhichT-tableentrywasaccessedbymonitoringthetimingdifference.Many
researchers(SpreitzerandGérard,2014;Weißetal.,2014;SpreitzerandPlos,2013;Neveetal.,2006;
BonneauandMironov,2006)havereproducedandassessedBernstein’sAttack,thatispresentedin
Bernstein’s(2005)seminalstudy.

3.11. Branch Prediction Attack
ABranchPredictionAttack(BPA)combinedwithcacheperformancecanbeapotentialsourceof
control-dependentanddata-dependenttiming(Coppensetal.,2009;Chenetal.,2003).Asalready
stated,inmodernprocessors,manyresourcesaresharedbetweendifferentthreadsbeingruninthe
system(Geetal.,2016;Coppensetal.,2009;Aciiçmezetal.,2007).Asaresult,therewillbeconflict
betweenthoseresources(Braunetal.,2015;Fedorovaetal.,2010;BonneauandMironov,2006).
Thisleadsto“inter-threadtimingdependencies”(Geetal.,2016),wheretheoperationofonethread
affectsthetimingperformanceofotherthreads(Martinetal.,2012).Therefore,anattackerwillbe
abletomonitorotherthreadscompetingforotherresourcestodeduceinformationonconditionthat
hedoesnothavedirectaccesstothetimingofathreadwhichhascomeunderattack(Coppensetal.,
2009;Osviketal.,2006;BonneauandMironov,2006).Tobeabletolaunchadirecttimingattack,the
adversaryneedstoknowtheBranchPredictionUnit(BPU)architectureandalsotheimplementation
detailsoftheencryption,asthesetwoelementsestablishthepredictionofthetargetbranch(Aciiçmez
etal.,2007).Althoughthisinformationisnoteasilyavailabletotheattacker,hecanstillcarryoutthe
examinationstagespeculatingeachpossiblestateoneatatime.TheDTAcanbeusedonanysystem
oncondition thatbranchpredictionalgorithmisappliedon it.Tocompromiseaciphercarrying
outaBPA,theadversaryrequireshavingaresultwhichmustrelyonthesecret/privatekeyofthe
cipher(Aciiçmezetal.,2007).Furthermore,BPAsthatarebasedonhardwareperformancecanalso
beperformedtoelicitRSAkeysfrom“exponentiations”executedinotherprocesses(Gruss,2017,
BhattacharyaandMukhopadhyay,2015;Rebeiroetal.,2015).

3.12. Brief Overview of Timing-Based Attacks in Other Platforms
AlthoughthefocusofthisstudyhasbeenonlyonTBSCAsagainstPCplatforms,nevertheless,we
consideritworthwhiletoprovideagenericdescriptionofthewayinwhichsuchattackscanbealso
carriedoutagainstotherplatformssuchasmobiledevice.TBSCAsagainstmobiledevices take
advantageofbothphysicalandsoftwareproperties.Forinstance,amalignapplicationcanleverage
the“accelerometersensor”soastolaunchanattackagainstthevictiminput.Thisisfeasiblebecause
oftheintegralinputtechniquethatdependsontouchscreens(Spreitzeretal.,2016;Avivetal.,2012;
CaiandChen,2011).Therefore,toperformasuccessfulTBSCAagainstamobiledevice,theadversary
needseithertohaveaphysicalaccesstothedeviceorremotelyspreadanapplicationthatappears
tobebenign(suchasagameapp)throughanexistingAppstore(Spreitzeretal.,2017;Spreitzeret
al.,2016;).Forexample,throughtheirstudy,O’Flynn(2016)illustratedthatbyshortingthe“power
supplyofanoff-the-shelfAndroidsmartphone”,theattackerwouldbeabletopresentafaultthatcan
resultinaninvalidafaultloopcount(Spreitzeretal.,2017).Attackerscanalsoexploitthelogical
propertyofsoftwareprovidedbytheAPIofthemobiledeviceOSoreventheOSitself(Spreitzeret
al.,2016;Michalevskyetal.,2015;Zhouetal.,2013)tobeabletocarryoutTBSCAsagainstsuch
devices.ThissuggeststhatsmartphonesexpandtheextentofTBSCAs(Acaretal.,2016;O’Flynn,
2016;Spreitzeretal.,2016).

On the contrary, TBSCAs mounted against cloud computing hardware does not require the
adversarytobeinpossessionofthephysicalhardware(This,however,doesnotapplyincaseswhere
thecloudserviceprovider,himself,istheadversary)sincetheattackercanpotentiallyrunamalicious
applicationremotely(Spreitzeretal.,2016).Forinstance,todoso,hewillrequiretobeabletoexploit



International Journal of Organizational and Collective Intelligence
Volume 8 • Issue 2 • April-June 2018

44

theMicroarchitecturalperformanceorsoftwarecharacteristicsinordertobeabletodeduceprivate
informationfromco-locatedprocesses(Geetal.,2016;Spreitzeretal.,2016;Grussetal.,2015;
YaromandFalkner,2014;Tromeretal.,2010).Furthermore,incertaincircumstances,TBSCAscan
alsobemountedthroughwebsiteswithouttheadversaryrelyingonthevictimtoinstallanapplication.
Furthermore,adversariescanalsolaunchSide-ChannelAttacksagainstmobiledevicesbytaking
advantageofthelogicalpropertyofsoftwarethatisofferedbytheAPIofthemobiledeviceOSor
eventheOSitself(Spreitzeretal.,2016;Michalevskyetal.,2015;Zhouetal.,2013).

Thereexistotherwaysof launchingTBSCAs invariousplatforms, theanalysisofwhich is
beyondthescopeofthispaperduetothepageconstraints.

4. SIde-CHANNeL ATTACKS AGAINST RSA

AlthoughmanystudieshavebeenconductedonthetopicofRSA,thereareveryfewworksthat
exploreitsvulnerabilitiestoTBSCAs.Asaresult,RSA’svulnerabilitiestoTBSCAsarenotstill
fullyknownbytheresearchcommunity.Therefore,wehaveassignedthissectionexclusivelytothe
topicofRSA’svulnerabilitiestoTBSCAsinanattempttoprovideamorein-depthanalysisofthe
principlesunderlyingitssusceptibilitiestoTBSCAs.

4.1. Overview of RSA Algorithm
RSA algorithm named after its creators, Rivest-Shamir-Adleman, (Rivest, 1978) is a public key
encryptionalgorithmthatiswidelyutilisedtosecuresensitivedatatransmission,especiallywhen
transmittedoveraninsecurenetwork.RSAcanbeembeddedinSSL(SecureSocketsLayer)toprovide
securityandprivacyovertheInternet.Incryptographyfield,anasymmetrickeyalgorithmemploys
a pair of different cryptographic keys to perform encryption and decryption. Both keys are
mathematicallyconnected,denotingthatamessageencryptedbythealgorithmusingonekeycan
be decrypted by the same algorithm such as RSA. The RSA algorithm includes four parts: key
generation,keydistribution,encryptionanddecryption.TheunderlyingfundamentalbehindRSAis
thenotionthatitisappliedtodiscoverthreebigpositiveintegers‘e’,‘d’and‘n’insuchawaythat
withmodularexponentiationforallintegerm(with0≤m<nandthatevenknowingeandnoreven
m),itcanbeverydifficulttoidentifyd :

m m modne
d( ) ( )≡   

Furthermore,theRSAconsistsofbothapublickeyandtheprivatekey.Thepublickeyallows
thesendertocarryouttheencryptionwhereastheprivatekeyremainssecretbythereceiverand
allowshimtoconductthedecryption.Inmoretechnicaldetails,thepublickey,whichcontainsthe
“modulus”nandthepublic“exponent”e,canbeknownbyallpartiesandisappliedtoencrypt
sensitivedata.Theideabehindthepublickeyisthatanydataencodedwiththepublickeycanonly
bedecodedinasensibleamountoftimebyemployingtheprivatekey.Integereandintegern,thatare
createdbytwomainnumberspandq,representthepublickey,andintegerdrepresentstheprivate
key.However,integerdcanalsobeutilisedwhiledecodingthedata.Thisdenotesthatintegerdcan
beregardedasaconstituentoftheprivatekeytoo.Incontrast,integermrepresentsthemessage.In
contrastwiththepublickey,theprivatekeycomprisesthe“modulus”nandtheprivate“exponent”
d,thatmustbereservedsecret.Thep,q,andnmustalsoremainsecretsincetheycanbeemployed
bytheattackertodeduced.Therearetwotypesofasymmetricencryptionalgorithms,bothofwhich
arebuiltupontheDiffie-Hellmankeyagreementalgorithm.Similarly,therearetwouniquetypesof
symmetrickeyciphersincludingblockciphers(fixedsize)andstreamciphers(continuousstream).
Althoughasymmetricencryptionismuchstrongerandmoresecurethansymmetricencryption,as
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ofyet,theredoesnotexistanasymmetrickeyalgorithmconfirmedtobesecureenoughagainsta
sophisticatedmathematicalattack.Thisisduetocertainweaknessesintheasymmetrickeyalgorithms
thatmakethemvulnerabletoTimingAttacks.Forinstance,asavvyattackercancarefullymeasure
thepreciseamountoftimethatittakeshardwaretoencryptplaintextinordertofacilitatethesearch
forpossibledecryptingkeys.Therefore,theusageofasymmetrickeyalgorithmsdoesnotalways
guaranteesecurity.

ThepotencyoftheRSAlieswiththefactthatitwillbehardtofactorlargenumbers.Almost,the
mostrecognisedfactoringtechniquesarestillconsideredtobeslowasfactoringlargenumberscan
takemanymonthsandinsomecasesyears.Sincesomanyresearchershavebeenattemptingtofactor
largenumbersinanefficientmannerwithoutanysuccess,wecanassumethatatthispointintime
RSAissecureagainstfactoringattacksforastandardnof1024bitinlength(Wong,2005).Securing
theRSAagainstfactoringattacksevenmoreispossiblebydoublingthekeylengthto2048bitsor
evenmore.Notwithstandingitspotencyagainstfactoringtechniqueattacks,RSAcanbevulnerable
toTimingAttacks.Anadversarywithanadvancedknowledgeofalgorithmsandprogrammingskills
couldpotentiallyexfiltrateRSAsecretkeysinastealthymannerwithoutdirectlybreachingtheRSA.
SuchanattackhascometobeknownasTimingAttack,whichwehavealreadycoveredindetail,
thatenablesanadversarytomonitortheexecutiontimeofacryptographicalgorithmandasaresult
inferthesecretkeysandvaluesintheexecution.

4.2. Timing Attacks Against RSA Algorithm
TherearevarioustypesofcovertandovertSCAsthatcanbemountedagainstRSA(Incietal.,2016;
YaromandFalkner,2014;WangandLee,2006;Percival2005),includingTimingAttacks(thefocus
ofthisstudy)(BrumleyandBoneh,2005;Kocher,1996),Trace-DrivenInstructionCache(Cai-Sen
etal.,2011;Aciiçmez,2007)DifferentialPowerAnalysis(Baueretal.,2013;Kocheretal.,1999),
ElectroMagneticEmanations (Gandolfi et al.,2001;Genkinet al.,2015)andacousticchannels
(Genkinetal.,2014;HutterandSchmidt,2013).ThroughaTBSCAagainstRSA,anattackerwillbe
abletoextractRSAprivatekeysbyutilisingtheInstructionCacheandtheBranchPredictionUnitas
covertchannels(Incietal.,2016;Aciiçmez,2007;Aciiçmezetal.,2007).Forinstance,EL-Gamal
(Zhanget al.,2012)privatekeyscanbeextracted fromco-locatedVMsby takingadvantageof
emissioninupperlevelcaches.TolaunchaSCAagainstEL-Gamal,theattackerwillrequiretouse
thePrime+ProbeAttackintheLLC(Zhangetal.,2012;Liuetal.,2015).Likewise,theadversary
canalsoemploytheBranchPredictionPerformanceCounterstoextractRSAkeys(Incietal.,2016;
BhattacharyaandMukhopadhyay,2015).Furthermore,advancedattackerswillalsobeabletoextract
RSAprivatekeysfromco-locatedVMs(YaromandFalkner,2014;WangandLee,2006)bymounting
theFlush+ReloadAttackwhilememoryDe-Duplicationisactive(YaromandFalkner,2014).

ATBSCAagainstRSAcanbecarriedout if theadversaryknows thevictim’shardware in
adequatedetailandifheismathematicallyadvancedenoughtocalculatethedecryptiontimefor
multipleknownciphertexts.Insuchacase,theattackerwillthenbeabletoinferthedecryptionkey,
i.e.d,immediately(Kocher,1999).SuchanattackcanalsobeperformedagainsttheRSAscheme
(BrumleyandBoneh,2005) toextractRSAfactorisationoveranetworkconnectionfromaweb
serverenabledwithSecureSocketsLayer(SSL).AnotherwayoflaunchingaTBSCAagainstRSA
isthroughtheexploitationofinformationthathasbeenleakedbytheChineseRemainderTheorems
Optimisation(atechniquethatisoftenutilisedbymanyRSAimplementations).

Asalreadydiscussed,theEvict+TimeAttack(Aciiçmezetal.,2007)againstRSAisperformed
toevictentriesfromtheBTBinaselectivemannerbyrunningbranchesatrelevantaddresses,and
thenmonitortheimpactontheruntimeofanRSAencryptioninOpenSSL.Todoso,theattackerwill
needtocalculatethetimethatisneededtocarryouttheinitialejectiontobeabletodeducewhether
OpenSSLhadbeforehandrunthebranchornot.AlthoughtheSimpleBranchPredictionAnalysis
(SBPA)(Aciiçmezetal.,2007)usesthesameapproachasthatoftheaforementionedapproach,it
ismorepowerfulasitcanexfiltratemostkeybitsinasingleRSAexecution.TheSBPAisbased
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onthe“fine-grainedsharing”thatisinvolvedinSMT(Geetal.,2016).Furthermore,attackerscan
identifyandtakeadvantageofthecontentionbetweenhardwarethreadsonthemultiplierunit(Ge
et al., 2016;Aciicmez andSeifert’s, 2007;Wang andLee, 2006).SimultaneousMulti-Threaded
(SMT)processors(Tullsenetal.,1995),amethodforoptimisingtheoverallefficiencyofCPUswith
hardwaremultithreading,executemultipleindependentprocessesinparallelinordertomakeamore
effectiveuseoftheresourcesofferedbyprocessordesigns.Theparallelthreadsshareacacheof
functionalunits(FUs)dynamicallyassignedtoeachprocess(WangandLee,2006).Suchasharing
createsinterferencebetweentwodifferenceprocessesastheywillneedtocompeteforFUs.This
resultsina‘covertchannel’,theextentofwhichsurpassesthoseofothercovertchannels.Similarly,
theconflictsbetweenhardwarethreadsonthemultiplierunitcancreatea‘sidechannel’thatenables
amalign thread todifferentiatemultiplications from“squaring inOpenSSL’sRSAarchitecture”
(Geetal.,2016;AciicmezandSeifert’s,2007;WangandLee,2006).Theseaforementionedattacks
canenableanadversarytocalculatethelatencycreatedbycontendingthreatsthatarecompelledto
remainuntiltheycanaccessthemultiplierunit.

Thescatter-gatherimplementationemployedinthemodularexponentiationroutineinOpenSSL
is also prone to the CacheBleed attack, in which cache-bank conflicts on the Sandy Bridge
microarchitecturecanbeexploitedbytheattackers(Fog,2017;Intel®,2016;Yarometal.,2017).
CacheBleedAttack,whichhassuccessfullybeentestedonanIntelXeonE5-2430processor(Yarom
etal.,2017),allowstheattackertodetectthecachepoolthatmaintainseachgivenmultiplierutilised
through the“exponentiation in theOpenSSLconstant timeRSAdesign”(Acıiçmezetal.,2007;
Brickelletal.,2006;).Asaresult,itenablestheattackertoexfiltratetheentireprivatekeyafterhe
hasmonitored16,000decryptionsfor4096-bitRSA(Yarometal.,2017,Geetal.,2016).

Furthermore,athreadthatisrunningonadesignofaSMTprocessorisalsovulnerabletodenial
ofservicethroughamalignthread.Thisresultsinasignificantreductioninthespeedoftheoriginal
thread.Therefore,anadversarycanutilisePerformanceCounterHardware tocreate this typeof
slowdownbyintentionallyabusingthesharedresourcesanddesigndecisionsthatareessentialfor
highspeedimplementation(GrunwaldandGhiasi,2002).Consequently,sinceagiventhreadcan
denyotherthreads(inresourcesharing)oftheirresourcesthroughtheusageofamultithreading
processor,onethreadcanhaveanimpactontheperformanceofanotherthread.Applyingexceptional
conditionsonbehalfofonethreadcanalsocreateasignificantperformancedegradationforanother
SMTthread(Geetal.,2016;GrunwaldandGhiasi,2002).Moreover,incertainprocessors(such
astheIntelPentium4),self-adaptivecodeflushesthetracecachecausingasignificantreductionin
performance(e.g.inaDoSattack).Althoughcontroltechniquesfacilitatedbyresourcesharingare
capableofenhancingessentialprocessorspeed-paths,theycanbetakenadvantageofbyasingle
actionbyamaliciousthreadthatcancreatemanysetsofdelays.

AnothertypeofTimingAttackagainstRSAis“Squarevs.Multiplication”thatisrelevantto
parallelmulti-threadingCPUdesigns.ThisattackcannotbecarriedoutonCPUimplementations
withouttheaidofSMThardware.UnlikeotheraforementionedattacksagainstRSAthatoftenfocus
on thenotionofasharedresource,Squarevs.Multiplicationattack isbasedontheconcept that
Intel’shyper-threadingtechnologysharestheALU’slargefloating-pointmultiplieramongitstwo
hardwarethreads(AciicmezandSeifert,2007).Anattackercanalsoexploitthetimingperformance
oftheMontgomerymultiplicationsduringtheinitialisationofthetableenablinghimselftoextract
oneofthemainfactorsoftimingRSAmodulibyaddingtothenumberofmultiplications(Biswaset
al.,2017;Aciiçmezetal.,2005;BrumleyandTuveri,2011;BrumleyandBoneh,2005).Inaddition,
byperformingaTBSCA,theentireRSAkeyincloudsettingscanberecovered(Incietal.,2016;
Irazoquietal.,2014;YaromandFalkner,2014)bytheattackers,outsidetheclosed-boxVM,whocan
potentiallyexploitavulnerableVirtualMachineMonitor(VMM)systemthatisrunningontopofa
SMTprocessor(Incietal.,2016;Irazoquietal.,2014).ATBSCAonahyper-threadingprocessor
alsoallowsanattackerthroughauserprocessortodeducetheRSAkeyofanotherprocessorwhich
iscarryingoutRSAencryption(WangandLee,2006;Percival,2005).Therewillbenoneedfor
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anytypeofspecialtoolstofacilitatethisattack,andtheattackalsodoesnotevenneedtorelyon
softwaredefectstoextractRSA.Onlyaseriesofmemoryaccessesarerequiredtobeexecutedby
thespyprocess,followedbyitsobservationofthetimingwhilethevictimprocessisbeingexecuted
onthesameprocessor(Osviketal.,2006;WangandLee,2006;Bernstein,2005;Percival,2005).

5. CONCLUSION

Inthisstudy,weidentifiedandanalysedsomeoftheexistingknownTiming-BasedSide-Channel
Attacks (TBSCAs), and demonstrated their devastating impacts on shared, modern computing
hardware.Wethoroughlyreviewedrelevantliteraturewithinthecontextandwediscussedvarious
attack vectors that attackers can adopt to mount such attacks against components of modern
PC platforms. Through this systematic literature review and analysis, one can deduce that all
MicroarchitecturalTimingAttacks,irrespectiveoftheirtype,canexploitsecuritysystems,regardless
ofadvancedpartitioningmethods(e.g.memoryprotection),sandboxingorevenvirtualisation.Hence,
itisvitaltoidentifyeveryconceivableMicroarchitecturalsusceptibilityinordertocomprehendthe
potentialofMicroarchitecturalanalysisanddesignto implementmoresecuresystems.Although
thisstudymainlyfocusedonthereviewandanalysisofTimingAttackvectors,inafollow-uppaper
asafuturework,weareprovidingtheexistingcountermeasuresagainstsuchattacksandpropose
newstrategiestodealwiththeseattacks.Therearealreadycomprehensiveresearchworks(Yanget
al.,2018;Sohaletal.,2018;Kuoetal.,2018)coveringtheresponsetosuchattacks;wewilldiscuss
theseasafutureworkofthispieceofresearch.
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