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Abstract Individuals interact with organizations in many different capacities (e.g. as
clients, as employees). Many of these interactions require the individual to submit
her personal information to the organization, which may claim compliance with
privacy policy. It is important to assess this compliance quantitatively. This paper
describes an approach for quantitatively assessing the likelihood that an organization
will comply with privacy policy.

1 Introduction

Individuals interact with organizations in various roles that require them to submit
their private information to the organization (e.g. health care patient, buyer). Given
that how well an organization protects privacy is usually a matter of how well it
complies with either its own privacy policy or the privacy policies of personal in-
formation owners, it is important to be able to assess this compliance quantitatively.
If such assessments are publicly available, a) organizations could be challenged if
their assessments are below a pre-established threshold (assuming a higher assess-
ment is better), b) individuals could select organizations that have high compliance
with which to do business, and c) organizations may be encouraged to pay more
attention to protecting privacy. However, assessing an organization’s actual compli-
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ance performance may be difficult to do - the organization may be hesitant to report
data needed to determine this performance, especially where the performance is bad,
and even if the required data is reported, it would be difficult to ensure the reliability
of the data. On the other hand, an organization’s likelihood to comply with privacy
policy may be more easily determined, since it could be based on what provisions
it has implemented to protect privacy. In addition, an organization would welcome
any opportunity to make known its investments in the protection of privacy in order
to attract clients. This paper proposes a straight-forward approach for estimating the
likelihood that an organization will comply with privacy policy.

Privacy refers to the ability of individuals to control the collection, use, reten-
tion, and distribution of information about themselves. This is the same definition
as in [3] except that we also include use. An organization’s compliance with privacy
policy refers to the organization’s use of provisions to give the protected person
(PP) control over the organization’s collection, use, retention, and distribution of
information about the protected person, where this control is specified in the orga-
nization’s privacy policy or the PP’s privacy policy. An internal violation (IV) (or
an inside attack) of privacy policy is one that is carried out by an insider of the
organization (i.e. someone who has special data access privileges by virtue of the
person’s association with the organization, e.g. employee), whose access and use
of the private information does not comply with the privacy policy. An external vi-
olation (EV) (or an outside attack) of privacy policy is one that is carried out by
a non-insider of the organization, whose access and use of the private information
does not comply with the privacy policy.

The literature appears empty of works dealing directly with estimates of an orga-
nization’s likelihood to comply with privacy policy. Only works that are indirectly
related were found, such as privacy impact assessment (PIA) (e.g. [6]), privacy risk
analysis (e.g. [5]), and privacy audits (e.g. [2]).

2 Likelihood Estimates of Complying with Privacy Policy

A likelihood estimate of an organization’s likelihood of complying with privacy
policy is a set of numerical values that indicate the degree to which the organization
will likely avoid IV and EV. The likelihood of avoiding IV and EV depends on
protective provisions that the organization has in place to prevent violations. Let E
denote a likelihood estimate. E will need to account for the provisions used against
both IV and EV.

To account for the provisions against IV, we propose that a special PIA [6], ex-
tended to identify vulnerabilities that can lead to malicious IV, be carried out to
identify IV vulnerabilities. Suppose that such an assessment identified m IV vul-
nerabilities and countermeasures (provisions against IV) are in place for p of these
vulnerabilities. To account for provisions against EV, we propose that a special se-
curity threat analysis [5], oriented towards discovering EV vulnerabilities be carried
out. Suppose that this analysis identified n security vulnerabilities and countermea-
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sures (provisions against EV) are in place for q of these vulnerabilities. Then, one
formulation of E is

E1 = (p + q)/(m+ n), if m+ n > 0,

= 1, if m+ n = 0.

Let ei account for the provisions used against IV and ee account for the provisions
used against EV. Then, another formulation of E is

E2 = (ei,ee) = (p/m,q/n), if m > 0, n > 0,

= (1,q/n), if m = 0, n > 0,

= (p/m,1), if m > 0, n = 0,

= (1,1), if m = 0, n = 0.

Note that 0 ≤ E1,E2 ≤ 1. In practice, the quantities E1, ei, ee are expressed as
percentages. E1 has the advantage of providing a single number for ease of compar-
ison between different organizations. A percentage threshold t for E1 may be pre-
determined such that for E1 above t, the provisions against IV and EV are deemed
sufficiently likely to protect from violations. E2 has the advantage of identifying
where an organization stands in terms of its specific provisions for IV or EV. By
predetermining percentage thresholds ti and te for ei and ee respectively (thresholds
above which the corresponding provisions for IV and EV are sufficiently likely to
protect from privacy policy violations), E2 defines a region in a 100 x 100 plane
in which an organization’s likelihood to comply with privacy policy (avoid privacy
policy violations) is acceptable (shaded region in Figure 1).

Fig. 1 Plot of E2 = (50,
100) indicating that the cor-
responding organization has
insufficient provisions to pro-
tect against IV.

We next give an application example. Suppose that a bank branch keeps the fol-
lowing personal information about its clients: name, social insurance number, home
address, phone number, and financial assets. Suppose that the branch keeps this data
stored within the branch itself. The branch decides to hire a privacy auditor, cer-
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tified to apply the above estimation method, to estimate its likelihood of privacy
policy compliance, with the intention of using the results in its advertising.

To determine values for m and p, the auditor puts together a team to do a PIA.
The team analyzes where personal information originates, how it is stored, and how
it is used. The PIA uncovers the following IV issues: a) there is no one accountable
for private information, b) the database containing client personal data is not pro-
tected from illegal access, c) the branch’s employees have been unhappy over the
reduction in branch contributions to the employee pension plan, and d) the branch
only does a minimal background check before hiring a new teller. The auditor is
told by the branch manager that he has assigned himself to be accountable for pri-
vate information in the branch’s possession, and that a more thorough background
check for job applicants has been initiated. However, the branch puts off any new
measures to protect the database citing the fact that it already has a firewall in place.
The branch also cannot do anything about the employee pension plan for the time
being. Thus, m = 4 and p = 2.

To obtain values for n and q, the auditor assembles a team (with some members
from the team for the PIA) to perform a threat analysis. Some examples of threats
identified in this analysis are: a) the personal information flow is vulnerable to man-
in-the-middle attacks (from the personal information path going into and out of the
branch), b) the personal information database is vulnerable to attacks from inside
and outside (via the Internet) the branch, and c) the bank tellers are vulnerable to
social engineering attacks. The number of vulnerabilities n is found to be 6. Suppose
that the branch has put in place countermeasures against each of these vulnerabili-
ties, resulting in q also having the value 6. Thus,

E1 = (p + q)/(m+ n)= (2 + 6)/(4 + 6)= 8/10 = 4/5,

E2 = (ei,ee) = (p/m,q/n) = (2/4,6/6) = (1/2,1).

Suppose that the predetermined thresholds for E1, ei, and ee are t=85%, ti=80%,
and te=80% respectively. Then the branch has failed E1 evaluation (since 80% for
E1 is less than the threshold of 85%). The branch has also failed E2 evaluation (since
50% for ei is less than the threshold of 80%). It is clear that this failure is due to the
branch not providing sufficient provisions against IV (Figure 1). This branch would
be motivated to improve its provisions against IV if other banks or branches of this
bank are similarly evaluated and have results in the shaded area of Figure 1.

As shown by this example, E1 provides a single number that shows whether or
not the organization is likely to have sufficient provisions against IV and EV to
avoid future violations. If E1 is calculated for a number of similar organizations,
the PP could easily see which organization is likely to comply with privacy policy.
On the other hand, E2 not only indicates the likelihood of an organization’s future
compliance, but also shows how strong the organization is in terms of its specific
provisions against IV or EV. If the organization failed E2 evaluation, it would know
where it needs to make improvements in terms of provisions for IV, EV, or both.



Assessing the Likelihood of Privacy Policy Compliance 727

3 Conclusions and Future Research

This work1 has proposed estimates for evaluating the likelihood that an organization
will comply with privacy policy. The estimates allow organizations to be challenged
if their likelihood to comply is perceived to be inadequate. They also allow con-
sumers to choose organization with high likelihoods of compliance.

The proposed estimates are straightforward and should be acceptable to the gen-
eral public. We envision that organizations will want to publicize their estimates to
show that they exceed the thresholds (which could be standardized by an interna-
tional body) as for ISO 9000 [4]. This could encourage organizations to achieve
higher levels of privacy policy compliance.

We suggest that the proposed approach be applied by a separate, impartial firm
specialized in performing PIA and threat analysis. Application guidelines could be
developed and standardized by a privacy authority, and only firms certified by the
authority would be authorized to apply the approach (as done for ISO 9000 and
CMMI (Capability Maturity Model Integration) [1]). This would ensure that the
calculation of the estimates is done fairly and consistently across organizations.

Future research includes looking at ways to improve the accuracy of the esti-
mates, such as incorporating the impact of past violations, as well as improving the
methods for calculating the estimates, such as increasing the effectiveness of threat
analysis through automation.
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