
Optica Applicata, Vol. LII, No. 1, 2022

DOI: 10.37190/oa220102

Asymmetric double-image encryption 
using twin decomposition 
in fractional Hartley domain 

JAIDEEP KUMAR1*, PHOOL SINGH2, AK YADAV3 

1School of Engineering and Technology, K.R. Mangalam University, Gurugram-122103, India

2School of Engineering and Technology, Central University of Haryana-123031, India

3Amity School of Applied Sciences, Amity University Haryana, Gurugram-122413, India

*Corresponding author: jaideep.rohtak@gmail.com

Twin decomposition, consisting of equal and random modulus decompositions, not only makes
a cryptosystem asymmetric but also resists special attack. A new double-image asymmetric crypto-
system using twin decomposition in fractional Hartley domain is proposed. An input grayscale
image, bonded with another grayscale image as its phase mask, is transformed via fractional Hartley
transform. Equal modulus decomposition is applied on the resulting image, giving us two inter-
mediate images. One of them is subjected to another fractional Hartley transform followed by ran-
dom modulus decomposition, whereas the other serves as the first private key. The application of
random modulus decomposition also results in two images: encrypted image and the second private
key. During the process of decryption, firstly the encrypted image is combined with second private
key and thereafter it is subjected to inverse fractional Hartley transform. The resulting image is
then combined with the first private key, and followed by another inverse fractional Hartley trans-
form, thus recovering the two original images. The proposed cryptosystem is validated for pairs
of grayscale images. 

Keywords: double image encryption, twin decomposition, asymmetric cryptosystem, fractional Hartley
transform. 

1. Introduction

In modern era, when our world is increasingly becoming one platform with availability,
access and sharing of personal information through public networks for professional
transactions as well as personal interactions, the importance of digital security cannot be
overlooked. This data can be as small as a four-digit password for performing an online
banking transaction and as big as stock market reports of listed companies. One of the
major concerns with this increased accessibility is, how to effectively and efficiently
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secure, process, protect, share and store the abundant information thereby minimizing
the risk of malicious intrusion. During the past few decades, researchers have inves-
tigated information security with optical approach to capitalize on the potential capac-
ity of optical technologies. Optical technologies not only provide massive information
capacity and high speed but also possess capabilities for parallel processing. In 1995,
an optical encryption scheme based on double random phase encoding (DRPE) in
Fourier transform domain in which an input image is transformed to a stationary white
noise was proposed by REFREGIER and JAVIDI [1]. Researchers extended DRPE to other
integral transform domains such as wavelet [2], Fresnel [3] and Hartley [4]. Later on,
DRPE was found to be vulnerable to certain basic attacks [5–8], owing to its symmetric
and linear nature. Further work on DRPE included its extension to fractionalized ver-
sion of integral transform domains like fractional Fourier [9], fractional Hartley [10],
gyrator [11], fractional Mellin [12], and fractional wavelet [13], to add more security
features against the basic attacks. However, DRPE in fractional transform domains has
also been shown vulnerable to known plaintext attack under certain conditions. There-
fore, researchers have been continuously attempting to develop cryptosystems with
ever-increasing security features, while retaining the simplicity of  DRPE. 

In order to overcome the security threat due to linearity of DRPE, QIN and PENG [14]
proposed an asymmetric cryptosystem which was based on phase truncation operation.
The technique was commonly known as phase truncated Fourier transform (PTFT).
The encryption and decryption keys are different in PTFT-based techniques and there-
fore, basic attacks such as known plaintext attack, ciphertext attack and chosen plain-
text attack are meaningless. The phase and amplitude truncation techniques have been
extended to other domains [15–20] also. But later on, PTFT-based schemes were re-
ported to be vulnerable to a special attack [21–23].

CAI et al. [24] presented an asymmetric encryption scheme based on coherent super-
position and equal modulus decomposition (EMD) in order to solve the silhouette prob-
lem. DENG [25] and WU et al. [26] have shown that single EMD is vulnerable to special
attack as its ciphertext provides adequate information to an intruder. WANG et al. [27]
proposed a random modulus decomposition (RMD), as an alternative to equal modulus
decomposition, in which resultant random phase masks possessed unequal moduli.

In order to strengthen the security, double and multiple image encryption schemes
have been explored and investigated by researchers, due to their high efficiency to-
wards transmission of information [28]. In 2007, TAO et al. [28] reported a novel meth-
od to encrypt two images into stationary white noise. In 2012, LIU et al. [29] used
Arnold transform and discrete fractional angular transform for double image encryp-
tion. WANG and ZHAO [30] proposed a double-image encryption technique based on
the phase truncated Fourier transform (PTFT) and joint transform correlator (JCT).
XIONG et al. [31] have shown that the scheme proposed by WANG and ZHAO [30] is ex-
posed to a special attack built on phase retrieval algorithm. In 2015, SUI et al. [32] used
multi-parameter fractional angular transform and two coupled logistic maps to encrypt
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a double image. In 2018, KUMAR et al. [33] proposed a double image encryption scheme
by using linear canonical transform. In 2019, LIANSHENG SUI et al. [34] presented dou-
ble image encryption by using optical interference logistic maps. 

Hartley transform is a mathematical tool used in image and signal processing. It is
a real valued transform whereas its fractionalized version called fractional Hartley trans-
form is complex valued [35]. Fractional Hartley transform is optically implementable [36]
and is used symmetric algorithms [37, 38], asymmetric algorithms [39, 40] and com-
pression algorithm [41]. However, effectiveness of an asymmetric scheme using twin
decomposition based on EMD and RMD in fractional Hartley domain is yet to be studied. 

The present study proposes a double-image encryption scheme that uses twin (equal
modulus and random modulus) decomposition in fractional Hartley domain. Random
modulus decomposition and equal modulus decomposition not only make a cryptosys-
tem asymmetric, but also resist basic as well as special attack.

2. Proposed scheme

The proposed scheme starts with a pair of input images f (x, y) and g (x, y). One of the
input grayscale images is bonded with the other input image as its phase mask, further
transformed; via fractional Hartley transform of order ( p, t). With the help of θ, an equal
modulus decomposition (EMD) is performed on the resulting image. The EMD divides
the image into P1 and P2 which have the same amplitude, and P1 has a phase equal to θ
which is a public key (as shown in Fig. 1). Thus, P1 needs not be stored as it can be easily
reconstructed using θ and amplitude of P2. Now P2 is further exposed to another frac-
tional Hartley transform of order (q, r). With the help of two random functions α and β
which are uniformly distributed in the interval [0, 2π], an RMD is performed on the
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Fig. 1. Schematic diagram of (a) encryption, and (b) decryption scheme. 
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image obtained from the previous step. RMD divides the image into two components
Q1 and Q2. Q1 acts as a private key and Q2 is the encrypted image.

For decryption, a reverse process is followed wherein encrypted image Q2 is added
with the private key Q1 and thereafter subjected to an inverse fractional Hartley trans-
form of order (–q, –r) to give P2. With the help of amplitude of P2 and public key θ,
P1 can be obtained. In the next step, the images P1 and P2 are added and then another
inverse fractional Hartley transform of order (–p, –t ) is performed, thus recovering the
input double images. One is amplitude image, obtained as a result of phase truncation,
and the other image as argument part of the decrypted image. The proposed scheme
has four fractional Hartley transform orders and a private key Q1 as its encryption pa-
rameters. 

The optoelectronic set of the decryption process of the proposed scheme is also
shown in Fig. 2. Charge-coupled device (CCD), spatial light modulator (SLM) and beam
splitter are used to transfer data between the computer and optical system. The encrypted
image Q2 is combined with the private key Q1 in the fractional Hartley transform do-
main using the beam splitter. In the fractional Hartley domain, we obtained P2 which
is again combined with P1, another key with the help of beam splitter. Finally, the de-
crypted images are recorded using the CCD and stored in the computer.

3. Results and discussion

For validating the feasibility and testing the performance of the proposed double image
encryption scheme, computer based numerical simulations have been performed. Fig-
ure 3 shows scheme validation results for grayscale images of “The Girl” and “The Boy”
of size 256×256 pixels. The encrypted image (Fig. 3c) corresponding to the grayscale
input images (Figs. 3a and 3b), is quite random and resembles stationary white noise.
Figures 3d and 3e shows the decrypted images obtained from the scheme and has pixel
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Fig. 2. Optoelectronic setup of the proposed decryption process. 
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distribution identical to that of the input images, having corresponding correlation co-
efficient (CC) which equals 1. 

3.1. Statistical attack

Statistical attack is initially performed using histograms in order to establish correlation
between input image and the resultant encrypted image. Correlation distribution of pix-
els is a method for evaluating the quality of encryption of an image. Figure 4 gives
histograms of the input images, encrypted image and the corresponding decrypted im-

Fig. 3. Verification of  the proposed scheme with grayscale input images of  “The Boy” (as amplitude part)
and “The Girl” (as phase part). 
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Fig. 4. Histogram plots of (a, b) input images; (c) encrypted image; (d, e) decrypted images. 
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ages. Histogram of the encrypted image turns out to be completely different from those
of the input images and does not show natural variation. Also, the histograms of the
recovered images appear almost the same as the histograms of the input images.

3.2. Information entropy

Only information entropy reveals the level of randomness in an image, which in turn
describes the quality of encryption of the image. Information entropy is defined by 

(1)

where P (mk) refers to the probability of mk . For grayscale images, the entropy value
should be in the range of 0 to 8. The entropy of the encrypted image obtained in this
study is 7.9962, which is very close to the ideal value. Thus, the proposed scheme re-
sists entropy attack in the absence of adequate information leakage. 

3.3. Correlation distribution

It is a general phenomenon that in an original image, all pixels adjacent to each other
are closely related. An effective encryption scheme should be able to reduce the corre-
lation amongst the adjacent pixels of the encrypted image to a bare minimum. Figure 5
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Fig. 4. Continued.
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depicts the correlation distribution of horizontally adjacent pixels for input images and
the encrypted image. 

At random, 5000 pixels of input images are selected and plotted against their neigh-
bouring pixels in horizontal direction in Figs. 5a and 5b. The corresponding plot for
the encrypted image is shown in Fig. 5c. It is observed that the neighbouring pixels in
the input images show high correlation whereas the correlation distribution of the en-
crypted image shows no correlation at all.

3.4. Key sensitivity

A scheme is considered highly secure in case it is sensitive to its input parameters which
implies that even a slight change in the secret key will give an entirely wrong result.
Figures 6a and 6b show the decrypted images with one incorrect parameter, q = 0.6005
instead of q = 0.6 of fractional Hartley transform, while Figs. 6c and 6d show the de-
crypted images with correct keys. It can be observed that a slight change of the parameters
of the secret key produced completely wrong results. Figures 7a, 7b and Figs. 7c, 7d
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Fig. 5. Correlation distribution for input images of (a) “The Boy”, (b) “The Girl” and for (c) encrypted
image.
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show the sensitivity plots for input images of  “The Boy” and “The Girl” with respect
to orders of fractional Hartley transform, respectively.

3.5. Noise attack analysis

During the transmission of encrypted images, we often encounter loss due to noise at-
tack. Here, we test immunity of the proposed scheme to these transmission influences.

Fig. 6. Recovered images when wrongs keys are used in the decryption process (a, b) q = 0.6005 is used
instead of q = 0.6, whereas (c, d) are with correct parameters.

a b c d

Fig. 7. Sensitivity plots showing mean-squared error (MSE) versus order of fractional Hartley transform
for recovered images of (a, c) “The Boy” and (b, d) “The Girl”.
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We add random noise to the cipher image with varying strength k. Figure 8 shows the
results of the noise attack on the proposed scheme. Thus, the normal random noise R
with mean 0 and standard deviation 1 multiplied by a strength parameter k is added to
the encrypted image En (x, y), according to the equation 

(2)

where  is the noise affected encrypted image. Figures 8a–8d and Figs. 8e–8h give
the recovered images of “The Boy” and “The Girl” corresponding to the noise strength
k = 0.1, 0.3, 0.5 and 1, respectively. It is clearly evident that the input images of
“The Boy” and “The Girl” are recognizable even in the presence of high noise strength

a b c d

e f g h

Fig. 8. Decrypted images when the encrypted image is attacked with varying noise strength (a, e) k = 0.1,
(b, f ) k = 0.3, (c, g) k = 0.5, and (d, h) k = 1. 

En
* En kR+=

En
*

Fig. 9. Plot of correlation coefficient against noise strength for (a) “The Boy”, and (b) “The Girl”.

a b
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(k = 1). A plot of correlation coefficient CC versus noise strength k is given in Fig. 9.
These results clearly indicate that the proposed scheme endures the noise attack.
The proposed scheme is asymmetric, and its strength lies in the private key which var-
ies with the input image. Therefore, given a plaintext-ciphertext pair, attempting a pri-
vate key is futile as it is a one-time padding. Therefore, chosen plaintext and known
plaintext attacks are not applicable on the proposed scheme. 

We have also mounted a special attack on the proposed scheme. Results of this at-
tack are shown in Fig. 10 by plotting mean-squared error (MSE) computed for the
input images and their respective recovered images for 1000 iterations for “The Boy”
and “The Girl” images, respectively. MSE between images of size R × S pixels is de-
fined as 

(3)

a

b

Fig. 10. Results of special attack mounted on the proposed scheme (a) “The Boy” image, and (b) “The Girl”
image. 
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It is observed from Figs. 10a and 10b that although a straight line appears about
MSE value 8.3679 × 1015 for “The Boy” image and 4.15 for “The Girl” image in the
graphs but when it is zoomed out, a nonlinear pattern appears. The MSE for “The Girl”
is relatively much less due to normalization, required for it to be used as a phase mask.
With this high value of MSE, no information about the original input images is trace-
able, which demonstrates that the presented scheme is resistant to special attack. 

3.6. Comparison analysis

Here, we have carried out a comparison analysis of the proposed scheme with some
existing similar asymmetric schemes reported in the literature. The proposed crypto-
system is compared with CAI et al. [24], CAI and SHEN [42], WANG et al. [27] and
RAKHEJA et al. [43], based on various parameters such as type of encryption, transform
domain, applied methodology, strengths and weaknesses, key length, computational
time, entropy, and peak-signal-to-noise-ratio. The Table clearly shows that the pro-
posed scheme has an advantage in terms of entropy, larger key space, and capability
to perform double-image encryption. Being asymmetric and nonlinear in nature, it re-
sists the basic attacks as well as the special attack. 

4. Conclusion

In this paper, an asymmetric double-image encryption scheme using twin decomposi-
tion in fractional Hartley domain is investigated. One of the input grayscale images is
bonded with the other input image as its phase mask. It is transformed via fractional
Hartley transform and followed by twin (equal and random modulus) decomposition
to get the encrypted image. Numerical simulations have been performed for validating
the feasibility and testing the performance of the proposed scheme. It has been suc-
cessfully shown that both the original images can be faithfully recovered only when
all keys used are correct. We have also mounted special attack on the scheme and found
the scheme to resist the special attack. Comparison analysis with similar schemes re-
veals that the proposed scheme performed well in terms of entropy and also has a larger
key space. Further, it is found to resist the basic attacks as well as the special attack,
due to its asymmetric and nonlinear structure. 
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