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Attack Modeling for an Internet Security Simulation

Jung-kuk Seo'- Kyung-hee Choi'" - Gi-hyun Jung''
Seung-kyu Park' - Jae-hong Sim''"

ABSTRACT

As the use of the Internet has explosively increased, it is likely for the Internet to be exposed to various attacks. Modeling the Internet attacks
is essential to simulate the attacks. However, the existing studies on attack modeling have mainly focused on classifying and categorizing the
attacks and consequently they are not suitable to representing attack scenarios in the Internet security simulation. In this paper, we introduce
the existing methods of attack modeling, and propose an adapted attack modeling to properly express the properties for the Internet security
simulator. The adapted attack modeling suggests a solution to the problems of the existing attack tree modelings, such as difficulty of composing
complex scenarios, ambiguity of attack sequence, lack of system state information. And it can represent simultaneous, precise time-dependent
attack, and attack period, which are nearly impossible to be represented in many other existing methods.
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Machine:A Machine:A
Capabilities: Capabilities:
Sniffer with access Obtained password
to Ethernet

For normal user on X

install Sniffer Sniff password
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" User level - root Y User level : root
! Machine : A y Machine : A.
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+ Possess Sniffer ) Sniffer with access
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START STATE
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' Machine : A ]
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Sniff password

User level : anon

Machine : B
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Machine : A
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Attack[0,0]
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1:Compromise
Account on C[0,0} '

"1 7.Compromise "~ T e T : 1.3:0btain
= Normal User H ;ﬁascr;'[fg%? : Password of
i [ C[0.,01(B)
- -
. ! ' 1.1.2:Buffer 1.2.1:Installing 1.2.2:Sniffing
1'1'1'6[(? 'o]A ftack ¢ H Overflow H Shniffer{0,0] Password[0,0]
____________ e L. Atackoo] i ([B8->1B) (B->]B)
Kt 2
1.1.1.1:CGI Attack 1.1.1.2:Execute 1.1.2.1:Buffer 1.1.2.2:Execute X AND AL E
" 10.0HA>IB) ° Arbitrary Cade Overflow{0,0] Acbitrary Code 251 OR ZAwL
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‘SAIOR F4=S

(38 6) (I8 3)9 34 Alu2le =dE

32 =& 7|& A¢{(Node Description Language)
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& B71E9. 9% x=9 98 =W F49 CVE
CERT oleltist & #oky Wz, 349 5%, #d =
2%, Bl ¥ 3 Z2 FRE TEFE & ok Hz
A(precondition)l & FA0] A7 & =dg FHs
T FEolth d% Zzae] HA ofF, Agx #E, 9
a9 A FF, NEHZ FH Fo] 9y &30 4
(action)& A4 §24& FYP3te FEolL o] FEL TF
9 Fiol wet ssts Ugol ol gt F2A
(postcondition)2 A8 FEoA F3yd AIAE HAs 1

AA =29 59 ARE SHFE YL B

Node Name : node_name [ /==
Property[item list] /== 44
Preconditionfitem_list] /) =29 528 =A
Action[item_list] // x=9] 528
Postcondition[item_list] /=29 43 AN

]

/ =E9) olg
a4 PrE

node_name
item_list /) el
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Lo 7iE

Node Name : Wu-Ftpd Remote Format String Stack Overwrite
Vulnerability
[
Property [
Step = Undecided
CVE ID = CVE-2000-0573
Bugtrag ID = 1387
Class = Input Validation Error
Related Software = Wu-ftpd 242 - 260
Reference = http://online.securityfocus.com/bin/1387/
Start Time = Undecided
Operation Time = Undecided
1

Precondition [
User Privilege = Normal or Root
Network = Online

1

Action[
Step 1. Connect target machine
2. Generate Invalid Input and Arbitrary Code
3. Send Invalid Input with Arbitrary Code
1

Postcondition[
Step 1. Check Attack Result
2. Return Result

(3% 8) Wu-fipd = 22X 22 =9 7|1&
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(format string attack)ol|
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, T2 FFE FEF YE ol(input validation

error)o]ﬁ}. #d AZEdolE Wu-fip 242 B&EA 26.0
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Node Name : Undecided
[
Property [
Step = Undecided
Substeps = undecided
Order = Sequential
Operation = AND
CVE ID = None
Bugtraq ID = None
Class = None
Related Software = None
Reference = None
Start Time = Undecided
Running Time = Undecided
]

Precondition [
None

]

Action(
Run substeps sequentially
]

Postcondition|
Step 1. Check Attack Result
2. Return Result

F4 wEo Aol £4, 424, A9, $239 o
B FHe 2AW YEHor nE $RS Yaz Wk
(29 99 &4 AND #4 =29 4§ 4% ol gl
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ot @R mEshE ofgrel Aolsk YeE ¢ & Uk W
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ol Atehojrt L% CVES Bugtrag ID 28ln #3 A8
7154 ged, 34 =9 544 548 ¥4¢8 A
AakA] 7] wFolty. NFo] FrtE £408 39 B

(substep), ¥4 (order), ¥4Hoperation)©] At} 34
AL A Al Y =TT A0 Y mEE
gt A MEE viEstA "ok €4 Y == 9
Haol & £2b4 dg& gujsta, A4 Y =9
T ARE FHHA F4 =5 A WA 7Y Ape
Ag A oRg AAsi=d AEEA gu dzAe
W3] AAEA go, AP 3¢ ==& #AFH o5

Agett FEAGAE 4y wEY dRs 2R8I,

B by

Ol Hot AIZHI0IME fIBt 524 ZHE 189
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S A Aol WE AW RRo] 7 24 wEe 54

A AANAE AT vEA Aze 24 Pl 47
G gt 34 gHe /184 o854 wd Ad Az
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23 FASAY EE oY JE TAES W04 AF
A wrgel Atk Ee obFY 34 ARE E¥SA @i
A4 gHols A% 2ge B Mg Fhow

Node Name : Nmap
[
Property [
Step = Undecided
Substeps = undecided
Order = Sequential
Operation = AND
CVE ID = None
Bugtrag ID = None
Class = Scanning
Related Software = None
Reference = None
Start Time = Undecided
Running Time = Undecided
]

Precondition [
User Privilege = Root
Network = Online
Nmap = Installed

]

Action[
Step 1. Host Scanning Node
2. Port Scanning Node
3. OS Fingerprint Scanning Node
1

Postcondition|
Step 1. Check Attack Result
2, Return Result

(2% 10) 71&E =E&€ MAIBSE Nmap 32 ==9| 7|&

Nmap? 22 271'd ¥ (scanning attack) L2I1H&
aHe Bzl 2Ag FHL 3AE] 28 HE oRE
g F= 3AE 27 (host scanning), SA2E7} AF
3= MulA XEE MuRE XE A7) (port scanning),
TAE7) 93t AZEod FAAA #d e ¢

|
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Zr PAZIY
A A 3Aez i
F5F 7R 27

2709 (fingerprinting scanning)% 2
L7189 2Ad 3 =TES
A& e, Nmaps 718
oz A 7} za4g 7] BT AFe TH T
o) wHek 71 olv] FAE ZE FAZUY 27
e *ﬂ 744 }\7H‘6] ‘*E} =] vy, o] x=E5&

Hsd A o 2 7

r
»
i
S
3
>
oo
ox
::l,
2]
o
o

Aste] Mg} A @43 ABY = 9es

Mzol AME 34 8599 HeldE 24 =28 @
ggozd wme NS ¥ YL A A9 F 9
o (2F 102 34 xSt vE B50) FF nTES

0|28 Nmap 32 =S8 FAT Birolth. £4 ol
gog 2R HAsn, A2A RRAA 43 4, JE
93 94 o, TRy X JRE HQsn, Ay H

E XE, ¥A ZHY 29d& 4

Aae

4. VM E 25l JIHe HE

2 AoNE AdE 299 e
A9 uo Bge ¥4 Adees i)
We dgoz sl B o Ay
AN Td 5 g

A7 g

(32 1) HEZ 74

(28 1DE o™ 7|49 VEYI FHERA TF A
Y g A% 7w EAZ JdE ok $Hes
¥ HEHIE Bty Fay Fo oA ) #gA Al
28(IDS)& A=A ste], FAH dinjstn Yt} o] FAlE
9 M(WWW)E 29383 glew, F AR attacker) 9 EF
A Ax"l(target), TAE I8 A BFA Az Z
2 W G gl gl

(2% 12% (a¥ 109 dEdz 344 g3 A5
EYA MHAL RBoFrh a¥elA waEe A9 oR=2
Urte dAL EF 45 URE SoeE HAd o
8 80W ZEE 2119461 1-1024 X E°| i3] e ek
A A Azde Mo AN FZ dg gx 3%

U A dig w94 24 AT Qo 23
27 9 B A2ge dd AHAE B 3
#ola7) wha.
w Adges bes 2ok oM 74
AR 71gle] QAL ARl B
EEEMIEE R-DIREC B
9 o€ 948 209 B4 olgs
K1)

2 JN >
o

of

2 2a9%eE AARS &
Nzdo] 2Ug FAg YA
o 9% dEgad 4AH ¥ Az A% FA(DoS)
B2 4947 A4 9 A | 3

¢ P B4 A2 A% FAODS)H 213 TEL
Aol aglofo SR, 21U FAL B Aus A

27 oF o= AR Agre] Akslel Y BA A
of 2% ¥ark dn AHelA Adetn, BA Al
A% Bl Bt A3 A 2y 3700]

oo e o b

0S = Microsoft Window 2000
HTTP Server = Microsoft IS 5.0
]
Target [
OS = FreeBSD 4.3
Telnet Server = BSD Telnet Server
Account : [abc : xyz]
]
Host [
OS = Redhat Linux 6.0
Telnet Client = Linux Telnet Client
1
Attacker(
OS = Redhat Linux 7.0
Telnet Client = Linux Telnet Client
Software = Sniffer
]
IDS[
Rule 1[Detect DoS Attack]
Rule 2[Detect Sniffing Attack]
]
Firewall [
Rule 1[Egress all Accept]
Rule 2[Ingress port 80 Accept]
Rule 3[Ingress port 1-1024 Deny]
Rule 4{Ingress all Accept]
]
DDoS 1[
OS = Redhat Linux 6.0
Software = DDoS Agent Installed
]
DDoS 2[
0S = Microsoft Window 2000
Software = DDoS Agent Installed
1
DDoS 3[
OS = Microsoft Window 2000
Software = DDoS Agent Installed

(jal 1

2) HEHNZ 8¥
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i! 11Start DDoS |
i i Attacki0.0}

i 1.2:5niffing H
{ o Attack{10.0} |

14 Twoke DDOS 1.1.2invoke DOOS 1.1 3nvoke DDOS 1.2.nstalling 12280009 |1 4 2 5craoing 1] 124 Teinet

Agentf0,100] Agent{+10,50] Agent[+20,80} Sniffer [0,0] Password[0.60] || oo 'f‘gm"'(';g j Login[0,0}
({Attacker — ]DDaS 1) {{Altacker -1DDoS2) {{Atacker — J0D0S3} ({8 —iB) {{B — IB} [ _Wf o 1 ) {Attacker - JTarget)
WA xS

........... X AND EARS 1.2.3.1:Obtain 1.2.3.2:Passwor

- i OR FAEE Password of d Guess Attack
TEAMAND FAE Cl0,0}1A - JA) [0.0KIA —~ 1A

: FEMLE
(32 13) HYE DY JIHE MBS IH AlLRIS 2YE
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