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ABSTRACT 

Personal health records (PHRs) contain sensitive health information that needs to be protected from 

unauthorized access. At the same time, patients may need to share their PHRs with healthcare 

providers or researchers to receive appropriate care or participate in medical studies. Attribute-based 

proxy re-encryption with keyword search (ABPRE-KS) is a what cryptographic technique that 

enables secure and controlled sharing of encrypted PHR data while preserving privacy and 

confidentiality of sensitive patient information. ABPRE-KS works by encryption of the PHR data 

using a key derived from the patient's attributes and allowing the patient to delegate access to the data 

to third parties using a proxy re-encryption scheme. To enable keyword search on the encrypted PHR 

data, an additional searchable encryption scheme can be used. ABPRE-KS provides a powerful tool 

for securely sharing and searching PHR and it can be used to facilitate better healthcare outcomes 

and medical research while protecting patient privacy. 
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1.INTRODUCTION 

Attribute-Based Proxy Re-Encryption with Keyword Search (ABPRE-KS) is a cryptographic 

technique that allows for secure delegation of access to encrypted data based on a set of attributes or 

keywords. This technology can be applied to personal health records (PHRs) to enable patients to 

securely share their health data with healthcare providers, researchers, and other authorized parties 

while maintaining their privacy. PHRs are electronic records that contain an individual's health 

information, including medical history, test results, and treatment plans. They are typically stored on 

a central server or in the cloud and are accessed through a secure login process. However, patients 

may not always want to share their entire PHR with every healthcare provider they visit, especially if 

they have sensitive medical information that they prefer to keep confidential. 

ABPRE-KS allows patients to selectively share their PHR data with specific healthcare providers 

based on their attributes or keywords, such as their medical specialty or area of expertise. This is 

achieved by encrypting the PHR data using a unique key that is derived from the attributes or 

keywords associated with each healthcare provider. The patient can then delegate access to the 

encrypted data to the healthcare provider by re-encrypting the data with the provider's attribute-based 

key. The provider can then use keyword search to efficiently retrieve specific data from the encrypted 

PHR without having access to the patient's entire record. This ensures that only authorized parties can 

access the patient's data while maintaining the patient's privacy and confidentiality. 

 

2.CRYTOGRAPHIC TECHNIQUE 

Cryptographic techniques are used to secure the transmission and storage of sensitive information. 

cryptographic technique that allows a proxy to transform a ciphertext encrypted under one set of 

attributes into a new ciphertext that is decryptable by a user possessing a different set of attributes. 

This technique is useful in scenarios where a user wants to delegate decryption rights to a third party 

without revealing their private key or the plaintext message. In ABPRE, attributes are used to define 
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access control policies that determine who can decrypt the ciphertext. The proxy re-encrypts the 

ciphertext using a re-encryption key that is generated based on the attributes of the delegator and the 

delegate. The delegate can then decrypt the re-encrypted ciphertext using their own private key, which 

corresponds to their set of attribute. There are various cryptographic techniques, some of which 

include: 

2.1 SYMMETRIC-KEY ENCRYPTION 

This strategy utilizes an only one key to encode and unscramble the information. The comparative 

key is utilized for both encryption and decoding. Symmetric key encryption and quality based 

intermediary re-encryption (ABPRE) are two distinct cryptographic procedures used to get 

information.            

 Symmetric key encryption is a type of encryption where the similar key is used for both encryption 

and decryption. The key is kept secret between the sender and receiver of the encrypted data, and 

anyone who doesn't have the key cannot read the encrypted information. Examples of symmetric key 

encryption algorithms include AES (Advanced Encryption Standard) and DES (Data Encryption 

Standard) 

On the other hand, attribute-based proxy re-encryption is a type of encryption that allows a proxy to 

transform an encrypted message from one set of attributes to another set of attributes, without the 

proxy having access to the original message or the decryption key. This technique is useful in 

scenarios where a user wants to share encrypted data with another user, but only if that user has 

specific attributes (e.g., location, role, security clearance).Combining these two techniques, we get 

attribute-based symmetric key encryption or attribute-based encryption with a symmetric key 

(ABESK). In ABESK, the data is encrypted using a symmetric key encryption algorithm, and the key 

is then encrypted using attribute-based proxy re-encryption. This allows the encrypted data to be 

securely shared with users who have specific attributes without revealing the original symmetric key 

2.2 ASYMMETRIC-KEY ENCRYPTION 

This asymmetric encryption technique uses two different keys for encryption and decryption. One 

key is used to encrypt the data, and the another key is used to decrypt the data. Asymmetric 

encryption, PHR (Personal Health Record) attribute-based proxy re-encryption (ABPRE), and 

keyword-based data access control can be combined to provide a powerful solution for secure and 

efficient data sharing with complex access requirements. 

Asymmetric encryption uses two different keys: a public key for encrypting data and a private key 

for decrypting it. In the context of data sharing, the public key is typically used to encrypt data that is 

then shared with other parties, while the private key is kept secret and used to decrypt the data only 

by authorized parties-ABPRE allows for the efficient and secure sharing of data with different access 

requirements. This is achieved by re-encrypting the data with different attributes based on the access 

requirements of the parties involved. For example, a doctor may be granted access to a patient's full 

medical record, while a nurse may only be granted access to certain parts of the record. 

Keyword-based data access control allows for the retrieval of data based on specific keywords or 

phrases, without the need to decrypt the entire dataset. This can be useful in scenarios where only 

certain information is needed, such as when searching for specific symptoms or conditions in a 

patient's medical record. By combining these three concepts, asymmetric encryption with PHR-

ABPRE and keyword-based data access control allows for the efficient and secure sharing of data 

with complex access requirements. Data can be encrypted using asymmetric encryption, re-encrypted 

using PHR-ABPRE with different attributes based on access requirements, and then searched using 

keyword-based access control. This provides a powerful tool for secure and efficient data sharing in 

scenarios where access requirements are complex and varied, while still preserving the confidentiality 

of the underlying data 

 

  3.METHODOLOGY 

Attribute-based proxy re-encryption (ABPRE) is a cryptographic technique that allows a proxy to 

transform ciphertext encrypted under one attribute into a new ciphertext that can be decrypted by a 
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user with a different attribute, without learning anything about the underlying plaintext. Attribute-

based proxy re-encryption with keyword search (ABPRE-KS) is a technique used to enable secure 

sharing and retrieval of encrypted data in a cloud environment while maintaining the privacy of users. 

In the context of health records, ABPRE-KS can be used to permit the patients to securely share their 

medical data with healthcare providers or researchers. 

 

 
Fig.1. Methods of Disease Genes Discovery 

There are several methods involved in implementing ABPRE-KS for health records: 

3.1 KEY GENERATION 

In ABPRE, a user generates a public key and a private key. The public key is used for encrypting 

messages, and the private key is used for decrypting messages. The key generation process involves 

generating keys based on user attributes and keywords associated with the attributes. A user generates 

a public key and a private key. The public key is used for encrypting messages, and the private key is 

used for decrypting messages Key generation is an important aspect of many cryptographic systems, 

including those used in image detection algorithms. The purpose of key generation is to create a 

unique and secure key that can be used to encrypt and decrypt data. 

3.2 Attribute-Based Encryption (ABE) 

ABE is a cryptographic technique that allows data to be encrypted and decrypted based on a set of 

attributes. In the context of health records, attributes can represent patient information, such as age, 

gender, and medical conditions. ABE enables access control policies to be enforced, such as only 

allowing doctors with specific attributes to access certain medical records. It is a type of public-key 

encryption that allows data owners to encrypt data using a set of attributes as the encryption key. The 

data can then only be decrypted by someone who possesses a decryption key that satisfies a set of 

attributes specified by the data owner. 

3.3 PROXY RE-ENCRYPTION (PRE) 

               Proxy Re-Encryption is a cryptographic technique that allows an intermediary to transform 

an encrypted message from one key to another without revealing the contents of the message. In the 

context of health records, PRE can be used to enable patients to delegate access to their medical 
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records to healthcare providers or researchers without revealing the contents of the records. It allows 

a third party, known as the proxy, to transform a ciphertext encrypted under one key into a ciphertext 

that can be decrypted under a different key, without revealing the original plaintext or the secret keys. 

The process of transforming the ciphertext is known as re-encryption. 

 

 
                                                       Fig.2. Attribute Based Encryption 

              

3.4 KEYWORD SEARCH  

Keyword search enables encrypted data to be searched for specific keywords without revealing the 

contents of the data. In the context of health records, keyword search can be used to enable healthcare 

providers or researchers to search for specific medical conditions or treatments without revealing the 

identity of the patient. 

3.5 ATTRIBUTE-BASED PROXY RE-ENCRYPTION (ABPRE) 

ABPRE combines ABE and PRE to enable secure sharing of encrypted data based on attributes. In 

the context of health records, ABPRE can be used to enable patients to delegate access to their medical 

records to healthcare providers or researchers based on specific attributes, such as medical condition 

or geographic location. It is commonly used in cloud computing environments where data needs to 

be securely shared among different users with different access levels. It allows a user to delegate 

decryption rights to another user, based on attributes such as job title or security clearance, without 

revealing the underlying plaintext to the proxy. 
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4.SYSTEM ARCHITECTURE 

 
Fig.3. System Architecture 

 

5.MODULE 

5.1. KEY MANAGEMENT 

This component manages the public and private keys of the various entities involved in the AB-PRE-

KS scheme, including healthcare providers, patients, and other authorized parties. The keys are 

generated based on the attributes of the data and the access policies defined by the data owner. The 

keys are generated in such a way that only the authorized users who satisfy the access policies can 

decrypt the data. 

The keys are distributed to the authorized users who are allowed to access the data. The key 

distribution process must be secure and ensure that the keys are only distributed to the authorized 

users. If an authorized user's access to the data is revoked, their key must also be revoked to ensure 

that they cannot access the data anymore. The key revocation process must be implemented carefully 

to ensure that the revoked key is not used by unauthorized users. 

5.2. Encryption/Decryption 

This component provides functions for encrypting and decrypting health records using the AB-PRE-

KS scheme. It enables authorized users to encrypt a health record with the patient's attributes and 

keywords associated with the record, and then re-encrypt it with a proxy key, which can be used by 

other authorized users to access the record. 

   

 
Fig.4. Encryption/Decryption Process 
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5.3 Search functionality 

This component enables authorized users to search for and retrieve specific health records based on 

keywords or attributes associated with the records. It provides mechanisms for securely querying the 

encrypted records and retrieving only the records that match the specified search criteria.  

When a search query is submitted, the system compares the query image features to the indexed 

features to find the most similar images. The similarity can be measured using techniques such as 

Euclidean distance, cosine similarity, or correlation. search functionality in image detection 

algorithms can provide efficient and accurate identification of specific objects or patterns within an 

image, enabling a wide range of applications in fields such as computer vision and medical image. 

5.4 Revocation functionality 

This component provides mechanisms for revoking access to a health record, in case an authorized 

user's privileges need to be changed or revoked. This is essential for ensuring the security and privacy 

of health records, especially in case of unauthorized access or breaches. 

5.5 FLOW OF DATA 

 

 
                        

Fig.5. Data flow diagram 

 

CONCLUSION 

In this paper, we propose an original fractional picture based homomorphic conspire is proposed for 

protecting the security of information caught from clinical picture . The proposed conspire permits 

search at the pixel level and uses Paillier homomorphic encryption. The created search question/secret 

entryway is likewise probabilistic, prompting keeping up with indistinctness. The proposed approach 

is in this manner alluded to as a security safeguarding accessible encryption scheme.In the future we 

are the arrangement of upgrading our venture by identifying high precision level of sickness in DNA 

individual wellbeing record. 
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