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ABSTRACT Authenticated encryption (AE) is a cryptographic construction that simultaneously protects
confidentiality and integrity. A considerable amount of research has been devoted to the area since its formal
inception in 2000. Different lines of research have been proposed to enhance the available schemes in terms of
security, efficiency, and design and to implement new ideas. However, a comprehensive systematic literature
review (SLR) of the topic has not been provided to the best of the authors’ knowledge. This study fills this gap
in the literature by proposing a framework for classifying AE schemes and highlighting past contributions to
help researchers familiarize themselves with the current state and directions for future research in the area.
This SLR covered AE schemes proposed from 2000 to 2020. A total of 217 articles, selected from eight
sources, were categorized into independent schemes, CAESAR competition schemes, and NIST lightweight
competition schemes. These schemes were then classified according to their design approaches, security-
related properties, and functional features. Our analysis reveals that a significant outstanding challenge in
AE is to balance security, efficiency, and the provision of desirable features.

INDEX TERMS Authenticated encryption, CAESAR competition, confidentiality, integrity, message
authentication code, NIST-LW competition.

I. INTRODUCTION
A. BACKGROUND
Encryption primitives used in block and stream ciphers guar-
antee only the confidentiality of the messages, i.e., unau-
thorized entities cannot view the messages. Such primitives
cannot be naively used in secure communication because
it is trivial for an adversary to tamper with the encrypted
message (i.e., ciphertext) without being detected. This prob-
lem can be resolved by using authenticated encryption (AE)
schemes. In addition to confidentiality, anAE scheme ensures
the integrity and authenticity of the transmitted message.
An extension of AE, called AE with associated data (AEAD),
ensures the authentication of additional data without encrypt-
ing them [1]–[4]. A typical example is a network packet
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header, where only the payload should be encrypted, but both
the header and the encrypted payload must be authenticated.

AE schemes are widely used in IPsec and Transport Layer
Security (TLS). The latest version of TLS, i.e., 1.3, has
eliminated its support for non-AE schemes such as the AES
in cipher block chaining (CBC) mode as of August 2018 [5].
Such schemes are also used to provide end-to-end encryption
in popular messaging applications, such as WhatsApp, Tele-
gram, and Signal.

There are three conventional approaches to constructing an
AE scheme, also called generic composition [6]: the encrypt-
then-authenticate (EtA), encrypt-and-authenticate (E&A),
and authenticate-then-encrypt (AtE) schemes. They differ in
the sequence of operations and the stage they are performed.
For example, EtA encrypts the message and then applies
the Message Authentication Code (MAC) to the ciphertext.
E&A separately encrypts each message and applies the MAC
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to it, whereas AtE applies the MAC to the message and
encrypts it once it has been concatenated with the MAC tag.
Bellare and Namprempre reported in 2000 that most previ-
ous approaches to the problem were weak when analyzed
under several notions of security [6], [7]. Various subsequent
attacks highlighted the shortcomings of the generic composi-
tion approach [8]–[12]. Although EtA has been shown to be
provably secure [7], [13], it can still be attacked by exploiting
the details of its implementation [7].

Owing to the delicacy of independently combining encryp-
tion and the MAC for secure construction, a single primi-
tive that provides both confidentiality and authenticity was
highly sought after. Hence, dedicated authenticated encryp-
tion (AE) schemes were developed to solve this onerous
problem efficiently. Although the idea was mulled over much
earlier, in 1987, by Jansen and Boekee [14], the first prac-
tical design was developed at the turn of the 21st century
by Katz and Yung [15], followed swiftly by proposals by
other researchers [16]–[18]. The new breed of dedicated
AE schemes uses a single key, in contrast to traditional
approaches that necessitate the use of two separate keys—one
for encryption and the other for authentication—to differen-
tiate their purposes [19].

To foster compatibility, six AE schemes were standardized
in 2009 as ISO/IEC 19772: OCB 2.0 [20], Key Wrap [4],
CCM [4], [21], EAX [22], EtM, and GCM [23]. OCB
2.0 was later removed from the 2020 edition of the ISO/IEC
19772 standard due to the security flaw discovered by
Inoue et al. [24]. However, researchers still believed that
AE schemes could be improved, and that paved the way
for the Competition for Authenticated Encryption: Security,
Applicability, and Robustness (CAESAR) project, which was
jointly initiated in 2013 by the US National Institute of Stan-
dards and Technology (NIST) and Dan Bernstein. The final
CAESAR portfolio was announced in 2018 and contained six
schemes [25]–[30]. In the same year, due to the rise of the
Internet of Things (IoT), which consists mainly of resource-
constrained devices, the NIST solicited a call to standardize
lightweight AE schemes (hereinafter referred to as NIST-LW
schemes). By lightweight, we mean here that the schemes
should be suitable for implementation in devices where such
resources as memory and power are scarce. On March 29,
2021, NIST announced 10 finalists from 32 candidates from
Round 2 of the NIST-LW competition as the final portfolio
for standardization.

Our work focuses on AE schemes in the symmetric key
setting. AE schemes in the asymmetric (public) key setting
are known as signcryption [31]. Signcryption predated the
symmetric key for several years andwasmotivated byNyberg
and Rueppel [35] on a digital signature scheme, which
was extended by other researchers [32]–[35]. Signcryption
ensures the confidentiality, authenticity, and non-repudiation
of the transmitted messages to prevent the communicating
parties from denying the sent messages. Due to its depen-
dence on computationally expensive mathematical opera-
tions, such as exponentiation and factorization, signcryption

is not typically used for processing bulk data. Symmetric AE
schemes are much more efficient than signcryption, thus, bet-
ter suited to handle such tasks. Due to the different paradigms,
our work focuses only on AE schemes in the symmetric key
setting.

Past work has reviewed state of the art in AE. In 2016,
Abed et al. [36] presented an extensive categorization of AE
schemes proposed for the CAESAR competition schemes.
Vizár [12] and Zhang et al. [108] conducted similar studies
on the CAESAR competition schemes. In 2017, Kavun et
al. [37] provided a hardware implementation benchmark for
commonly used AE schemes that excluded a majority of
schemes proposed in the CAESAR project. Thus, there is a
need for a systematic literature review that explores the status
of research in the area to inform researchers, readers, and
industry experts of the feature set available in AE schemes
for implementation or further research.

Despite the various reviews and studies in AE, we have
not come across a comprehensive systematic literature
review (SLR) of the area. This work fills this gap by present-
ing an SLR of 217 articles throughout 2000–2020 and iden-
tifying and categorizing relevant research in AE. Here, our
work complements past work by refining the categorization
and including additional reviews of AE schemes proposed
in the NIST lightweight AE project and those beyond the
CAESAR project. We propose a framework for classifying
AE schemes and apply it to the winners of the CAESAR com-
petition in 2019, as well as the NIST-LW finalists announced
on March 29, 2021.

B. CONTRIBUTIONS
This section summarizes the contributions of this work:

• Classification of AE schemes into three categories. (1)
Independent schemes (Category A) that are not part
of the CAESAR or NIST lightweight AE (NIST-LW)
projects. These schemes were prevalent before these
projects. (2) Schemes that were part of the CAESAR
competition (Category B), from when the first submis-
sions were made in 2014 until 2019, when the final
portfolio was announced. (3) Schemes that were part
of the NIST-LW project (Category C), from its incep-
tion in 2019 until March 2021, when ten finalists were
announced.

• Proposal of a framework for classifying AE schemes
according to five parameters: line of work, build-
ing blocks, modes/designs, functional features, and
security-related properties. The framework is shown in
Figure 1.

• Applying our classification framework to the win-
ners of the CAESAR competition and the recently
announced NIST-LW AE finalists. We show the
security-related properties and functional characteristics
of these schemes.

• Acquainting readers with past contributions and helping
researchers or industry experts become familiar with
gaps in research.
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FIGURE 1. A general classification framework of AE schemes.

• Demonstration of the current state of AE schemes in
terms of security, performance, and other functional fea-
tures as well as gaps that need to be bridged.

C. ORGANIZATION OF THIS WORK
The remainder of this paper is organized as follows: Section II
presents a general classification framework and provides an
overview of AE and its essential features, security-related
parameters, and functional properties. Section III explains
the research methodology used in this study, and Section IV
presents the results. Section V provides a discussion of
the findings and possible future research in the area, and
Section VI presents the conclusion of this work.

II. A GENERAL FRAMEWORK
This section provides an overview of the classification of
authenticated encryption according to the framework shown
in Figure 1.

A. AUTHENTICATED ENCRYPTION
Traditional encryption-only schemes ensure confidentiality
and integrity/authenticity as separate services but were subse-
quently shown to fail to protect even confidentiality without
ensuring integrity. This fact paved the way for the naissance
of the notion of authenticated encryption (AE) [6], [15].
Encryption ensures the confidentiality of messages under
a secret key. The sender encrypts a confidential plaintext
message and transmits the ciphertext; the receiver decrypts
it, returning the plaintext. The sender calculates a MAC and
attaches it to the message for authentication. The receiver
employs the same mechanism as the sender to make sure
that the two codes match; if they do match, then he/she is
assured that the message is authentic and accepts it; other-
wise, a forgery is assumed, and the message is discarded.

Authenticated encryption simultaneously protects confi-
dentiality and integrity under a secret key. In AE schemes,
the decryption may return either the plaintext or a special

symbol ⊥ (bottom) instead of the plaintext, indicating an
attempt of forgery. The authenticity of plaintext may also
depend on unencrypted data (associated data, or the header),
which is vital for routing packets such as TCP/IP information.
Rogaway called this authenticated encryption with associated
data (AEAD) in 2002 [38].

An authenticated encryption scheme has the following
operations:

• Encrypt and Authenticate. Given a variable-length
message, the associated variable-length data (optional),
a fixed-length secret key, the ciphertext, and the corre-
sponding fixed-length authentication tag are the output.
Before encryption, the message and the associated data
are equally concatenated to fixed-length blocks. If the
last message and/or associated data block is shorter than
a complete block, it is padded so that it is a complete
block.

• Decrypt and Verify. Given the ciphertext, secret key,
and authentication tag, the decrypted message is output
if the tag is authentic; otherwise, an error message is
produced.

For authenticated encryption with associated data
(AEAD), the Encrypt and Authenticate operation receives an
additional input, which consists of data that are authenticated
but not encrypted. The message can be of arbitrary length, but
the secret key and tag are fixed in size.

AEAD can be regarded as a function that receives four
arguments—a secret key (K), a nonce (N), associated data
(A), and plaintext (P)—as input, and a ciphertext (C) and an
authentication tag (T) as an output—E : K ×N ×H ×M →
C|T—along with a decryptionD : K×N×H×C → M {⊥}.
Separated authenticated encryption with associated data also
features a verification algorithm V : K × N × H × C ×
T → M>,⊥. The encryption algorithm is EK (N ,H ,M) =
(C,T ), and the decryption algorithm is DK (N ,H ,C) = M
if (C,T) is valid; otherwise, it outputs ⊥; the verification
algorithm is VK (N ,H ,C,T ) = ⊥ if a forgery is detected
and decryption fails [17], [18], [21].

Although the intuitive method of designing an AE scheme
is ‘‘generic composition,’’ which involves combing a secure
encryption scheme with a secure MAC with two keys, it was
subsequently proved that incorrect implementation could
result in unsecured schemes. An example of an incorrect
implementation is the PCBC mode in Kerberos, as shown
by Rogaway et al. [18]. There are three ways to generally
combine a MAC and an encryption scheme [6]:

• Encrypt-and-MAC-plaintext: This involves encrypting
the plaintext first and then appending a tag (MAC) of
the plaintext to the ciphertext. Given Ke, Km, and M,
we have EKe, Km(M)= EKe(M)||Tkm(M), and the result
is C||T. ‘‘Decryption/verification’’ is carried out by first
decrypting the ciphertext to get the plain text and then
recalculating the authentication tag for verification.

• MAC-then-encrypt: This involves generating an MAC
on the plaintext then encrypting it together with the
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plaintext: EKe, Km(M)= EKe(M||Tkm(M)). ‘‘Decryp-
tion/verification’’ is then performed by decrypting the
ciphertext to get the plaintext and the tag and verifying
the tag.

• Encrypt-then-MAC: EKe,Km(M)= C ||TKm (C),
where C = EKe (M) EKe and C = EKe (M).
The plaintext is encrypted to produce a cipher-
text C and appended a MAC of C to it.
In ‘‘Decryption+verification,’’ the tag is verified
first, then the ciphertext C is decrypted.

According to [6], only the third combination is assured to
be secure if the encryption and MAC schemes are secure.
Although this method is natural and easy to analyze, it is slow
because it requires two separate keys, one for encryption and
another for tag generations, and is not well-protected against
implementation errors.

The alternative to generic composition is a dedicated
AE scheme. Soon after 2000, AE schemes were proposed
based on different structures, such as block cipher [16],
stream cipher [39], compression functions [40], crypto-
graphic sponges [41], and keyed permutations. Other ded-
icated schemes are not based on any underlying primitive
but are considered primitives on their own [42]. Some of
these schemes are two-pass schemes, which make two passes
through the data: one for confidentiality and the other for
integrity. They mimic generic composition but use a single
key instead of two independent keys; an example is (CCM,
GCM). Other AE schemes are single-pass schemes that run
once through the data to achieve confidentiality and integrity
simultaneously. Examples of single-pass schemes are XCBC
and OCB [17], [18], [21], [22].

B. AE CATEGORIES
1) AUTHENTICATED ENCRYPTION BEYOND CAESAR AND
NIST COMPETITIONS (INDEPENDENT SCHEMES)
AE schemes before the CAESAR competition, known as
nonce-based authenticated encryption with associated data,
were first defined in [6] and refined in [38]. They were
designed to achieve semantic security by considering only
deterministic schemes. The notation required the uniqueness
of the nonce and stated that security was void if this condition
was not fulfilled. Another important aspect of this notion
is the associated data (AD)—pieces of data that should not
be encrypted, so that routing devices can forward packets
correctly, but need to be authenticated. In this review schemes
that are not part of the CAESAR or NIST lightweight com-
petitions are referred to as ‘‘independent schemes.’’

According to [43], although it might be theoretically easy
to implement nonce uniqueness, it isn’t easy in practice.
In many situations, implementation errors lead to the misuse
of nonces and the complete loss of confidentiality. For this
reason, Rogaway and Shrimpton in 2006 proposed better
security (robustness) for cases in which nonces are misused.
This was the emergence of the notion of misuse-resistant
authenticated encryption schemes [44].

The continual refinement of AE schemes and the intro-
duction of several enhancements to the original definitions
and notions have led to the realization that important features
of AE schemes can be enhanced. This idea paved the way
for the Competition for Authenticated Encryption: Security,
Applicability and Robustness (CAESAR), which was jointly
initiated by NIST and Bernstein [45], [46].

2) AE SCHEMES IN CAESAR COMPETITION
Despite the availability of various AE schemes that empha-
size different aspects of confidentiality and integrity, many
outstanding problems lead to a loss or weakening of secu-
rity, whereas others affect efficiency. The need to enhance
AE schemes led to the idea of the CAESAR competition
in 2013 [45]. The question raised was: ‘‘Can we come up
with schemes that are as secure as AES-GCM and more
efficient or ones that are as efficient but more secure, such
that they can be widely adopted?’’ The organizing committee
had received 56 submissions by 2014. After three rounds,
the competition was concluded in 2019 with six winners
from three use cases: lightweight applications for constrained
devices [26], [30], high-performance applications [28], [29],
and defense in depth [25], [27]. Thewinners were Ascon [26],
ACORN [30], OCB (v1.1) [28], AEGIS [29], COLM, and
Deoxys [27].

3) AE SCHEMES IN NIST COMPETITION
With the experience of the CAESAR competition, researchers
focused on AE applications in resource-constrained devices
that could not benefit from the most prevalent schemes due
to their resource intensiveness. This led to the idea of setting
for another competition in lightweight cryptography.

NIST, in August 2019, published the requirements and
evaluation criteria for the submission of lightweight algo-
rithms for evaluation and standardization. By February 2019,
57 submissions had been received; after eliminating one
submission, the organizers officially considered 56 sub-
missions as candidates in round 1 [47]. After eliminating
24 candidates, including the proposals in [48]–[50], 32 can-
didates were announced in April 2019 as round-2 candi-
dates [47]. In March, 2021, NIST announced 10 finalists
from the 32 candidates from round 2 in the final portfo-
lio for standardization: Ascon [51], Elephant [52], GIFT-
COFB [53], Grain128-AEAD [54], ISAP [55], Photon-
Beetle [56], Romulus [57], Sparkle [58], TinyJambu [59], and
Xoodyak [60]

C. BUILDING BLOCKS
This section provides an overview of cryptographic structures
used to build AE schemes.

1) BLOCK CIPHER-BASED STRUCTURE
A block cipher accepts a plaintext block of fixed length and
a secret key as input. A key scheduling algorithm takes the
secret key and derives a series of round subkeys. The input
plaintext is processed iteratively by a round function where
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one of the subkeys is applied. The final round outputs the
corresponding ciphertext block that is equal in length to the
input plaintext block. Typical block lengths are 64 and 128
bits, while the secret key ranges from 128 to 256 bits. An AE
scheme includes either a dedicated block cipher specific to
the scheme or uses readily available designs (often with
some modifications). Popular block ciphers that are used to
construct AE schemes include the AES [61], SKINNY [62],
and GIFT [63].

An extension to the traditional block cipher called tweak-
able block cipher additionally accepts a public input value
called a tweak. The tweak allows for an easy way to invoke
a different permutation of the block cipher without changing
the key, somewhat akin to a counter that is baked inside the
block cipher itself. The idea of a tweakable block cipher
dates back to the hasty pudding cipher, a candidate in the
AES competition [35]. The tweakable block cipher was later
formalized by Liskov et al. [36], [37]. At the time of writing,
the tweakable block cipher SKINNY [38] is being included
in a new standard called the ISO/IEC18033-7 [39].

2) STREAM CIPHER-BASED STRUCTURE
Stream ciphers encrypt messages bit by bit, adding a bit from
a keystream to a plaintext bit and taking a secret key of
a fixed length to generate a keystream of variable length.
Stream ciphers are designed to be small and fast and are
often suited for constrained resource environments that need
lightweight algorithms. In addition, stream ciphers can be
used as core primitives in authenticated encryption to protect
confidentiality and integrity if the cipher is secure [64].

3) PERMUTATION-BASED STRUCTURE
These schemes use dedicated and keyless permutations as
underlying primitive. Schemes in this category do not use per-
mutations in a sponge-like mode but apply other techniques
like XOR, Encrypt XOR, Encrypt Mix Encrypt (EME), and
derivations of the Even-Mansour construction [65].

4) SPONGE-BASED STRUCTURE
The most commonly used form of keyless permutation is
sponge construction. Certain schemes use keyless permuta-
tions in a sponge-like mode of operation, like the Keccak-f
permutation used in the SHA3 hash function, whereas oth-
ers rely on dedicated permutations. The sponge construction
operates on a state of b bits at bitrate r bits and capacity c bits,
where b = r+c. The sponge first absorbs its input data block
by block before processing and squeezing them out afterward.
Sponges can also be used for other cryptographic purposes
like stream ciphers, re-seedable pseudorandom generators,
and authenticated encryption [41].

5) HASH FUNCTION/COMPRESSION FUNCTION (CF)
Some AE schemes use compression functions from the
SHA256 and SHA512 hash functions. A hash function maps
strings of arbitrary length {0,1}∗ to a fixed-length output
{0,1}n or hash value. Any change to even one bit of the

input should produce an entirely different output and allow
an adversary to find a collision, preimage, and second preim-
age [40].

6) OTHERS
Some AE schemes have a structure based on primitives that
do not fall into the above categories, like the Type-3 Feistel
schemes [66]. Other schemes are based on hybrid primi-
tives (HB) with structures that have the characteristics of
more than one cipher, like the stream cipher and the block
cipher [67], [68]. Finally, dedicated schemes (DE) that are
not based on any symmetric key primitive have also been
developed, although there are few of them, such as those
based on finite automata and algebraic methods [69], [70].

D. SECURITY-RELATED DEFINITIONS
Authenticated encryption is intended to protect confidential-
ity and integrity and is assumed secure only if it satisfies the
relevant notions of security. This section provides a general
description of the security relations, definitions, and assump-
tions about AE schemes. First, we discuss provable security
and indistinguishability in our adversarial models. Then we
consider general security notions relating to confidentiality
and integrity following Rogaway and Shrimpton [44], Bellare
and Namprempre [7], and Bellare et al. [71]. Finally, our dis-
cussion considers a security model where a computationally
bounded adversary A interacts with a given set of oracle (O),
acting like a Blackbox to the adversary. For an AE scheme to
be secure, A’s advantage in all cases should be negligible.

1) PROVABLE SECURITY
Provable security, also known as reductionist security, is a
methodology designers use to assure that a scheme is secure
relative to particular security definitions, against a given
adversarial model, under specific assumptions. Cryptogra-
phers provide security proofs in a theoretical model that
abstracts their underlying primitive such as PRF or PRP [72],
primarily in the Standard Model or Radon Oracle Model.
In the StandardModel, the adversary is limited by the amount
of time and computer power it has. The Random Oracle
Model assumes that Pseudorandom functions are replaced
by random oracles that return random values upon invoca-
tion [73]. See figure 2 for details.

a: INDISTINGUISHABILITY OF CIPHERS (IND)
Computational indistinguishability is an essential concept in
cryptography that requires that an adversary with defined
capabilities and resources cannot distinguish between two
ciphertexts, one encrypted with the cipher in question and
another from an equal length random string. To formalize it,
we resort to the concept of distributions X = {xk}k⊆N One
for each value of security parameter [74].
Definition 1: Two sets S1 and S2 are indistinguishable if

for all adversaries A that outputs a bit: |Pr [A (X1) = 1] −
Pr[A (X2) = 1]| ≤ negl(k).
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FIGURE 2. Security definitions model for AE schemes.

The definition guarantees that no efficient adversary can
tell apart with non-negligible probability given a sample from
X1 or X2, because the output is either 1 or 0 with equal
probabilities.

b: PSEUDORANDOM FUNCTIONS
A pseudorandom function(PRF) is a deterministic function
sampled uniformly at random from a finite function space
that takes a Key K, an input x, and gives an output y that is
indistinguishable from a truly random function. An adversary
that can provide input and get an output to and from either a
PRF or a truly random function cannot distinguish them with
non-negligible probability. For some integers k, l,L ≥ 1 of
a function F : K × D → R, (K = K ,D = {0, 1}l ,R =
{0, 1}L). The function Fn can be in one of two worlds. In the
real world, the adversary is interactingwith a random instance
of F, and in the random world, it is interacting with a random
function Fn with the domain R. To succeed in the experiment,
the job of the adversary is to distinguish between these two
worlds with probability more than 1/2, with the advantage
being a number between 0 and 1.
Definition 2 (Pseudorandom Functions): a Function

F :{0, 1}k × {0, 1}l → {0, 1}l, forl = l (k) = poly(k), is a
pseudorandom function if for all PPT adversaries A,

|Pr
[
AFK (·)

(
1k
)
= 1

]
− Pr[Af (·)

(
1k
)
= 1]| ≤ negl (k) ,

where K
$
←− {0, 1}k , and f is chosen at random from the set

of functions from {0, 1}l to {0, 1}l

c: PSEUDORANDOM PERMUTATIONS
A pseudorandom permutation (PRP) is a bijective PRF that
adversary A cannot distinguish from a random permutation.
A PRP is efficient if both the permutation and its inverse can
be computed efficiently in a polynomial-time. We refer to
a strong notion of security as Strong PRP when we mean a
permutation that is indistinguishable even when the adver-
sary has access to both the permutation (P) and it inverse
(P−1). [72], [74].

Definition 3 (A Strong Pseudorandom Permutation): A
function P:{0, 1}k × {0, 1}l → {0, 1}l for l = l (k) = ply(k)
is strong pseudorandom permutation if for all PPT adversary
A,

|Pr[APK (·),P
−1
K (·)(1k ) = 1]− Pr[Af (·),f (·)

−1
(
1k
)
= 1]|

≤ negl (k) ,

where K
$
←− {0, 1}k And f is chosen uniformly at random

from the set of permutations over [75]l.
Following the approach of Abel et al. [36], we describe

the advantage of adversary A against Chosen Plaintext
Attack (CPA) and Chosen-Ciphertext-Attack (CCA).
Definition 4 (PRP-Advantage Under CPA): Let F :K ×

D → D be a family of functions and A an adversary which
interacts with an oracle and return a bit, the PRP-advantage
of A is given by:

ADV PRP−CPA
F (A) = |Pr

[
RealAF ⇒ 1

]
− Pr[PermAD ⇒ 1]|

Definition 5 (PRP-Advantage Under CCA): Let F :K ×
D → D be a family of functions, and A be q, q, µ bounded
adversary, where t is time complexity, q is the number of
queries, andµ is the total length of all adversarial queries. It is
worth noting that PRP-CCA secure scheme is also PRP-CPA
secure, but the reverse is not true. The PRP-CCA advantage
of A is given by:

ADV PRP−CCA
F (A) = |Pr

[
RealAF ⇒ 1

]
− Pr[PermAD ⇒ 1]|

Definition 6 (IND-CPA and IND-CCA): Let5(K ,E,D) be
an authenticated encryption scheme, and A as a t,q,l bound
adversary that can interact with the real world (Real) and the
random world (Randon) with complexity time t, making q
queries of total length l. in the IND-CPA case A can have
access to an encryption oracle, and in the IND-CCA case
it can also have a decryption oracle. The adversary’s goal
is to distinguish between the two worlds. In both cases, A’s
advantage, with reasonable resources, should be negligible.

ADV IND−CPA
5 (A) = Pr

[
K

$
←− K : (A)E(.,.) ⇒ 1

]
−Pr[(A)$(.,.) ⇒ 1]

ADV IND−CCA
5 (A) = Pr

[
K

$
←− K : (A)E(.,.) ⇒ 1

]
−Pr[(A)$(.,.) ⇒ 1]

Definition 7 (INT-PTXT and INT-CTXT)): Let5(K ,E,D)
be an authenticated encryption scheme, and Aint−ptxt and
Aint−ptxt be t,q,l bound adversaries that have access to
Encryption oracle Ek(.,.) and Decryption oracle DK(.,.).
Adversary Aint−ptxt wins if it submits to the decryption oracle
a ciphertext that does not match a plaintext previously queried
to the encryption oracle. Aint−ctxt wins if it submits a valid
ciphertext not previously produced by the encryption oracle
to the encryption oracle. The scheme 5 is considered secure
if the advantage of Aint−ptxt and Aint−ctxt is negligible.

ADV int−ptxt
5 (A) ≤ Pr[K

$
←− K :(A)E(.,.),D(.,.) ⇒ Forges
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ADV int−ctxt
5 (A) ≤ Pr[K

$
←− K :(A)E(.,.),D(.,.) ⇒ Forges

Shrimpton [76] introduced a variation of the standards
Chosen Ciphertext security combining IND-CPA and IND-
CTXT into a single notion known as IND-CCA3.
Definition 8 (IND-CCA3): Let5=(K ,E,D) be an authen-

ticated encryption scheme, and A a t,q,l bound adversary that
has access to encryption in the real world, but in decryption
oracle in the random world, we replace the decryption ora-
cle in the random world with an oracle that always returns
INVALID (⊥). We assume that A never asks queries that it
already knows the answer.

ADV ind−CCA3
5 (A) = Pr

[
K

$
←− K :AEK (·),DK ⇒ 1

]
−Pr[AEK ($|·|),⊥ ⇒ 1]

Shrimpton [76] demonstrated that IND-CCA3 advantage
of an adversary A on an AE is upper-bounded by the total of
the maximal of A’s advantage over 5 INT-CTXT advantage
and the maximal of A’s advantage over 5 IND-CPA advan-
tage. So, the IND-CCA3 advantage over all adversaries A that
run in time t and make q queries of length l, is given by:

ADVCCA3
5 (q, t, l) ≤ ADV IND−CPA

5 (q, t, l)

+ADV INT−CTXT
5 (q, t, l)

d: SECURITY OF ONLINE AE SCHEMES
Bellare et al. [71] introduced the study of online ciphers,
which can take input of large size plaintext and varying
lengths and output the jth block of the ciphertext after having
processed only the first j blocks of the plaintext, and they
provided security definitions for them. So we define CCA3
security for the online AE schemes (OCCA3) following the
approach of Abed et al. [36].
Definition 9 (OCCA3 Security): Let 5 = (K ,E,D) be an

online AE scheme and let P
$
←− Opermn be a random online

permutation, then define an adversary A such that:

ADVOCCA3
5 (A) = Pr

∣∣∣ [K $
←− K :AEK (·),DK ⇒ 1

]
−Pr

[
AO

P(.,.)⊥(.,.,.)
⇒ 1

] ∣∣∣
And ADVOCCA3

5 (q, t, l) = maxAADVOCCA3
5 (A)}, the

maximum advantage over all OCCA3 q,t,l bounded adver-
saries, that as q number of queries of l blocks long
with time complexity of t. Based on the definitions
above and those in [36], [71], and [76], we can claim
that that: ADVOCCA3

5 (A) ≤ ADVOPRP−CPA
5 (q, t, l) +

ADV INT−CTXT
5 (q, t, l)

Definition 10 (OPRP-CCA Security): Let K be a k bit key,
P a random permutation, ψ :{0, 1}k × ({0, 1}n)∗→ ({0, 1}n)∗

be an online cipher. OPRP-CCA advantage of an adversary A
can be defined as follows:

ADVOPRP−CCA
ψ (A) =

∣∣∣Pr [AψK (·),ψ−PK (·)
⇒ 1

]
−Pr

[
AP(·),A

−P(·)
⇒ 1

] ∣∣∣

Then we can define ADVOPRP−CCA
ψ (q, t, l) as the maxi-

mum advantage over all OPRP-CCA adversaries making q
number of queries of length l with a time of complexity of t.

e: PROTECTION AGAINST SIDE-CHANNEL ATTACKS
Apart from analyzing an AE scheme under security mod-
els mentioned in previous sections, attacks exist where the
adversary does take advantage of weaknesses in the crypto-
graphic algorithms but takes advantage of sideline informa-
tion from its implementation instead. Such attacks, known
as Side-Channel Attacks(SCA), are particularly dangerous
when chips with sensitive information are in the hands of
an adversary or are deployed where they are accessible to
the general public, like IoT devices, sensor network nodes,
and smarts cards [77], [78]. AE schemes use several tech-
niques to prevent side-channel attacks include hiding [79]
and masking [78], [80], [81] and re-keying [78], [82], [83],
in whichwe do not use the target cipher only but also a session
generation function that uses the master key as input on
top of it.

f: NONCE-BASED AUTHENTICATED ENCRYPTION
An AE scheme may rely on a user-supplied nonce (number
used once) to avoid predictability, an input to the AE scheme
that is not supposed to be reused to encrypt different plain-
texts under the same key [18], [38]. Why do we require that
nonces be unique? Imagine that Bob receives an encrypted
document sent by Alice. If Alice wishes to send the same
document again to Bob, the encrypted document is the same
as the first one if the same nonce is reused. If an adversary
is tapping the communication, he/she can infer that the two
documents are the same. Such knowledge is beneficial for an
adversary and can be exploited in an attack.

Nonces do not need to be random; they just need to be
different for each subsequent use. Examples include a counter
that is increased with every new encryption. As nonce-based
Authenticated Encryption (NAE) schemes do not handle
nonce generation, implementors must ensure that the nonces
are correctly used [84].

g: NONCE MISUSE-RESISTANT AE (MRAE)
Application developers are responsible for determining how
nonces are generated. Such practice is prone to misuse
because reusing nonces (intentionally or otherwise) can have
dire consequences. Various protocols and applications have
been violated due to the mishandling of nonces. Examples
include Wired Equivalent Privacy (WEP) [85], WinZip [86],
Microsoft Office [87], and Wi-Fi-protected access (WPA)
2 [88]. Therefore, it is desirable to have AE schemes that
provide a reasonable level of protection in case of such mis-
use. To address this concern, in 2006, Rogaway and Shrimp-
ton [44] proposed the notion of a nonce misuse-resistant AE
(MRAE). An MRAE scheme ensures an acceptable level of
security even though nonces are repeated [44].
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h: RELEASE OF UNVERIFIED PLAINTEXT (RUP)
When performing decryption, a typical AEAD scheme should
not release the resulting plaintext before the verification pro-
cess; otherwise, the applicationmust allocatememory to store
unverified plaintexts, which may not be tolerable in resource-
constrained environments. In essence, an AEAD scheme is
secure under the RUP if the released information does not
help an adversary forge valid ciphertexts or decrypt valid
messages [89]–[91].

i: SECURITY BEYOND BIRTH BOUND (BBB)
Most AE schemes provide security up to the birthday bound,
which is O(σ

2

2n ), where σ is the length of the ciphertext block
and n is the block length. However, birthday bound security
is not always adequate in cases where security beyond the
birthday bound is required [92].

E. FUNCTIONAL FEATURES
In addition to security-related properties, other essential fea-
tures according to which AE schemes can be classified and
grouped include the following:

Underlying structure: It is the type of basic symmet-
ric encryption algorithm used by the scheme (block cipher,
stream cipher, permutation, dedicated) [18], [40], [65], [93].

Mode/design: The mode of encryption or the design phi-
losophy according to which the scheme is implemented.

Cryptographic primitive: It is the basic primitive that the
scheme uses to achieve confidentiality.

Parallelizability: The encryption of an AE scheme is
parallelizable if the encryption of a block does not depend
on the encryption or computation of any other block. The
same definition can be provided for decryption. It reflects the
ability of a scheme to process the i−th block independently of
the j−th block [94].

Online: An encryption scheme can be categorized as
either online or offline [71]. In essence, an online encryption
scheme permits the computation of the i−th ciphertext block
after having seen the first i plaintext blocks. In other words,
to encrypt the i−th ciphertext block, we do not need to know
any plaintext beyond this block. In the case of AE [95]–[98],
if the message is viewed as the concatenation of several
message blocks, it allows each block to be individually
authenticated by producing a tag (i.e., intermediate tag [99])
for each block. On the contrary, an offline scheme outputs
only the tag until all message blocks have been processed.
An advantage of an online scheme is that the recipient can
perform ciphertext block decryption and authentication on the
fly at the receiving end.

Inverse free: An AE scheme is inverse free if the underly-
ing primitives do not require their inverses to perform encryp-
tion or decryption. This is economical for implementation
as the same code and circuit can be used for different pur-
poses. An AE scheme incur additional implementation costs
if inverses are needed. [26], [27].

Incrementality is the ability to update parts affected only
by the last action, given a previous ciphertext–tag pair (C,
T) [100]. An AE scheme provides incrementality if, given a
previously computed ciphertext and a tag for a given plain-
text M , encrypting another plaintext M ′ that differs only
slightly from M is significantly faster than encrypting M ′

from scratch. Imagine a document that is frequently and
continually updated, where the changes between edits may
not be substantial, such as a set of appointment letters that
are very similar in content, but differ in the name of the
recipient. The concept of incremental cryptography applied
to encryption has been investigated by Bellare et al. [101] in
1995. However, the idea of incremental cryptography itself
was first applied by them to hash functions and digital signa-
tures [102].

Single-pass: A critical indicator of the efficiency of AE
schemes is the number of times the scheme processes the
text for confidentiality and integrity. Two common ways
are used: processing the plaintext once with one call to the
underlying primitive to provide confidentiality together with
integrity and processing the data more than once to provide
confidentiality and integrity with separate calls to the under-
lying primitive. Being single pass renders a scheme more
efficient [103], [104]

Lightweight: This determines whether the scheme is suit-
able for resource-constrained devices [91], [105]. Beyond the
NIST-LW competition, dedicated to lightweight AE schemes,
other schemes are not part of NIST-LW competition that
demonstrate lightweight property, including but not limited
to schemes in [68], [106]

F. DESIGN/MODES
Encryptionmodes/designs are algorithms that use an underly-
ing primitive to provide confidentiality and authenticity. Sev-
eral modes and design-specific constructions for symmetric
key-authenticated encryption schemes use different underly-
ing cryptographic primitives. Examples of designs/modes for
AE schemes include CTR, Duplex, EME, ECB, TAE, OCB,
SIV, and ARX. See Table 3 and Appendix for more examples
of modes/designs [36], [107].

G. CRYPTOGRAPHIC PRIMITIVES
Cryptographic primitives are algorithms used to build crypto-
graphic protocols for secure communications. They include
encryption and MAC algorithms. Frequently used crypto-
graphic primitives include AES, SPN, Sponge, TBC, Keccak,
GIFT, SKINNY, and Grain. See Table 4 and Appendix for
more examples of primitives [36], [107], [108].

III. METHODS AND MATERIALS
A. PLANNING THE SYSTEMATIC LITERATURE REVIEW
Our plan starts with the justification for conducting a system-
atic literature review of AE schemes in symmetric key setting,
followed by the research questions considered and the review
protocol used.

14746 VOLUME 10, 2022



M. A. Jimale et al.: Authenticated Encryption Schemes: Systematic Review

1) THE NEED FOR A REVIEW
The authors have not come across a comprehensive sys-
tematic review of AE schemes in the literature. Thus, it is
important to conduct such a review to gather a catalog of
AE techniques proposed in the literature and find ways to
compare and categorize them in different contexts.

2) RESEARCH QUESTIONS
This SLR seeks to answer the following research questions:

• What is the current status of AE schemes?
• What criteria are available to compare and categorizeAE
schemes?

• What are outstanding research issues and future direc-
tions of research in AE?

B. REVIEW PROTOCOLS
This section describes the rationale and the methods of our
systematic reviewwhile explaining the sources of data, search
terms, and inclusion and exclusion criteria.

1) SEARCH DATABASES (SOURCES)
• IEEE Explore
• ACM
• ScienceDirect
• SpringerLink
• Cryptology ePrint Archive
• CAESAR competition website
• NIST-LW AE website
• Other Sources (Snowballing)

2) SEARCH TERMS
• Authenticated encryption
• Authenticated ciphers
• Authenticated encryption OR Authenticated ciphers
• AuthenticatedEncryption ORAuthenticated-Encryption
• Authenticated Encryption with Associated Data
• AEAD

3) INCLUSION CRITERIA
• Journal or conference paper
• Authenticated encryption scheme
• from 2000 to 2020
• Full text available
• English language

4) EXCLUSION CRITERIA
• Language other than English
• Review papers, posters
• Abstract-only articles

C. CONDUCTING THE REVIEW
This section provides the details of the search strategy and
steps of the data extraction process.

TABLE 1. AE schemes extracted from the selected sources.

1) SEARCH STRATEGY
The systematic reviewwas conducted using several databases
and sources, including IEEE Explore, ACM, ScienceDirect,
SpringerLink, Cryptology ePrint Archive, and the official
websites of the CEASAR and NIST-LW competitions.

The search terms used were ‘‘Authenticated Encryp-
tion’’ or ‘‘Authenticated Ciphers,’’ ‘‘AuthenticatedEncryp-
tion,’’ ‘‘Authenticated Encryption with Associated Data,’’
‘‘AEAD,’’ and ‘‘CAESAR’’ and ‘‘competition.’’ Two articles
were discovered by using snowballing search. The inclusion
criteria were an English-language journal or conference paper
published from 2000 to 2020, with the full text available.
The exclusion criteria were a language other than English,
a review paper, a poster, an article with an unclear methodol-
ogy, and an abstract-only article.

A total of 626 articles (see Table 1) were returned. After
removing 79 duplicates, 77 reviews, 22 articles with out-of-
context titles, eight abstract-only articles, and 11 articles for
which the full text was not available, 425 articles remained
in the list. After an in-depth review, 208 articles were further
removed to obtain 217 articles for the final review. The pro-
cess is shown in the Prisma chart in Figure 3.

2) DATA EXTRACTION
After preparing the data extraction table, the authors
abstracted the following elements from each article that
fulfilled the inclusion criteria: scheme, building blocks,
mode/design, encryption primitive, parallelizability, online,
being inverse free, incrementality, being single-pass, nonce
misuse resistance, being lightweight, providing BBB secu-
rity, and providing security under RUP. The final eligibility
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FIGURE 3. Flowchart of literature search.

of all articles was assessed. Table 1 shows the number of
schemes extracted from each source.

IV. RESULTS
This section describes the articles selected and provides quan-
titative analyses of the results of our review.

A. SEARCH OUTCOMES
The 217 articles finally obtained for the systematic review
had been published from 2000 to 2020 and were catego-
rized into three groups. Category A consisted of schemes
that were not part of the CAESAR or the NIST competi-
tion (independent schemes). Such schemes have been devel-
oped since 2000 and have continued during and after the
CAESAR and NIST competitions. There were 104 schemes
in this category [6], [7], [13], [15]–[18], [21]–[23], [38],
[39], [41]–[45], [47], [64], [65], [68]–[70], [78], [84],
[91]–[93], [95], [100], [103]–[106], [109]–[185] (2). Cate-
gory B contained schemes that were part of the CAESAR
competition, beginning in 2014, and had continued until the
winners were declared in 2019. There were 56 schemes in
this category [25]–[30], [66], [67], [97], [98], [186]–[192],
[193]–[205], [206]–[230] (3). Category C contained schemes
that were part of the NIST Lightweight AE Competi-
tion; they started appearing in 2019, and the finalists were
announced inMarch 2021. There were 57 schemes in this cat-
egory [3], [48]–[50], [231]–[282]. See the table in Appendix
for details of the classification. The trends of the three cate-
gories are shown in Figure 4.

The upsurges in 2013–2019 and the decrease in 2020 in
the chart in Figure 4 indicate the impact of the CAESAR
and NIST competitions on the development of AE schemes,
as well as the proliferation of desirable properties in them
from 2014 to 2019. It is also worth noting that Category B
(CAESAR competition) schemes appeared in 2014, 2016 and

2017. The reason is that some schemes submitted to CAE-
SAR in 2014 were updated throughout the competition and
thus, reflected in the chart. However, the original submission
year was 2014.

B. CLASSIFICATION OF AE SCHEMES
The AE schemes in this systematic review were grouped into
one of the three categories of independent schemes, CAE-
SAR competition schemes, and NIST competition schemes,
labeled as A, B, and C, respectively, as shown in Appendix.
They were then classified based on the criteria: building
blocks, modes/designs, basic primitives, security parameters
(noncemisuse resistance (NMR)), BBB security, and security
under RUP), and the set of functional features provided to
boost performance, efficiency, or both.

1) CLASSIFICATION BASED ON BUILDING BLOCKS
The schemes were classified according to the underlying
cryptographic structure used in the implementation—one of
many parameters considered. Eight categories were identified
in the selected studies: block cipher (BC), tweakable block
cipher (TCB), dedicated construction (DE), hash function
(HA), hybrid construction (HB), permutation (PR), stream
cipher (SC), and sponge construction (SP). The schemes were
grouped according to categories based on the line of work
to which they belonged—independent schemes, schemes
entered in the CAESAR competition, and those entered in the
NIST lightweight AE competition.

Building blocks influence the features provided by the
schemes. For instance, while the block ciphers and tweakable
block ciphers aremostly favored for their security-related fea-
tures, permutations seem to be predominantly used because
they are light weight. For instance, six of 10 winners of
the NIST-LW competition used permutations as underlying
primitive. As is shown in Table 2, most independent schemes
use block ciphers as building blocks, followed by sponges and
stream ciphers.

Figure 5 shows that the number of schemes and the vari-
ety of building blocks soared from 2014, indicating the
impact of the CEASAR and NIST competitions in prompting
contributions from the cryptography community. This also
explains the peak in publications from 2014 to 2020. For
example, block ciphers were the only constructions used
in AE, followed by stream ciphers and some dedicated
structures, until sponges and permutations were developed
in 2011.

As is shown in the chart in Figure 4, block ciphers (BC)
were the dominant building blocks as primitives in symmet-
ric/private key cryptography and have been advanced further
since the standardization of the Advanced Encryption Stan-
dard (AES) as the algorithm of choice for protecting secret
communications.

As shown in figure 6, the building blocks contribute to the
magnitude and variability of functional features provided by
AE schemes considered in this study.
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FIGURE 4. Trends of AE schemes from 2000 to 2020.

TABLE 2. AE schemes categorized according to building block.

2) CLASSIFICATION ACCORDING TO MODE OR DESIGN
The collection of features provided by a scheme depends
on its design philosophy, mode of operation, and crypto-
graphic primitives. For instance, the counter mode used with
a block cipher supports parallelizability by design, where
sponge-basedmodes are serial at the algorithmic level. A total
of 128modes and design approacheswere used in the selected
schemes. The 15 most used modes/designs are shown in
Table 3.

FIGURE 5. Development of building blocks of AE schemes
from 2000 to 2020.

FIGURE 6. The building blocks versus functional features of the AE
schemes.

The remaining 113 modes and designs included 10 used
only twice, and 103 modes/designs were used only in one
scheme. See the table in Appendix for a complete list of
modes/designs.
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TABLE 3. The 15 most used modes/designs in the reviewed articles.

3) CLASSIFICATION BASED ON CRYPTOGRAPHIC
PRIMITIVES
The workhorses of AE schemes and their encryption modes
are the encryption algorithms that ensure the confidential-
ity of messages. They are units that carry out the task of
scrambling the plaintext so that no one can easily decipher it
without knowing the key. They are the gatekeepers of secure
communications, and the stronger and more intelligent they
are, themore reliable are the protocols or schemes. In addition
to security, encryption primitives also contribute to other
desirable features that enhance efficiency, performance and
make for compact and elegant design. In the selected studies,
112 types of primitives were used. The 15most common ones
(those that had been used at least in two articles) are shown in
Table 4. Each of the remaining 97 encryption primitives had
been used only in one study. See Appendix for the complete
list of encryption primitives.

4) CLASSIFICATION BASED ON SECURITY-RELATED
PROPERTIES
The CAESAR and NIST-LW competitions have helped the
evolution of AE schemes from enhancing essential security
to supporting a set of desirable features. For example, nonce
misuse resistance (Section:II.D.5), security under the release
of unverified plaintext (Section II.D.6), and the provision of
the beyond birthday bound security (Section II.D.7) provide
an additional layer of security to AE schemes.

In the selected studies, 52 schemes (24%) provided
NMR, while 165 (76%) did not offer it. Only 28 out
of the 217 schemes (13%) provided BBB security while
189 schemes (87%) did not. Only 20 of the 217 schemes (9%)
offered security under RUP. The chart in Figure 7 shows the

TABLE 4. 15 most used cryptographic primitives in the selected articles.

FIGURE 7. Security features: Nonce misuse resistance, BBB security, and
RUP security.

number of schemes with and without the security features
discussed in this section.

Figure 8 shows that 19 independent schemes, 19 CAESAR
schemes, and 14 NIST schemes provided security in the
case of nonce misuse. A total of 85 independent schemes,
37 CAESAR schemes, and 43 NIST schemes did not offer
protection when nonces were repeated. Fourteen indepen-
dent schemes, six CAESAR schemes, and eight NIST-LW
schemes provided security beyond the birthday bound. Four
independent schemes, five CAESAR schemes, and 11 NIST-
LW schemes provided RUP security.

The set of security features, such as the functional char-
acteristics, have been developed throughout the evolution
of AE schemes. As shown in Figure 9, the target security
features were initially absent from published AE schemes
from 2000 to 2003. They grew with the number of schemes
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FIGURE 8. How underlying building blocks support security properties.

FIGURE 9. The growth of security-related properties of AE schemes over
the years.

and were strongly influenced by CAESAR and NIST-LW
schemes.

5) CLASSIFICATION BASED ON FUNCTIONAL FEATURES
The selected schemeswere also classified based on six impor-
tant functional features: parallelizability, being online, being
inverse free, incrementality, being single pass, and being
lightweight. As shown in the chart in Figure 10, the 217
schemes considered in this review varied in their ability to
satisfy different functional criteria.

Parallelizability: A total of 98 schemes were paralleliz-
able, 113 were not, five schemes supported this only in
encryption, and one scheme supported it for decryption only.

Online: A total of 90 schemes considered in the review
were online schemes, 126 were offline schemes, and one
scheme was online in encryption.

Inverse free: A total of 95 of the schemes were inverse free
(they could use either encryption or decryption but not both)
while 122 schemes were not inverse free.

Incrementality: Only 13 of the selected schemes sup-
ported incrementality, 202 did not support it, and two sup-
ported it in associated data processing.

Single pass: Seventy-nine schemes were single pass while
138 schemes were not.

Lightweight: Whether a scheme is lightweight (designed
to support devices with constrained resources) is important in
cryptography because a balance is needed between security
and efficiency in some cases. Although the NIST compe-
tition for lightweight AE targeted schemes with this prop-
erty, some independent schemes and those in the CAESAR
competition are also resource-efficient. A total of 114 of the
217 schemes were lightweight. This clearly shows the effect
of NIST schemes as they are all supposed to be lightweight.
Figure 9 shows a graphic representation of how the schemes
in the study support functional features.

Table 5 shows the schemes as categorized into three parts—
independent schemes, CAESAR competition schemes, and
NIST lightweight competition schemes—and their support
for functional features.

It is interesting to observe how the tweakable block cipher,
despite the relatively small number of schemes that use it,
noticeably contributed to the variety of functional features
and security-related properties of AE schemes. See Fig-
ure 5 and Figure 11 for a comparison. Note also how sponges
competed with block ciphers and tweakable block ciphers in
the context of lightweight schemes, while the first two were
dominant in terms of parallelizability. This underlines the
relationship between building blocks and the availability of
the AE features examined.

Carefully looking into the information acquired from this
section regarding the development of AE schemes and trend-
ing set of features reveals the continued desire of researchers
to achieve the best combination of features possible, which
still seems an interesting research problem in the future. The
217 articles in this study tried to balance the security features
and other desirable features. Still, none of them achieved all
the security features with a complete set of other desirable
properties. For instance, none of the schemes in the study that
provided BBB security, security under RUP, and NMR secu-
rity were online or incremental. See Section V for possible
future work and open problems.

V. DISCUSSION & FUTURE WORK
This section answers the research questions posed at the
outset and discusses research-related issues and possible
directions for future work in authenticated encryption in the
symmetric key setting.

Research question 1: What is the current status of authen-
ticated encryption schemes?
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TABLE 5. How categories of the selected schemes support functional features.

FIGURE 10. Functional features of the schemes in the review (Y = supports the feature, N = does not support the feature, EN =

supports only in encryption, DEC = supports only in decryption, AD = supports only associated data processing).

FIGURE 11. Building blocks contributed to the richness of functional features of AE schemes.

Our findings reveal that a vast amount of research has been
conducted on AE. We identified 217 articles extracted from
eight sources. The articles focused on simultaneously protect-
ing confidentiality and integrity by using diverse approaches.

In addition to the essential security-related requirements,
the relevant methods had such features as protection against
cryptanalysis, robustness if nonces are repeated (nonce mis-
use resistance), security under the release of plaintext,
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TABLE 6. Classification of CAESAR winners and NIST-LW finalists.

and security beyond the traditional birthday bound limit
(BBB security). The schemes considered here also enhanced
performance and efficiency, intended to support resource-
constrained devices. Finally, a classification framework was
proposed according to which the articles were grouped and
classified.

Past reviews of the area were also identified, such
as [36], [37], [108], [283]. However, they are limited in
scope and the range of time covered. This systematic lit-
erature review filled this gap by examining three main
lines of work on AE schemes from January 2000 to
December 2020.

Research Question 2: What criteria are there to compare
and categorize authenticated encryption schemes?

For this systematic review, 217 AE schemes were selected
and categorized into three groups. Schemes that had been
developed before the CAESAR competition (Category A),
schemes submitted as part of the CAESAR competition (Cat-
egory B), and schemes that were submitted as part of the

NIST lightweight competition (Category C). The schemes
were then further classified according to their security-related
features, building blocks, design characteristics, and desir-
able functional features.

The above categorization revealed that Category A cov-
ered 47.9% of the schemes examined, while 26.3% belonged
to Category B and 25.8% to Category C. While featuring
techniques proposed from 2000 to 2020, Category A was
still slightly smaller in size than the two other categories
combined. This result emphasizes the impact of the CAESAR
andNIST-LW competitions on the number and features of AE
schemes.

The schemes were further classified based on their build-
ing blocks. The result showed that: 42% of the schemes
used block ciphers (BC), 12% of them used tweakable
block ciphers, 18% used sponge construction (SP), 12% used
stream ciphers (SC), 9% used permutations, 5.2% used dedi-
cated constructions, 1% used hybrid constructions, and 0.5%
used hash functions.
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TABLE 7. List of the schemes selected for SLR with collection of features they support.

14754 VOLUME 10, 2022



M. A. Jimale et al.: Authenticated Encryption Schemes: Systematic Review

TABLE 7. (Continued.) List of the schemes selected for SLR with collection of features they support.
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TABLE 7. (Continued.) List of the schemes selected for SLR with collection of features they support.
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TABLE 7. (Continued.) List of the schemes selected for SLR with collection of features they support.

When classified based on encryption modes and design
approaches, the schemes showed a significant variation.
A total of 128 design and encryption modes were observed;
20% of the schemes used the counter (CTR) mode,
duplex design, encrypt–mix–encrypt (EME), linear feedback-
shift register (LFSR), and a collection of hybrid modes
and designs. Table 3 shows the 15 most commonly
used modes and designs, and Appendix shows a com-
plete list of schemes along with the designs and modes
used.

When classified according to the cryptographic primitives
that the schemes used, 112 primitives were identified. AES
was the most used primitive, representing 54% of the total,
followed by the substitution permutations network (10%) and
sponge functions (7%). Table 4 shows the 15 most common

primitives in the selected articles, and Appendix shows a
complete list of the primitives identified.

Another classification used in this study was based on
desirable security features, namely, robustness in the face of
nonce repetition or nonce misuse resistance (NMR), secu-
rity beyond the birthday bound (BBB security), and security
under release of unverified plaintext (RUP). We noted that
24% of the 217 articles had proposed methods that could
resist security violations if nonces were repeated, 13% sup-
ported BBB security, and 9% of the schemes offered security
in case of RUP.

The selected schemes were also classified according to
whether they supported six desirable functional features: par-
allelizability, online capabilities, inverse free, incrementality,
single pass, and lightweight. The result showed that 45% of
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the selected schemes were parallelizable, 52% were not par-
allelizable, 2% supported parallelizability in encryption, and
less than 0.5% supported processing associated data. In addi-
tion, 41% of the schemes were online, 58% were offline, and
less than 1% were online only for the encryption process.

A total of 44.3% of the schemes were inverse free, mean-
ing that they needed only encryption or decryption but not
both. On the other hand, 6.19% were incremental, 92.86%
of the schemes examined were not, and a 0.9% supported
incrementality in the associated data processing. Of the con-
sidered schemes, 36% were single-pass schemes, while 64%
needed more than one pass for processing encryption and
authentication, 52% were suitable for resource-constrained
environments, and 48% were not tailored to work in such
environments.

A. CLASSIFICATION OF CAESAR WINNERS AND NIST
FINALISTS BASED ON OUR FRAMEWORK
We applied our classification framework to winners of the
CAESAR competition and finalists of the NIST-LW com-
petition to determine the extent to which they provide the
security-related properties and functional features of interest.
Table 6 summarizes the results.

Research Question 3: What are the research-related issues
and directions of future research on authenticated encryption?

The clear challenge in developing authenticated encryption
schemes is that of striking a balance between properties
with sometimes conflicting effects. From our findings, it is
clear that researchers attempt to achieve efficient perfor-
mance without compromisings security. We found that the
only scheme that is parallelizable, online, single pass, inverse
free, and incremental, the one proposed in [230], fails to
satisfy all three properties of NMR, RUP security, and BBB
security. Similarly, the only scheme that was NMR secure,
RUP secure, and provided BBB security, the one in [196], was
not online and did not provide incrementality, two important
features influencing the performance of AE schemes.

One direction of research in the future should be to develop
schemes that provide the maximum possible security with
some performance gains by considering the prevalence of
constrained devices of the future. With the rise of cloud and
edge computing, another direction of research is the applica-
tion of homomorphic encryption and searchable encryption,
allowing users to access data saved in the cloud without
allowing the hosting service provider to read or understand
it. In this review, the authors found only one study related to
homomorphic encryption [157].

With the potential exhibited by quantum computing, many
researchers have claimed that current cryptographic algo-
rithms would be rendered ineffective under it. Quantum
authenticated encryption is thus expected to become a popular
subject of research in the near future. It is alsowidely believed
that quantum attacks do not threaten symmetric cryptography,
but recent work [284], [285] has shown that many AE modes
can be compromised in the superposition model. Therefore,

in this review, the authors found only two sources [179], [286]
related to quantum AE.

Protection against side-channel attacks (SCA) on sponge-
based AE schemes and parallel and incremental schemes
remains an open problem. Improving the flexibility of AE
schemes is also another good topic in research. The AEAD
components can be flexibly arranged in the overall process.
For instance, to process the plaintext before or after the asso-
ciated data in environments where such flexibility is essential.
As this study focused on AE in the symmetric key setting,
conducting a comprehensive systematic literature review of
AE schemes in the public key setting is also an open problem.

VI. CONCLUSION
Since its first formal inception in 2000, research on AE
has evolved significantly, adding different dimensions to the
original idea of protecting confidentiality and integrity in
one primitive, to the development of different modes of
encryption, building blocks, and encryption primitives. The
CAESAR competition was held to solicit submissions of AE
schemes with different characteristics, with the AES-GCM as
a reference to further propel research in the area. The resulting
schemes have contributed considerably to the development of
AE. Furthermore, the NIST-LW competition has helped the
development of AE schemes that are suitable for resource-
constrained environments.

AE schemes play an important in secure communications.
For instance, Transport Layer Security (TLS), one of the most
widely used protocols to protect communications over a net-
work, has removed support for non-AE schemes as of August
2018. Despite the importance of AE and the availability of
many relevant schemes, a systematic literature review that
can help researchers become acquainted with past work and
possible future research directions had been hitherto lacking.
This review fills this gap by analyzing 217 articles were
selected from eight sources. We categorized, classified, and
analyzed the relevant methods based on design, security-
related features, and desirable functional features. We also
identified open challenges in the area.

APPENDIX
Appendix shows a list of the schemes selected for SLR with
the collection of features they support. See Table 7.
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