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ABSTRACT Cloud computing with massive storage and computing capabilities has become widespread
in actual applications. It is critical to ensure secure data sharing in cloud-based applications. Currently,
numerous identity-based broadcast proxy re-encryption (IB-BPRE) schemes have been proposed to resolve
the privacy issue. However, the existing IB-BPRE schemes cannot reach the transformation of the decryption
right for outsourced encrypted data between the broadcast receiver sets (data user sets) delegated by the data
owner (Alice) because it is difficult for the IB-BPRE to hold the character of multi-hop. Consequently, a
new cryptographic primitive called autonomous path identity-based broadcast proxy re-encryption (APIB-
BPRE) is presented to address the above issue. In an APIB-BPRE scheme, the delegator establishes
an autonomous path involving preferred multiple broadcast receiver sets and the proxy can convert the
decryption right for the broadcast receiver set into the decryption right for the next broadcast receiver set by
the re-encryption key from the delegator. This solution is convenient and flexible for cloud users and utilizes
the benefits of cloud computing. The evaluation and comparison indicate that our APIB-BPRE system is

effective and practical.

INDEX TERMS Proxy re-encryption, broadcast encryption, cloud data sharing, autonomous path

. INTRODUCTION

LOUD computing has been widely used in data sharing

because it is effective and flexible. However, there exist
the privacy issues (e.g., data confidentiality) when cloud
computing is used for data sharing. Identity-based encryption
(IBE) as an efficient approach is available to ensure data
confidentiality in a cloud-based data sharing system because
of simple public key infrastructure (PKI) [1], [2]. In a real-
world scenario, the data owner would like to share outsourced
encrypted data with the data users if he has no time to deal
with encrypted sensitive data stored in the server cloud. For
example, a data owner Alice with an identity i¢d from the
disease research unit wants to safely share the disease record
m about volunteers with his n colleagues with identities
idy,...,id,, note that we denote a colleague set (a data
user set) S; = {idy,...,id,}. When IBE is applied in the
above scene for achieving data confidentiality, Alice needs
to perform the encryption algorithm Enc of IBE to generate
the encrypted disease data c about the disease record m (note
that ¢ = Enc(id, m)) and upload the ciphertext to the cloud
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Server.

Obviously, there are some shortages with identity-based
encryption to ensure data confidentiality in outsourced data
sharing. First, the data owner Alice needs to download the
outsourced encrypted disease data ¢ from the cloud server
and decrypt the ciphertext c to obtain the data m, and re-
set a ciphertext for every colleague. In other words, Alice
has a high computing cost to share outsourced encrypted data
with the data users because the number of ciphertexts shows
a linear correlation with the size of data users. Second, Alice
has to completely keep online for converting the decryption
right for outsourced encrypted data c into the decryption right
for outsourced encrypted data c; because he needs to re-set
the ciphertext ¢c; = Enc(id;, m) under identity i¢d; for each
colleague id; (j = 1,...,n). Third, if all users in a data user
set S1 = {idy,...,id,} obtain the data m, Alice wants to
transfer the decryption right for outsourced encrypted data
from a data user set S; = {ids,...,id,} to another data user
set So = {id},...,id,} he trusts. In such a scenario, the
traditional IBE guarantees data confidentiality but it is not

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/


https://orcid.org/0000-0003-2601-9976

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

IEEE Access

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2022.3200084

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

flexible for the data owner to perform the transformation of
decryption right between the data user sets delegated by the
data owner.

Alternatively, it might be an idea to outsource the amount
of computing overhead for Alice to the cloud server. That is,
the cloud server needs to obtain Alice’s private key so that
it has ability to decrypt the encrypted disease data and re-
set the ciphertext for each colleague. However, if the cloud
server is an untrusted server, this solution cannot maintain
data confidentiality. We did not expect the untrusted server
to obtain the disease record about volunteers via Alice’s
private key because the disease data involves a lot of personal
sensitive data, such as illness and allergies. Prior, Blaze et al.
[3] introduced the concept of proxy re-encryption (PRE) that
is a potential approach to dealing with outsourced encrypted
data. In a PRE scheme, a proxy (e.g., a cloud server) can
convert the decryption right for outsourced encrypted data
between the users without exposing the underlying data to
the cloud server. This approach uses the benefits of cloud
computing because the cloud server takes on the abundant
computation cost of re-setting ciphertexts.

Identity-Based Proxy Re-Encryption (IB-PRE). Green
et al. [4] presented identity-based PRE (IB-PRE) to simplify
PKI since the concept of PRE was introduced. In an IB-
PRE scheme, the proxy has the ability to convert the ci-
phertext under a delegator’s identity into ciphertext under a
delegatee’s identity without obtaining any information about
sensitive data. One may think that we can utilize the solution
of IB-PRE to solve the drawbacks of IBE applied in cloud
data sharing. Unfortunately, IB-PRE is still an inefficient
approach for the data owner. For example, if IB-PRE is
applied in the outsourced data sharing, Alice needs to set n
re-encryption keys rk;q—sid, , - - - , "Kid—d,, for a data user set
S1 = {idy,...,id,} and secrectly send these re-encryption
keys to the proxy during the process. It is flexible for the
proxy to set the cipertexts for these data users via these re-
encryption keys. Additionally, IB-PRE resolves the issue of
complete online for the delegator by outsourcing the compu-
tation cost of re-setting ciphertexts to the proxy. However,
IB-PRE is still an inefficient approach for the data owner
because the size of re-encryption keys is equal to the number
of delegatees. Therefore, IB-PRE is not suited to actual
applications if there exist many delegatees.

Identity-Based Broadcast Proxy Re-Encryption (IB-
BPRE). Chu et al. [5] introduced the concept of broadcast
proxy re-encryption (BPRE) to solve the linear computing
issue of the re-encryption key for the delegator. In a BPRE
scheme, the proxy can convert the ciphertext for the delegator
into the ciphertext for a broadcast receiver (delegatee) set.
In the process, the delegator only generates a re-encryption
key for multiple delegatees and the proxy (e.g., a cloud
server) sets a re-encryption ciphertext for a broadcast receiver
set without obtaining any information about sensitive data.
Lately, Xu et al. [6] introduced the notion of identity-based
BPRE (IB-BPRE) to take the identity of the user as his
public key. Despite IB-BPRE solving the heavy computing
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issue of re-encryption keys for the delegator, the transfor-
mation of decryption rights between the broadcast receiver
sets authorized by the delegator is still an issue in IB-BPRE
schemes. Therefore, our challenge point is how to implement
a cloud data sharing system to achieve the transformation
of decryption rights for outsourced encrypted data from a
data user set S; = {idy,...,id,} to another data user set
Sy = {id},...,id]}, where sets S and Sy are chosen by
Alice.

A. MOTIVATION

The existing IB-BPRE schemes are effective in addressing
the issues of IBE applied in the outsourced data sharing
system, but they cannot solve the issue of autonomous path
multi-hop. In other words, the existing IB-BPRE cannot
achieve the transformation of decryption rights between the
broadcast receiver sets delegated by the delegator. However,
autonomous path multi-hop is very critical in IB-BPRE
since we can perform flexible data sharing according to
the data owner’s wishes. Consequently, this motivates us
to discover an autonomous path identity-based broadcast
proxy re-encryption (APIB-BPRE) as a new cryptographic
mechanism that supports to easily achieve an autonomous
path multi-hop in IB-BPRE. More specifically, in an APIB-
BPRE scheme, the delegator designates a delegation path in-
volving preferred broadcast receiver sets. The delegation path
comprises multiple broadcast delegatee sets, if all receivers of
a broadcast receiver set in the path complete the decryption,
the proxy automatically transforms decryption rights to the
next broadcast receiver set in the path. By the method, the
delegator guarantees that the decryption right is carried out
among these broadcast receiver sets he trusts.

Imagine a data owner Alice from the disease reseach
unit holds the diseases data m about volunteers. If Alice
is too busy to deal with the disease data m, he may share
the outsourced encrypted data with a data user set S; =
{idy,ids, id3}. Meanwhile, if all users in 57 gain the disease
data, decryption rights will be automatically delegated to
next set of data users So = {id},id},id5} choosen by
Alice. Our APIB-BPRE is suitable to the above cloud data
sharing system, the data owner Alice encrypts his sensitive
data as ¢ = FEnc(id, m) and sets an autonomous path Pa =
(id = Sp, S1, S2), and then uploads ¢ and Pa to the cloud
server. The proxy can transform the ciphertext ¢ for Alice into
the ciphertext c; for a data user set S by the re-encryption
key rk;q—s, from Alice, and convert the ciphertext c¢; for
a data user set 57 into the ciphertext co for a data user set
So via the re-encryption key rks, _, 5, from Alice. The idea
of our APIB-BPRE for data sharing in clouds is shown in
Figure.1. With this motivation in mind, we designed APIB-
BPRE, in which the proxy can achieve the transformation of
decryption right for the encrypted data between the broadcast
receiver sets delegated by the delegator.
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id, id, ids id'y  id, id's
A data user set
§q = {idy, idy, id3}

Sy = {id'y, id'y, id’5} /
)

FIGURE 1. APIB-BPRE in a cloud data sharing system

B. RELATED WORKS

Blaze et al. presented the concept of PRE and classified it into
single-hop and multi-hop according to the permitted times of
transformation [3]. In a multi-hop PRE scheme, the proxy
can convert the ciphertext from Alice to Bob, from Bob to
Carol and so on. In a single-hop PRE scheme, the proxy
only transforms the ciphertext under Alice into the ciphertext
under Bob. Since Blaze et al. proposed the concept of PRE,
numerous works [4], [7]-[20] with different properties have
been designed to meet kinds of actual demands. In traditional
multi-hop PRE schemes, the delegator cannot dominate the
selection of all delegatees with the decryption right for the
encrypted data, he only chooses the first delegatee. For exam-
ple, the proxy converts the decryption right from a delegator
Alice to a delegatee Bob, and from a delegatee Bob to the
delegatee Carol. In the process, Alice only chooses the first
delegatee Bob, but the delegatee Carol is authorized by the
delegatee Bob. It indicates that the delegator has no right to
control all delegatees he trusts when decryption rights have
been transformed from a delegatee to another delegatee. It
is desirable for the delegator that he is able to control the
decryption rights for his encrypted files among the authorized
delegatees in actual application demands. This ensures that
the encrypted data of the delegator can be decrypted by his
authorized delegatees. Recently, Cao et al. [21] proposed
an autonomous path PRE (AP-PRE) as a new cartographic
primitive to resolve the above issue. This approach has bet-
ter fine-grained access control for encrypted data because
AP-PRE has the property of autonomous path multi-hop.
Put simply, autonomous path multi-hop in AP-PRE means
that the delegator sets an autonomous delegation path Pa
including multiple delegatees and the proxy can transform
the ciphertext for the delegatee in Pa into the ciphertext for
the next delegatee in Pa via the re-encryption key from the
delegator.

Berkovits [22] introduced the concept of broadcast en-
cryption (BE) that a sender broadcasts encrypted data to
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a broadcast receiver set and each receiver in the broadcast
receiver set can decrypt the encrypted data via his private key.
However, the user outside of the broadcast receiver set cannot
get any information about the sensitive data. Since Fiat and
Naor [23] gave the formal definitions about broadcast encryp-
tion and its security model, various BE works [24] [25] have
been designed to increase efficiency. Broadcast proxy re-
encryption (BPRE) is another interesting research field that
the proxy can convert the decryption right for a delegator into
the decryption right for a broadcast receiver (delegatee) set
[5]. After that, Xu et al. [6] proposed a conditional IB-BPRE
with constant re-encrypted ciphertext. Such a construction is
significantly adapt to the cloud email system. After this work,
Sun et al. [26] designed an IB-BPRE with CCA secure that
is also sultable for the cloud computing environment applica-
tion (e.g., cloud data sharing). Lately, Ge et al. [27] proposed
an IB-BPRE with a revocation function that the proxy can
revoke decryption rights for left delegatees. Unfortunately,
none of these works addressed the property of autonomous
multi-hop to IB-BPRE.

C. OUR CONTRIBUTIONS

In this work, we adopted the autonomous path multi-hop
mechanism proposed for AP-PRE [21] to address the au-
tonomous path multi-hop for IB-BPRE. One may think
that this exists a direct connection between the autonomous
path multi-hop for AP-PRE [21] and IB-BPRE. However,
there are technical difficulties in applying the solution of
autonomous path multi-hop showed in work [21] to the IB-
BPRE scheme because there is a one-to-one correspondence
between the re-encryption key and the delegatee in work
[21]. That is, a delegator cannot set a re-encryption key
for a broadcast receiver set by executing a re-encryption
key generation algorithm. One might think that a possible
attempt is to address the character of the autonomous path to
the multi-hop IB-BPRE. Nevertheless, the existing IB-BPRE
schemes do not have the character of multi-hop, mainly
because it is changeable to set a re-encryption key rks, g,
from a broadcast receiver set S; to another broadcast receiver
set So. Therefore, reaching an autonomous path multi-hop for
IB-BPRE is a challenging task.

This paper presents a new mechanism called autonomous
path identity-based broadcast proxy re-encryption to guaran-
tee the function of autonomous path multi-hop in IB-BPRE.
Our APIB-BPRE allows the proxy to convert the decryption
right for outsourced encrypted data from the data user set 51
to the next data user set Sy, where S7 and S5 are delegated
by the data owner. We give the formal definitions of our
APIB-BPRE and its security model. Meanwhile, we give
the concrete construction for our APIB-BPRE and prove
its security in the decision n-BDHE problem. Additionally,
the evaluation and comparison indicate that APIB-BPRE is
efficient and practical.
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D. ORGANIZATION

In Section /1, we give the definitions of bilinear paring and
hard problem assumption. Then, we define our APIB-BPRE
and give the security model in Section I1I. In Section IV,
we present a concrete construction of APIB-BPRE. Section
V' proves that our scheme is semantic security. In Section
V1, The evaluation and comparison indicate that our scheme
is efficient. Finally, we give a conclusion in Section V11

Il. PRELIMINARIES
We give the definition of the bilinear pairing and state the
complex assumption needed for our proof of security.

A. BILINEAR PAIRING

Let G and Gy are two multiplicative cyclic groups of prime
order ¢, and g is a generation of G. A bilinear pairing [28],
[29]isamap e : G x G — Gp with the following three
properties:
o Bilinearity. For all u,v € G and a,b € Zy, we have
e (u®,v%) = e (u,v)™.
« Non-degeneracy. The map is not degenerate, i.c.,
e(g,9) # L
o Computability. There exists an efficient algorithm to
compute the map e.

B. COMPLEX ASSUMPTION
The security of our APIB-BPRE scheme is based on the
following assumption.

Assumption (decision n-bilinear Diffie-Hellman Expo-
nent assumption (decision n-BDHE) [30] ). Let G and
Gr are two multiplicative cyclic groups of prime order
q, and ¢ is a generation of G. The decision n-BDHE as-
sumption is stated as follows: given a vector %y q,n
(hyg. 91,92, GnsGnt2s 1 92n) € G*F! and an el-
ement Z € G as input, decide whether Z is equal to
e (gny1,h). Note that we use g; to denote g; = g € G
(i=1,---,n,n+2,---,2n), an algorithm A that outputs
b € {0, 1} with advantage € in solving the decision n-BDHE
problem in G if

‘PI‘ [B (gg,oz,ru € (gn+1a h)) = O]*Pr [B (gg,a,ny Z) = OH > €,

where the probability is the choice of random generation g
and random h in G, the choice of random « in Z;, the choice
of random Z in G, and the random bits consumed by A.

Definition 1: The decision (¢, ¢, n)-BDHE assumption holds
in G if any probabilistic polynomial time (PP7T) algorithm
with an negligible advantage € in solving the decision n-
BDHE problem in G.

Ill. DEFINITION AND SECURITY MODEL
We define our APIB-BPRE and the security model.

4

A. AUTONOMOUS PATH IDENTITY-BASED BROADCAST
PROXY RE-ENCRYPTION (APIB-BPRE)

An APIB-BPRE refers to three types of entries: the delegator,
the proxy, and the delegatee (receiver). In an APIB-BPRE
system, the delegator ¢d is able to choose multiple broadcast
receiver sets S1, . .., .S, he trusts and generates a path Pa =
(id = Sop, S1, - - ., Sm) involving m preferred broadcast re-
ceiver sets (note that we denote id as id = Sp). To simplify
the discussion, we suppose that each broadcast receiver set
S,, includes k receivers, where S, = {id,,,...,id,,},
for 4 = 1,...,m. Meanwhile, the delegator uploads the
ciphertext about his sensitive data to the proxy and sends
the re-encryption key rk,_1-,, to the corresponding proxy
through a secure channel for © = 1,...,m. After obtain-
ing the re-encryption key rk,_;_,,, from the delegator, the
corresponding proxy converts the ciphertext under broadcast
receiver set S, into the ciphertext under the next broadcast
receiver set .S, without revealing sensitive data. In this way,
we can gain the property of multi-hop from S, to S, in
the autonomous path Pa for identity-based broadcast proxy
re-encryption. The definition of APIB-BPRE is illustrated as
follows.

Definition 2: (APIB-BPRE). An autonomous path identity-
based broadcast proxy re-encryption scheme consists of the
following algorithms:

o Setup (1*,n) — (msk, mpk). A trusted party key gen-
eration center (KGC) runs the setup algorithm Setup
to generate the master public/secret keys. On input a
security parameter 1*, and the maximum number of
receivers n in one encryption. It outputs the master
public key mpk and the master secret key msk.

o Extract (msk,id) — (sk;q). KGC runs the key ex-
traction algorithm Extract to set the private key. The
algorithm inputs the master secret key msk and an
identity id for the user ( delegator or delegatee). It
outputs a private key sk;q.

o CreatPath (mpk,id) — (Pa). The delegator id runs
the path creation algorithm CreatPath to generate
an autonomous path. It inputs the master public key
mpk, and the identity id and outputs an autonomous
path Pa of length m. The autonomous path Pa =
(id = Sg, 51, .., Snm) is a sequence of ordered m dif-
ferent broadcast receiver sets, where ¢d is denoted to be
So and S, = {id,,, - ,id,, } is a set of broadcast
receivers with identities z’dﬂj, forl < pu<m,k <n.
Note that, we implicitly assume that the size of each
broadcast receiver set is k£ in order to simplify the
discussion. Meanwhile, we denote a set .S, in path Pa
by S,, € Pa and denote that the length of Pa is equal to
the number of broadcast receiver sets.

o RKeyGen (mpk,id,Pa) — (rk). The delegator id
performs the re-encryption key generation algorithm
RKeyGen to set the re-encryption key. It inputs the
master public key mpk, identity id, and an autonomous
path Pa created by the delegator id. It outputs the re-
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encryption key rk = {Tku—l—>/t}H21 _____ ., Note that
the proxy can convert the ciphertext under S, into
ciphertext under S, in the autonomous path Pa via the
re-encryption key 1k, 1.

e Enc (mpk,id,m) — co. The delegator id runs the
encryption algorithm Enc to set the ciphertext. It in-
puts the master public key mpk, the identity id, and
a message m from the message space M and outputs
the ciphertext cq. For simplicity, we call ¢, the original
ciphertext.

e ReEnc (Pa, S, _1,S,,7k,—15pu,¢u—1) — cu, Where
1 < p < m. The proxy performs the re-encryption
algorithm ReFEnc to convert the ciphertext under S,
into ciphertext under S,,. On input an autonomous path
Pa, two broadcast receiver sets S,_; and S, a re-
encryption key rk,_1,,, and a ciphertext c,_; under
the broadcast receiver set S,,_;. It first checks whether
(Su=1,5,) € Paand outputs " L " if not. Otherwise,
the algorithm outputs the re-encrypted ciphertext c,, for
the set of broadcast receivers S,,. For simplicity, we
denote call ¢, the re-encryption ciphertext.

o Dec (mpk,co/c,skiq) — (m,L), where p =
1, ..., m. The delegator (delegatee) runs the decryption
algorithm Dec to recover the message. It inputs the
master public key mpk, the original ciphertext cq ( re-
encryption ciphertext c,, ), and a private key sk;q and
outputs the message m € M, or an error symbol L.

Correctness. Our APIB-BPRE is correct, if for autonomous
path Pa set by the delegator id, the following equations hold
for any m € M:
Dec (mpk, Enc (mpk, id, m) , sk;q) = m,
d¢ S, 1<p<m;
Dec (mpk, ¢y, skig) = m,id € Sy, 1 < p <m;
where forany pu, 1 < pu <m,
ReEnc( Pa, S, 1,8, 7k -1, Cu—1) = Cp.

B. SECURITY MODEL FOR APIB-BPRE

We consider the security of APIB-BPRE in chosen plain-
text attack model for the original ciphertext and the re-
encryption ciphertext, respectively. We use the following two
indistinguishable games between a PP7T adversary 4 and a
challenger C to define the security for the original ciphertext
and the re-encryption ciphertext separately.

Game 1. We define the following indistinguishable game of
our APIB-BPRE scheme for the original ciphertext in the
chosen plaintext model. The adversary .4 and the challenger
C perform the following indistinguishable game:

« Init. A chooses an identity id* as a challenging identity.

o Setup. C generates the master key public mpk and the
master secret key msk via executing the setup algorithm
Setup. It outputs mpk to A.

o Query phase 1. A makes key extraction query
Ok (mpk,id). It inputs an identity id and the master
public key mpk, if id = id*, C ouputs an error symbol
L; otherwise, C generates the private key sk;q by run-
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ning the key extraction algorithm Extract and returns
sk;q to A.

o Challenge. After receiving two messages mg, m; €
M, C chooses a random bit b € {0,1} and sets the
challenging ciphertext c. It returns cjj to the adversary
A.

o Query phase 2. A continues making key extraction
query and C responds to the query like as in the query
phase 1.

o Guess. A outputs the guess b’. The adversary A wins if
b =b.

Let Adva\N D=CPA=Or()) denote the advantage that .A
wins the above indistinguishable game in chosen plain-
text attack model for the original ciphertext (IND-CPA-
Or), where Adv'NP~CPA=OT(\) = |Pr b = b]—1/2].

Definition 3: Our APIB-BPRE scheme is (¢, qs,€)- CPA
secure at the original ciphertext if for any PP7T adversary
A who makes at most ¢sx key extraction queries, we have
AdvBriPEPAOr (\) <

Game 2. We define the following indistinguishable game of
our APIB-BPRE scheme for the re-encryption ciphertext in
chosen plaintext model. The adversary A and the challenger
C perform the following indistinguishable game:

« Init. A outputs the challenging broadcast receiver set
S; = {idzl,...,id;k} for any p, where 1 < p < m,
k<n.

o Setup. C generates the master public key mpk and the
master secret key msk via running the setup algorithm
Setup and returns mpk to A.

o Query phase 1. A makes the following queries:

a) Key extraction query Ogy(mpk,id). It inputs an
identity id and the master public key mpk, if id € 5%,
C returns an error symbol _L; otherwise C generates
the private key sk;; via executing the key extraction
algorithm E'ztract and returns sk;q to A.

b) Path creation query O.,(mpk,id). On input the
master public key mpk and an identity id, C generates a
path Pa = (id = So, S1, ..., Sp) via running the path
creation algorithm Great Path and returns Pa to A.

¢) Re-encryption key generation query

Oy, (mpk,id,Pa, S, _1,S,). On input the master pub-
lic key mpk, an identity ¢d, broadcast receiver sets S,,_;
and Sy, where (S,-1,5,) € Pa. C retrieves 7k, _1_,,
from 7k via running the re-encryption key generation
algorithm RKeyGen and returns rk,_1_, to A.

o Challenge. After receiving two messages mq,m; €
M, C chooses a random bit b € {0,1} and sets the
challenging ciphertext cj,. It returns ¢}, to the adversary
A.

o Query phase 2. A continues making key extraction,
path creation, and re-encryption key queries and C re-
sponds to these queries like as in the query phase 1.

o Guess. A outputs the guess b'. The adversary A wins if
b =b.
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TABLE 1. Summary of notations

Pa = (id = So, 51, . .
SH = {idﬂlvidum"
K={1,2,...,k}

7Sm)
Sidyy bforp=1,2,...,m

rhy 1sp.p=12,...,m
skiq

co

cu,forp=1,2,...,m

Notation Description
mpk the master public key
msk the master secret key

an autonomous path delegated by delegator id
the set of broadcast receivers/delegatees

an index set about S, where k is the size of S},
the re-encryption key from S, 1 to S,

the private key for the user id

the original ciphertext

the re-encryption ciphertext

Let Advi{v D=CPA=Re()) denote the advantage that
A wins the above indistinguishable game in chosen
plaintext attack model for the re-encryption cipher-
text (IND-CPA-Re), where Adv'NP~CPARe(y)
|[Pr[p’ =0b] —1/2|.

Remark 1: The adversary A does not need to make the re-
encryption query because there is to be no limitation on
making re-encryption key query.

Definition 4: Our APIB-BPRE scheme is (¢, gsk, Gep, Grk, €)-
CPA secure at re-encryption ciphertext if for any PP7T
adversary A who makes at most ¢ key extraction queries,

gcp path creation queries, and g, re-encryption key queries,
we have AdviND_CPA_Re()\) <e.

Definition 5: Our APIB-BPRE scheme is semantic se-

curity (CPA secure), if AdvilND_CPA_OT()\) < ¢ and
IND—CPA—Re

Advy ‘(A) <e.

IV. PROPOSED APIB-BPRE SCHEME

This section presents a concrete construction of APIB-BPRE.
For ease of reference, Table 1 summary improtant notations.

A. TECHNICAL OVERVIEW

The autonomous path multi-hop is a significant property
in PRE schemes that the proxy can transform decryption
rights between the delegatees delegated by the delegator.
However, it is a difficult for IB-BPRE schemes to support
autonomous path multi-hop. We proposed an autonomous
path identity-based broadcast proxy re-encryption to realize
the autonomous path multi-hop in IB-BPRE. In our scheme,
the delegator id sets an autonomous delegation path Pa =
(¢d = Sp, S1, -+, Sm) including m broadcast receiver sets
S; (j =1,...,m) and the proxy can transform the ciphertext
for a broadcast receiver set S,,_; into the ciphertext for S,
via the re-encryption key rk,_;_,, from the delegator id,
for p = 1,...,m. Here we simply describe the technical
method of our APIB-BPRE. Suppose that the ciphertext
cu—1 for a broadcast receiver set S,_1 consists of three
elements ¢,_11 = h'*', cy_12 = e(h,hpq1)™', and
u-13 = (- Tljex hing1-j) T ljer H(iduflj)anﬂ K
If the proxy needs to convert the ciphertext c,,_; for S,
into ciphertext ¢, for S,,, we can view the ciphertext c,
for S‘u as ¢u,1 = Cp—1,1 Tk(ﬂ_l_ﬂl)l’ Cu2 = Cu—12 -
Tk(u—l—m)z and ¢, 3 = Tk(u—l—m)g via the re-encryption

6

key rky—15p, = (Tk(u—l—w)l TR (u—1-p),5 Tk(u—l—m)s)’
where random ¢,,_q, T}, in ZZ.

B. CONSTRUCTION

Generally, an APIB-BPRE scheme consists of the following
algorithms.

o Setup(1*,n). To set the master public key mpk and the
master secret key msk, it generates a bilinear pairing
group PG = (q,9,G,Gr,e). Lete : G x G — G is
a bilinear pairing, G and G are multiplicative groups
with the same prime order ¢, g be a generation of group
G. The algorithm selects random «, s,r € Z; and
computes h = g*, h=h%v=h" Gn = g%, hi = h™
fori=1,...,n,n+2,...,2n,and d; = (h;)" fori =
1,...,n. Nextly, it selects a cryptographic hash function
H : {0,1}* — G. The master public key is mpk =
(PG? h’ h’ U, Gn, H’ {hi}izl,“.,n,n+2,.“,2n ) {di}izl,...,n)
and the master secret key is msk = (s, ). Note that it
sends the secret key « to the delegator via the secure
channel.

« Extract(mpk, id). To generate the private key for the
user id, if the user id is the delegator, it sets private
key skiq = H(id)®; otherwise, it sets private key
skiq = H(id)**, where the user id is the delegatee.

o CreatPath(mpk,id). To set an autonomous path for
the delegator id, it chooses m broadcast receiver sets
S1,...,5, and generates an autonomous path Pa =
(¢d = Sp, S1,+ -+ ,Sm) of length m. Note that the
broadcast receiver set S, = {id,,,,id,,,...,id,,}isa
set of ordered k different receivers, for u = 1,2,--- ,m
and k < n.

o RKeyGen(mpk,Pa). To generate the re-encryption
key vk = A{rku-1-u},_, ,, for any broadcast
receiver set S, in an autonomous path Pa del-
egated by the delegator d, it randomly chooses
to,t, € Zy and sets k(1 = h',
Tk(p—l—>p)2 = e(h, thrl)t“’ and ’rk(#—ll—}/t)g
(v - HjeK Bpg1—j)" - HjeK H(idug‘)awr ", where
T, = to + --- + t,. Finally, it sets 7k, 1, =
(rk(,u—l—m)l R rk(,u—l—hu)Q R 7’]{7(#_1_%”)3) and returns
the re-encryption key vk = {rk,_1-, j=1,...m 1©
the corresponding proxy. Note that e (h, h,,11) be con-
structed as e (hq, hy,).

o Enc(mpk,id). To encrypt a message m € M under id,
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the delegator computes

t to
Cp.1 — h O,Co,g = m-e(h,hn_ﬂ) y

)

and
co3 = e (B, hny1)™ - e(h, H(id))".

Finally, it returns the ciphertext as co = (¢o,1, €02, €0,3)-
e ReEnc(Pa, S,_1,Su,7ku—15u,¢u—1), where Pa =
(id = Sp, S1,- -+ , Sim ) designed by the delegator id and
S, = {idy,,...,id, } for 1 < p < m. To convert a
ciphertext under the broadcast receiver set S, _; into a
ciphertext under next broadcast receiver set S, it first
checks whether (S,—1,5,) € Pa, and outputs " L " if
not. Otherwise, the proxy has the ciphertext ¢, =
(¢p—1,1,¢u—1,2,¢u—1,3) and the re-encryption key
Tkp‘flﬁpl = rk(u—l—u;,)l ) Tk(/t—1—>p)27 rk(u—l—)u)g) .
The proxy computes the ciphertext ¢, as (¢, 1, €u,2, Cu,3)s
where Cul = Cpu—1,1 - ’r‘k‘(uflﬁu)l, Cu2 = Cu—1,2 -
Tk(u-1-p), and ¢, 3 = 71k, 1), Note that, we
have ¢, 1 = AT, Cuz = m - e(h, hpyq)T, and
cus = (V- Tlex hnv1-5)"  Tljex H(iduj)an+l .

o Dec(mpk, co/cy, skiq) — (m, L). To decrypt the orig-
inal ciphertext cy, the delegator id has the original
ciphertext ¢ as (co.1,¢0,2,Co,3). It computes Xy =
6(60?7;’,”) and m = 2. To decrypt the re-encryption
ciphertext c,, the delegatee id,, in S, has the re-
encryption ciphertext ¢, as (c,1,Cpu,2, ¢y 3). For any
1< p<m,j€ K, the delegatee id,,; computes

- X,ij = e(hj,cmg),

-~ X5, = eleu1sdi Tl ppy Pnri—k4s),
- X,?ij = erK,k;éj e(hn“rl*k‘hj’H(idek))’
Xl
4 _ B
- X, = xS
4
5 _ Hj

By e(gn;Skide )”

Finally, the delegatee id,,; outputs m = ‘;(“'2

5
i
Correctness. Here we explore the correctness of the original

ciphertext ¢y and the re-encryption ciphertext ¢, in our
APIB-BPRE scheme.

1) For an original ciphertext ¢y = (co1,¢0,2,¢0,3), the
delegator ¢d computes

€o0,3
Xo = .

S U S— R A
e<CO,1a8kidi) 6( ) +1) 5

— co2 _ mee(hhng)™
and decrypts m = X T e(hihna)

tion is obviously correct.

= m. The decryp-

2) For the re-encryption ciphertext ¢, = (cu.1,¢pu,2,Cu,3),

we have ¢, 1 = KTk, cu2 = m-e(h, hpy1)Te, and Cu3z =
. ntl-k

(v-TTeex Prnsi—r) ™ Tlpex Hidy, )™ . The delegatee

id,,; in the set S, computes

VOLUME 4, 2016

X/ij = G(hj,cu,g)
. Qnti-k
=e(hy, (- [] bnr-n)™ - ] H(idy,) )

keK keK

= el (v~ [T husrn)™)

keK

ce(hy, [] H(idy,) )

kEK
(1) T (re/ + Epesc 2™ 7HH)
’ e(h’ H H(Zduk) )’
ke K

then, the delegatee id,,, computes Xﬁj , X i’j ,
We have

2
Xu;

an+17k‘

=e€

Qntl—k+i

4 5
Xuj,andXM.

e(cp,1,d; - H hnt1—k+j)

kEK k#j

T J
=e(h" 0 ] hes1-kts)
keK,k#j
an+17k'+j)
’

e (h, h)T“ (rod + S her nzs

and

Xij = H € (hn+1—k+j, H(iduk))

kEK k]
. n+l—k+j
= e(h, H H(’Ldﬂk)a )s
keK, k#j
and
1
4 Hj

T, .
g = m = e (h,hpy1)"" - e(hny1, H(idy,))),

and
X,
e(gn, skidl‘,j)
e(hhnsr) ™ - e (hnyr, H(id,,))
e (gn,H(idﬂj)So‘)
=e€ (h’ thrl)TH :

Finally, the delegatee id,,; computes m, where

Ky T

_ Cup M- e(hy hyyq)te
- Xﬁj (b hnga) T

The decryption for re-encryption ciphertext is obviously cor-
rect.

V. SECURITY PROOF

This section proves that our APIB-BPRE system is the se-
mantic security by Theorem 1 and Theorem 2.

Theorem 1: Our APIB-BPRE scheme is IND-CPA-Or secure
under the decision n-BDHE assumption in G without random
oracle.

Proof 1: We suppose that there is a PPT adversary A with
advantage ¢ in breaking the IND-CPA-Or security of our
APIB-BPRE scheme in time ¢. We construct a simulator 3 to
solve the decision n-BDHE assumption with the advantage

7
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¢ in time . B is given the decision n-BDHE instance
N .,h‘)‘",lz"‘"“7 .. .,h“%,Z), where we denote
h=g®and Jonn = (W, hh, . .. B "7 he),
B’s task is to decide whether Z = e (W, hpt1). B needs
to maintains an initially empty table T that is a private
key table used to record tuples (id, sk;q). The simulator B
interacts with A, and works as follows:

« Init. 5 gains a challenging identity id* from the adver-
sary A.

o Setup. To generate the master public key mpk =
(PG, h,h,v,gn, H, {hi}izl,...,n,n+2,...,2n ) {di}izl,...,n)'
Firstly, B generates a bilinear pairing group PG =
{4,9,G,Gr, e}. Next, B randomly chooses r € Z and
sets h = h, v =h", g, = hf;l, and d; = (h;)" fori =
1,...,n, where the elements i, {hi},_;  , .10 on
are from the problem instance. Finally, B selects a
secure hash function H : {0,1}* — G and returns the
master public key mpk to A. Note that the distribution
of the master public key is identified as the distribution
of the real world from the view of adversary A, because
these parameters r and s are uniforms and random
distributions.

o Query phase 1. 4 makes key extraction query for id
in this phase. If id = id*, B outputs _L; otherwise B3
searches Ty,

- if T, includes (id, sk;q), returns sk;q.
- Otherwise, B computes sk;q = H(id)*® and returns
sk;q. Finally, B adds (id, sk;q) to Tsg.

« Challenge. After receiving two messages mg,mi €
M, B randomly chooses b € {0,1} and sets the
challenging ciphertext cj as

= N,mp Z,Z-e((h)",H(id"))).
Let h' = hto, if Z = (h, hy41)™, we have
o = (R, my - (hahn—l-l)to )
e (hyhpi1)' - e(h, H(id*))t)
Therefore, c{ is a correct challenging ciphertext to en-
crypt message my, for id*.

o Query phase 2. A continues to issue the key extraction
query and B responds to the query like as in query phase
1.

o Guess. A outputs a guess b’ of b. If &’ = b, B returns 0
to indicate Z = e(h’, h,,11); otherwise, it returns 1 to
indicate that Z is random in Gr.

This completes the simulation and the solution. B
has the advantage € in solving the decision n-BDHE
assumption in time t’. We here analyze the advan-
tage ¢ and time t'. If Z # e(h',hpt1), we have
Pr (B(§ann Z)=0|Z #e(W ,hny1)] = % (indicating
that B’s view is independent of b). If Z = e(h/,hpt1),
we have Pr [B(Jann, Z2) =0 Z =e(h, hyt1)] = 3+ 5
(indicating that B’s output is dependent on A’s output ).
Thus, B”’s advantage in solving the decision n-BDHE as-
sumption is € =| Pr[B(Janh, Z) =0 | Z = e(hpt1)] —
Pr [B(h/aga,n,haz) =0 | zZ # e(hlvthrl)] | = |%+ % -

8

% |= § We denote the time cost of the simulation 7T, =

O (gsk), where key extraction queries mainly dominate the
time cost of the simulation 7. Thus, I3 will solve the decision
n-BDHE assumption with time ¢’ = ¢ + T5.

Theorem 2: The proposed APIB-BPRE scheme is IND-CPA-
Re secure under the decision n-BDHE assumption in G with
the random oracle model.

Proof 2: We suppose that there is a PPT adversary A with
the advantage € in breaking the IND-CPA-Re security of our
APIB-BPRE scheme in time ¢. We construct a simulator B to
solve the decision n-BDHE assumption with the advantage
€ in time t’. B is given the decision n-BDHE instance
(W, h,h®, ... h®" b .. h®™" . Z), where we denote
h=g®and Jonn = (B hh®, . . b b heT).
B’s task is to decide whether Z = e(h  hpy1). B
maintains private key table T, re-encryption key ta-
ble T,;, and autonomous path table Tp. These tables
are initially empty. Let T record tuples (id, skiq), Trk
record tuples (id, S, —1,S,, 7k —1-,), and Tp record tuples
(td,Pa=(...,Su—1,5u,...)). The simulator B interacts
with A, and works as follows:

o Init. The adversary A outputs a challenging broadcast
receiver set S = {idj,...,id}}, for any pu, p =
1,...,mand k < n.

e Setup. To generate the master public key mpk =
Firstly, B generates a bilinear pairing group PG =
{¢,9,G,Gr,e}. Next, B selects a secure hash function
H : {0,1}* — G as the random oracle. Finally, B
randomly chooses r,u € Z; and sets h = b, gn =

-1

(hn)” v =h0"(Tl;ex hnt+1-4), and d; = (h;)" (note
that the elements o, {h;};,_; ..o o, are from the
problem instance). It returns the master public key mpk
to .A. Note that since these parameters r and u are
uniforms and random distributions, the master public
key is an identical distribution as the real construction
from the view of adversary A.

e H-Query. In this phase, A issues the hash query. B
needs to maintain a hash table Ty that is initially empty
and used to record queries and responses. For a query
on id, B chooses random z;4 € Z; and sets as

H (id) = h"i,
B responds to the query on id with H (id) and adds
tuples (id, z;4, H (id)) to Ty.

o Query phase 1. A makes the following queries.

a) Key extraction query O (mpk,id). A makes key
extraction query on id. If id € S}, B outputs L;
otherwise BB searches Ty,

- if Ty, includes (id, sk;q), returns sk;q.

- Otherwise, B first makes hash query on id and gets
ziq. Then, B computes

skiq = (hl)mid"g = H(id)sa.
Finally, B adds (id, sk;q) to Ts.
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b) Path creation query O.,(mpk,id). A makes path
creation query for id, B generates a path Pa =
(id = So, S1,-..,Sm) for id via running the path cre-
ation algorithm GreatPath and returns the path Pa to
A.

is ¢ = PrlBanmZ) = 0| Z = e(W,hns1)] -
Pr[B(famn Z) = 0| Z # e(W host)] | = [14 § — 1 =
5. We denote denote the time cost of the simulation Ty =
O (gsk + Grk + Gep + qu ), Where private key generation, re-
encryption key generation, path creation, hash fuction queries

¢) Re-encryption key generation query O, (id, S,,—_1, S,—1)mainly dominate the time cost of the simulation 7. Thus,

To query the re-encryption key rk,_1-,, for id. The
simulator B first checks whether T}, includes a path
Pa = (...,S,-1,5,,...) for user id. If not, B returns
1 ; otherwise B searches T,
- if T,y includes (id,S,—1,S,,7k,—1-,), returns
Tk/L—l—)/l.'
- Otherwise, B sets re-encryption key 7k,_1, =
(rku—1—p),> Th(u—1—p), TK(u=1p),)- B chooses
ty, T, € Z, and computes

rk(u—l—m)l = ht“v rk(u—l—m)z = e(h, thrl)tu’
and

rhtumios, = (00 T i)™ - T (ga )™

jeK jeK
= (v [T hnsrs)™ - H(idy, )"
eK

Therefore, the re—enjcryption key 1k, —1-, is a valid re-
encryption key.

« Challenge. After receiving two messages mg,mi €
M, B randomly chooses b € {0, 1}. We write &’ = h%
for some unknown T}; € Zj. B sets the challenging
ciphertext c;, as

=k =hTi ¢t =my- 2
w1 — - > u,2 T b .

If Z = e (h, hpi1)"*, we have ¢ o, = m-e (h, hpi1) "

w2 =
and
* u Tid*
s = ()" H (hng1—5) "
jEK
= (hu ’ (H thrl*j)_l ’ (H hn+1*j))T;
jEK jeEK
.k NI
' H(Zdﬂj)
= (v [] hosro)™ - HGid;, )"
JEK

Therefore, ¢}, is a correct challenging ciphertext to
encrypt message m;, for id.

+ Query phase 2. A continues making private key, path
creation, and re-encryption key queries and B responds
to these queries like as in the query phase 1.

o Guess. A outputs a guess b’ of b. If &’ = b, B returns 0
to indicate Z = e(h’, hy,11); otherwise, it returns 1 to
indicate that Z is random in Gr.

This completes the simulation and the solution. 5
has the advantage € in solving the decision n-BDHE
assumption in time t. We here analyze the advan-
tage ¢ and time t'. If Z # e(h',hpy1), We have
Pr (B(§anp Z)=0|Z #e(W ,hny1)] = 3 (indicating
that B’s view is independent of b). If Z = e(h/, hp41), we
have Pt [B(Jua,nn, Z) = 0| Z = e(h', hypt1)] = 3 + £ (in-
dicating that B’s output is dependent on A’s output ). Thus,
B’s advantage in solving the decision n-BDHE assumption

VOLUME 4, 2016

B will solve the decision n-BDHE assumption with time
t=t+T,.

VI. EVALUATION AND COMPARISON ANALYSIS

We first define the notations used in Table 2. Let £ denote the
size of each broadcast receiver set. Notations ,, and ¢, denote
the times consumed for a pairing operation, and a modular
exponentiation in G or Gy, separately. Notations Dec(Or)
and Dec(Re) denote the decryption execution for the origi-
nal ciphertext and the re-encryption ciphertext, respectively.
Here, we omit the computing time of addition, multiplication,
and hash function operations because these operations are
much less modular exponentiation and pairing operations. As
shown in Table 2, the computation overhead of our APIB-
BPRE scheme in each algorithm is compared to other works
[21], [6], [26].

« Extract. In the key extraction algorithm, KGC in works
[21], [6], [26] and our APIB-BPRE only excutes a mod-
ular exponentiation operation to generate the private key
for each user. However, broadcast proxy re-encryption
schemes [6] and [26] cannot realize the property of
autonomous path multi-hop, and the work [21] has no
the character of broadcast encryption.

e Enc. Our APIB-BPRE and work [21] has lower com-
puting cost to set the original ciphertext. Nevertheless,
the delegator in works [6] and [26] has to undertake
the amount of computing overhead in the encryption
phase. For exzample, the delegator in work [26] needs to
undertake O(k) modular exponentiation operations and
a pairing operation for setting ciphertext.

+ RKeyGen. Table 2 shows that schemes [6] , [26] and
our APIB-BPRE have lower computation overhead to
generate the re-encryption key. However, the delegator
in work [21] needs abundant computing overhead to
set the re-encryption key because each receiver in the
broadcast receiver set needs one re-encryption key.

e ReEnc. In this phase, our APIB-BPRE has no modular
exponentiation and paring operations. In fact, only a few
lightweight multiplication calculations are required in
APIB-BPRE. On the contrary, the related works [21],
[6] and [26] need to perform a large number of mod-
ular exponentiation and pairing operations to set ren-
encryption ciphertext.

e Dec(Or). In the decryption algorithm for the origi-
nal ciphertext, the delegator in APIB-BPRE and work
[21] only executes a pairing operation to decrypt the
original ciphertext. However, there are heavy computing
overhead in works [6] and [26].

e Dec(Re). Table 2 shows that our APIB-BPRE has less
computing cost to execute the decryption algorithm for

9

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and

IEEE Access

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2022.3200084

Author et al.: Preparation of Papers for IEEE TRANSACTIONS and JOURNALS

TABLE 2. Computation Comparison

Schemes | Extract Enc RKeyGen ReEnc Dec(Or) Dec(Re)
[21] e e+p O(3k)e + O(k)p O(k)p D e+2p

[6] e O(k)e O(k)e O(k)e +2p O(k)e+2p O(k)e + 3p
[26] e O(k)e+p O(k)e+p O(k)e + 8p O(k)e + 8p O(k)e+ Tp
Ours e 2p O(k)e+p Oe + Op P O(k)p

the re-encryption ciphertext compared with IB-BPRE
schemes [6] and [26]. While our APIB-BPRE is less
efficinet comparied with work [21] in the decryption
algorithm for the re-encryption ciphertext. However, it
cannot support the broadcast encryption functionality.

The comparison results displayed in Table 2 clearly show
that our APIB-BPRE has the least computation overhead
compared to related works.

VIl. CONCLUSION

This paper designed an autonomous path broadcast proxy re-
encryption as a new cryptographic primitive to support flexi-
ble data sharing in clouds. We formally define autonomous
path identity-based broadcast proxy re-encryption and its
security model, and demonstrate that our APIB-BPRE is CPA
secure in the decision n-BDHE problem. More importantly,
through performance analysis, our APIB-BPRE system is
efficient and practical. In addition, our APIB-BPRE must
be a multi-hop IB-BPRE, so that our APIB-BPRE system
can provide much better fine-grained access control to del-
egation broadcast receiver sets than the traditional IB-BPRE
employed in a cloud environment. It motivates researchers to
design other APIB-BPRE schemes to support many interest-
ing applications.
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