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Abstract

Billing is fundamental to any commercial VoIP services

and it has direct impact on each individual VoIP sub-

scriber. One of the most basic requirements of any VoIP

billing function is that it must be reliable and trustwor-

thy. From the VoIP subscriber’s perspective, VoIP billing

should only charge them for the calls they have really

made and for the duration they have called.

Existing VoIP billing is based on VoIP signaling.

Therefore, any vulnerability in VoIP signaling is a po-

tential vulnerability of VoIP billing. In this paper, we

examine how the vulnerabilities of SIP can be exploited

to compromise the reliability and trustworthiness of the

billing of SIP-based VoIP systems. Specifically, we fo-

cus on the billing attacks that will create inconsistencies

between what the VoIP subscribers received and what

the VoIP service providers have provided. We present

four billing attacks on VoIP subscribers that could result

in charges on the calls the subscribers have not made or

overcharges on the VoIP calls the subscribers have made.

Our experiments show that Vonage and AT&T VoIP sub-

scribers are vulnerable to these billing attacks.

1 Introduction

VoIP is becoming increasingly popular due to its advan-

tages in cost and functionality. IDC [5] predicted that

the number of US residential VoIP subscribers will grow

from 10.3 million in 2006 to 44 million by 2010.

Billing is one of the most fundamental component of

any commercial VoIP services and it has direct impact on

each individual VoIP subscriber. One basic requirement

of any VoIP billing function is that it must be reliable

and trustworthy. For example, VoIP service providers

depend on billing to charge their customers for all the

billable services and they do not want to lose any rev-

enues from any billable services they provide. On the

other hand, VoIP subscribers expect the billing be accu-

rate so that they will be charged only for the calls they

have made and for the duration they have really called.

In addition, the VoIP billing should be resilient to billing

fraud and be free of any inconsistency between what the

service providers have provided and what the customers

have received.

Existing VoIP billing is based on VoIP signaling. Ses-

sion Initiation Protocol (SIP) is the dominant VoIP sig-

naling protocol, and it is being used widely in commer-

cial VoIP services. Therefore, any vulnerability in SIP

could make the billing of many commercial SIP-based

VoIP systems vulnerable.

In this paper, we examine how the vulnerabilities of

SIP can be exploited to compromise the reliability and

trustworthiness of the billing of SIP-based VoIP sys-

tems. Specifically, we focus on the billing attacks that

will create inconsistencies between the what the VoIP

subscribers have received and what the VoIP service

providers have provided. We present four billing attacks

on VoIP subscribers 1) InviteReplay; 2) FakeBusy; 3)

ByeDelay; and 4) ByeDrop that could either make calls

without subscriber’s authorization or prolong the dura-

tion of subscriber’s call transparently. For calls (e.g. in-

ternational call) that are charged with a per minute rate,

these billing attacks will result in either charges on the

calls the subscribers have not made or overcharges on the

VoIP calls the subscribers have made. Note these VoIP

billing attacks do not require any collaborations from the

SIP servers or SIP phones and they could launched with-

out knowledge of the secret password shared between the

SIP server and SIP phone. While the FakeBusy, ByeDe-

lay and ByeDrop billing attacks need the man in the mid-

dle (MITM) at both ends of the signaling path, the In-

viteReplay billing attack can be launched from virtually

anywhere once the attacker has obtained a copy of one le-

gitimate INVITE message from the victim’s SIP phone.

We have implemented these billing attacks against

VoIP subscribers and experimented with our VoIP ac-

counts of Vonage [1] and AT&T [9]. Our experiments



show that AT&T VoIP subscribers are vulnerable to all

the above mentioned four billing attacks, and Vonage

VoIP subscribers are vulnerable to the FakeBusy, ByeDe-

lay and ByeDrop attacks. In either case, the VoIP sub-

scribers could be overcharged due to the billing attacks.

Since these billing overcharges are not caused by the er-

rors of the billing system itself, but rather the exploits of

the vulnerabilities of SIP, they will create hard-to-resolve

disputes between the VoIP subscribers and the service

providers. One immediate consequence of the identifica-

tion of these billing attacks is that the billing of existing

VoIP services becomes questionable and untrustworthy.

The rest of this paper is organized as follows. Section

2 gives an overview of SIP and its security mechanism.

Section 3 presents four billing attacks on SIP-based VoIP

subscribers. Section 4 describes related works. Section

5 concludes the paper.

2 SIP Overview

Session Initiation Protocol (SIP) [19], is a general pur-

pose, application layer signaling protocol used for cre-

ating, modifying, and terminating multimedia sessions

(e.g. VoIP calls) among Internet endpoints. SIP de-

fines the signaling interaction between: user agent (UA),

proxy server, redirect server, registrar server and loca-

tion server. An UA represents an endpoint of the com-

munication (i.e., a SIP phone). Based on its role in the

communication, an UA could be either UA client or UA

server. The proxy server is the intermediate server that

acts on behalf of UA to forward the SIP messages to its

destination. The registrar server handles the UA’s reg-

istration request. The location server maintains the lo-

cation information of the registered UAs. The redirect

server provides the UA client with an alternative set of

contact addresses on behalf of the UA server.

SIP is based on an HTTP-like request/response model.

To set up, manage or terminate a VoIP session, UA client

(UAC) sends a SIP request message to a SIP server or UA

server (UAS). Then the SIP server or UAS replies with

a SIP response message identified by a status code that

indicates the outcome of the request. Each user in SIP

network is identified by a SIP Uniform Resource Identi-

fier (URI), which usually contains a username and host-

name. Figure 1 shows a typical SIP message flow of a

call setup and tear down. When the caller (UA-1) be-

gins to initiate a call to the callee (UA-2), it sends an

INVITEmessage to its outbound proxy server at domain

SIPproxy1.com. Upon receiving the INVITE message,

the outbound server locates the inbound server at domain

SIPproxy2.com via Domain Name Service (DNS), and

forwards the INVITE message to the inbound server.

Meanwhile, the outbound proxy server sends back a 100

TRYING message to UA-1 which means that outbound
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Figure 1: An Example of SIP Flow of Call Setup and

Tear Down

proxy has received the request and it is working on for-

warding the INVITE message to its destination. Af-

ter receiving the INVITE message, the inbound proxy

server gets the current location (i.e. IP address) of UA-

2 by querying the location service, then it forwards the

INVITE message to UA-2. Upon receiving the INVITE

message, UA-2 rings and replies with a 180 Ringing

message to UA-1 so that the caller can hear the ringback

tone. When the callee picks up the phone, UA-2 sends

back a 200 OK message to UA-1 to inform that the call

has been answered. Upon receiving the 200 OK mes-

sage, UA-1 stops the ringback tone and sends back an

ACK message to UA-2. After UA-2 receives the ACK

message, the three way handshake is completed and the

VoIP session is established. Note the message bodies

of the INVITE message and 200 OK message contain

the negotiated media session parameters (e.g., codec, IP

address and port number of the RTP stream) specified

in Session Description Protocol (SDP) [10]. Now UA-

1 and UA-2 begins to send RTP [21] voice streams to

each other based on the negotiated media session param-

eters. At the end of the call, UA-1 (UA-2) hangs up first

and sends a BYE message to its peer. After receiving the

BYE message, UA-2 (UA-1) sends back a 200 OK mes-

sage and stops sending its RTP stream to its peer. Upon

receiving the 200 OK, UA-1 (UA-2) stops sending its

RTP streams to its peer. Then the SIP session is termi-

nated.

2.1 SIP Security

The SIP security is largely based on existing security

mechanisms for HTTP and SMTP. The SIP specification

[19] recommends using TLS [6] or IPSec [11] to pro-

tect the SIP signaling path in SIP networks. It suggests

using S/MIME[14] to protect the integrity and confiden-
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Figure 2: An Example of Message Flow of SIP Authen-

tication for REGISTER, INVITE and BYE Messages

tiality of SIP messages. However, it is difficult to pro-

tect the SIP message from end-to-end since intermediate

SIP servers need to examine and change certain fields

of the SIP messages while they are transferred. SIP man-

dates that all SIP proxies, redirect servers and registration

servers must support TLS [6] and HTTP digest based au-

thentication [7]. However, UAs are required to support

HTTP digest based authentication [7] only.

Based on HTTP digest authentication [7], SIP au-

thentication provides anti-replay protection and one-way

authentication to SIP messages. It can be used by a

SIP UAC, SIP UAS, SIP proxy or registrar server to

prove that it knows the shared secret password. Fig-

ure 2 shows the typical SIP authentication of call regis-

tration, call setup and termination. When a SIP server

(e.g. proxy, registrar) receives a SIP request (e.g.

INVITE, REGISTER, BYE), the SIP server challenges

the UAC with either a 401 unauthorized or a 407

proxy-authencation required message. Upon

receiving the 401 or 407 response, the UAC applies

specific digest algorithm (e.g., MD5 [17]) to SIP mes-

sage fields request-URI, username, password, realm, and

nonce to get a hash value. Then the UAC resend the SIP

request with the hash value as part of the credential to

authenticate the SIP request.

However, existing SIP authentication has the follow-

ing weaknesses:

• It only applies to a few SIP messages (e.g.,

INVITE, BYE, REGISTER), and it leaves other im-

portant SIP messages (e.g., TRYING, RINGING,

200 OK, ACK and BUSY) unprotected.

• It only protects a few SIP fields (e.g.,

request-URI, username, realm), and it

leaves other important SIP fields (e.g., SDP, From,

To) unprotected.

• It only applies to SIP messages from the UAC (i.e.,

SIP phone) to SIP servers, and it leaves all the SIP

messages from the SIP servers to UAC unprotected.

Since UAs are not required to support any link level

encryption (e.g., TLS, IPsec), the SIP messages between

the SIP servers and the UAs are in clear text. There-

fore, any man-in-the-middle (MITM) in between the SIP

server and the SIP UA can freely modify those fields

that are not protected by the SIP authentication. Fur-

thermore, the MITM can freely spoof any SIP messages

from any SIP server to any particular SIP UA since the

SIP messages from SIP servers to SIP UAs are not au-

thenticated at all. All these vulnerabilities in SIP authen-

tication make it possible to manipulate the SIP messages

to corrupt the billing of SIP-based VoIP systems.

3 Billing Attacks on SIP-based VoIP Sys-

tems

In this section, we discuss how the vulnerabilities in SIP

can be exploited to launch billing attacks against SIP-

based VoIP systems. Specifically, we focus on those

billing attacks that target subscribers of SIP-based VoIP

systems.

Existing commercial VoIP services may have either

unlimited or limited call times of certain calls (e.g., do-

mestic or international call to selected countries). If the

VoIP subscribers call some numbers (e.g., international

or 900) that are not covered in the unlimited plan, they

have to pay those calls on a per minute basis. In addi-

tion, the VoIP subscriber of a limited service plan (e.g.,

500 minutes/month) needs to pay any calls that are over

the call time limit. In these cases, if the attacker could

somehow make unauthorized calls or prolong the dura-

tion of calls made by the VoIP subscribers, the attacker

can make the selected VoIP subscriber to pay more than

he/she should.

One key component in all our billing attacks is the use

of MITM. Given that VoIP service providers usually op-

erate one or a few SIP servers for call setup, most SIP

phones will be hundreds or even thousands of miles away

from the SIP signaling server. This would give the at-

tacker many opportunities to play the MITM in the pub-

lic Internet.

We describe four such billing attacks against sub-

scribers of leading VoIP service providers (e.g., Von-

age, AT&T): 1)InviteReplay billing attack; 2) FakBusy

billing attack; 3) ByeDelay billing attack; and 4) Bye-

Drop billing attack. Note all the billing attacks we ex-

perimented were against ourselves rather than any other

VoIP subscribers. At no time did we send any VoIP traf-

fic to negatively affect the VoIP infrastructure or violate

any service agreement.
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Figure 3: InviteReplay Billing Attack against AT&T SIP

Phone

3.1 InviteReplay Billing Attack

InviteReplay billing attack aims to make unauthorized

calls by replaying intercepted INVITE messages. Such

a billing attack exploits the implementation errors of

the anti-replay functionality in SIP authentication, and

it could be effective even if the INVITE messages are

protected by SIP authentication.

Figure 3 illustrates the big picture of InviteReplay

billing attack against AT&T SIP VoIP subscribers. The

MITM who is in between the AT&T SIP phone and the

AT&T SIP server can observe and intercept all the SIP

messages sent by the AT&T SIP phone. The MITM

can send the intercepted INVITE message to another at-

tacker, who can make unauthorized SIP calls by replay-

ing the modified INVITE message. Figure 4 shows the

message flow of the InviteReplay billing attack. Steps (1-

4) show that when the AT&T SIP phone (xxx-xxx-0451)

calls a PSTN phone (xxx-xxx-9398), the SIP phone need

to authenticates the INVITE message to the SIP proxy

upon request. The MITM can eavesdrop the INVITE

message with the authentication credentials, and send it

to the remote active attacker. The remote attacker can

freely modify the RTP session parameters (e.g., IP ad-

dress and port number) specified in the SDP part of the

INVITE message since they are not protected by the SIP

authentication. Then the attacker can repeatedly mount

InviteReplay billing attack by replaying the modified

INVITE message as shown in steps (5-10). After step

(5-9), the call is established between the attacker and the

SIP server. In step 10, the attacker and the SIP proxy

exchange RTP streams to each other according to nego-

tiated session parameters (e.g., IP address and port num-

ber) specified in the INVITE and 200 OK messages.

Now the active attacker could either speak to the callee

or play some recorded voice message. After step (5-10),

the online activity system of AT&T’s CallVantage shows

that AT&T SIP phone made another call to the PSTN

phone although the original AT&T VoIP subscriber did

not call the callee again.

We measure the call duration by collecting network
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Figure 4: Message Flow of InviteReplay Billing Attack

against AT&T SIP Phone

traffic. Interestingly, the RTP streams of every unau-

thorized call last about 3 minutes. After 3 minutes,

the AT&T SIP proxy sends the attacker an INVITE

sip:******0451@192.168.1.118:5060 SIP/2.0 message

and stops sending RTP streams. We suspect that this is

due to the periodic registration by the AT&T SIP phone,

which would allow AT&T SIP proxy to identify the dif-

ference between the current location (i.e., IP address) of

the AT&T SIP phone and the IP address to where it is

sending the RTP stream. However, since the IP address

of the REGISTER message is not protected by the SIP

authentication, it can be easily spoofed as well. There-

fore, it is possible to make the unauthorized VoIP calls

longer than 3 minutes.

Our experiences show that the intercepted INVITE

message can be replayed successfully one week after it

has been intercepted. This means that the attacker could

repeatedly launch the InviteReplay billing attack against

the targeted AT&T VoIP subscriber.

Our experiments with our Vonage account show that

Vonage subscribers are immune from such InviteReplay

billing attack. This suggests that Vonage SIP server has

implemented the anti-replay function correctly.

3.2 FakeBusy Billing Attack

FakeBusy billing attack essentially hijacks VoIP calls of

targeted VoIP subscriber and controls the VoIP call du-

ration. As a result, the call attempted by the VoIP sub-

scriber would fail, and yet the VoIP subscriber will be

billed for the call of duration determined by the attacker.

Figure 5 illustrates the network setup of FakeBusy

billing attack, ByeDelay billing attack and ByeDrop

billing attack. There exist two MITMs: MITM1 stands

between the SIP phone (e.g., Vonage phone) and the

SIP servers (e.g., Vonage proxy servers) at one end,

and MITM2 stands between the SIP phone (e.g., AT&T

phone) and the SIP servers (e.g., AT&T proxy servers) of

the other end.

Figure 6 shows the message flow of the FakeBusy
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Figure 5: Network Setup of FakeBusy-billing Attack,

ByeDelay-billing Attack and ByeDrop-billing Attack

billing attack when a Vonage phone calls an AT&T

phone. The left and right parts show the message flows of

the caller side and the callee side, respectively. Note that

the signaling path and the RTP streams path are not nec-

essarily the same. We use SIP server to denote the server

(proxy) that handles signaling messages, and use RTP

server to denote the server that handles the RTP streams.

In step (1-4), the caller authenticates the INVITE mes-

sage to the Vonage SIP server. In step 4, MITM1 inter-

cepts the INVITE message with authentication creden-

tials and modifies the IP address and the port number

for RTP stream to its own IP and a chosen port num-

ber (e.g., 22222). In step 5, MITM1 sends the modi-

fied INVITE message to the Vonage SIP server. Upon

receiving the modified INVITE message, the Vonage

SIP server informs the AT&T SIP server that the Von-

age phone wants to call the AT&T phone. Meanwhile,

MITM1 sends a BUSY message to the caller, which will

make the caller think that the callee is on the phone. In

step 1’, the AT&T SIP server sends an INVITE mes-

sage to the callee. MITM2 intercepts the INVITE mes-

sage and replies with TRYING, RINGING and 200 OK

messages. MITM2 specifies his own IP address and a

chosen port number (e.g., 22222) in the 200 OK mes-

sage. This would let the AT&T servers send RTP stream

to MITM2 rather than AT&T phone. The Vonage SIP

server then sends TRYING, RINGING, 200 OK mes-

sage to MITM1. Now the IP address and the port number

in the 200 OK message point to the Vonage RTP server.

MITM1 replies with an ACK message to the Vonage SIP

server. Accordingly, the AT&T SIP server sends an ACK

message to MITM2. Now the call has been successfully

setup between MITM1 and MITM2, and the VoIP ser-

vice providers (e.g., Vonage, AT&T) starts to count the

time of the call.

In our experiments, we let the MITM1 and MITM2 ex-

change RTP streams for about 34 minutes before we let

MITM2 terminate the call. To terminate the established

call, MITM2 generates a BYEmessage and sends it to the

AT&T SIP server. Since the AT&T SIP server doesn’t re-

quire the BYE message to be authenticated, it will accept

it, reply with a 200 OK message and will ask the Von-
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Figure 6: Message Flow of FakeBusy Billing Attack

age SIP servers to tear down the established VoIP call.

Vonage’s online call activity system shows that Vonage

phone made a call of 34 minutes long to AT&T phone,

while the caller thinks the attempted call has failed and

the callee does not even know he has ever been called.

3.3 ByeDelay Billing Attack

ByeDelay billing attack seeks to transparently prolong

the duration of established calls between targeted VoIP

subscribers by delaying the BYE messages. Figure 7

shows the message flow of the attack when a Vonage

phone calls an AT&T phone. Steps (1-9) and (1’-6’)

are the same as the normal call. When the caller or

the callee hangs up and sends a BYE message to its SIP

server, MITMs intercept the BYE message and send back

a 200 OK message. This would give the caller or callee

the impression that the call has successfully terminated

while the MITMs have taken over the established call.

In step 12 and 9’, MITM1 and MITM2 generate bo-

gus RTP streams and send them to Vonage and AT&T’s

RTP servers respectively. This would give the service

providers the impression that the caller and the callee are

still actively talking, and thus prolong the call duration

to be billed.

In our experiments, we let the MITMs exchanging

bogus RTP streams for about 19 minutes before let-

ting MITM2 generate a BYE message and send it to the

AT&T SIP server to terminate the prolonged called. Al-

ternatively, we can let MITMs send the intercepted BYE

messages. Vonage’s online activity system showed that

the call between the Vonage phone and the AT&T phone

was 19 minutes longer than it actually was. Therefore,

ByeDelay attack could effectively cause overcharges of

the calls made by the VoIP subscribers.
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Figure 7: Message Flow of ByeDelay Billing Attack

3.4 ByeDrop Billing Attack

ByeDrop billing attack prolongs the duration of estab-

lished calls between targeted VoIP subscribers by simply

dropping the BYE messages. Figure 8 shows the mes-

sage flow of ByeDrop billing attack. In our experiments,

the normal call lasted for about 2 minutes before one

side hung up. Similar to ByeDelay billing attack, the

MITMs intercepted the BYE messages, and they replied

with 200 OK messages which gave the caller and callee

the impression that the call had terminated successfully.

The bogus RTP streams, as shown in step 12 and 9’,

lasted for about 20 minutes before the MITM2 stopped

sending RTP streams. Surprisingly, both Vonage’s RTP

server and AT&T’s RTP server kept sending unidirec-

tional RTP streams to Vonage phone and AT&T phone

respectively for about 218 minutes. After replaying those

RTP streams, we found out that they are just background

sounds. After about 218 minutes, the Vonage SIP server

and AT&T SIP server sent BYE messages (shown in step

14 and 10’) to terminate the call and their corresponding

RTP servers stopped sending RTP streams. We checked

the Vonage’s online call activity system, and it showed

that the call between the Vonage phone and the AT&T

phone lasted for about 240 minutes even though the real

call between the Vonage phone and the AT&T phone was

only 2 minutes long.

3.5 Discussion

We have shown that attackers, who are in between the

SIP phone and SIP servers, could successfully launch

billing attacks on subscribers of SIP-based VoIP services

without the knowledge of the secret password shared be-

tween the SIP phones and the SIP servers. Since the

SIP authentication mechanism has built-in anti-replay

capability, any correct implementation of SIP authenti-
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Figure 8: Message Flow of ByeDrop Billing Attack

cation (e.g, Vonage) should immune from the InviteRe-

play billing attack. Therefore, AT&T’s vulnerability to

InviteReplay billing attack is due to its implementation

error, and it is easy to fix. However, FakeBusy, ByeDe-

lay and ByeDrop billing attacks exploit the inherent vul-

nerabilities of the existing SIP protocol, and they are

more difficult to defend against. For example, correla-

tion of the RTP streams and the SIP messages has been

shown to be able to detect some VoIP attacks [24, 23, 22].

However, simply correlating the RTP streams and the

SIP messages will not detect the FakeBusy, ByeDelay

and ByeDrop billing attacks which could generate bo-

gus RTP streams with correct IP addresses, port numbers

and sequence numbers. This is due to the lack of in-

tegrity protection of the SIP message and RTP stream.

If the SIP messages are fully protected and all the RTP

streams are properly encrypted with anti-replay protec-

tion, the FakeBusy and ByeDelay billing attacks could

be detected and prevented. However, ByeDrop billing

attack is still viable even if all the SIP messages are fully

protected and all the RTP streams are properly encrypted.

Since packet dropping could indeed happen naturally on

the Internet, it is quite difficult to differentiate the Bye-

Drop billing attack from the natural packet loss. How to

effectively mitigate such kind of billing attacks remains

an open research problem.

4 Related Works

Here we briefly overview existing works related to SIP

security. Arkko et al [3] proposed a scheme to negoti-

ate the security mechanism used between a UA and and

its next-hop SIP entity. Baugher et al [4] proposed Se-

cure Real-time Transport Protocol (SRTP) to protect the

RTP traffic. Salsano et al [20] evaluated the SIP process-



ing overhead of SIP authentication and TLS. Geneiatakis

et al [8] looked at the potential threats to SIP. McGann

and Sicker [12] analyzed detection capability of several

VoIP security tools. Reynolds and Goshal [16] proposed

multi-protocol protection against flooding attacks against

VoIP network. Rosenberg [18] described the possibil-

ity to trick the interactive voice response (IVR) systems

into sending large amount of RTP packets to the target,

and proposed using interactive connectivity establish-

ment (ICE) to mitigate such a denial-of-service attack.

Wu et al [24] and Sengar et al. [23, 22] proposed cross-

protocol methods to detect denial-of-service attacks on

VoIP. However, none of the previously proposed VoIP in-

trusion detection methods could detect the billing attacks

we have described.

The concept of billing attack on VoIP is not new. Both

Internet draft [13] and paper [24] have mentioned the

possibility of billing attacks on SIP-based VoIP. How-

ever, they have neither implemented nor validated the

possible billing attacks. To the best of our knowledge,

ours is the first published work that actually implements

and empirically validates billing attacks against deployed

SIP-based VoIP.

5 Conclusions

Billing is fundamental to any commercial VoIP services

and it has direct impact on each commercial VoIP sub-

scriber. The use of public Internet for signaling makes

VoIP more susceptible to signaling-based billing attacks

than traditional PSTN calls. In addition, the change

from PSTN architecture, where the complexity and in-

telligence are in the network core, to VoIP, where the

the complexity and intelligence are moved to edge hand-

sets with relatively dumb network core, may inherently

make the VoIP billing and accounting more challeng-

ing for the VoIP service providers. We have presented

four billing attacks on subscribers of SIP-based VoIP ser-

vices: InviteReplay attack, FakeBusy attack, ByeDelay

attack and ByeDrop attack, which could incur charges

on calls not made by the subscribers or overcharges on

calls made by the subscribers. Our experiments show

that millions subscribers of leading commercial VoIP ser-

vice providers such as Vonage and AT&T are vulnerable

to various billing attacks, and the billing of existing SIP-

based VoIP services is not trustworthy. We suspect that

the VoIP billing vulnerabilities we have identified are just

the tip of the iceberg. We hope that our work will bring

the the research community’s attention to the problems

of VoIP billing and will inspire future work on securing

VoIP billing.
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