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Abstract: Current strategies for increasing food production rely heavily on the use of agrichemicals
to improve plant growth and resistance to disease. However, many of these chemicals have been
shown to have negative impacts on human health and the environment. Nanotechnology presents
itself as one of the promising technologies that can be employed to overcome these challenges, but, in
the same way that agrichemicals can be harmful, so too can nanotechnology production lines cause
harm. In an effort to produce nanoparticles (NPs) in an environmentally friendly and sustainable
manner, biological synthesis pathways using microbes and plants are being explored and developed.
Synthesis of NPs using endophytic microbiomes is one of the biological approaches showing great
potential, offering environmentally friendly alternatives to current production lines and adding
value to agricultural systems. This review presents the current potential of NPs synthesized using
endophytic microbiomes (primarily bacteria and fungi) to enhance plant growth and improve disease
resistance, ultimately making agriculture more sustainable. The future focus on the exploration of
this important technique is advocated.
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1. Introduction

Nanotechnology has found wide applications as biomarkers, diagnostics, and, most
importantly, as promising agents for biological imaging, nanodrugs, antimicrobial agents,
and acting as drug delivery systems [1,2]. However, one of the latest advancements in the
utilization of nanotechnology is in the agricultural and food sectors [3,4]. Nanotechnology
has played a major role not only in monitoring the development and growth of plants
but also in the protection of plants, alongside contributing to considerable improvements
in food production and quality [5,6]. In a bid to strengthen the utilization of nanopar-
ticles (NPs), experts are now concentrating on the synthesis of NPs through non-toxic,
environmentally friendly, and reliable methods, such as the use of biological systems.

The adoption of biological systems for NP synthesis is being given preference over
traditional chemical techniques, which can be harmful to the environment [7,8]. These bio-
logical systems can be referred to as forms of “green chemistry”, combining methodologies
derived from microbial biotechnology and nanotechnology to synthesize NPs. A shift away
from the traditional technologies used for NP production towards more environmentally
friendly systems will ultimately contribute to making agriculture and food production
systems more sustainable.

Microorganisms (fungi, viruses, bacteria, yeast, and actinomycetes) can be referred to
as biological nanofactories, assimilating metal ions from the environment and converting
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these ions into elemental compounds. These processes can occur as either intracellular
or extracellular events, and NPs synthesized by microorganisms are thus classed accord-
ingly as either intra- or extracellular NPs [9]. Microorganisms have been used for the
biosynthesis of the following NPs: Selenium, silver, tellurium, gold, silica, platinum, titania,
uraninite, palladium, and quantum dots (QDs), zirconia, and magnetite nanoparticles [10].
Microorganisms are highly diverse, multiply rapidly, and are adaptable to a variety of
environments, making them ideal systems for biological production processes, especially
when compared to larger organisms, such as plants [11]. In addition, microorganisms can
biosynthesize nanomaterials in solution, which is a cheaper and more efficient approach,
allowing the NPs to be filtered and separated easily and efficiently [12].

Endophytes are microorganisms that inhabit plant tissues without causing any harm
to the plants, although recent studies have shown that some can change life modes and
become pathogenic [13–15]. Endophytic organisms include archaea, bacteria, fungi, yeast,
and viruses, and are capable of producing a wide range of secondary metabolites, making
them ideal agents for NPs production [14,16,17]. Numerous plant endophytes, such as
bacteria (Colletotrichum sp., Bacillus cereus, Penicillium citrinum, Pseudomonas veronii) and
fungi (Aspergillus fumigatus, and Saccharomonospora sp.), have been reported to have the
potential to synthesize NPs [17–22]. This brief review summarizes the biosynthesis process
and discusses the current applications of NPs synthesized from endophytic microbiomes
(primarily bacteria and fungi), with emphasis on their prospect of enhancing plant growth
and ultimately contributing to sustainable agriculture.

2. Biosynthesis of Nanoparticles: Endophytic Microbiomes as Biological Factories

A variety of biological, physical, hybrid, and chemical approaches are employed in NP
production, however, only the biosynthetic approaches are environmentally friendly and
devoid of toxic chemicals. The toxic chemicals used in synthetic production processes limit
the scope of application for the final NP products, especially in biomedical, clinical, and
food-based industries [23,24]. A variety of mechanisms (intracellular and extracellular) for the
biosynthesis of nanomaterials exist in nature, however, this area of research has yet to be fully
explored [25]. The development of non-toxic, clean, and environmentally friendly techniques
for NPs production would be the outcome of harnessing these natural production systems
with the aid of organisms, such as plants, fungi, and bacteria [23,26] (Figure 1).

Metal-based NPs are synthesized by microorganisms via both extracellular and in-
tracellular mechanisms [27]. In all, an electrostatic contact occurs between negative and
positive charges of metallic ions of the cell wall of the microorganism during intracellular
production, followed by the reduction of the metal ion (M+) back to its metallic form
(Mo). Microbial reductases and reductases reliant on the cofactors nicotinamide adenine
dinucleotide phosphate (NADPH) and nicotinamide adenine dinucleotide (NADH), which
function as electron carriers in oxidation-reduction processes, catalyze this activity. As a
result, proteins in the periplasmic space or cytoplasm cap the NPs, stabilizing them. To
obtain pure NPs, however, cell disruption is an intrinsic requirement [28]. The culture
supernatant, cell-free extract, or biomass is combined with the solution of metals during
extracellular synthesis, while the NPs are formed outside the cell of the microorganisms.
Reductases generated and released into the culture medium by cofactors, and microbial
cells carry out this activity. The synthesized NPs are additionally stabilized by capping
agents once nucleation and bio-reduction have been carried out [12].

Fungal and bacterial endophytes have been proposed as biofactories for the produc-
tion of metal-based NPs with agricultural and therapeutic applications [10,29]. These
microbes colonize plant intra- and/or intercellular tissues, forming a symbiotic connec-
tion [16,30]. The endophytes may benefit plant health and development through a variety
of mechanisms, including the secretion of antimicrobial compounds and the production of
growth-enhancing metabolites [14] (Figure 1).
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Endophytic bacteria and fungi residing inside plant tissues can produce nanoparti-
cles, which can subsequently benefit the host plant by improving growth or reducing the
incidence of disease. Endophytes may withstand and/or collect metals in the environ-
ment to relieve toxicity and stress in the host plant, alongside promoting their competitive
advantage and adaption over other niche microbes [10,31]. The capacity of endophytes
to detoxify metals can be used to synthesize metal-based NPs through extracellular and
intracellular mechanisms. Some examples of this process include the production of AgNPs,
with a mean size of 22 to 45 nanometers and a spherical shape, which were synthesized
intracellularly using the supernatant of Ag-resistant B. safensis TEN12 [32]. Stable and
quasispherical ZnONPs, sized 2–9 nm, were synthesized extracellularly by the zinc-tolerant
endophyte C. geniculatus [33]. Additionally, cobalt oxide nanoparticles (CoONPs), spher-
ical in shape, with 20 nm in diameter, were also synthesized extracellularly by the CoO-
tolerant A. nidulans [33]. The zinc-tolerant endophyte Cochliobolus geniculatus generated
quasispherical and stable ZnONPs with sizes of 2–9 nm, again, through an extracellular
mechanism [33]. Similarly, the CoO-tolerant endophytic Aspergillus nidulans generated
spherical CoONPs with a diameter of 20 nm via an extracellular pathway [33].

Endophytic microbes can secrete several bioactive metabolites with a wide range of
structural diversity and biological activity, which can be used to investigate human health
and are also important in enhancing agricultural sustainability [14,34–36]. As a result,
fungi and bacteria isolated from various sections of plants may be readily cultivated in the
laboratory under optimal growth conditions to produce NPs with the required activities
and properties for biomedical or agricultural applications [37].

The application of nanotechnology in agriculture is an emerging field although there
are numerous existing applications (Figure 2), the true potential is yet to be fully appreciated.
Most inorganic NPs, especially gold and silver, are gaining relevance due to their wide
application. However, only a few studies exist on NPs synthesis from the endophytic
microbiome, highlighting the need for further research in this field.
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3. Endophytic Microbes in the Biosynthesis of Nanostructural Materials

In comparison to microstructured materials, nanoparticulate materials offer significant
benefits, such as enhancement of food safety and quality, reduction of agricultural inputs,
and enriching of absorbable soil nutrients. However, several parameters (shape, size,
and chemical composition) need to be taken into consideration when assessing the use or
potential application of NPs in the agricultural sector. The microorganisms involved in
the biosynthetic pathways, and the typical synthesis process, are the defining variables
that will dictate the production process, and thus, the end products. These metal reduction
activities usually take place via the NADPH and NADH-dependent reductases found in
endophytic bacteria and fungi [10].

The detection, identification, and isolation of the targeted endophyte is the initial
step in the manufacture of nanomaterials from endophytic microbes. A basic outline
of this approach is the selection and cleansing of plant material (leaf, root, seed, stem),
and the placement of small pieces of plant material on a growth medium. This is then
exposed to various growing conditions (nutritional supplements, temperature, CO2 rate,
culture medium, humidity) in order to determine which conditions are ideal for the specific
endophyte in question [38]. Following the initial growth, a process of subculturing and
formation of pure endophyte colonies will follow. For a thorough understanding of the
process of selecting, isolating, identifying, and subculturing endophytes, see the works of
Correa-Galeote et al. [39] and Zhou et al. [40].

To make NPs, the complete biomass of the microbes, the cell-free extract (which is
made up of the metabolites produced by the microbes) or the cell extract (obtained by
original biomass filtering) can be employed [41]. The NPs are created by using either the
cell extract (obtained during the filtering of the original biomass), or a cell-free extract
(which retains metabolites produced by the microorganisms). It is also vital to figure out
which of the above forms of interactions will be employed because these living systems
include inherent variables (such as enzymes and bioactive metabolites) that determine the
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type of nanoparticle produced. It is also worth noting that various microorganisms create
different types of enzymes and metabolites in varying amounts. These substances can
function as surfactants, even reducing agents or stabilizers, throughout the biosynthesis
process [42].

A solution of the NPs metal precursor salt is applied to a cell extract/biomass/cell-free
extract as a standard process for the creation of nanoparticulate materials. The most com-
mon compounds employed are transition metal chlorides, nitrates, acetates, and sulfates.
The critical components to maximizing the interactions required for the production of the
NPs are the reactional circumstances of pH, time, temperature, beginning reactants, and
pressure. This makes it possible to regulate the shape, content, as well as size of the NPs
that are produced. These NPs can be used to create a colloid after all these parameters have
been established, or they can be washed and filtered to produce a powder as the end result.

3.1. Silver Nanoparticles

Because of its anti-inflammatory and antimicrobial characteristics, silver has been recog-
nized and utilized as a medicine since ancient times [43,44]. It is also the primary NP that is
obtained using endophytic microbes’ green biosynthesis. It is worth noting that all AgNPs
produced by endophytes have a spheroidal form and use silver nitrate as the Ag+ ion source.

The utilization of endophytic microbes found in tropical plant roots might be a significant
mechanism for AgNP production. The bacterial endophyte Isoptericola sp. SYSU 333,150 [45]
and Streptomyces laurentii [29] were used to obtain spheroidal Ag NPs with diameters less
than 40 nm. Similar studies show that cell-free extracts (proteins and metabolites secreted in
culture) of fungal endophytes Chaetomium sp., Alternaria sp., Aspergillus sp., Cladosporium sp.,
Guignardia sp., Colletotrichum sp., Penicillium sp., Curvularia sp., Pestalotia sp., Phomopsis sp., and
Pestalotiopsis sp., with 30 nm AgNPs were extracted from the leaves of Azadirachta indica [46]
and Raphanus sativus [47].

The cell extract of endophytes provides a unique synthesis medium, enabling the
bioreduction of Ag+ ions to form AgNPs. Extracts taken from the cells of Aspergillus sp.,
Alternaria sp., Cladosporium sp. and Penicillium sp. were isolated from Calotropis procera
leaves [48], and Bionectria ochroleuca and Aspergillus tubingensis isolated from
Laguncularia race and Rhizophora magle can all form AgNPs sized up to 45 nm. Using fungal
cell extracts of Exserohilum rostrata, isolated from Ocimum tenuiflorum [49] and Penicillium sp.
from Tinospora cordifolia, AgNPs smaller than 15 nm may be generated in the same way [50].

The AgNPs can also be obtained from the whole biomass of these microbes, such
as Colletotrichum incarnatum, Penicillium funiculosum and Alternaria solani (from leaves of
Gloriosa superba and Datura metel) [51], leading to the formation of particles as small as 40 nm
in diameter [52]. The biomass of endophytic fungi found in tropical seaweeds may likewise
be employed to make AgNPs. Hulikere and Joshi [53] extracted Cladosporium cladosporioides
biomass from the Sargassum wightii, a seaweed, generating AgNPs with a 60 nm diameter.
In a similar study, Neethu et al. [54] used a cell extract of Penicillium polonicum, derived
from Chaetomorpha antennina, to synthesize AgNPs with a diameter of 15 nm.

3.2. Gold Nanoparticles

The anti-inflammatory and antimicrobial activities of AuNPs, like those of AgNPs, are
well documented [55]. Gold-derived NPs are formed with the aid of endophytes similarly
to other NPs, such as AgNPs, using intra and extracellular mechanisms. However, the
provision of Au ions as substrates for these NPs can be expensive. HAuCl4 is the most
utilized Au-based starting reagent in the synthesis of these NPs. The most common proce-
dure for the endophytic production of AuNPs is to use biomass of the fungal endophyte
Cladosporium cladosporioides taken from Sargassum wightii, which can produce AuNP spheres
up to 60 nm in diameter [56].

Baker and Satish [17] reported that a novel bacterial endophyte isolated from
Annona squamosal was capable of synthesizing AuNps, adding to the list of NPs gen-
erated by endophytic microbes. Furthermore, the cell extract derived from Cladosporium sp.,
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found in the leaves of Commiphora wightii, was used to make AuNP spheres with a diameter
of around 10 nm [57]. Cell extracts from Alternaria sp. and Aspergillus sp., discovered in
the stem and roots of Azadirachta indica and Rauvolfia tetraphylla, respectively, were used
to make AuNPs with triangular shapes [58]. The fungus Fusarium solani, which is found
in Cleistes fragrans roots, was used to make AuNPs with a needle-like shape and a size of
45 nm [59]. A recent study by Bogas et al [10] has focused on the biosynthesis of AuNPs.
The procedure was adjusted by considering the required particle sizes, synthesis time, and
extract concentrations, utilizing Paenibacillus terrae and Paenibacillus polymyxa isolated from
Prunus spp., [60] and Tabebuia spp. [61], respectively. This study highlights the necessary
procedures involved in producing AuNPs using biosynthetic pathways and assessing the
quality and function of the end products.

3.3. Copper-Based Nanoparticles

A less expensive option for both AuNPs and AgNPs is the production of CuNPs.
It was reported that the fungus Aspergillus terreus isolated from Origanum majorana and
Aegle marmelosa can produce spheroidal CuONPs from CuSO4 [62]. In this case, the use
of biomass and cell extract of the fungus led to the formation of CuONPs of numerous
sizes. It was reported that CuNPs sized less than 100 nm can also be taken from marine
actinomycetes, extracted from seaweeds [63], and Streptomyces capillispiralis isolated from
the leaves of Calendula arvensis [64]. Aspergillus terreus, isolated from Origanum majorana and
Aegle marmelosa [62] were able to produce spheroidal CuNPs using CuSO4 as the reagent.
Past studies have shown that it is possible to alter the shape of CuNPs by switching the
source of Cu2+ ions to Cu(NO3)2 and utilizing the Phaeoacremonium sp. to create nanorods
with a diameter of roughly 97 nm [10].

3.4. Zinc-Based Nanoparticles

There has been commercial interest in Zn-based nanoparticles because they provide
a new, clean way to create antimicrobial products with reduced cellular toxicity. Using
ZnSO4 as a starting reagent, ZnSNPs were obtained from the biomass of the fungus
A. flavus [65], isolated from the leaves of Nothapodytes foetida, which produced 18 nm
spheres. Uddandarao et al. [66] added Gd to ZnSNPs by adding Gd(NO3)3 to the cell
extract. It has also been shown that starting reagents, such as Zn(NO3)2 and ZnSO4, can be
used to make rods (50 nm) and ZnO spheres, respectively [62].

3.5. Titanium-, Cobalt, Nickel, Iron-Based Nanoparticles

The fungal endophyte Aspergillus terreus may reduce Fe, Ni, and Co salts to produce
spherical Fe3O4, NiO, and Co3O4 NPs with sizes of 60, 40, and 15 nm, respectively [62].
Spheroidal CoONPs have also been reported to be produced from the A. nidulans isolated
from the leaves of N. foetida [33]. Using the biomass of the endophyte
Trichoderma citrinoviride, isolated from Sorghum bicolor roots, nano- and microstructured
TiO2 particles of various forms, such as triangular, rodlike, spherical, and pentagonal have
been generated [67].

4. Applications of NPs from Endophytic Microbiomes for Controlling Disease and
Promoting Sustainable Agriculture
4.1. Antimicrobial/Disease Suppression Activities

Plant pathogens and the related diseases associated with pathogenic infections account
for losses of up to 30% in the production of staple crops globally [68]. Traditional methods
of treating plant disease rely heavily on pesticides which are harmful to the environment as
well as to human health. Several emerging fields aim to provide environmentally friendly
alternative practices for pest control. Examples include biological control agents and the
use of NPs derived from endophytic microbiomes.

Kim et al. [69] gave the first report to establish that silver is effective in inactivating
key enzymatic activities found in endophytic bacteria, thereby affecting the metabolic
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pathways of these organisms. This work highlights the role that AgNPs can play in the
control of microbial plant infections. AgNPs synthesized from endophytic microorganisms
have been reported to have strong antipathogenic properties against key strains of bacteria
and fungi [9,70].

Although there have been numerous past studies on the mycosynthesis of AgNPs [20,71],
few studies have explored the role of endophytes in the synthesis of AgNPs (Table 1). Verma
et al. [72] revealed in their study that AgNPs synthesized from the endophytic fungus
A. clavatus showed antifungal activity against Candida albicans. Moreover, Qian et al. [73]
reported that silver nanoparticles synthesized from Epicoccum nigrum, an endophytic fungus,
showed a broad antifungal spectrum against agricultural pathogenic fungi, such as C. albicans,
A. flavus, C. tropicalis, C. parapsilosis, F. solani, C. krusei, C. neoformans, S. schenckii, and
A. fumigatus. Netala et al. [74] also reported that silver nanoparticles synthesized from
A. versicolor secreted strong antifungal compounds, which are active against the prolifera-
tion of C. nonalbicans and C. albicans.

AgNPs are believed to be extremely safe in controlling numerous phytopathogens
when compared to chemical fungicides. AgNPs synthesized from Pseudomonas rhodesiae
showed strong antibacterial activity against Dickeya dadantii, the causative against the
bacterial root and stem rot disease of sweet potato [75]. Ibrahim et al. [76] also revealed
that the silver nanoparticles synthesized from Pseudomonas poae an endophytic bacterium
isolated from garlic, exhibited strong antifungal activity against F. graminearum, which is
the causative agent of wheat Fusarium head blight in the wheat plant.

Table 1. Summary of antimicrobial activities of nanoparticles synthesized from endophytic microbes.

Endophytic Species Activity Pathogens Active Against References

Silver nanoparticles
Aspergillus niger Antibacterial K. pneumoniae Hemashekhar et al. [77]

Epicoccum nigrum Antifungal C. tropicalis Qian et al. [73]
Penicillium sp. Antibacterial K. pneumoniae Singh et al. [78]
Bacillus cereus Antibacterial K. pneumoniae Sunkar and Nachiyar [18]

Epicoccum nigrum Antifungal A. fumigatus Qian et al. [73]
Nemania sp. Antibacterial P. aureginosa Farsi and Farokhi [79]

Epicoccum nigrum Antifungal S. schenckii Qian et al. [73]

Epicoccum. nigrum Antifungal C. neoformans Qian et al. [73],
Rana et al. [9]

Penicillium polonicum Antibacterial A. baumanii Neethu et al. [54]
Epicoccum nigrum Antifungal C. tropicalis Qian et al. [73]

Lasiodiplodia theobromae Antibacterial P. aeruginosa Ranjani et al. [80]
Penicillium sp. Antibacterial E. aerogenes Singh et al. [78]

Penicillium oxalicum Antibacterial B. subtilis Balakumaran et al. [46]
Epicoccum nigrum Antifungal A. flavus Qian et al. [73]

Fusarium oxysporum Antibacterial C. cladosporioides Vijayan et al. [81]
Pheidole pallidula Antibacterial P. mirabilis Muhsin and Hachim [82]

Bacillus cereus Antibacterial P. aureginosa Sunkar and Nachiyar [18]
Pestalotia sp. Antibacterial S. aureus Raheman et al. [70]

Gold nanoparticles
Cladosporium cladosporioides Antifungal A. niger Joshi et al. [56]
Cladosporium cladosporioides Antibacterial P. aureginosa Joshi et al. [56]

Copper nanoparticles
Streptomyces capillispiralis Antibacterial P. aureginosa Hassan et al. [64]
Streptomyces capillispiralis Antifungal A. brasiliensi Hassan et al. [64]

Actinobacteria Antibacterial E. coli Rasool and Hemalatha [63]
Streptomyces capillispiralis Antibacterial B. dimenuta Hassan et al. [64]

Actinobacteria Antibacterial P. mirabilis Rasool and Hemalatha [63]

4.2. Production of Nanopesticides

The number of patents and scientific publications on the plant protection properties
of nanometals has increased remarkedly over the last decade. Most of the scientific pub-
lications on this topic have emanated from Asian scientists, while the highest number of
patents are from Germany [83]. A survey by Kah and Hofmann [84] reported that nanopes-
ticides were observed to be more efficient than commercially sold chemical pesticides. A
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study by Park et al. [85] reported the efficacy of an endophytic, silver-based nanopesticide
in controlling fungal pathogens, such as Botrytis cinerea. The authors of this study reported
that when the endophytic silver-based nanopesticide was sprayed at a concentration of
0.3 ppm on pumpkin leaves, this application successfully controlled powdery mildew
disease after three days of application.

5. Toxicity Assessment of Endophytic Nanoparticles

Past studies have indicated that certain NPs can be a threat to animals and hu-
mans [86,87]. The interactions that nanoparticles have with cells and, consequently, their
potential toxicity, are influenced by their physiochemical characteristics. The creation of
safer nanoparticles may result from an understanding of these features. Recent research
has started to pinpoint certain characteristics that differentiate some nanoparticles from
others in terms of toxicity. According to theory, particle size is probably a factor in nanotox-
icity. Smaller nanoparticles have greater accessible surface area to interact with biological
components such nucleic acids, proteins, fatty acids, and carbohydrates as compared to
bigger nanoparticles of the same mass due to their larger specific surface area (SSA) [88].
Due to its tiny size, it is also probably feasible to penetrate cells and harm them.

The cellular absorption of particles, as well as how they interact with organelles
and proteins, may be influenced by the particle surface charge. Consequently, toxicity is
influenced by particle surface charge. High particle absorption (i.e., higher bioavailability)
corresponds with increased toxicity in accordance with mathematical likelihood and under
the assumption that particles are hazardous. For instance, it was discovered that three
similarly sized iron oxide particles were differentially lethal with varying charges on the
human hepatoma cell line (BEL-7402) [89]. Surface charges for Fe3O4 coated with oleic acid,
carbon, and Fe were 4.5, 23.7, and 14.5 mV, respectively. The nanoparticles’ toxicity rose as
the surface charge did. This implies that the larger the nanoparticle’s positive charge, the
more the electrostatic contacts and, thus, the greater the nanoparticle’s endocytic uptake
with the cell. Although the aforementioned research and other studies have helped us
understand how and why a property of a nanoparticle mediates toxicity, a more systematic
approach can help us learn even more about this topic.

Another illustration is that positively charged particles of the same size and shape
as positively charged ZnO nanoparticles had less toxic effects on A549 cells [90]. The
composition of cellular membranes can be used to partially explain the phenomena. There
are several glycosaminoglycans on the surface of mammalian cells. Since these molecules
have a negative charge, they are likely to interact electrostatically with nanoparticles that
have a positive charge [91]. The likelihood of internalization of nanoparticles increases
with the length and intensity of electrostatic interactions [92]. The same is true when
negatively charged DNA interacts with positively charged nanoparticles, causing DNA
damage. Although the aforementioned research and others have helped us understand
how and why a property of a nanoparticle mediates toxicity, a more systematic approach
can help us learn even more about this topic.

However, recent findings have shown biosynthesized nanoparticles, such as those
from endophytes, are less toxic to humans and the environment as compared to metal-based
nanoparticles. For instance, AgNPs synthesized using extracts of the fungal endophyte
L. theobromae and tested against P. aeruginosa, and P. aeruginosa ATCC (27853), which were
clinical isolates taken from hospital patients. The AgNPs used in this study reduced the
antibiofilm that the pathogens produced while also significantly inhibiting the development
of both strains as compared to the controls [93]. The endophytic bacteria Waltheria indica
was isolated from Pantoea anthophila and used to synthesize AgNPs, which were assessed
for their antimicrobial and antioxidant properties [87]. These authors found that numerous
oxidative stress-related degenerative illnesses could be suppressed by the AgNPs used in
their study.

Furthermore, the effects of nanomaterials on plants and the microorganisms inhabiting
the soil have been widely studied [94], but only few studies exist on the toxic effects of
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endophytic nanoparticle on humans and the ecosystem [10]. A study was carried out by
Lee et al. [95] to assess the impact of endophytic ZnONP on plant-soil interactions and
found that the association reduced the toxicity of the nanoparticles on the population
of rhizospheric bacteria. Lin and Xing [96] also studied the translocation of endophytic
ZnONP in ryegrass and reported an increase in ryegrass biomass. Furthermore, a study
carried out by Hong et al. [97] assessed the impact of endophytic synthesized nanoTiO2
on the photochemical activity of the chloroplasts of Spinacia oleracea and found that these
NPs increased the chloroplastic activity of these plants. Moreover, a study by Lee et al. [98]
analyzed the effects of AgNPs from endophytes on Sorghum bicolor and Phaseolus radiates
and found no negative impact on the growth and yield parameters of the plants. The above
studies show that it is necessary to assess the impacts of NPs on plants and that wide,
indiscriminate use of NPs should not be encouraged before determining the full effect these
particles may have on the host plants or the broader environment.

6. Challenges with the Biosynthesis of Nanoparticles Using Endophytic Microbiomes

NPs that are biocompatible, non-toxic, environmentally friendly, and economical
would be best for agricultural use. A lot of research has been done on the potential advan-
tages of metal-based NPs produced utilizing endophytes for agricultural applications [9,86].
However, the applications face a significant barrier due to the lack of understanding re-
garding their precise mechanisms of action, selectivity, and toxicity to people. Furthermore,
the broad-spectrum effect on soil microorganisms and the environment, in general, has not
been fully explored. Currently, a number of uncertainties remain regarding the effects and
quantities of endophytic NPs that can be used for crop growth and health. There are no
established procedures on the mode of application and carriers involved in the use of these
NPs for agriculture.

Furthermore, there are still loopholes in the regulation regarding the use of NPs in
agriculture. This situation highlights the incomplete understanding, by both practitioners
and policy-makers, of the specific interactions of several nanomaterials with biological sys-
tems, as well as their ability to accumulate and potentially have hazardous environmental
impacts [10]. With all the encouraging developments, there is still no unified regulatory
advice across the many regulatory bodies. However, there is still a significant opportunity
for the creation of new sustainable agriculture practices in the future through the green
synthesis of nanoparticles employing endophytes and other microbes [99].

7. Future Perspectives

Undoubtedly, nanotechnology has made a significant impact on the agricultural and
food sectors. However, despite the existing contributions already made and the potential
for NPs in future applications, it is important to note that most of the knowledge we
currently have is derived from laboratory tests. Understanding the practical use of NP
technology without knowing how it affects environmental toxicity is not viable. In order
to advance our current understanding and develop future NP technology platforms, it is
necessary to carry out comprehensive trials.

The open government awareness initiative to inform the general public about agricul-
tural and food nanotechnology and its uses by creating a sufficient database and supporting
documentation to serve as logistical assistance for both farmers and the general public is
very important. Moreover, trials assessing the dangers connected with the use of endo-
phytic NP-based products in the agricultural sector are critical. It is critical to determine
the lowest concentration dosage for NPs using soil-based concentration-dependent studies.

Furthermore, researchers must ensure a better understanding of the potential of NPs to
bioaccumulate during field applications and how this affects nanotoxicity, as well as learn
more about how trophic chain transmission affects the ecosystem. Research trials investi-
gating the impact of NPs on soil microbial communities and the interaction of NPs with
soil systems. Investigation of the value chain for the biosynthesis of NPs using endophytes
and comparing this against traditional, industrialized methods of production is crucial
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alongside pilot tests being conducted in natural environments in order to demonstrate how
endophytic NPs are influenced by their surroundings.

8. Conclusions

The synthesis of NPs using microorganisms is now being acknowledged as a cost-
effective and environmentally friendly approach, providing a much-needed alternative
to the traditional methods, which have been reported to produce hazardous and toxic
by-products. Recent studies have shown that endophytic microbiomes, especially bacteria
and fungi, can act as a warehouse of many bioactive metabolites which can be used for
the synthesis of NPs. The size of the NPs most often dictates their application suitability
in various fields, especially in the agricultural and biomedical fields. However, the break-
through in the biosynthesis of nanopesticides has proven to be less harmful and effective in
the control of many plant diseases. The synthesis of NPs from endophytic microorganisms
is an interesting aspect of nanotechnology which needs to be further explored. Ideally, we
hope to see biosynthesized NPs that can be used for targeted treatment of plant disease
and the improvement of plant growth and performance. Furthermore, to have improved
the shape and size of the NPs, future studies are required to investigate the molecular
mechanisms involved in the biosynthesis by endophytic microbes. Future studies should
also focus on better understanding the interactions between plants, different types of NPs,
and the various plant pathogens that are affected by them.
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