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Abstract

In this paper, two novel methods suitable for blind 3D mesjechbwatermarking applications
are proposed. The first method is robust against 3D rotatianslation and uniform scaling. The
second one is robust against both geometric and mesh siafibifn attacks. A pseudo-random
watermarking signal is casted in the 3D mesh object by defagiits vertices geometrically, without
altering the vertex topology. Prior to watermark embedding detection, the object is rotated and
translated, so that its center of mass and its principal compt coincide with the origin and
the z-axis of the cartesian coordinate system. This geomettiaaformation ensures watermark
robustness to translation and rotation. Robustness tommicaling is achieved by restricting the
vertex deformations to occur only along thecoordinate of the corresponding, @, ¢) spherical
coordinate system. In the first method, a set of vertices ¢hatespond to specific anglésare
used for watermark embedding. In the second method, thelsarapthe watermark sequence are
embedded in a set of vertices that correspond to a range &dsaimy) domain in order to achieve
robustness against mesh simplifications. Experimentailteeghdicate the ability of the proposed

method to deal with the aforementioned attacks.

Index Terms

3D mesh watermarking, blind watermarking, copyright pctts.

. INTRODUCTION

In the last decades many new technologies became availabtigital media representa-
tion, storage and distribution. The danger of copying, tanmg or transmitting copyrighted
data without authorization (including 3D graphics modedsdiin graphics arts, games, virtual
reality and digital terrain modelling) generated an insezhdemand for robust copyright
protection methods. Consequently, the design of robushigobs for copyright protection
and/or content authentication of multimedia data becamargent necessity. One approach
to this goal aims at generating and embedding an imperdeignal (called watermark) in
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the original data. The watermark can carry information able data owner or an authorized
user/distributor. Even though watermarking is a very &ctiesearch field and its application
to 2D still images and audio signals has been rather thofgugghdied, watermarking of 3D
mesh objects has not been heavily researched. Digital mat&ing of 3D objects remains a
challenging problem. One of the reasons is the fact thaetlseeno unique representation of
3D objects, e.g. there are 3D mesh objects, 3D objects mpexs using parametric surfaces
such as 3D NURBS (Nonuniform Rational B-Spline surfaces) or 3@ehdata combined
with texture information. The interested reader can redefl{-[3] for 3D NURBS graphic

data watermarking and to [4] for texture based watermarkin8D objects.

In general, watermarking can be separated in two differrgses according to the appli-

cations it was implemented for:

« Content authentication and tamper proofing.

« Copyright protection.

In the first class, the objective is to check content autb@ntor integrity and highlight any
tampered regions. This goal has motivated research ingldrar semi-fragile watermarking
technologies. The interest reader can refer to [5] for th@entication and tamper proofing
of 3D mesh objects using fragile watermarking. In copyrighttection applications, the
embedded watermark should be perceptually invisiblejstitally undetectable and robust
against various copyright attacks. This application typeswnore researched in the recent
past [6] -[17].

The watermarking systems can be separated in two diffefasses according to their

detection procedure:

« blind detection watermarking systems
. informed detection watermarking systems.
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In blind detection watermarking systems only the privatg iseneeded for successful water-
mark detection. In informed detection watermarking systaditional information concern-
ing the original object, besides the knowledge of the pewvety, is needed for watermark
detection. It is obvious that blind watermark detection im@or advantage, due to the fact
that neither original data knowledge nor time consumingcdem owners’ database is needed
to do watermarked object traffic monitoring over e.g. thesinét. More details about the
advantages of blind watermarking can be found in [18].

The algorithms for 3D mesh watermarking can be separatetidset using embedding
in the spatial domain [6]-[12] and those using transform eduing domain [13]-[17]. The
first watermarking algorithms for 3D mesh objects have be®pgsed in [9] and [10]. In
those papers, general principles for embedding watermaykaitering the geometry or the
topology of the triangles or the polygons of the 3D mesh dbj@we been introduced. The
presented algorithms use informed detection and fail unel@eshing attacks.

The fist watermarking technique for copyright protectioattbould handle mesh simpli-
fications has been proposed in [6] using informed detectior{11] an attempt to create
a 3D mesh blind watermarking system has been done. The mopeatermarking scheme
is a combination of three algorithms and can resist both effiansformations and mesh
simplifications. However, it is not blind, due to the infordhdetection used in one of them
in order to compensate for all affine transformations.

A watermarking system along with a method for mesh regisimahat needs the original
3D mesh object has been proposed in [12]. This method pravédve satisfactory results
against attacks such as Gaussian noise addition, surfackvision, affine transformations
and mesh simplification.

An algorithm for watermarking 3D mesh objects using blindedéon has been proposed
in [8]. In the first step of the algorithm a chain of verticedaheir neighborhood vertices
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are selected from the 3D mesh object and the vertices areeardecording to some distance
metric. The vertices to be watermarked are picked from thdgmng according to the water-
mark key. The neighborhood of the vertices to be watermaskeuild fulfil some criterion
that employs local mesh variations in order to ensure lovemsaark visibility. The watermark
is robust against rotation, translation, uniform scaling aropping. However, results against
more sophisticated attacks, such as mesh simplificatiorg hat been presented in [8].

In the category of transform domain watermarking systertigtia methods proposed in
[13]-[17]. In [13] the watermark is embedded using spreagtspim watermarking techniques.
The algorithm is robust against mesh smoothing, randoneraadslition and mesh simplifica-
tion using informed detection. The multiresolution meslkateposition [19] has been used
in [14] in order to embed the watermark in the wavelet domaime watermark can resist
affine transformations, partial cropping and random noddten to vertex coordinates. The
main drawbacks of this method are the non-blind detectiahtha fact that the mesh must
have a specific connectivity [19].

In [15] the watermark is embedded in the mesh spectral domaEaented in [20]. The
algorithm is robust against remeshing attacks, mesh snmgpthoise addition and cropping
using informed detection. Another robust watermarkingpatgm that transforms the mesh
to an image and then embeds the watermark using image-bastednvarking transform
domain techniques has been proposed in [17]. The algorithmobust against translation,
rotation, uniform scaling, mesh simplification and Gaussiaise addition attacks but requires
information of the original object in order to detect the aratark.

It is obvious that the vast majority of the 3D mesh object watrking systems use
informed detection. The additional information (in mosses the original 3D mesh object
itself) needed in the detection stage is used, primarillgeeifor object registration (in order to
compensate for affine transformations or for resamplingdgaining the initial connectivity
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[11], [12]), or for watermark extraction, since it is penfioed using a kind of difference
between the original and the watermarked object [6], [18%],[[16], or for both [13].

In this paper, two novel blind watermarking schemes for 3Dsimebjects of arbitrary
topology are proposed. The first watermarking method, theadled Principal Object Axis
watermarking (POA) scheme, is robust against rotatiomstesion and uniform scaling and
it is an extension of the method proposed in [21]. The secoethod the so-called Sectional
Principal Object Axis watermarking (SPOA) scheme, whiclamsimprovement of the first
scheme, is additionally robust against mesh simplificafidre low computational complexity
of both watermark embedding and detection and the blind wetkk detection used make
them suitable for 3D model traffic monitoring applicatiors €opyright protection.

The paper is organized as follows. In Section Il, the POA waseking method will
be described. SPOA watermarking procedure will be discugseSection Ill. The metrics
used to evaluate the watermarking performance and expetagerformance verification is

reported in Section IV. Conclusions are drawn in Section V.

[1. 3D WATERMARKING USING THE PRINCIPAL OBJECT AXIS(POA)
A. Preprocessing

A 3D mesh object is comprised of a set of verticés (in cartesian coordinates) and a
set of connections between these vertices. etlenote thei-th vertex,ul = (x;, y;, ).
The representation of the verte¥ in spherical coordinates is{ = (r;,0;, ¢;). The set of
all vertices of the 3D mesh object in spherical coordinatdk ve denoted asv®. In the
following, N(X) denotes the cardinality of a s&t.

The first step before both the watermark embedding and datgatocedures is a 3D mesh
object transformation. Its objective is to obtain invadaragainst 3D translation and rotation.
A description of each transform step follows.
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« Mass Center Trandation. The object is translated, so that its center of mass is thiece
of the coordinate system axes. L6t y; andz, be the coordinates of the translated vertex

uf andk,, k, andk, are the coordinates of the center of m&ss

] N(V©)
K¢ = ue. (1)
NV 2

« Principal axis alignment. The 3D mesh object is rotated so that its principal compbnen
axis of its vertices coincides with theaxis. This axis is the eigenvector that corresponds
to the greatest eigenvalue of the covariance m&irof the vertex coordinates [21]. Thus,
robustness against rotation of the watermarked 3D mestlttoisj@chieved.

« Conversion to Spherical Coordinates. The 3D mesh object is converted to spherical

coordinates in order to achieve robustness against scaling

r; =r(uf) = \/x? +y 2+ 22

1

0; =0(uj) = arccos(%_)

"

i = o(uf) = arctcm(%) (2)

wherez; ,y;, 2z, are the vertex coordinates after the model rotatigns [0, 00), ¢; €
[0,27) and #; € [0,7]. The domain® of # angles is defined a® = {¢; : Ju «

VS, 9(11;) = GJ}

B. Watermark Generation

The watermark generation procedure aims at assigning exetgx u; < V° of the 3D
mesh object with a labélu?) € {—1,0, 1,2} using two pseudo-random number generators.
The pseudo-random number generators are used for creatssgjueence ofV,, numbers
0¥ e0,7],i=1,...,N, and a watermark sequeneg, < {—1,1} ,i=1,..., N, of length
N,,, based on the owner’s private key. The sequene®’ a$ used for locating the vertices that
the watermark samples will be embedded into. The sequenowalicates how the watermark
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will be embedded in these vertices (how the vertex will beslatl). Let®" = {6’} be the

set of all¢” belonging to a certain watermark sequence.

C. Watermark Embedding

Here it is assumed that the 3D mesh object has enough vefticemtermark embedding.
In order to embed the watermark sample (assign a label), the vertexu; whose angle
0; is closest tod} is found. Then, the watermark embedding is performed byiagehe r

component of the vertex; € V*® according to:
(

r(uf) if I(uf)=0,2

r(ag) =4 gi(uf) i l(u) =1 3)

7

go(w) if Iug) = 1

\

where the vertex labé(uf) comes from the corresponding watermark sample and by assign
ing a labell(u;) = w; for each watermarked vertex. Originally all verticeg are labeled
I(us) =0, i =1,., N(V?).

The embedding functionsg,, g», and the appropriate detection function can be designed
giving different watermarking schemes. The functions #ratused in this method are based
on the values of the neighboring surface vertices of theexed be modified and are given
by:

g1(v}) = f(a1)H(uj), 4)

g2(u7) = f(az)H (u7) ()

wherea,, ay are suitably chosen constanfg(uf) is a local neighborhood operation of the
vertices arounds? and f(a) is a polynomial ofa. A discussion about the functioH is
provided in Section II-F. Moreover, the valuesaf a, are chosen so ag > 0 anda, < 0.
Different values ofa; anda, are used in order to provide a kind of visual masking where
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different thresholds are applied 9 anda,, according to the neighborhood region. That is,
different values of:; anda, should be considered for curved and hollow regions in order t
prevent the generation of visual artifacts after embedding

Except from using proper thresholds fgranda,, other masking procedures can be applied
as well [8]. That is, the curvature of a specific neighborhcad be measured using local
variance of the neighboring vertices. Then, the verticeth@se areas are avoided during the
embedding procedure.

The signs ofa; anda, are used for the detection function and their values detexrthie
watermark power. A watermark sample added in the vedgusing (4) and (5) is shown
in Figure 1. The operatoH is used in order to estimate the pojmt The pointp has same
6 and ¢ components with the verten,. Then, the vertexi, is moved in the direction of
ray casted from(0,0,0) to u, above or below the poinp. The pseudo-code of the POA

watermarking algorithm can be found in Appendix I.

| g1 v

91(uy) / 92(uy)
0
® o

g2

Fig. 1. The original vertexap and its neighboring vertices. A watermark sample is embedded in vaptex

All vertices that consist the neighborhood around a verthiclvis watermarked using;
or g, are assigned with the label 2. Thus, they are not altered by (3

The watermark embedding procedure is an iterative proeetthat finishes afteiNy, steps
or after all vertices of the 3D mesh object have been usedisnpitocedure (i.e. they have
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been assigned with a label -1, 1 and 2). If a vertex selecteddbermarking belongs in the
neighborhood of a previously marked vertex, theequence is advanced and another vertex
is selected.
D. Robustness to Uniform Scaling

In order for the watermark procedure to be scale invariaatHhoperator in (4) and (5)

should possess the property:

H(u7) = vH(v7) (6)

whereu$ = yv¢ in the corresponding cartesian coordinates amsla scalar that corresponds

to the scaling factofy > 0. Thus, for a scaled version of the 3D mesh object, it is vadat:t

sign(r(uf) — H(u})) = sign(r(v;) — H(v})). (7)

7 K (2

E. Watermark Detection

In the watermark detection procedure, the 3D mesh objeceumyestigation is trans-
formed according to the transformation presented in Sediié\. In order to cope with
object transposition in the principal object axis, the di&t® is being held twice, one for
each transposition. After the geometric transformatidhs, watermark sequence and the
anglesd’ are generated, using the owner’s key, in order to label eactex of the 3D
mesh objectu? with a labell(u?) € {—1,0,1,2} as described in Section II-C. Let the set
L, = {uj € V3, : l(uj) € {—1,1}}. The resulting detection function using (3),(4) and (5) for
everyuf e L, is :

1 if r(u)) — H(uj) >0

d(u;) & ’ (8)
—1 if r(uf) — H(uf) <0
Based on the watermark sequence and the detection sigrials decided whether the
watermark under investigation is embedded in the 3D mesécblgr not. The detection is
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based on the value by value comparison of de;) with [(u]) € {—1,1}:

if 1(u) # d(u
() = Lif I(uf) # d(uf) ©

0 otherwise

The false detection signal is equal to 1 if a watermarkedexeid falsely detected and 0
otherwise. The detection ratio is defined as the ratio of tireectly detected vertices to the

sum of the watermarked vertices in the 3D mesh object:

a1 s
D, %~ T u;wa — ey(ud)). (10)

The embedding functions are designed in such a way, so tagirtbabilityp of a vertex
to be detected as signed with or g,, for an unwatermarked 3D mesh object,0i§. The
watermark decision is taken by comparinhy, with a predefined threshold. The threshold

value determines the minimum acceptable level of waterrdatkction.

F. The Neighborhood Operator

The neighborhood operatad used in (4) and (5) plays a very important role in the
watermarking procedure. In the POA watermarking proceddrevas used for locating the
watermarked vertices and in the SPOA (will be discussed enrtiaxt section) method for
forming the random variablé, (16). Here some implementations of this operator are shown
and their advantages and disadvantages are discussed.

A first operatorH that could be used is the arithmetic mean of theomponent:

H(u}) ==Y r(v)) (11)

Jj=1

where {v$} is a local neighborhood ofi; andn = N({v;}). The original vertexu; does
not belong to the neighborhodgd;}.

Another simple operatof! is the median of the neighborhode:}. The local neighbor-
hood used can be defined using vertex connectivity infolonatir some distance metric. If
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connectivity information is used, then the neighborhoad lsa found very quickly, otherwise
extra computational time is required (e.g. for finding theearest vertices of vertax; using
Euclidean or other distance metrics). In the case that acimitg information is not taken
into consideration for defining the vertex neighborhoog, tbsulting watermarking method
is more robust against connectivity attacks and is suitadslevatermarking 3D point clouds
(connectivity information is no longer necessary). A famolf more sophisticated operators
H can be constructed by building a parametric surface usiaghdighborhood vertices as
control points. Such kind of surfaces are the tensor proBeeier surfaces [22]. Thé/ (u?)

of a vertexu; can be calculated from the intersection of the ray (line} thacasted from

O = (0,0,0) to the vertexu$ and the parametric surfad&(s,t) defined as:

B(s,t) = i i bi;m (8)bjn (t) Vi, (12)

where {v{;} is the neighborhood of the vertex;, b;,.(s) and b;,(t) are two Bernstein

Polynomials given by:

k!

7M1 — 1) 1. 1
(k—l)!l!T( VL 0<T< (13)

bl,k(T) =
Let p© be the point wher@ (s, ¢) and the ray casted frorfd, 0, 0) to the vertexus intersect
thend(u) = 0(p®), ¢(uf) = ¢(p®) wherep® andu? are the corresponding vertices pf

1

anduf in spherical coordinated? is chosen to be:
H(u7) = r(p°) (14)

The pointp® can be found using a very efficient method called Bezier aligg23]. In case
that the ray intersects the patch in two poiptsandp; thenp?® is the closest point ta;.
Another parametric family of surfaces that could be useddaming the operatord, is the
NURBS family.

It can be easily proven that the neighborhood operatérslescribed in (11) and (14)
possess the property given in (6) in order to produce scabiant watermarks. In order to
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build the control points for the Bezier surface the neighborhvertices one way is to project
the vertices inx, y plane (make the coordinate 0). The vertices are sorted in the ascending
order of z. After they are separated im sets with each set contaims elements. Each of
the n sets is successively sorted in ascending order with regpegctcoordinates. In order

to construct the initial neighborhood the connectivity ¢enused and then order the points
inside the Bezier tensor product surface. Figure 2 shows hewoperatord works for a
tensor product surface df x 4 control points. The vertices that comprise the neighbodhoo

of u® correspond to connectivity down to depth 3.

(€) (d)

Fig. 2. (a) The neighborhood vertices are projectedstay) and ordered; (b) the patch BID; (c) the patch along with

the Bezier surface; (c) the ray casted fr¢f0,0) to the vertexu® intersects the Bezier surface

The vertex prediction operataf can also be built using quadratic surfaces. Quadratic
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surfaces have the advantage that do not need some orderiBgzaey surfaces. Another
advantage is that they do not need some special method im tovdend the intersection
point with the ray casted fron0,0,0) to the vertexu®. The predicted vertex can be easily
found by just solving a quadratic equation. For every peitit= (z;, y;, z;) that belongs to

the surface it is valid that:
ax? + By? + vz + 20y + 2ezixy + 2Cayi + 2w + 2wy + 2z +p =0 (15)

Using the neighborhood vertices the set of the parameéters v, o, ¢, ¢, u, v, 1, p| of equation
(15) can be calculated. The poiqt that is the intersection of the ray casted fr¢mo0, 0)

to the vertexu$ can be calculated by (15) using the fact that) = 0(q®), ¢(ui) = ¢(q°).

(3

IIl. SECTIONAL PRINCIPAL OBJECTAXIS (SPOA) WATERMARKING

Mesh simplification routines reduce the mesh size for faptecessing and rendering,
while, at the same time, maintain the perceived object staaqk its visual quality. The
interested reader can refer to [24]-[26] for efficient meishpdification algorithms. Examples
of the object Stanford Bunny [27], with 34834 vertices and%B#&iangles, simplified using

the algorithm in [24] are depicted in Figure 3.

(a) (b) (c)
Fig. 3. (a) Stanford Bunny object; (b) afte6% vertex (e) aftei90% vertex decimation.
Mesh simplification attacks frequently erase some verticasare used in the embedding
procedure and/or may alter principal object axis as welthSalterations can cause watermark
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synchronization loss and, thus, false watermark rejecfidre previously described water-
marking scheme has been proven to be sensitive against nneglfisations. This is due to
the strong dependency of the principal component axis @t@m with the object vertices
and to the fact that a watermark sample is embedded in onlyvertex. Thus, in many
cases blind detection will fail. In a non blind fashion mesghgification and cropping will
be handled if the center of the mass of the original 3D meshablgnd the principal object
axis were available at the watermark detection stage. Hexvav this case the watermark
detection becomes informed which is a serious drawback caterwarking procedure.

In order to achieve robustness against mesh simplificateet af vertices that correspond
to a range of) angles®, C © is selected and the components of these vertices are used
as watermark embedding primitive. Let the 36®;) = {u} : u € V* 6(uf) € ©;}. For

each vertex i(®,) the differenced,(u;) is formed :

d, () = r(ug) — H(u) (16)

where H is a local neighborhood operation of the vertices, desdribeSection II-F, around
u? and theH (u}) is considered as an approximation function of tfja;) that depends of
the neighborhood of;.

The operatot is chosen under the assumption thgtu?) follows a Gaussian distribution
with variances? and zero mean. The verification of the statement ¢ghdbllows a Gaussian
distribution has been done only experimentally with the at&olmogoroff-Smirnoff test
[28]. Sinced, is assumed to follow a Gaussian distribution with zero meah\ariancer?,

the so-called left and right variance estimators are defasetbllows:

~2 1 2
T N{d, cd, <0}) — 1 dZKO & (17
~2 1 2
" T N{d, :d, > 0}) - 1 2 & (18)

dr>0
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and are sufficient for estimatingf:

(19)

Q
o

Q
X

The idea behind the SPOA watermarking method is to use thangym (19) of the
distribution ofd, and alter only one side of the distribution. In other words émbedding
procedure affects only one of the two variance estimatofy, (20) and the other one is used

in the watermark detection procedure.

A. Watermark Generation

In this scheme, the watermark generation aims at sepatéignigtervall0, | in L intervals
®,, 7 =1,.,L. At each interval®; a labelw; = [(®,) € {—1,0,1} is assigned indicating
how this interval will be altered by the embedding proceduree valuel(®;) for each
interval, is determined by the owners’ digital key using aymo-random number generator.
The intervals®, for which [(®,) € {—1,1} have fixed length of rad. The lengtht is
determined by the tolerance that the algorithm should hawease of principal object axis

alterations.

B. Watermark Embedding

The watermark embedding procedure is an iterative proeedpplied to each interval
®,,7 = 1,...,L and ends when the entire interv@, 7| is covered. In the first step a
numberd(1) € [0, ] is picked, using a pseudo-random number generator fed étlowner’s
private key. Afterwards, at each step of the procedure two uniform distributed pseudo-
random number generators are used for producing a numpet {—1,1} and an angle
01(m) € (0,¢). The valuew,, is used for labelling the sd{[0#(m),0(m) +t)), while the set
I([(m)+t,0(m)+t+6,(m))) remains unaltered (labelled with 0). The watermark embegldi

June 28, 2005 DRAFT



18

in these sets is described subsequently. THen+ 1) is set equal t&(m) +t+ 6,(m). The
algorithm continues in the same way until the interalr] is covered.

The parametet is a constant that controls the length of the intervals thidit emain
unaltered during the embedding procedure. These intenedfsthe procedure to be owner’s
key-dependent.

The watermark is embedded in the 3D mesh object after thecagiph of the transforms

described in Section II-A, by altering thecomponent of the vertices &®,) according to:

(

R(I(®;)) if [(©®;)=0

RYI"(0;)) =< G(I(©®,)) if 1(©;)=1 (20)

G.(I(©y)) if [(©;) =-1
whereR denotes the vector of thecomponents of a set of verticds

The embedding function&; andG, cast a watermark sample; by assigning(®;) = w;,
when applied to a sdi(®;) by changing the distribution of the random variable(16) of
the vertices contained if(®,). G; changes the distribution a@f. by inducing deformations
in the » component of the vertices of a SEPO ;) without alterings?. The application oG,
alters ther component of some of the vertices < I(®;) that haved, (uf) > bs;, so that it
falls inside the interval0, ba;). Constanth controls the watermark perceptibility.

In the same manne&, deforms the distribution ofl, by altering ther component of
some of the verticesi; € I(®,) that haved,(uj) < —bg, so thatd,(u;j) falls inside the
interval (—b4,.,,0) without altering the paramete#s of d,.. That is, watermark embedding
is performed by altering only some of the vertiogswith d,.(u?) > bg;, when embedding
the watermark sample); = 1, (I((®;) = 1), whereas the remaining vertices for which
d.(u7) < 0 remain unaltered, since they are used in the detection guoeelf/(®,) = —1
the vertices withd,.(u;) > 0 remain unaltered and those with(uj) < —bs, are used for
watermark embedding.
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Figure 5 shows how the watermark valug = 1 can be embedded in a sKO;). As
can been seen in this Figure, the distribution domain isra¢ga in three intervals in order
to embedw; = 1. The first interval {, < 0) is used for evaluating? and the second
one ( < d, < ba;) is modified by depositing the vertices from the watermargetinterval
(d. > ba,). Figure 6 shows the local distribution modifications fortdding watermark value
w; = —1. One interval is used for evaluating (d, > 0) and the second one-65, < d, < 0)
is modified by depositing vertices from the watermark tangétrval (r < —ba,) to the
deposit interval £b5,,0). The functionds; and G, can be just summing rules. That is, they
can just add a constant number to theomponent of the vertices to be altered. The proposed
algorithm is described in its general form and various fioms for G; and G, could be
used (e.g. multiplication rules).

Masking procedures can be also applied in order to preverdrdation of visual artifacts as
described in the previous section. The embedding algonshaescribed pictorially in Figure
4. The gray intervals are the ones the watermark is to be etieloed he black intervals remain
unaltered. The watermark sample 1 will be embedded in tleeviat®,,, = [0(m), 0(m) +1).
The pseudo-code of the embedding algorithm is given in Adpeh.

For an unwatermarked 3D mesh object and for a set of veri@®s) of this object it is

valid, under the assumption thét follows a Gaussian distribution, that:

Prob(d, > bé;) = %&%} ~ G(—b) (21)
and
Prob(d, < —bg,) = %gj)))) ~ G(—b) (22)

wherel,(©,) = {u] € I(0,) : d,(u®) > bo,}, L,(©,) = {u} € I(0;) : d.(uf) < —bs,} and

Pfob(X) is the probability estimate of the hypothesis The functionG is given by:

Glz) = J% / e dy. 23)
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T 1(©)
m) +1,8(m) +t+81(m))

O, = [6(m),8(m +t
wm =1
o) > \

Fig. 4. The region[0, 7] is separated in black and gray intervals. The watermark samples amddethin the gray

intervals.

vvvvvvvv
tar gev interval

bo,

Interval foro,; estimation Inferval forG,; estimation

Deposit interval Deposit interval

Fig. 5. (a) Original distribution ofi,. in a setlI(®;); (b) distribution ofd, after the application o .

Let I¥(®,) andI}'(®,) be the vertex set§, (®,) andI;,(®,) after watermarking. The
following inequality holds for the probability estimateadathe setl*(®,) that has been
produced byG; on the watermarked 3D mesh object:

N{I(©;))

P;Obw(dr > bOA’l) = W
J

< G(-b) (24)

Similarly, if I¥(®;) was created by,, the corresponding inequality is valid:

N{?(©;))

P;Obw(dr < —b(}l) = W
J

< G(-b) (25)
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(a) Original distribution ofi,- in a setl(®;); (b) distribution ofd,. after the application of5;.

Equations (21), (22), (24) and (25) are used for calculatimgdetection ratio which is used

for deciding whether a 3D mesh object is watermarked or not.

C. Watermark Detection

In order to cope with object transposition in the princip@jext axis, the detection is

being held twice, one for each transposition. Prior to watek detection, the 3D mesh object

under investigation is geometrically transformed, as diesd in Section II-A. Afterwards, the

watermark sequence is generated according to the owneitaldkey forming the intervals

©, and the labelsv; = [(©,). For the setd*(®;) with [(©,) € {—1, 1} the detection ratio

is formed as :
NIFP(®;)

d(®)) a ) NA¥(©;) J (26)

NI (9;)) _

The average detection ratio:
1

D, % —— : 27
% Fan 2 1) (27)

jEM

(M = {k : [(®) € {—1,1}}) is used for watermark detection. The decision about the

ownership of the 3D mesh object is taken by comparing the wetek detection ratio given

June 28, 2005
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by (27) to a predefined threshold For an unwatermarked 3D mesh object:

D, ~ G(=b) (28)
whereas for a watermarked 3D mesh object:

D, < G(-D). (29)

The detection ratid,, is invariant to uniform scaling attack due to the propertgatied

in (6). A proof of this statement can be found in Appendix IlI.

V. PERFORMANCEEVALUATION

To evaluate the performance of the proposed algorithm, tB€ RReceiver Operating
Characteristic) curves have been derived and the SNR hasussehin order to measure
watermark perceptibility. A more detailed descriptionldals.

To measure the SNR of a watermarked 3D mesh object the folgpfarmula is used:

N-1/_2 2 2
SNR =10log,)( =y Luizp (8 + 4+ %) ) (30)

Yoico (@i = 2)2 + (G — yi)* + (2 — 2:)?)

wherex;, y;, z; andz;, y;, Z; are the coordinates of verte¥ before and after the watermark
embedding, respectively.

The decision on whether a 3D mesh object is watermarked kentdy comparing the
detection ratioD,, to a thresholdl’. For a given threshold, the performance of the system
can be expressed as a function of the false alarm probali}ityl’) (i.e. the probability of
detecting a watermark in a non watermarked object or in aaobbhat is watermarked with
another key) and the false rejection probability.(7") (i.e. the probability of not detecting

a watermark in a watermarked object using the correct key):
Pfa(T) = P’I“Ob(Dw > T|H()) = / wa|H0(t)dt (31)
T
T
PfT(T> = PT’Ob(Dw < T|H1) = / wa|H1 (t)dt (32)
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where H, is the hypothesis that the watermark exists in the object/nds the hypothesis
that the watermark under investigation does not exist irothect andfp,, 7, (t) and fp,, m, (t)
are the probability distribution functions of the variaklg, given by (L0) or (27). Ideally
Py, and Py, should be zero.

The ROC is the curve defined W, (T"), P (T") for variousT'. The operating point where
P, = Py, is called equal error rate (EER) and can be used as a quasetiestiimation of the
watermark detection performance. If a Gaussian distduis assumed for botlfy,, 7, and
fp,|mH,, having meangip,,|m,, tp, |z, and variancesr})w‘HO, a%ylel, the following formula

can used to evaluate the ROC curve:

V20p,imer f T (2Ps — 1) + pp iy — Bpu|y

\/§UDM\H1

Pra =3l —erf( ARG )

A set of experiments using several 3D mesh objects has beeducted to illustrate
the robustness of the proposed techniques against sevealefyic attacks and 3D mesh
simplification. A panel of viewers has also been used forfyiaig the visual imperceptibility
of the watermark. The geometrical attacks that were teste@B translation, rotation and
uniform scaling. Due to the invariance properties of thendfarm that is applied to the
3D mesh object prior to watermark embedding and detectlom,résults for these attacks
were identical to the ones obtained when no attack was peeidrand thus they will not be
presented separately.

For the POA watermarking algorithm, described in Sectionthié watermark embedding
power is related to the constants anda,. In practise the values af; anda, are iteratively
increased until a specified SNR value is achieved. The dhgoriwas tested for many
watermark lengths and it was found that the use of at leastwai®rmarked vertices gives
good results even for small 3D mesh objects. Of course, thermpeance is improved if the
watermark length is increased.
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The experiments were realized on a Pentium IV 3.4 GHz procassichine, where the
execution of either the embedding or the detection proeedasted between 0.05 and 6
seconds, depending on the watermark length and the sizeeo8@hmesh object. Thus,
the watermarking method is very fast. The 3D mesh object desedlemonstrating the
performance of the first watermarking scheme is the 'Dino’'8&sh object with 5497 vertices
and 10778 triangles. The original 'Dino’ 3D mesh object dmelwatermarked object depicted
in Figure 7. There are no visible differences between the dbjects. The ROC curves for
this object for varying watermark vertex number are deplidgte Figure 8(a). Detection has
been performed using 1000 correct and 1000 wrong keys. ThHe &itl SNR values for
the 3D mesh object Dino for various values of the embeddingepaare summarized in
Table IV. The EER is very small, this guarantying excellestedtion performance. The
large SNR values ensure the imperceptibility of the watekmAn attack considered for
POA algorithm is the noise addition with SNR equal to the ohthe watermark. The ROC
curves for this attack are depicted in Figure 8(b). Howetrer,performance of the algorithm
reduces as the noise level is increased. Such an attack mag savere alterations to the
shape of the 3D mesh object.

TABLE |

WATERMARK DETECTION RESULTS FOR THE3D MESH OBJECTS DINO

Object | Watermarked EER SNR

Used Vertices (dB)

Dino 300 51x107% | 116.4
400 4.2x1077 | 113.28
500 3.1x107% | 110.6
600 2x107% | 109.2

The watermark detection capability of SPOA algorithm, diéscl in Section Ill, and its
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Fig. 7. (a) Dino model; (b) Dino model with 600 watermarked vertices.

107+ RN

— — no attack v = 600
- noise VA
* EER vy

(@) (b)

Fig. 8. (a) ROC curves for Dino model for a number of watermarkextices varying from 300 to 600 and for embedding

power 0.001; (b) ROC curves of Dino model for random noise addition

robustness against mesh simplification has been verifiedveral experiments using mesh
objects much larger than the ones used for the first algoritiine models used for the
experiments are comprised of 25.000 to 500.000 vertices.ekiperiments were realized on
the same computer and both the embedding and detectiontexetme have been measured
between 5 and 10 seconds for neighborhood operators givéhihyand (14) respectively.
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It was found from the experiments that the principal compbaeis of the simplified object
differs from the original object’s principal component sixip to about 0.7 degrees for mesh
simplification factors up to 40% (simplification factor isetbo number of vertices removed
from the 3D mesh object by the mesh simplification procedurbls, the parameterthat
controls the length of the interv@®; was chosen to bé.4 degrees for achieving robustness
against mesh simplification. The paraméténat controls the watermark perceptibility was set
to 0.6. The 3D mesh object is 'Foot’ [29] with 25845 vertices and 8 &iangles. The objects
have been watermarked using 1000 random keys and then ®&dplvith various mesh
simplification factors. Detection has been performed usieg1000 correct and 1000 wrong
keys. The original 'Foot’ can be seen in Figure 9(a) wherbasaatermarked object with=
1.4, b = 0.6 and using (14) is depicted in Figure 9(b). The SNR measurthowatermarked
model was 126,8 dB. The corresponding ROC curves are depittEdyure 10 (a). It can
be seen from Figures 10(a) that the watermarking methodtsefsiirly well to simplification
attacks up tod0% of simplification factor. Of course the level of the simplitmon that a
3D mesh object resist is based also on the nature of the oljecde addition at the level
of watermark SNR has been also considered. The algorithistgdairly well to this attack.
The corresponding ROC curves can be seen in Figure 10(b).

The EER values for the 3D mesh object used in the experimemisf@a various mesh
simplification percentages using the simplification altjon reported at [24] are summarized
in Table Il using the neighboring operator at (14). The maiffecence between the two
different neighboring operators, (11), (14) is relatedhi® watermark perceptibility. Operators
like (11) give a crude approximation of thgu®) component of a vertexa® using its
neighborhood vertices, without taking into consideratiomway these vertices are distributed
in the 3D space. The approximation of théu®) by operators like (14) and (15) is more
elegant due to the fact that they take into considerationméng the vertices are distributed
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TABLE I

WATERMARK DETECTION EERFORFOOT MODEL FOR VARIOUS MESH SIMPLIFICATION RATES

Object Mesh EER
Used | Simplification H(14)
Foot 0.0 1x107°

0.2 1.21 x 107°
0.3 4x107*

0.4 72x107*
0.5 1.3 x 1072

A A
” W,

(@) (b)

Fig. 9. (a) Foot model; (b) watermarked Foot model.

locally in the 3D space. These remarks are confirmed by the &hilRes of 126,8 dB and

107 dB for neighborhood operators (14), (11) respectively.

V. CONCLUSIONS

Two novel blind 3D mesh object watermarking methods havenbg®posed in this
paper. POA and SPOA watermarking algorithms are robusinag&D translation, rotation
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Fig. 10. (a) ROC curves of Foot model for mesh simplification rgtédsom 0% to 50%; (b) ROC curves of Foot model

for random noise addition.

and uniform scaling (similarity transformations). Furtmere SPOA is robust against mesh
simplifications. Both algorithm are based on principal comgrd analysis. Thus, in case of
spherical objects the algorithms will become more seresttivattacks that affect the principal
component.

Both algorithms fail against cropping due to the fact thathsattack can cause severe
alteration to both principal object axis and mass centee diopping attack can be success-
fully handled, if the center of the mass and the principakobpxis of the original 3D mesh
object were available during watermark detection. Anoti¢ack that can cause watermark
detection errors is the general affine transformationshSarc attack can cause alterations
to the principal object axis and the mass center and additiowlisturb the entire object
geometry.

If the mesh simplification is applied in a nonuniform mannemay also affect the
calculation of the principal axis. That is, if different regs of the mesh are simplified on
purpose at different rates, its quite likely that the prratiaxis will change significantly and
cause loss of synchronization. One way for compensatinghisrattack is to use non-blind
detection and calculate the principal axis in the originajeot. Another way is to calculate
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the principal axis of the solid test 3D mesh object insteadsifig only the object’s vertices.

The solid 3D mesh object can be constructed by sampling tiecisinterior space.
APPENDIXI

Pseubo-CoDE OFPOA ALGORITHM

label all vertices with O

while i < N,, or all vertices have not been labeled with -1,1 or 2

select an anglé; and a samplev; € {—1,1} using the owners key
find the vertexu; such thatd(u}) ~ 0;
if {(uf)=0
if w; =1 embed watermark sample if using g,
else embed watermark sampleun using g,
end if
label all the neighboring vertices aff with 2
1—1+1
endif

end while

APPENDIX I

Pseupo-CoDE OFSPOA ALGORITHM

select a numbef(1) € [0, 7] using the owners key
O(1) — [0(1),0(1) +1t), m 1
while [0, 7] is not covered do
select a numbew,, € {—1, 1} using the owners key

if w,, =1 embed watermark sample I®(m)) using G,

else embed watermark samplelif®(m)) using G-

end if
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select a numbe#, (m) € (0, €) using the owners key
O(m+1) «—0(m)+t+0;(m), m —m+1
O(m) — [0(m),0(m) + ]
end while
APPENDIXIII

SCALE INVARIANCE OF DETECTION RATIO

Let O be a 3D mesh object ar@, be its uniform scaled version by a scaling factor 0.
Let Vi, and V§,  be the set of vertices @ andO,, respectively withuf € V¢ andvj € Vg, .
Thus,v§ = yus. Let an interval®; C [0, 7] of ¢ angles and the set of verticés = 1(©;).

For this setK the random variableg, (uf) andd,(v§) are formed as in (16). Then :

= r(up) = 7H(u;) (34

Thus, 5] = v6, and 6] = ~a:, whereg; and & are the corresponding left and right

standard deviations estimators of tbe in the intervalK. Finally,

Prob(d,(v§) > b6]') = Prob(vyd,(uj) > vbay)
= Prob(d.(uf) > bay)
(35)
Prob(d,(v;) < —ba)) = Prob(yd,(uj) < —vbo,)
= Prob(d.(uf) < —ba,).

Thus, the detection ratio®,, and D7, of the objectsO and O, defined by £7) are equal.
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