WSEAS TRANSACTIONS on SIGNAL PROCESSING O. Farooq, S. Datta and J. Blackledge

Blind Tamper Detection in Audio using Chirp based Robust
Water marking

0. FAROOQ, S. DATTA, AND J. BLACKLEDGE
Department of Electronic and Electrical Engineering
Loughborough University, Loughborough

Leicestershire, LE11 3TU UK

o.faroog@Iboro.ac.uk, http://www.lboro.ac.uk/departments/el/staff/farooq.html
s.datta@Iboro.ac.uk, http://www.lboro.ac.uk/departments/el/staff/datta.html
jon.blackledge@btconnect.com, http://www.lboro.ac.uk/departments/el/staff/blackledge.html

Abstract In this paper, we propose the use of ‘chirp coding’ for embedding a watermark in audio data without
generating any perceptual degradation of audio quality. A binary sequence (the watermark) is derived using
energy based features from the audio signal and chirp coding used to embed the watermark in audio data. Th
chirp coding technique is such that the same watermark can be derived from the original audio signal as well as
recovered from the watermarked signal. This not only enables the ‘blind’ recovery of the watermark, but also
provides a solution for deriving two independent extraction processes for the watermark from which it is possible
to ensure the authenticity of audio data and any mismatch indicating that the data may have been tampered with
To evaluate the robustness of the proposed scheme, different attacks such as compression, filtering, samplini
rate alteration, for example, have been simulated. The results obtained reflect the high robustness of the
watermark method used and is effectiveness in detecting any data tampering that may have occurred. Fol
perceptual transparency of the watermark, Perceptual Assessment of Audio Quality (PEAQ ITU-R BS.1387) on
Speech Quality Assessment Material (SQAM) has been undertaken and an average of -0.5085 Objective
Difference Grade achieved.

Key-words— Chirp Coding, Robust Audio Watermarkingelf-Authentication, Tamper Detection, Wavelet
Transform.

subsequently re-distributed in its original form without
1. Introduction the knowledge of the owner.

The growth in digital multimedia technologies has One sollution o ownership. protection is digital
made users switch from using analog to digital datyatermarking based on techniques for embedding a

The use of internet and wireless applications has mdd¥ €nergy signal (watermark) in an original
it easy and fast to transmit data and with th@ultlmedla data or host (i.e. audio, image and video

availability of powerful computing, digital copying data) in such a way that the perceptual quality is not

and tampering of data can be performed relativeﬂﬁgraded' This requires thgt the watermark be robust
easily. From the viewpoint of media producers arig"d that is can not easily be removed from the
content providers, the ability to copy digital datéiata/medla unless there-ls an appreciable .degradatlon
without loss of fidelity is undesirable because it ma§ the perceptual quality. ~ The corruption of a
compromise financial integrity and also violatdvatermark (an ‘attack’) may achieved by using
copyright [1]. Editing/tampering the content of datéechnllques such as lossy compression, scaling, signal
may give misleading/wrong information. ThereforeCTOPPINg, re-sampling, re-quantization, etc. of the
the protection and enforcement of intellectual properfj€dia- _ o

fights for digital media has become an important issue, 1 © @uthenticate originality of the data, another class
Cryptography can been used to guarantee sec@QfeWatermarking is carried out known as fragile
transfer of data from point-to-point. However, once th¥atermarking. In contrast to robust watermarking, in

data has been decrypted by a valid recipient, it can HiS case, the watermark breaks as soon as any
processing is applied to the watermarked signal. Each
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watermarking technique depends on the application based on the fundamental model for defining a signal

which it is applied. Robust watermarks are generalig general and is given by [17]

used for copyright and ownership verification. Ins= Pf +n (1)

comparison, fragile watermarks are useful for tr\ﬁ"/heref is the information content for the sign&AI,

purpose of authentication and integrity attestation. . . . .
o . ) . ... IS some linear operatom is the noise and is the

Developing imperceptible audio watermark is difficul

compared to image watermark because of the hingput[b signal. .This equation. is hF‘Sr:‘ar']'y takeAn to
sensitivity of the human ear. escribe a stationary process in which the operator

Audio watermarking techniques exploit the fact that invariant of time and the noise is characterized by

the human auditory system is insensitive to sm ﬁfalonary statistics (i.e. the probability distribution

amplitude changes, either in the time domain [1, 2l,mCt|9n OfAn IS, invariant of time). In cryptology the
tion Pf is referred to as the processes of

frequency domain [3, 4, 5] or other transform domair¥ 4

6, 7, 8, 9, 10, 11, 12]. Usually, embedding isdiffusion” and the process of adding noise is referred

performed in high amplitude portions of the signaF,O as the process of ‘confusion’. Here the principal

either in the time or frequency domains takind®'t is to develop methods in which the processes of

advantage of the ‘masking property’ of the human ea |_ffu3|on and confusion are maximized, an important

Another commonly used technique for watermarking E:Erlterlon being that the output should be dominated

based on hiding a low-amplitude spread-spectrum (S ;éthe noisen which, in turn, should be characterized

; . .by maximum entropy.
sequence, which can be detected via correlation.. . ) .
. Digital watermarking can be considered to form part
techniques [13, 14, 15].

of the same field of study, namely, covert

All the watermarking techniques discussed ang,,munications. Being able to recoverfrom s
referenced above fall either into the category of robust

or fragile watermarking. In this paper, we propose %randes a way (.)f reconstructing t_he mformatlon
signal dependent chirp based and robust au(ﬁgntent _Of the S|gn§1I. If we consideas being
watermarking technique which helps to detedpformation that constitutes a ‘watermark’, ands a
tampering of the watermarked signal. This technigd®d signal (an audio signal, for example) "_1 which the
provides watermarks that are both robust and fragilatermark is embedded, then our problem is to recover
Section 2 of this paper gives the basic introduction 9 watermark from the host signal. If, in addition, it is
watermarking and the mathematical background Ressible to determine that a copy ofhas been made
embedding and extracting the watermark. ThHeading to some form of data degradation and/or
proposed chirp based watermarking technique §@rruption that can be conveyed through an
discussed in Section 3 along with the watermad®propriate analysis off , then a scheme can be
sequence extraction process. The watermark sequedeeeloped that provides a check on: (i) the authenticity
is generated by calculating the energy in sub-bandkthe datas ; (i) its fidelity, [1, 18].

obtained by using wavelet decomposition of the audikomally, the recovery off from s is based on the
signal. To extract the watermark sequence from th®erse process

audio data, the same wavelet decomposition is again _

carried out to evaluate the sub-band energies of the= P*(s—n) 2)
signal. The normalized sub-band energies are used as Ay _ .
features to generating the watermark sequence. THaere P is the inverse operator. Clearly, this
scheme is found to be robust to the attacks simulat&§Hires the fieldn to be knowra priori. If this field

and can thus detect tampering in the audio signal. has been generated by a pseudo random number
generator, for example, then the seed used to generate

this field must be knowma priori in order to recover
the dataf . In this case, the seed represents the private

2. Watermar kmg: BaCkground key required to recovdr. Further, if the process of

Methods —of watermarking digital data haveonfusion is undertaken in which the signal-to-noise
applications in a wide range of areas. Digital, o i <ot 1o pe very low (i.¢n| >> HPfH) then the
watermarking of images has been researched for many

years in order to achieve methods which provide bottatermark f can be hidden covertly in the data
anti-counterfeiting and authentication facilities [16]. A

. . -1, .
principal equation that underpins this technology igro\/lded the inverse proces8 “is well defined and
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computationally stable. In this case, it is clear that the a maximum and where the integrals are taken over
haost signal or imagen must be known in order to the extent of each function. Her€®, P and N are
recover the watermarkf leading to a private gven by the Fourier tranforms of (the time-domain

watermarking scheme in which the fietdrepresents a filter), p (the instrument function) and (the noise)
key. respectively. The ratio definingis a measure of the

Another approach is to consider the case in whisfgnal-to-noise (SNR) ratio. In this sense, the matched
the field n is unknown and to consider the problem ofilter maximizes the signal-to- noise ratio of the
extracting the watermarkf in the absence of this output. Assuming that the noisn(t) has a ‘white’ or

field. In this case, the reconstruction is based on thaiform power spectrum, the (Fourier domain) filter

result Q(w) which maximizes the SNR defined bys given
- b
f= P_18+m (3) y( )_P*( ) 10
where Qg)th_ Icg is theref 4o
m=—pIn @ and the solution is therefore
. ~ T = p -
Now, if a processP is available in Whlcfﬂ Pl#»Hnﬂ, f(t)= ETI (w) fw)exdiat)dw (11)
then an approximate (noisy) reconstruction fotan Using the correlation theorem it can be shown that
be obtained in which the noisa is determined by the f(t) = p(t)- s(t) (12)

original signal-to-noise ratio of the dagand hence, The matched filter is therefore based on correlating the
the level of covertness of the diffused waterm&fk. signal s(t) with the instrument functiop(t). This

In this case, it may be possible to post-process ftfier is frequently used in systems that employ linear
reconstruction (de-noising for example) and recoverfeequency modulated (FM) pulses - ‘chirped pulses’
relatively high-fidelity version of the watermark, i.e.  which will be discussed later.

f~Pls (5)  The value of can be maximized when
This apprgach does not rely on a private key ( )_ P (a))

(assuming P is not key dependent). The ability to w) = |N(a))|2

recover the watermark only requires knowledge of the _ . _ _

operator P (and its inverse) and post-processin§f the noise n(t) is ‘white', then its power spectrum

options as required. The problem here is to find jN(w)|2 is uniformly distributed. In particular under
operator that is able to recover the Watermaiéealize q

effectively in the presence of the fietd Ideally, we

(13)

conditions,

require an operator P with properties such |N(60)|2 =1 Uw, (14)
thatP*n - 0 then
Qw)=P (w) (15)

2.1 The Matched Filter

The matched filter (e.g. [19, 20, 21]) is a result a2.2 Deconvolution of Frequency Modulated
finding a solution to the following problem: Giventhat  Signals

)= plt) O £(t)+nlt) (6) The matched filter is frequently used in systems that
where utilize linear frequency modulated (FM) pulses known
(pO )9 =] p(t-7)f(r)dr, 7) as chirps or chirped pulses. Examples of where this
find an estimate for the Impulse Response Functifi@rticular type of pulse is used include real and
(IRF) f given by synthetic aperture radar [22, 23], active sonar and
Ai()_ (”. 5{t)= dt"' r)s(r)dr (8) some forms of seismic prospecting for example.
a _I Interestingly, some mammals (dolphins, whales and
where bats for example) use frequency modulation for
U Q(a))P(a))d 542 communication and detection. The reason for this is
r= 3 3 (9) the unigue properties that chirps provide in terms of
w w) aw the quality of extracting information from signals wit
[IN Q d h lity of ing inf ion f ignals with

very low signal-to-noise ratios and the simplicity of the
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process that is required to do this (i.e. correlation). T sindaTt) D f(t)|| o> Hexp(i atz)- n(t)H (25)
invention and use of chirps for man mad ~

communications and imaging systems dates backaod that in practice, f is a band-limited
the early 1960s (the application of FM to radar fofeconstruction of with high SNR. Thus, using chirps
example); mother nature appears to have ‘discoveredth matched filtering for the purpose of

the idea some time ago. . reconstructing an input in the presence of additive
The FM linear pulse is given (in complex form) by noise provides a relatively simple and computationally
p(t): ex;{—imz), |t|s-|/2 (16) reliable method of ‘diffusing’ and reconstructing

information encoded in the input functibnT he ability

for the matched filter to accurately recover information
o . from linear FM type signals with very low SNRs leads

frequency is given by: naturally to consider its use for covert information

i(mz) = 2at (17) embedding. This is the basis for the chirp coding

dt method discussed in this paper - covertly

which varies linearly witht. Hence, the frequency watermarking digital signals for the purpose of signal

modulation is linear which is why the pulse is referregythentication.

to as a linear FM pulse. In this case, the signal that is

recorded is given by (neglecting additive noise)

wherea is a constant and is the length of the pulse.
The phase of this pulse ig® and the instantaneous

st)=exd-ia?)0 1) <74 (18 3 Chirp Based Water marking

In matched filtering we have Chirp signals are used in pulse compression Real

f (t): exp(i mz)' exp(—imz)D f(t) (19) and Synthetic Aperture Radar applications to give low
_ AN T side-lobes when correlated with themselves. This gives
Texr{mt )sm c(aTt) H f(t) |t|_S /2 t_he advantage of being detected in the presence of high

In some systems, the length of the linear FM pulse figckground noise. In the watermarking application
relatively long. In such cases, considered here, this background noise is the audio

cos(a f)sin ¢aT)OsindaT) and signal to be watermarked. The basic model for

sir(atz)sin c(aTt) 00 (20) watermarking a signin(t) by a chirpchirp(t) is given
and so by _

H() OTsindaTt)O £ (t) ey L= chirelt)0 £(1)+n(t) (26)
Now, in Fourier space, this last equation can B¥1€re st) is the watermarked signal arf(t) the
written as watermarking code. The instantaneous frequency of a

logarithmic chirp signal is given by:
T
—Flw), <aT
Flw)=19 @) (22) freq(t) = freq, + 107 (27)
0, otherwise where
B =logy(freq - freqy)/t; (28)

The estimatef is therefore a band limited estimate o freqq is the initial frequency an freq; is the final
f whose bandwidth is determined by the product dfequency at timet;. For the case of a logarithmic
the chirping paramete with the length of the pulse chirp, the final frequency should be greater than the

T. Now, given that initial frequency. Fig.1 shows three different types of
s(t)zexp(—icrtz)D f(t)+n(t) (23)  chirps, classified in terms of the rate of change of
after match filtering we obtain the estimate frequency.

#() 0TsindaTt)0 f(t)+exp(icrt2)- t) @4 For authentication of the signis(t), two basic

The correlation function produced by correlatin&riteria must be satisfied: f(t) can be reconstructed
exp(i mZ) with n(t)will in general be relatively low in accurately and robustly; (ii) it should be very sensitive
amplitude sincen(t) will not normally have features 0 @ny degradation in the sigrs(t). The degradation

that match those of a chirp. It is therefore reasonatiie the signal may be due to lossy compression,
to assume that filtering operations, re-sampling etc. To satisfy the
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Fig. 1: Spectrogram showing the frequency sweep produced by a linear chirp (a), a quadratic chirp
(b) and a logarithmic chirp (c).

first condition it is reasonable to considf(t) in  components represents a unique part of the spectrum,

terms of its representation of a bit stream, i.e. @ natural measure is to consider energy, which is
digitized version of f(t). This binary code can be determined by the integral of this function over the

generated by using a key or a set of keys, which, whifduency range. The energy calculated in each sub-
reconstructed, is compared to the key(s) for tl%and |s.represented as a percentagg of the total energy
purpose of authentication of the data. However, thf the signal. The reason of calculating the percentage
requires the distribution of the keys (public and/ofnergies of the sub-bands is to avoid any influence of
private). Instead, a new technique for the generation ggna! scalln%] on the ather.]tlcatlor.] of the signal. The
the binary sequence using the spectral characteristiccOf"9y N tge sub-band is given by:
_the signal itself is_ propo_sed. Once the bipary sequenge _100 fl Pw)w 1<isN (30)
is generated, chirp coding can be applied. However, E o,
binary codes generated by using a key can also be usagnere
for chirp based watermarking which gives a robust oy
watermark. E= [P(w)dw (31)

0

) An audio signal is split into sub-bands by applying
3.1 Watermark sequence generation the wavelet transformation which is defined by [24]
The entire power spectrum is decomposed Mto *
wlf(t)]=F (t)=] () (t.7)dr

sub-bands i.e. (32)
Fa)= He), «0[@,.Q) 1<isN  (29)  Where

It is important that the signai(t) is band-limited and @, (t,r):iw(t_—rj (33)
has a bandwidth of2. The set of functions \/m -

P,P,,.Py represents the complete spectral The wavelet transform is essentially a convolution

characteristics of the sign ai(t). Since each of the transform in whiche(t) is convolution kernel, but with
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Fig. 2: Watermark sequence (0110010) and the correspondipgcohied signal.
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Fig. 3: A section of an original audio (above) and chirp based watermarked signal (below).

a factor L introduced. Introduction of this factor These energies represent the basic ‘signature’ of the
provides dilation and translation properties into thaudio signal from which the watermark is composed.
convolution integral (which is now a functionlof.

This provides the transform with the ability to analys:é'2 Waterma.rk Embedding
Concatenating the total energy and sub-band

signals at different resolutions. _ :
The code generating method is based on computiRgergies provides the watermark feature or vector. The

the energies of the wavelet transformation oher tOt@l energy, along with the percentage energy is
levels. Thus, the signalf(t) is decomposed into CONVerted into  binary form using a ‘b* bit

. . . representation. Concatenating all these bits into a
wavelet space to yield the following set of functions: . . .
single string gives the watermark sequence to be

Fy (T)’FLz (T)"'FLN (T) _ _ (34) embedded in the audio signal. Fig. 2 shows a binary
The (percentage) energies of these functions are th@iyuence (0110010) and the corresponding chirp code
computed, i.e. in which the phase of chirp is reversed for a ‘0’. The
E :@”FL- (r)‘zdr whereE=§jEi (35) chirp frequency is taken to be Ic_>w -(upto 1OQ Hz) so
E ' i=1 that the embedded watermark is imperceptible with
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Fig. 4: Watermark sequence generation and chirp based watermark embedding.
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Fig. 5: Block diagram of watermark extraction by two independent process with tamper assessment.

regard to the low sensitivity of human ear in thi§3Watermark Recovery

frequency range. A scaled version of the chirp code 1$ i _
added to the audio signal to be watermarked. A section’ "€ Watermark is extracted using two processes.

of original audio and the corresponding chirp baséa'rst, the watermarked audio signal is correlated with

watermarked audio is shown in Fig. 3 and thibe chirp signal. The correlation obtained is then
watermarking scheme is shown in Fig. 4. passed through a zero threshold. For positive values a

‘1" is output and for negative values a ‘0’ is generated.
This process recovers the watermark sequence. The
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second method used for the extraction of the Table 1: Average values of the MOV of PEAQ
watermark is based on the decomposition of the signabasic model for audio taken from SQAM showing
into sub-bands to calculate the percentage energies abe imperceptibility of the proposed watermarking
explained in Section 3.1. The recovered watermarkscheme

obtained by these two processes is compared using and

EXOR operation. If the two sequences match a string | Model Output Variables Scores

of zeros is obtained and the audio is classified as being Total Noise to Mask Ratio -14.9094
authenticated or else tampered. This watermark| RMS Noise Loudness 0.383418
extraction scheme and check on authenticity is shown| Relatively Disturbed Frames 0.014487
in Fig. 5. Objective Difference Grade -0.508%6

Although all the MOVs were calculated from the
) PEAQ (basic version) test, only those relevant to

4 Experimental Results watermarking are reported here. The Noise-to-Mask

Different audio files from Speech QualityRatio (NMR) is an estimate in dBs of the ratio
Assessment Material (SQAM) [25] were used fobetween the actual distortion (caused due to the
embedding the chirp based watermark. These audi@bedding watermark in this case) and the maximum
signals are sampled at 44.1 kHz with 16 bits pépaudible distortion. The total NMR is the average of
sample. Logarithmic frequency sweeps were generafé¢ NMRs calculated over all frames. Negative NMR
from 1 Hz to 100 Hz to make the chirp imperceptible/alues indicate inaudibility whereas values larger than
To calculate the watermark sequence, a wavelgB indicate audible distortions caused by the
transform is applied to the audio signal. Thaatermark.. This is an important test for checking the
decomposition of the signal is carried out producingigaudibility of the embedded watermark at different
binary tree structure as shown in Fig. 4. A total devels. As stated earlier, the SNR obtained is in excess
seven sub-bands are achieved for calculation ©f25 dB and shows a high level of watermark, but due
energy. The watermark sequence was generated udings very low frequency, it is not audible.
percentage sub-band energies and total energy a$he noise loudness guantifies the partial loudness of
explained in Section 3.1. distortions that is introduced when the watermark is

To further verify the above results, tests werémbedded in the host signal. The Root Mean Square
undertaken based on Perceptual Assessment of AutiRMS) value of noise loudness has a maximum limit
Quality (PEAQ, Basic) [26]. The average signal t@f 14.8197. The average RMS noise loudness achieved
watermark ratio achieved for the 16 audio signals uses embedding the watermark is 0.383418 which
was in excess of 25 dB. Since the human e#dicates no perceptual distortion.
sensitivity is more than 20 dB lower than the It is possible for the total NMR to be below 0dB
maximum sensitivity (which is around 3 kHz), theimplying inaudibility), but there may be a large
embedded chirp is not perceived at this signal taimber of frames with small positive values and few
watermark ratio. The PEAQ algorithm is the ITU-Rrames with large negative values. This distribution
recommendation (ITU-R BS.1387) for perceptustan be seen by evaluating the number of disturbed
evaluation of wide-band audio codecs. This algorithiffiames. A relatively disturbed frame is one in which
models fundamental properties of the auditory systelife maximum NMR exceeds 1.5 dB expressed as a
along with physiological and psychoacoustic effectéraction of the total frames. The results show that with
It uses both original and test signals, and appli€sirp embedding, less than 1.5 percent of the frames
techniques to find differences between them. Ahave an NMR above 1.5dB.
Objective Difference Grade (ODG) is evaluated using Using the eleven different MOV of the basic PEAQ
a total of eleven Model Output Variables (MOV) ofmodel, the average ODG for the audio files was found
the basic version of PEAQ. The original signal ant® be -0.50856 which is, in effect, equivalent to giving
watermarked signal for different embedding levels waah imperceptible difference.
used to evaluate ODG with results as given in Table 1.

ODG values mimic the listening test ratings and ha\QF:L Robustness evaluation towards attacks

values -4.0 (very annoying) to 0 (imperceptible
. (very ying) (imp P In order to evaluate the robustness of the proposed
difference).
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Fig. 6: Percentage bit error achieved for different cut-off frequencies of a high-pass filter.

scheme, different attacks were carried out on tel.2 MPEG layer 3 compression
watermarked signal. The watermark sequence wasA compression attack is one of the simplest and
fully recovered in the presence of additive whitgnost common attacks associated with audio data.
Gaussian noise up to a level of 20 dB. AttackSince chirp based watermarking was carried out on a
constituting scaling, resampling, decimation andave file format, it was necessary to evaluate the
interpolation on the watermarked signal and did neobustness towards compression attack. Experiments
result in errors in the recovering watermark sequencevere conducted for a wide range of constant bit rate
(CBR) ranging from 320 kbps to 128kbps. Further,

4.1.1 Filtering Attack variable bit rate (VBR) mp3 compression with lowest

The embedded watermark can sustain limited hiddit rates in the range of 32 kbps-128 kbps was also
pass filtering attacks. A FIR filter of order 50 withtested. Reconstruction of the watermark survived
different cut-off frequencies was designed to attack thPEG layer 3 compression with zero bit errors.
watermarked audio signal. The percentage of bit s in
error for different cut-off frequencies was evaluated.1.3 Signal Cropping
and the results obtained are shown in Fig. 6. It is clearArbitrary cropping samples of the watermarked
that for a cut-off frequency of upto 1KHz, thesignal was undertaken and the watermark detection
watermark can be fully recovered; however, for highgrocess applied. Depending upon the length of the crop
cut-off frequencies, errors start to occur. Since a filt@nd the portion of the signal to which it was applied,
has smooth transitions from stop-band to pass-bamiifferent results were observed with regard to the
the embedded chirp signal is not removed but @valuation of robustness. If data is removed from the
severely attenuated. Since the chirp can be extractsdl of the audio signal, then the watermark, prior to
from a high noise background (as explained in Sectisamoval of the data, is fully detected. However, if the
2), it is possible to extract the watermark at a high cusignal is cropped from the start or middle of the audio
off frequency. Further, it is important to note that bfile, then the watermark is not detectable from the
using filters with cut-off frequency higher than 1 kHzpoint beyond which the signal has been cropped. This
the perceptual quality of the audio is degraded. Thus, due to the fact that the offset paramatehanges
the embedded watermark cannot be removed from thfter cropping and hence the correlator cannot detect
audio signal without appreciable degradation in itdhe watermark.
guality. However, there is no error in the recovered
watermark subject to a low pass filtering attack due H)Z Tam .

. per Detection

the very low frequency content of the chirp. _ .
For tamper detection, the watermark sequence is
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TABLE 2
TAMPERING ASSESSMENT UNDER DIFFERENT ATTACKS

Type of Attack % bits in error Tampered

Low-pass filtering (f=0.99) 31.25 Yes

High-pass filtering =0.01) 27.50 Yes

Up-sampling 53.57 Yes

Down-sampling 50.00 Yes

Re-sampling 17.50 Yes

Compression-Decompression 45.00 Yes

recvered by two methods from the watermarked audauality that is substantially degraded due to the
signal. The first method is based on using thitering. Since any attack on the watermarked audio
correlation scheme as explained in Section 3.3. Thdl result in disturbing the original sub-band energy
second method of extracting the watermark is hdistribution, tampering can easily be detected for all
evaluating the total and sub-band energies obtainedthg attacks carried out. Thus the proposed scheme has
wavelet decomposition (explained in Section 3.1). the dual advantage of being robust to various attacks
the two sequences are the same, then the audio sigrmlwell as having a self-authentication capability to
is self-authenticated, else it is tampered. The result aécertain originality.

percentage bits in error due to different attacks on the
watermarked audio is given in Table 2. Both low-pass

(f. being the normalized cut-off frequency) and highRefer ences

pass filters were designed with 99% pass-band of t T]
original signal. These filtering attacks resulted in
negligible perceptual distortion but were detected
easily because of changes in the sub-band energies
distribution. For the same reason, up-sampling ang]
down-sampling attacks were also detected. The wave
file was compressed and then decompressed using mp3
CBR at 256 kbps which could be detected by the
proposed scheme. The attack due to cropping could be
detected since this attack reduces the energy in some[3f
the sub-bands. This results in a mismatch between the
two extracted watermarks thereby detecting tampering
in the audio signal.

[4]

5 Conclusions

The ability for a chirp-coded watermarking to be[s]
detected in a high noise background is used here to
embed a watermark in an audio signal. The use of a
signal dependent watermark sequence helps in blind
tamper detection of the audio signal. The scheme [6]
found to be robust to attacks such as compression,
scaling, resampling interpolation and decimation.
While the scheme is robust to low pass filtering, it
shows limited robustness to high pass filtering attack 7]
However, it is important to note that, the introduction
of errors in the recovered watermark, leads to an audio
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