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Abstract
Blockchain and artificial intelligence technologies are novel innovations in healthcare sector. Data on healthcare indices are
collected from data published on Web of Sciences and other Google survey from various governing bodies. In this review, we
focused on various aspects of blockchain and artificial intelligence and also discussed about integrating both technologies for
making a significant difference in healthcare by promoting the implementation of a generalizable analytical technology that can
be integrated into a more comprehensive risk management approach. This article has shown the various possibilities of creating
reliable artificial intelligence models in e-Health using blockchain, which is an open network for the sharing and authorization of
information. Healthcare professionals will have access to the blockchain to display the medical records of the patient, and AI uses
a variety of proposed algorithms and decision-making capability, as well as large quantities of data. Thus, by integrating the latest
advances of these technologies, the medical system will have improved service efficiency, reduced costs, and democratized
healthcare. Blockchain enables the storage of cryptographic records, which AI needs.
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Introduction

The health informatics technique underlying budgeting, per-
sonnel, patients, legal disputes, logistics, supplies, and other
procedures and medical workflows are often made up of a
sequence of conditional steps that can be visualized as a series
of repeated patient-care activities (Alotaibi and Federico
2017). Among hospitals and other healthcare service pro-
viders, internal controls should be increased; performance,
compliance, and consistency should be enhanced; and risk,

job time, and overhead should be reduced (Chapuis et al.
2010). This article outlines a healthcare smart contract struc-
ture that can handle patient data and simplify complicated
medical treatments (Campanella et al. 2016), based on ad-
vanced healthcare blockchain analysis and a robust approach
to healthcare management. We have looked at cutting-edge
blockchain studies in healthcare and presented a blockchain-
based solution to healthcare management. As shown by nu-
merous initiatives in various countries and economies, gov-
ernments and related business sectors are becoming more
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involved in digitizing healthcare systems. The path to success
is to integrate technology into each company’s DNA by uti-
lizing blockchain, AI, and other accessible technologies
(Wong et al. 2019; Bragazzi et al. 2020). To advance medical
research and achieve patient-centricity, the industry would use
technology to create user- and customer-centric interfaces and
data-driven decisions for innovative data processing ap-
proaches and better results (Sahoo and Baruah 2018). For
example, artificial intelligence (AI) could help identify and
prioritize individual patients for drug monitoring and growth,
critical for managed drug production and shorter timelines
(Paul et al. 2021). For repurposing marketed medications,
researching the effectiveness of medication formulations,
and dose measurement, clinical trial data was monitored using
numerical drug design methods and AI (Cha et al. 2018). As a
consequence of such a rapidly evolving climate, governments
must identify the most effective ways to leverage resources
and drive reform while ensuring the necessary consistency,
compliance, or data protection (Siyal et al. 2019). We have
mention in Fig.1 security measures in e-Health by blockchain
and AI. Blockchain aids in the creation of a system that de-
velops and manages content blocks known as ledgers, with
safe and automated data analysis. All health-related data will
be safely recorded and analyzed, allowing medical experts,
healthcare providers, and payers to receive timely updates.
This is taken a step further by AI algorithms into the
blockchain (Hang et al. 2019).To comprehend health
trends and patterns, AI began to think and learn like a
clinician. It gathers information from various sources,
including the patient, the radiologist, and images in
the form of unstructured data.

AI is also capable of executing complicated computational
functions and quickly evaluates vast volumes of patient de-
tails. However, some doctors remain cautious using AI in
healthcare, particularly in positions that may influence a pa-
tient’s wellbeing, considering the powerful capabilities that AI
can provide, which has demonstrated that, quicker than a

person, it can execute many dynamic and cognitive functions.
The automobile industry has already proven its ability to ex-
ploit AI to deliver driverless vehicles. However, other compa-
nies have already discovered ways to identify fraud or deter-
mine financial threats by utilizing machine learning. Only a
few points are demonstrating AI’s maturity level (Akkiraju
et al. 2020).

Blockchain in e-Health

The blockchain is a distributed database using state machine
replication, with atomic changes to the database referred to as
transactions grouped into blocks, with the integrity and
tamper-resistance of the transaction log assured via hash links
among blocks. The blockchain concept was introduced for
Bitcoin in the context of decentralized electronic currency.
The popularity of Bitcoin allows blockchain that can use with-
out depending on any established third party to enable trust-
worthy and safe transactions through an untrusted network.
There have been many reports on basic building blocks in the
blockchain (Feng et al. 2019). A sequential series of blocks
containing a list of complete and correct transaction records is
blockchain. The blocks are connected by a relation (hash val-
ue) to the previous block, thereby creating a chain (Lin et al.
2020). The block that precedes a given block is recognized as
its block header, and the very first block is recognized as the
block of genesis (Ahmad et al. 2019; Zhang et al. 2020). With
a growing interest in many applications, spanning from data
storage, financial markets, computer protection, IoT, and nu-
tritional science to the healthcare sector and brain studies,
blockchain technology has gained tremendous popularity
and progress to distribute safe and stable monitoring of
healthcare records. It may be a tool in the future that could
theoretically assist in customized, credible, and safe healthcare
by combining and displaying the whole real-time clinical

Artificial intelligence security in E-Health
AI health care AI security control

Blockchain in Electronic Health Records (EHR)
Present health records Traditional health records

Blockchain security in E-Health
Protection Privacy issues 

Fig. 1 Block chain and artificial
intelligence security in e-Health
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records of a patient’s wellbeing in an up-to-date, secure
healthcare setup (Linn and Koo 2016).

Blockchain platform to determine the health care status of
patient illnesses, focused on concurrent execution and artifi-
cial intelligence healthcare networks and the proposed ap-
proach analyses of the patient’s overall state, diagnosis, and
recovery system, and investigates the relevant surgical inter-
ventions by simultaneous operations and clinical decision-
making computational studies to assess the quality of care
for patients and the feasibility of diagnosis, the proposed
method has been evaluated in actual, as well as simulated,
healthcare systems (Bryatov and Borodinov 2019; Hylock
and Zeng 2019).

Blo CHIE, a specific blockchain-oriented healthcare
knowledge-sharing network, was created by Singh and Kim
(2018), and the proposed platform evaluates the criteria for the
exchange of health care data, specifically for personal health data
and electronic medical reports, and discusses numerous other
types of data by integrating blockchains within various sources.
They combined the application with on-chain and off-chain au-
thentication processes to verify the good specifications of both
validity and privacy. It is possible to significantly increase the
implementation of blockchain technologies to exchange medical
records, anonymity, and protection between clinical profes-
sionals and healthcare institutions (Andoni et al. 2019).

Cryan, M.A. adopting a related mechanism (Khurshid
2020) indicated a systematic and creative infrastructure
leveraging blockchain technologies to secure confidential pa-
tient records, solve fundamental data protection problems, and
introduce a hospital-wide blockchain software framework. In
biomedical science and therapeutic domains, blockchain tech-
nology has also shown tremendous promise. Through the
practical application of blockchain technologies, even before
beginning a clinical study or test, it may be possible to store all
clinical approvals, schedules, and protocols on a blockchain.
In this way, important clinical trial-related details will become
more up-to-date, protected, time-stamped, and openly
transparent.

Blockchain healthcare use cases in e-Health

Supply chain transparency

The assurance of medical commodities’ provenance to deter-
mine their legitimacy is a primary concern in the healthcare
industry, as it is in many others. Customers may track items
from the manufacturing site to each stage of the supply chain
using a blockchain-based system, giving them complete visi-
bility and transparency over what they are buying
(Narayanaswami et al. 2019). This is a severe problem for
the industry, especially in poor countries, where coun-
terfeit prescription drugs cause tens of thousands of fa-
talities each year (Edwin et al. 2017). It is also

becoming more critical for medical equipment; rapidly
expanding as more remote health monitoring is imple-
mented, attracting unscrupulous actors’ interest.

MediLedger is a well-known blockchain system that al-
lows businesses in the prescription drug supply chain to check
the legality of medicines and expiration dates and other crucial
information (Khezr et al. 2019).

Smart contracts

Smart contracts may also be deployed, repeated, and then
enforced to maintain transparency across multiple stages of a
medical study. A smart contract is a script that is processed on
a blockchain in the sense of the blockchain (Xia et al. 2017). It
was determined that a blockchain-based telemonitoring
healthcare system for remote patients detects and manages
cancerous cells. Smart contracts are included in the proposed
procedure, along with blockchains that can be used widely to
guarantee the authenticity and confidentiality of patient data in
significantly advanced hospitals and outpatient residences.

Another report proposed Dermonet, a blockchain-based
form of online dermatological consult ing with a
teledermatology surveillance device to assist patients with
dermatology (Mannaro et al. 2017).

Proactive aging (Brandon et al. 1991), on the other side, is a
blockchain-based network that helps promote aging people’s
active living. It can be remembered that blockchain technolo-
gy may be an appropriate and well-suited solution in compre-
hensive medical care procedures, such as chronic conditions
(e.g., cancer), surgical interventions, and aging. Moreover, to
perform advanced transnational analysis at the genomic
stage, it may be feasible for drug companies, drug pro-
ducers, and biomedical researchers to utilize DNA
knowledge housed on blockchains.

Smart contracts should introduce the blockchain to allow
transfers among different people quicker and much more effi-
ciently (Feingold and Fein 1987). In 1994, Nick Szabo intro-
duced this idea. He described a smart contract as “allow com-
puters to communicate procedure that implements the condi-
tions of a contract” and proposed that contract provisions be
converted to the code, thus reducing the need for
counterparties to work between the groups (Rallapalli 2016).

In a blockchain, smart contracts have a destination identifier
(Cong andHe 2019). For trade, a smart contractmay be rendered
quickly by specifying the blockchain address. It is performed on
each network node separately and manually, as determined by
the data found in the transaction (Dubovitskaya et al. 2017a).

Patient-centric electronic health records

Over the past few years, medical professionals, clinics, and
healthcare devices have been responsible for the need for a
sheer rise in digital technology of medical health data, as
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digital technology of this knowledge facilitates more accessi-
ble communication and control and is also a foundation for
better and faster decision-making. Currently, the most popular
implementations of healthcare blockchain technology are in
electronic medical records (Feingold and Fein 1987). Even so,
electronic health records (EHRs) are never generated between
various organizations to manage lifelong records, and individ-
uals leave their data fragmented between several institutions
when life circumstances isolate them from the data of one
provider through another; therefore, they lose simple access
to past data (Rallapalli 2016).

Many academics have brought up blockchain application
verification to preserve the EHRs, having confronted a crucial
need for a creative way to treat EHRs in a way that allows
patients to share in their present and traditional health records.
In handling security, honesty, and fast data exchange, a pro-
totype called “MedRec” uses distinctive blockchain advan-
tages (Wang et al. 2018). It operates on a decentralized basis
for maintaining data and claims and provides patients with a
complete, permanent background, providing quick and easy
access to their particular clinical documents through multiple
providers and care institutions (Scekic et al. 2019). “MedRec”
would not preserve or trigger adaptation duration for medical
documents. It stores a record label on a blockchain and in-
forms the patient who is liable for where the form will go.

Medical data exchange also poses crucial drawbacks
during the implementation of EHR, such as lack of in-
fluence over data, data provenance, monitoring, and
safety monitoring of medical information during the de-
ployment of EHR. It was launched MeD Share as a
secured blockchain framework for sharing medical data
between untrusted parties, keeping in mind certain lim-
itations. MeD Share may be used to share medical data
and retain electronic health records with high informa-
tion authenticity, customized audit authority, and limited
potential risks to data protection and privacy across
cloud service providers, physicians, and healthcare re-
search agencies. In general, EHR includes extremely
sensitive and critical patient-related data, which is also
exchanged for successful evaluation and treatment by
physicians, neurosurgeons, healthcare professionals, phy-
sicians, and scientists (Cyran 2018).

When a hospital visit begins, most clinicians with that
patient appear to see things immediately. Medication
glitches, hypersensitivities, and medication solutions
may be accommodated reasonably easily overall
blockchain records by practical patient-caring algorithms
without the need for cumbersome types of pharmaceutical
compromise. Consequently, the usage of blockchain inno-
vation would promote better access to treatment, monitor-
ing of medical records (Mandl 2001), and timely confir-
mation of clinical knowledge, enhanced surveillance, and
more productive organization of care.

Medical staff credential verification

Cryptographic protocols can track the experience of medical
professionals in the same way that can use it to track the
provenance of a medical good. Trusted medical institutions
and healthcare organizations can log the credentials of their
staff, which helps to streamline the hiring process for
healthcare organizations. ProCredEx, based in the USA, has
created a medical credential verification system based on the
R3 Corda blockchain protocol (Funk et al. 2018).

The following are the main advantages of the blockchain
system (Funk et al. 2018):

(a) During the employment process, healthcare organiza-
tions will be able to get credentialed more quickly.

(b) A chance for medical institutions, insurers, and
healthcare providers to profit from their existing creden-
tials data on previous and current employees.

(c) Transparency and assurance for partners, such as organi-
zations that subcontract locum tenens or in emerging
virtual health delivery models, tell patients about medical
staff experience.

The patient’s care may be affected during the collection,
delivery, and dissemination of this highly confidential patient
information to multiple organizations, which may pose signif-
icant risks to patient welfare and establish an up-to-date pa-
tient background. In chronically ill patients (e.g., leukemia
and HIV), the incidence of such threats may increase due to
a long history of pre-and post-treatment, obey, and recovery.
Therefore, it has been particularly imperative to preserve an
up-to-date medical background (Chou et al. 2015). Estonia
debuted with worldwide supremacy in blockchain technology
in 2016 when it introduced the concept of holding millions of
medical documents confidential and having them publicly ac-
cessible to medical practitioners and insurance agencies at the
same time and possibly the explanation for global develop-
ment in the usage of blockchain technology in medicine is an
explicit guarantee for patients to use this technology to make
their own. All in the blockchain, any access or modifi-
cation attempt can be easily labeled and remembered.
This is useful for the integrity of patients and identifies
any criminal activities, including wholesale fraud or re-
cord adulteration (Evans 1993).

Iot security for remote monitoring

The use of remote monitoring solutions, in which all types of
sensors detecting patients’ vital signs are utilized to help give
healthcare practitioners better visibility into patients’ health,
enabling more proactive and preventative care, is one of the
largest developments in digital health (Khan and Byun 2020).
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However, security is a major concern in health IoT, both in
keeping patient data private and secure and preventing it from
being tampered with to generate misleading data. In some
scenarios, where a connected device may be relied on in an
emergency, such as alerting an elderly person’s caregiver that
they have fallen or had a heart attack, it is equally critical that
the supporting systems are highly resilient to DDoS other
attacks disrupting service.

Blockchain technology could aid in the secure monitoring
of IoT devices in the field:

(a) Personal data is saved on the blockchain as a unique hash
function, and blockchain cryptography ensures that only
authorized parties have access to it (any change in the
source data will create a different hash function, and a
user must have a specific set of cryptographic keys to
decode the hash function into the source data)

(b) It is practically hard to tamper with patient data after it is
recorded on the blockchain ledger (as a hash function)
because doing so would necessitate having access to all
stored copies.

Tracking clinical trials and pharmaceuticals

1. Clinical trials are a medical approach that is used to diag-
nose and prevent disease. Many systems have been creat-
ed in recent decades to prevent and diagnose diseases.
However, these systems have some flaws, including data
integrity, record-sharing, data privacy, and patient enroll-
ment, that can solve these issues with blockchain technol-
ogy. The following are a few clinical healthcare systems
that provide data integrity and privacy. Healthcare is a
token-based currency that is used to keep track of infor-
mation on hospital employees, doctors, health plans, and
insurance companies, among other things. FHIRChain
(Zhang et al. 2018a, b) is a smart health system based
on smart contracts that allow clinical healthcare data to
be exchanged.

2. Similarly, Connecting Care (Nugent et al. 2016) is a
blockchain-based record-sharing platform accessible in
several English cities. In a diversified healthcare organi-
zation, Connecting Care is utilized to secure data relating
to hospitals and other medical record data. It provides an
access control list, ensuring that only authorized users
have access to the clinical system. Ethereum-based frame-
work is used for implementing smart contract capabilities
in the blockchain. To enroll a patient in the Healthcare
system, the system employs an enrolment strategy. The
authorities have access to the patient’s medical informa-
tion, and the patient can submit their personal information
to the system (Hang et al. 2019).

Clinical environments of blockchain technologies will un-
doubtedly open up new scientific opportunities for medical
research to progress. While, on the other side, the reliable, safe
and scalable collection, storing, and retrieving of these medi-
cal studies in precision medicine applications will help estab-
lish compelling opportunities for illness identification and
treatment. For cognitive schemes, a database might be used.
A digitized brain could be processed on a blockchain, and
neurotechnologies are at a somewhat experimental stage.
Only a few enterprises have gone so far as to announce a
position for blockchain technology (Brandon et al. 1991).

Blockchain in Healthcare industry

In 2016, blockchain was a hot subject, while the system has
been in operation since 2009 and is one of the primary com-
ponents used to exchange the Bitcoin digital currency (Zhou
et al. 2018). The system gets a lot of healthcare consideration
and funding from the office of the National Health
Information Technology manager because of its potential ca-
pacity to address many fundamental healthcare problems as
this technology is used to control and transport electronic
health records, confidentiality, compatibility, standardized
shared infrastructure, and international standards would be-
come accessible with the ever-changing technological world
and relentless healthcare advancement, IT executives recog-
nize that their goal is to implement the correct health IT trends
and innovations (Dubovitskaya et al. 2017b). However, health
IT administrators have to be cautious not to avoid becoming
adopters of emerging technologies that place a patient’s well-
being at risk (Taylor 2016).

The pharma industry is one of the fastest-growing sectors
globally. It is a critical player in patient outcomes aids in the
delivery of experimental and potentially beneficial treatments
to the market. It maintains the quality and efficacy of prescrip-
tion devices and drugs marketed to the general public.
Furthermore, it assists in diagnosing and processing sterile
medications, resulting in faster patient recovery (Haq and
Muselemu 2018). In most cases, drug makers face difficulties
monitoring their goods promptly, whichmay pose severe risks
by encouraging counterfeit goods to compromise manufactur-
ing or infiltrate the counterfeit medications system. As a result,
its production and distribution have become a significant
global health threat, especially in developed countries.

Blockchain may be a best-fit technology for testing, tracking,
and ensuring the manufacturing processes of potential medicines
during the production and research and development (R&D) of
these drugs (Jamil et al. 2020). An automated drug management
scheme (DDCS) may be a long-term solution for preventing illicit
drugs in this regard. Big pharmaceutical companies (Sanofi, Pfizer,
and Amgen) initiated a collaborative pilot project to inspect and
assess experimental medicines using a blockchain-based DDCS
(Casado-Vara et al. 2018a).
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Blockchain is essentially a distributed ledger (database)
that can be programmed to record online financial transactions
in such a way that they are secure and cannot be manipulated.
In the blockchain, each transaction is digitally signed from
participants to ensure its authenticity and security. The distrib-
uted ledger operates by consensus (smart contracts). Both
parties agree at the ledger to put each transaction into a block
and validate that block to add it to a chain. Each block contains
data and information (Khan et al. 2020a, b). Finally, that chain
is protected using cryptography algorithms, and consequently,
it cannot be manipulated or changed. Blockchain is a
decentralized technology that ensures the security of data,
and no one can manipulate transaction data because of its
many replicas in different servers. Data resources stored in
centralized servers are vulnerable to cybercrime. On the other
hand, blockchain ensures the security and privacy of data by
storing it in decentralized locations (Khan et al. 2020a, b).
Over the past few years, the market value of blockchain tech-
nology increased substantially. Blockchain technology is
more trusted and secure than all other record-keeping systems.
It is a distributed ledger where all nodes of the network share
the same documentation. It is also used to increase efficiency
and speed by automating the traditional process with
blockchain technology. It also reduces costs because it does
not require the buying and selling of products through third
parties.

Immutability

The blockchain data structure is built by time stamping a led-
ger, connecting it, and accessing it with the previous docu-
ments. The blockchain’s decentralized existence allows it to
store every form of record, such as healthcare, banking,
and supply chains, wherever authenticity, authenticity,
and audit capability are essential (González et al.
2015; Schechtman 2019).

Decentralized consensus

The strength of a blockchain derives from decentralizing it.
Cryptography and immutability are the keys to being adulter-
ated by the blockchain. It is a decentralized agreement,
though, that implements it. This organization will change a
blockchain where a single entity or organization operates all
networks. All it needs is the blockchain nodes that want to
authorize the operation (O’Hara 2017). However, it is far
tougher to undermine the blockchain’s consistency because
several parties with varying incentives must settle on what
constitutes a legal transaction by decentralized consensus. In
this scenario, many organizations operating a few nodes each
is the most efficient model because it is incredibly doubtful
that more than 50% of the nodes would intentionally consent
to compromise the blockchain data (Nakamoto 2018).

Baked-in incentives

A blockchain turns networks into markets at a high stage; an
individual of the network needs to do particular work, such as
saving data and validating transactions. The node provides
some profit in proportion to the work done to compensate
for that task and is a distributed ledger system that offers a
safe, decentralized, distributed information store tamper-
proofed (Ilinca 2020). Blockchain offers a trustless mecha-
nism that creates a network of open networks where a com-
munity of non-trusting individuals can cooperate and conduct
business without approval from third parties and provides a
shared data archive, where any peer in the network holds a
copy of mirrored data, rather than hierarchical records man-
agement of transactions processing (De Filippi et al. 2020).

The network handles the replication, exchange, and syn-
chronization of the peers’ data by any consensus process. The
digital currency is designed on top of a series of interaction
protocols that enable the shared management of transactions
through many computing devices that are geographically iso-
lated (Jennath et al. 2020).

Blockchain e-Health is a concept commonly used in the
healthcare industry that has been emerging since 2000 to ap-
ply to information and communication technology (ICT). It
can, across the Internet and associated technology, supply
creative solutions in the medical sector covering applications
such as medical informatics, patient healthcare, health care
practitioners, health care personnel, medicine, etc., relating
to clinical insurance, and health details. If the accessibility of
knowledge or data becomes seamless through expanded
Software and Applications and mobile devices, patients gain
access to their medical history and details regarding care (Yue
et al. 2016).

Securing e-Health system and efficient data

The storage and management of medical details need a con-
sistent concept of access control, authentication, and immuta-
bility of data information to ensure the integrity, confidential-
ity, and reliability of health documents and health reports that
contain all wearable sensor results and service facilities’ pa-
tient treatment records (Dwivedi et al. 2019). Due to data
sensitivity, as medical record-keeping involves privacy and
confidentiality, role-based consent for data upload and also
data processing should be enforced. Auditing processes can
be applied to record and document the requests and access the
data to be tracked. With a protected data access management
mechanism for multi-party enterprises, blockchain offers an
efficient structure for building a private/public network. The
ability of blockchain to build a stable, decentralized network
for data exchange has recently been investigated. A method-
ology for using a private blockchain for medical record book-
ing and the Healthcare Data Gateway (HDG) introduction has
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been identified to encourage customers to maintain their
healthcare records (Li and Han 2019).

Casado-Vara et al. suggested introducing personal medical
records management in the digital blockchain, where patient
documents are authenticated and maintained publicly in a dis-
tributed manner (Casado-Vara et al. 2018b). Blockchain tech-
nology, though, has its share of consequences regarding the
location of blockchain data information (Gole and
Lakshminarayana 2020). There are, therefore, few attempts
to use blockchain as an instigator for trustworthy healthcare
networks. They did not accept blockchain as a data layer but
used digital currencies and blockchain to enable the process-
ing or governance of the knowledge. Blockchain-based
decentralized user authentication was to monitor and handle
encrypted off-chain info (Zhang et al. 2018a, b). FHIRChain
is a healthcare usage scenario and is a health data-sharing
mechanism operated through a smart contract where accurate
clinical data does not exist in the blockchain (Azaria et al.
2016). However, the technology comes with a number of
challenges that have slowed deployment, including scalabili-
ty, restricted interoperability, a scarcity of blockchain devel-
opers, insufficient standards, high energy consumption, and a
lack of regulatory certainty (Agbo et al. 2019). There are core
priorities in deploying secure blockchain-based EHR systems
along with the challenges with blockchain adoption which
have been mentioned in Table .1

Artificial intelligence in e-Health

Artificial intelligence (AI) is characterized as the science and
engineering of developing smart computer systems that can
execute occupational stress from humans without seeking ad-
vice (Paul et al. 2021). To provide an answer or respond to a
query, these computer systems use a variety of proposed al-
gorithms and decision-making capability, as well as large
quantities of data. We are surrounded by technologies capable
of supporting us in our everyday lives. The performance of
automated vehicles, developments in health studies, and per-
sonal wearable technology have shown technology’s im-
mense ability and how far it has advanced in recent decades
(Wahl et al. 2018). Healthcare is likely to remain the first
industry where artificial intelligence can have an effect
beyond usability and positively impacts individual lives,
considering the strides that many other sectors have cre-
ated (Jiang et al. 2017).

AI can detect indicators of Alzheimer’s disease in a pa-
tient’s brain scans before clinicians can, according to a recent
study published in Neurobiology of Aging, and is being used
to do comparative studies on scans of healthy brains and those
affected by Alzheimer’s disease (Mathotaarachchi et al.
2017). According to a recent paper by the University of
Tokyo, Watson, IBM’s intellectual supercomputer, accurately

detected a rare form of leukemia in a 60-year-old lady.Watson
also advised a specific treatment plan for her recovery.
Watson devised a particular program for oncologists, in which
it supports clinical analysts in determining treatment alterna-
tives based on clues. Medical Sieve, a tool designed to aid
clinical decision-making in cardiology and radiology, was al-
so developed (Abujamous et al. 2018).

Features of artificial intelligence in e-Health

There are various other technologies within healthcare where
AI can provide a tremendous benefit, illustrated in Fig. 2. Still,
health organizations ought to analyze whether any or any of
them can be implemented to continue their journey in the AI
room. These are fields where steam is gaining in artificial
intelligence in healthcare (Hashimoto et al. 2018).

Virtual advisor for personal health

They are expected to access an insightful private virtual assis-
tant on their phones, with most of today’s US teenagers,
adults, and seniors having a mobile (Hashimoto et al. 2018).
Robust systems with powerful AI technologies enable the
likes of Cortana and Siri. When paired with healthcare appli-
cations, these structures can have immense value (Wahl et al.
2018). Healthcare applications may be utilized to assess the
present emotional status, including drug warnings, patient ed-
ucation materials, and human-like experiences (Hasan Sapci
and Aylin Sapci 2019). When health personnel is not present,
the use of AI in the context of an executive secretary will have
an enormous effect on tracking and supporting patients with
any of their needs (Vopham et al. 2018).

Advanced data analysis and screening

AI’s skills do not end at understanding human orders and
recognizing what kind of answer is needed. In several special-
ized cases of usage in oncology, for instance, AI has been used
to help identify anomalies in X-rays and magnetic res-
onance imaging (MRI), in genomics to conduct sophis-
ticated sequencing, and in precision medicine to help
develop highly personalized therapies for particular pa-
tients (Lucas et al. 2014).

The AI has effectively extended its capability to process
organized and unstructured patient information in the
IBM Watson example. In oncology, IBM Watson would
provide cancer patients with proof guidelines for the
medication (Zou et al. 2020).

Personal life coach

The significance of keeping communication with their pa-
tients from outside the examination room is understood by
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Table 1 Challenges with blockchain adoption and core priorities in deploying secure blockchain-based EHR systems

Challenges Bugs in the security system Core priorities in deploying secure blockchain References

Security Malicious software can use security flaws to create
decentralized applications based on the built
blockchain.

These malicious attacks take advantage of security flaws
in smart contract implementation to aid other crimes
like identity theft and data theft.

Three goals must fulfill in terms of the following:
1. Confidentiality: Only authorized users have access to

the information.
2. Integrity: data must be correct when in transit and must

not be tampered with by an illegitimate group.
3. Availability: Access to information and services for

legal users is not unfairly withheld.

(Liang et al.
2018)

Privacy Themain challenge in protecting patient data privacy is to
present a framework for data privacy and integrity on a
blockchain-based EHR that leverages cryptographic
methods.

This feature makes it impossible to identify a specific
patient based on his current account number. In any
similar system should rectify the flaws in the protection
of patient data.

For starters, patients should easily exchange their data
because employing blockchain-based frameworks
within EHR demands a lot of computer power and
takes a long time to finish each task.

Second, adding a new node to the blockchain network,
which new patients require, necessitates a series of
measures to ensure that the patient is trustworthy.

The following requirements must be met for public
blockchain privacy protection in healthcare
applications: (1). Links among transactions should not
be accessible or visible.

(2). The information of transaction patterns should be
revealed only to their participants. However, a
healthcare application built on a private or consortium
blockchain can set up an access control policy to meet
the data security requirements. (3). The privacy
protection of transactions in a public blockchain setting
is a “double-edged sword.” Awell-behaved patient, on
the one hand, wants to keep his identity and actions
confidential.

(4). On the other hand, an opposing party may use the
privacy protection mechanism to conduct an illicit
transaction. From the standpoints of legal traceability
and accountability, the security of blockchain
transactions in healthcare applications could be
constrained so that the authority is trustworthy.

(5). Researchers should look into how to monitor a
particular user and collect all of the messages he has
sent out while keeping the user’s critical information
private.

(6). One potential research problem is to improve privacy
in a blockchain with untrustworthy ambient
assumptions and low processing costs from a
development standpoint.

(7). Secure multiparty computation is a potential approach
for allowing an untrusted third party to do calculations
on patient data without infringing on their privacy.

(Liang et al.
2018)

Scalability Lack of scalability is another challenge and higher
overhead or computational resources in IoMT devices.

As a result of this challenge, the blockchain
infrastructure’s total processing requirements may be
increased.

When a large number of smart devices or sensors are
present, the problem becomes even more challenging
because these devices’ computing capabilities are less
than that of a typical computer.

The IoT devices in the blockchain network are
computationally demanding and include a large
overhead bandwidth, resulting in data delays and
significant processing power.

Such devices may lack the computing capacity required
to employ blockchain features, forcing them to
function at suboptimal or potentially exorbitant speeds,
prohibiting them from simultaneously running their
original and blockchain software.

As medical data grows, research is being done on the
scalability of blockchain in healthcare applications.

(Al et al. 2019)

Interoperability The capacity to transmit, analyze, and deal with the
allocation across different blockchain networks
without the use of an intermediary or central authority
is referred to as blockchain interoperability. Because of
the absence of interoperability, mass adoption may be
nearly impossible.

Researchers have seen an increase in interoperability
efforts to bridge the gap between different blockchains.
Many of them try to link private networks to public
blockchains or vice versa. Prior approaches that
concentrated on public blockchains and
cryptocurrency-related tools were less valuable to
corporate executives in the long run.

(Al et al. 2019
&Wang and
Song 2018)
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medical professionals that manage patients with chronic dis-
eases (Bzdok and Meyer-Lindenberg 2018). As part of their
overall coverage, many clinics have launched life-coaching
systems. Still, the expense of such facilities makes it hard to
maintain such systems compared to the existing declining re-
imbursements (Battineni et al. 2019). However, patients will
obtain input on various data components collected on their
phone or connected electronics with today’s comprehensive
AI capabilities and Smartphone applications (Khan and
Alotaibi 2020). As a personal life coach, AI produces a per-
sonalized environment for and particular customer, whether it
applies to drug adherence or is merely a positive voice
that promotes wellness routines and healthier behaviors
and delivers constructive reminders that can be sent
back to clinicians (Burki 2019).

Bots in healthcare

One of the latest AI fields that are continuing to gain accep-
tance is in the sector of patient support, and as part of what
healthcare companies provide, healthcare bots are expected to
be accessible shortly, and a bot is an AI program that
patients may communicate with to obtain support with
their demands via a chat window on a website or by
mobile (Patel and Kore 2020).

In chatbot counselling, another use of artificial intelligence
is that the dependence on mental healthcare chatbots does not
have the reciprocity and transparency of treatment that should
occur in the partnership between the mental healthcare pa-
tients and the healthcare professional (be it a conversation or
psychotherapist) (Patcas et al. 2019).

Table 1 (continued)

Challenges Bugs in the security system Core priorities in deploying secure blockchain References

Existing EHR solutions rely on centralized local
databases and offline architecture, whereas blockchain
technology is decentralized and cloud-based.

Moving healthcare systems in this direction and
integrating blockchain technology will necessitate the
development of an effective EHR system capable of
fostering collaboration and interoperability across
medical and scientific communities.

Anonymity As public ledgers, Bitcoin blockchain and Ethereum
require transactions to be visible by default.

The Ethereum network provides pseudo-anonymity;
transactions, for example, are connected to addresses
that correspond to public keys derived from user-held
private keys, rather than usernames or passwords.

Public Ethereum, also known as zk-SNARKS
(zero-knowledge succinct non-interactive argument of
knowledge), is a cryptographic proof mechanism that
allows a user to verify a transaction without exposing
the transaction’s underlying data or engaging with the
user who broadcast it.

In the context of a blockchain, zk-SNARKs allow users to
keep their transactions private while still verifying
them according to the consensus process of the
network.

Once implemented, businesses will be able to transact in
total anonymity on the same network as their
competitors while benefiting from the security of the
public Ethereum blockchain.

(Liang et al.
2018)

Latency Blockchain technology will take time to gain consensus
and confirm transactions, which could be an issue
when integrating blockchains into healthcare
applications that require real-time responses to events
and data. A blockchain takes time to process
transactions, which is known as transaction latency.

The bitcoin blockchain, for example, has a delay of
10 min to confirm each transaction in the network.
Although five or six blocks must be added to the chain
before confirmation, it is recommended that each
transaction be confirmed within 1 h. On the other hand,
most traditional database systems only take a few
seconds to confirm a transaction.

Lower latency has been linked to blockchain-based IoT
devices, but they can be applied to other blockchain
applications.

The IoT network, which has a large number of devices
communicating with each other at the same time,
necessitates a network with latency.

The consensus method confirms each block’s transaction,
which significantly reduces latency affecting the
application’s overall performance.

(Badr et al.
2018)
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In cases such as arranging follow-up meetings with the
physician of a patient online, bots may be used such cases
involve whether a bots aids a customer with their criteria for
treatment or billing (Adiwardana et al. 2020). Such usage
cases boost patient service; provide 24/7 assistance with basic
applications, such as planning, accounting, and other thera-
peutic applications; and minimize hospital total operating
costs (George 2017). For several healthcare providers, AI,
living collaboratively trained practitioners, is likely to persist
in being the current course for some time, and demonstrates
that AI has what it takes to diagnose a patient appropriately,
the development of its current use throughout healthcare is
probable to be a careful and relatively healthy framework
(Han et al. 2020).

Security and privacy

Patient health information is covered by federal legislation.
There can be civil and financial sanctions for any infringement
or inability to uphold its credibility; as AI used by medical
treatment will need access to several sets of health records, it
would need to comply with the same regulations that would be

followed for current applications and infrastructural facilities
(Nakamoto 2018). As most AI platforms are centralized and
need extensive processing resources, patient details will reside
in the provider’s data centers or portions. This would cause
data protection issues and severe damage if the system was
violated (Ilinca 2020).

Healthcare AI critics have claimed that machines are not
necessarily correct and will disappoint us from time to time
and when AI recommends the wrong drug or offers the wrong
diagnosis to a patient, these mistakes will lead to disastrous
consequences though, will ultimately progress to a point
where, after it has proved its protection and preparation for
medical treatment, it can be trusted. The platformwill be ready
to assume an active position in health treatment if its error
margins are fewer than or comparable to its human peers
(Ilinca 2020). At a fast pace, AI technology is evolving.
Many well-known scientists and famous personalities, such
as Stephen Hawking, Bill Gates, and ElonMusk, have already
said that AI would be so brawny and self-conscious that it
could position its interests before human interests. However,
there are immense advantages of artificial intelligence in
health care before robotics becomes the enemy, and several

Fig. 2 Features of artificial security in e-Health
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doctors embrace the technology. Healthcare AI provides the
chance to help doctors find new choices for therapy, diagnose
cancer early, and engage patients (Ahuja 2019).

AI-based various tools used in healthcare

AI, which includes machine learning, is a branch of science
that employs computer algorithms to learn from data, discover
patterns, and anticipate outcomes. AI and machine learning
ability to analyze large and complex data structural elements
to create a predictive model that personalizes and improves
diagnosis, prognosis, monitoring, and treatment administra-
tion to improve individual health outcomes are among the
most exciting aspects of these technologies. For de-
cades, prediction models to aid clinical decision-
making have existed, and these include well-known in-
struments illustrated in Table 2.

Framingham risk score

The Framingham risk score is among the scoring systems used
to assess a person’s risk of acquiring cardiovascular disease. It
can find a variety of these scoring systems on the Internet
(Nakhaie et al. 2018). Cardiovascular risk score systems pre-
dict the likelihood of a person developing cardiovascular dis-
ease within a given time frame, usually 10 to 30 years(Damen
et al. 2019). They suggest who is most likely to benefit from
prevention since they indicate the risk of acquiring cardiovas-
cular disease. As a result, cardiovascular risk scores decide
who should be prescribed preventive medications such as
blood pressure and cholesterol-lowering therapies. For exam-
ple, blood pressure values that surpassed high usual (130/85)
were solely responsible for roughly 30% of coronary heart
disease (CHD) occurrences in both men and women, demon-
strating the importance of blood pressure management and
monitoring for cardiovascular health and outcome prediction.

QRISK®3

The QRISK®3 algorithm is a validated risk-stratification tool
that determines a person’s chances of having a heart attack or
stroke in the next 10 years. It displays the average risk of
persons who share the same risk variables like the person
(Ho et al. 2021). The QRISK®3 algorithm was created by
doctors and academics working in the UK National Health
Service and is based on data collected regularly from hundreds
of Global Positioning System (GPS) around the country who
have willingly submitted data to the Q Research database for
medical study. A patient must consult with their doctor before
making any medical decisions. The authors and sponsors take
no responsibility for the score’s therapeutic usage or misuse.
QRISK®2 is adequate for a transition time, but QRISK®3 is
superior (Hippisley-Cox et al. 2017). QRISK3 derivation

Table 2 AI-based various tools used in healthcare

Algorithm Use Interventions References

Framingham
risk score

It is a
gender-specific
algorithm and
used to estimate
the 10-year
cardiovascular
risk of an
individual.

Individuals with low
risk have 10% or
less CHD risk at 10
years, with
intermediate risk
10–20%, and with
high risk 20% or
more.

(Nakhaie
et al.
2018).

(Damen
et al.
2019)

QRISK3 Prediction
algorithm and
use for
cardiovascular
disease (CVD)

QRISK3 combines
traditional risk
factors such as age,
systolic blood
pressure, smoking
status, and total
serum cholesterol to
elevated lipoprotein
cholesterol ratio
with body mass
index, ethnicity,
deprivation
measures, family
history, chronic
kidney disease,
muscular
dystrophy, atrial
fibrillation, diabetes
mellitus, and
antihypertensive
treatment.

(Ho et al.
2021)

(Laight
2018).

MELD score It is a
prospectively
developed and
validated
chronic liver
disease severity
scoring system

MELD score uses a
patient’s laboratory
values for serum
bilirubin, serum
creatinine, and the
international
normalized ratio
(INR) for
prothrombin time to
predict 3-month
survival.

In patients with
cirrhosis, an
increasing MELD
score is associated
with increasing
severity of hepatic
dysfunction and
increased 3-month
mortality risk.

(Hamilton
et al.
2018)

(Goldberg
et al.
2021)

ABCD2

score
Predict the risk of

recurrent stroke
soon after a
transient
ischemic attack
(TIA).

ABCD2 is increasingly
being used to
stratify referrals to
fast-track clinics.

Patients with a low
ABCD2 score
referred to
cerebrovascular
services are more
prone to have a
noncerebrovascular
diagnosis than those
with a higher score.

(Galvin
et al.
2011 &
Uchiya-
ma et al.
2019)

52820 Environ Sci Pollut Res  (2021) 28:52810–52831

https://en.wikipedia.org/wiki/Cardiovascular_risk
https://en.wikipedia.org/wiki/Cardiovascular_risk
https://en.wikipedia.org/wiki/Cardiovascular_disease
https://en.wikipedia.org/wiki/Cardiovascular_disease


allowed cholesterol values from after the index date to be used
if they were measured before any event; instead, we only
included values recorded before the index date to avoid using
future information in prediction), and we evaluated the
Townsend deprivation score as the median of the
vigintile (equal 20th) of the score for the area within
which an individual lived, as individual values were not
available (Laight 2018).

MELD score

The model for end-stage liver disease (MELD) was developed
to predict survival in patients with portal hypertension prob-
lems undergoing elective transjugular intrahepatic
portosystemic shunt installation (Kamath et al. 2001). Given
its accuracy in predicting short-term survival among patients
with cirrhosis, MELD was initially adopted by the United
Network for Organ Sharing (UNOS) in 2002 for prioritization
of patients awaiting liver transplantation in the USA (Jung
et al. 2008). The MELD, which relies solely on objective
factors, was later proven as a reliable predictor of survival in
various groups of patients with advanced liver disease (Yip
et al. 2018). The MELD score has been chiefly used in the
allocation of organs for liver transplantation (Sacleux and
Samuel 2019). On the other hand, the MELD score has been
proven to predict survival in cirrhotic patients with infections,
hemorrhage, fulminant hepatic failure, and alcoholic hepatitis.
MELD score also used to determine the best treatment for

individuals with hepatocellular carcinoma who are not candi-
dates for liver transplantation and identify patients for surgery
other than liver transplantation (Hamilton et al. 2018). Despite
theMELD score’s many benefits, about 15 to 20% of patients’
survival cannot be reliably predicted by the MELD score.
Likely, adding factors that are better predictors of liver and
renal function will increase the model’s prediction accuracy.
The MELD score will be further refined and validated in the
future (Goldberg et al. 2021).

ABCD2 score

A clinical testing instrument is used outside of a hospital set-
ting for people at high risk of stroke after a transient ischemic
attack, which recognizes the importance of diabetes in rating
risk of strokes (Galvin et al. 2011 & Uchiyama et al. 2019).

ABCD2 score calculation

A: Age (≥ 60 years, 1 point);
B: Blood pressure at presentation (≥ 140/90 mmHg, 1
point);
C: Clinical features (unilateral weakness, 2 points; speech
disturbance without weakness, 1 point);
D: Duration of symptoms (≥ 60 min, 2 points; 10— 59
min, 1 point);

Presence of diabetes (1 point). Total scores range from 0
(low) risks to 7 (high) risk.

Nottingham Prognostic Index

The Nottingham Prognostic Index (NPI) is a straightforward
clinic-pathological prognostic tool for breast cancer risk strat-
ification (Abubakar et al. 2021). NPI approach categorizes
early and locally advanced breast cancer instances into three
or more prognostic groups (TNM stages I, II, and III) (Durrani
et al. 2021). NPI plays an active role in clinical practice and
research, even though more advanced models have overtaken
it in some applications. In clinical practice, NPI and related
prognostic models help patients and clinicians decide whether
or not to have adjuvant chemotherapy after surgery (Vander
et al. 2017). By allocating individuals to prognostic categories
and then applying survival estimates from previous cohort
research, the NPI can be utilized to offer prognostic informa-
tion. The NPI is beneficial in economic evaluations as well as
providing predictive estimations for specific patients. Overall
survival is a significant input for decision-analytic models
used to assess additional costs and benefits and determine
whether and how to allocate finite healthcare expenditures to
new screening and management options in the economic eval-
uation of novel therapies (Gray et al. 2018). When clinical
trials are not likely to be possible or timely in delivering robust
evidence of the impact of introducing new programs or

Table 2 (continued)

Algorithm Use Interventions References

Nottingham
Prognostic
Index

Used to determine
prognosis
following
surgery for
breast cancer.

Its value is calculated
using three
pathological
criteria: the size of
the tumor, the
number of involved
lymph nodes, and
the grade of the
tumor.

(Gray et al.
2018)

(McInnes
et al.
2018).

XNAT Developed for
neuroimaging
research.

XNAT anonymize any
datasets of medical
imaging data.

(Khvastova
et al.
2020).

Swiss
ADME

ADME modelling
plays a pivotal
role in drug
discovery

It is the first web
interface that
enables batch
calculations for
hundreds of
different molecules,
allowing efficient
pharmacokinetic
optimization as well
as chemical library
analysis.

(Mishra and
Dahima
2019)
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adjusting existing programs, decision-analytic models
play a critical role in evaluating novel technologies
(McInnes et al. 2018).

XNAT

The extensible neuroimaging archive toolkit (XNAT) is one of the
most widely used open-source informatics platforms for imaging
research, and it will accelerate the creation of AI models by pro-
viding an end-to-end development platform, enabling faster col-
laborations (Timón et al. 2017). It follows the same logic as clinical
research investigations. Projects, subjects, and experiments are the
most common data types in XNAT, and they are often arranged in
a hierarchical order. There are numerous built-in data kinds, span-
ning from various imaging modalities to provenance and quality
assurance support.

XNAT is written in Java, and plugins are built using the
Gradle build system. The build Gradle file describes the basic
configuration, such as the plugin version, library dependen-
cies, and other build processes required to construct a plugin
from Java source code. The build system verifies that all de-
pendencies are obtained before the compilation process, and
the plugin jar file is generated. The plugin file is automatically
incorporated into the instance on upstart if placed in the ap-
propriate location within the XNAT directory structure
(Khvastova et al. 2020).

Swiss ADME

Swiss ADME is part of the Swiss Drug Design program and
driven by the Swiss Institute of Bioinformatics (Daina and
Zoete 2019). It estimates ADME, pharmacokinetics, drug-
likeness, and medicinal chemistry friendliness of a small mol-
ecule output of any computer-aided drug designing (CADD)
process (Gfeller et al. 2014). In comparison to the state-of-the-
art of available web-based tools for ADME (Cheng et al.
2012) and pharmacokinetics (e.g., pk-CSM, and ADMET
SAR ), and aside from particular notion to proficient methods
(e.g., iLOGP, or the BOILED-Egg), SwissADME’s strong
points include, but are not limited to, multiple input methods,
computation for numerous molecules, and the ability to dis-
play, save, and share results per individual (Daina et al. 2017).

BOILED-Egg is a simple method for predicting two im-
portant ADME characteristics at the same time: passive gas-
trointestinal absorption and blood–brain barrier (BBB) (Daina
and Zoete 2016). Although this classification model is con-
ceptually basic because it only uses two physicochemical de-
scriptors (WLOGP and TPSA, for lipophilicity and apparent
polarity, respectively), it was designed with terrific attention
in terms of statistical significance and robustness (Zoete et al.
2016). The yolk (i.e., the physicochemical area for highly
probable BBB permeability) and the white make up the egg-
shaped classification plot (i.e., the physicochemical space for

passive gastrointestinal absorption). Both compartments are
not mutually exclusive, and the outer grey zone represents
chemicals with characteristics that suggest low absorption
and brain penetration (Pires et al. 2015).

Applications of AI in healthcare

AI has allowance for more precision in identifying the prob-
lem in its early stages. Drug design and chemical selection can
now be automated thanks to AI. Peptone predicts protein qual-
ities and features using AI in conjunction with Keras and
TensorFlow, allowing experts to simplify protein planning,
uncover manufacturing and depiction difficulties, and discov-
er new protein features.

Artificial intelligence is also widely used in clinical trials to
convert various biological and medical care data into PC
models. The models enable physicians to differentiate pa-
tients’ reactions to drugs based on their characteristics,
allowing for mass delivery of personalized medication and
treatment.

Another area in which AI is gaining traction is drug re-
search. Helix, an AI engine, responds to vocal inquiries and
requests using AI, allowing scientists to increase their efficien-
cy, improve lab security, stay up to date on vital research
subjects, and maintain track of the inventory.

Radiology

Computerized tomography (CT) and MRI scanning are
researching AI in radiology to identify and treat illness in
patients (Hosny et al. 2018). According to the Radiology
Community of North America, the emphasis on artificial in-
telligence in radiology has steadily increased over the years,
where they have observed development from 0 to 3, and a
total 10% of the overall publishing AI has been capable of
serving well enough for identifying anomalies and measuring
progress over time by imaging in oncology, two main influ-
ences in oncological wellbeing (Bai et al. 2020).

When it comes to maintaining scanners between patients,
radiology personnel must be exceedingly conscientious. In
this case, chest X-rays may be a better option due to the ease
with which machines can be cleaned. However, reports on the
use of X-ray for COVID-19 diagnosis have beenmixed. Other
sources identify X-ray as an insensitive test (Chen et al. 2020)
, while hospitals in Spain include the method as a default
aspect of their diagnostic process.

Screening

Latest developments have proposed using AI to describe and
measure the result of maxillo-facial operation or cleft palate
treatment in terms of facial beauty or presentation of age
(Azaria et al. 2016).
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In 2018, a reported issue of the journal Annals of Oncology
described that an artificial intelligence device (using a deep
learning convolutionary neural network) could more effec-
tively diagnoses skin cancer than physicians. On average,
86.6% of skin cancers were correctly diagnosed by human
dermatologists from the photos, compared to 95% for
the CNN unit. Researchers demonstrated an AI device
focused on a Google Deep Mind algorithm worthy of
exceeding medical professionals in detecting breast can-
cer (Zhang et al. 2018a, b).

In psychology

AI implementations are currently in a proof-of-concept phase;
chatbots that mimic human actions and are tested for depres-
sion and anxiety are fields where the evidence is increasingly
expanding. However, challenges involve the possibility that
commercial companies create and implement several applica-
tions in suicidal behavior screening (Agbo et al. 2019).

Principal care

The main growth area for AI technology has been primary
care. AI has been used in primary care to facilitate decision-
making, statistical modeling, and market analytics.
Considering the rapid developments in AI technologies, the
perspective of healthcare professionals on the role of AI in
primary care is very minimal, concentrating primarily on or-
ganizational and repetitive reporting tasks (Liang et al. 2018).

Diagnosis of illness

An essay was revealed that for a range of different disorders,
such as help vector machines, machine learning, and logistic
regression, many forms of AI strategies have been used. Each
of these strategies is defined as having a “training purpose”
such that classifications comply as much as possible with the
findings (Liang et al. 2018). There are two different methods
to detect these diseases, involving the usage of artificial neural
networks (ANN) and Bayesian networks (BN) to show such
specifics for disease diagnosis/classification. It was learned
that ANN was smarter and could identify diabetes and CVD
more correctly (Fan et al. 2018).

Telemedicine

The growth of telemedicine, the virtual diagnosis of clinicians,
has seen the rise of potential AI applications. Through track-
ing their details by detectors, AI may enable them to care for
patients remotely. A wearable interface may allow a person to
be continuously watched and the opportunity to detect adjust-
ments that may be less humanly differentiated. The data may
be linked to other data already gathered using algorithms of

artificial intelligence that warn doctors if there are any prob-
lems to be informed of (Pianykh et al. 2020). In chat-bot
counseling, another use of artificial intelligence is some
scholars claim that the dependence on mental healthcare
chat-bots does not have the reciprocity and transparency of
treatment that should occur in the partnership between the
mental healthcare patients and the healthcare professional
(be it a conversation or psychotherapist) (Hosny et al. 2018).

Artificial intelligence may help to take care of elderly pop-
ulations as the mean age has increased due to extended life
expectancy. Instruments such as culture and human sensors
will detect the daily behaviors of an individual and warn a
caretaker whether an irregular activity or a calculated vital is
abnormal during the tech is useful; there are still conversations
surrounding shortcomings of monitoring (Patcas et al. 2019).
Lei Xing et al. described the trends in research and develop-
ment in artificial intelligence in medicines and their indica-
tions to the future of health care (Xing et al. 2021). They
mentioned the broad scope and incredible depth of potential
impact that AI promises to bring; it is quite clear that medicine
is on the verge of a revolution.

Omer Adir et al.(Adir et al. 2020) has reported that the use
of artificial intelligence in nanomedicine design increases
therapeutic efficacy by optimizing material properties based
on predicted interaction with the target drug, biological fluids,
immune system, vascular system, and cell membrane, as we
already study by many scientists that high intratumor and
interpatient heterogeneities make rational diagnostic and ther-
apeutic platform design, as well as analysis of their output,
extremely difficult; and in Table 3, we listed few more cases
of artificial intelligence, its role in different cancer.

AI in drug discovery

AI can be used effectively in different parts of drug discovery,
including drug design, chemical synthesis, drug screening,
polypharmacology, and drug repurposing. AI can distinguish
hit and lead compounds, allowing for faster therapeutic target
validation and structural design optimization. Despite its ben-
efits, AI has substantial data difficulties, including its scale,
growth, diversity, and ambiguity ( Zhu 2020).

Pharmaceutical companies’ drug research data sets can
contain millions of molecules, and typical machine learning
algorithms may not handle them. A computational model
based on the quantitative structure-activity relationship
(QSAR) can swiftly predict vast numbers of compounds
or superficial physicochemical characteristics like log P or
log D (Grosdidier et al. 2011). However, these models are a
long way from predicting complicated biological features
like chemical efficacy and side effects. Small training sets,
experimental data error in training sets, and a lack of exper-
imental validations are all issues that QSAR-based models
confront. To address these issues, recently emerging AI
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technologies, such as deep learning (DL) and relevant
modeling studies, can be used to evaluate the safety and
efficacy of therapeutic compounds using big data modeling
and analysis. Merck sponsored a QSAR ML competition in
2012 to investigate the benefits of DL in the pharmaceutical

industry’s drug discovery process. For 15 absorption, dis-
tribution, metabolism, excretion, and toxicity (ADMET)
data sets of drug candidates, DL models outperformed clas-
sic ML approaches in terms of predictability ( Ciallella and
Zhu 2019).

Table 3 Role of artificial
intelligence in different cancers Cancer Background Internal & external

validation
Finding Reference

Breast
can-
cer

Evaluation of an AI
system for breast
cancer screening in
which they introduce
an artificial
intelligence

The AI system
outperformed all of
the human readers in
their analysis of six
radiologists: the AI
system’s area under
the receiver operating
characteristic curve
(AUC-ROC) was
11.5%>normal
radiologist’s
AUC-ROC.

Clinical studies to
increase the precision
and reliability of
breast cancer
screening are now
possible thanks to this
thorough evaluation
of the AI scheme.

(McKinney
et al. 2020)

Prostate
can-
cer

A blinded clinical
validation analysis
and implementation
of an artificial
intelligence
(AI)-based algorithm
in a pathology lab for
routine clinical use to
assist prostate
diagnosis was
described.

Set of 32 prostate CNB
cases (selected from
cases occurring
between August 2014
and January 2018),
comprising 159 parts,
to calibrate the
algorithm for
UPMC-specific
whole-slide image
attributes (e.g.,
scanner and staining)
and to verify the
technical validity of
the whole-slide
images (e.g., file
format and
resolution). Internal
test:benign vs cancer

AUC was 0·997,
specificity: 90·14%
sentivity to be found

An AI-based algorithm
for accurately
detecting, grading,
and evaluating
clinically relevant
findings in digitized
slides of prostate
CNBs was developed,
externally clinically
validated, and
deployed in clinical
practice.

(Pantanowitz
et al. 2020)

Lung
can-
cer

End-to-end design is
particularly important
when considering AI
application in lung
cancer

In the test dataset
consisting of 6716
cases (86
cancer-positives)
from the National
Lung Screening Trial
(NLST), this model
achieved an AUC of
94.4% for lung
cancer-risk prediction,
which is considered to
be a state-of-the-art
performance. The
model performed
similarly with an
AUC of 95.5% on an
independent clinical
validation set of 1139
cases.

Demonstrating a step
toward automated
image evaluation for
lung cancer risk
estimation using AI.

(Ardila et al.
2019)
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QSARmodelingmethods, such as linear discriminant anal-
ysis (LDA), support vector machines (SVMs), random forest
(RF), and decision trees, have been used to identify prospec-
tive drug candidates and have evolved into AI-based QSAR
approaches can use that to speed up QSAR analysis (Zhang
2017 & Jain 2015 ). The different AI tools used in drug dis-
covery are listed in Table 4.

Blockchain and AI integration in healthcare

AI and blockchain flaws can be efficiently addressed bymerg-
ing the two technological ecosystems (Campbell 2018). To
learn, interpret, and make conclusions, AI algorithms rely on
data or information. When data is acquired from a data repos-
itory or a dependable, safe, trusted, and credible platform,
machine learning algorithms perform better. Blockchain acts
as a distributed ledger on which data can be stored and ex-
changed in a cryptographically secure, validated, and agreed-
upon manner by all mining nodes. Data on the blockchain is
stored with a high level of integrity and robustness, and it
cannot be tampered with. When smart contracts are utilized
to make judgments and do analytics using machine-learning
algorithms, the results may be trusted and unquestioned.

CombiningAI and blockchain can result in a safe, immutable,
decentralized system for the sensitive data that AI-driven tech-
niques must collect, store, and use (Marwala and Xing 2018).
This approach leads to primary data and information security
advances in various industries, including medical, personal,
banking and financial, trading, and legal data (Mamoshina et
al. 2018). Some of the key benefits of using blockchain for AI
is illustrated in Table 5. Such integration allows intelligent
decentralized autonomous agents (or DAOs) to validate data,
value, and asset transfers among numerous authorities automat-
ically and quickly (Magazzeni et al. 2017).

AI aids in the identification of patterns in the incoming data.
Apart from facilitating more effective operations and providing
insights into the patient’s lifestyle and health, AI may also assist
in the strategic use of analytics. AI is accomplished by studying
algorithms and making tough decisions. When a patient presents
to a hospital with a life-threatening illness, the computer makes
the diagnosis and recommends treatment options, as well as the
length of stay. Because the computer examines a large amount of
data, it will be accurate. It will primarily leverage Google’s vast
computational power. Hanover, a Microsoft AI technology,
mines data in the healthcare field using artificial intelligence.
This technology allows machines to memorize medical study
papers to locate potential remedies for a variety of patients. It
will examine the patient’s personal information by reviewing
their health history, correlates it with data from medical research
publications, and makes therapy recommendations (Bohr and
Memarzadeh 2020). Pharmaceutical companies use blockchain
technology to determine and ensure the safety and accountability
of products they sell. It ensures that the data is recorded as it
happens, and this is then shared analogously to deliver improved
patient outcomes (Khezr et al. 2019). According to WHO esti-
mates, around one million people die each year as a result of
counterfeit drugs. Using blockchain technology, pharmaceutical
corporations such as Big Pharma can verify that no counterfeit
drugs exist by assigning a unique serial number to each drug
(Edwin 2017). Any drug with an incorrect number would report
as soon as it enters the system. This can also ensure that phar-
maceuticals are not exchanged, shipped at the wrong time, or are
poorly produced, among other things. Drugs are tracked using
unique serialization identifiers in the following manner: National
Drug Code + Unique Serial Numbers. Under the DSCSA legis-
lation, each pack of tablets, vials, syringes, etc., has an individual
unique serial number to identify the drug, where, and created.
Big Pharma benefited from blockchain’s full traceability of med-
ications (Peter et al. 2017).

Table 4 AI tools used in drug discovery

Tools Details References

Organic A molecular design tool that aids in the
synthesis of molecules with specific properties.

(Brown 2015)

DeepNeuralNet QSAR A python-based system that uses computational
methods to aid in the detection of compound
molecular activity.

(Chan 2019)

Potential Net Use to predict binding affinity of ligands ( Pereira 2016)

DeltaVina Rescoring drug–ligand binding affinity with a scoring function (Wang and Zhang 2017)

Neural graph fingerprint It aids in the prediction of novel molecular characteristics.

DeepChem Machine-learning model for drug discovery that employs
a python-based AI system to find a suitable candidate

(Arora and Bist 2020).

DeepTox A computer program that forecasts the toxicity of over 12,000 drugs. (Mayr et al. 2016)

Hit Dexter A machine-learning technique is being used to
predict which molecules will respond to a biological assay.

(Ferreira and Andricopulo 2019)
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Blockchain and AI integration in healthcare must
overcome security, interoperability concerns

While blockchain can ensure safety and integrity, adding AI
capabilities to the health sector can be beneficial. At the mo-
ment, AI is mainly employed to detect anomalies in X-rays
and CT scans, a task that AI can perform at least as well as
humans and ensure a higher level of tailored therapy. Experts
believe that important inventions will emerge in the future due
to the enormous benefits that may realize by lowering medical
expenditures and enhancing the quality of medical care. As a
result, Google, Microsoft, Apple, and Amazon, as well as a
slew of startups, are actively exploring AI for medical appli-
cations, intending to improve the more effective use of pa-
tients’ data, diagnosis accuracy, and providing better recom-
mendations based on evidence-based research findings,
among other things. These apps come on top of advancements
in robotic surgery and digital counsel delivered via
smartphone apps. According to Accenture, crucial clinical
health AI applications could save the US healthcare economy
$150 billion per year by 2026. Healthcare AI must address
protection and interoperability challenges in healthcare; artifi-
cial intelligence is starting to gain strength. A modern ap-
proach to incorporate technologies in health care has been
created by the convergence of sophisticated algorithms, mas-
sive data sets, and efficient machines (Tran et al. 2019).

Blockchain and AI integration in storage of large
healthcare data

Medical records and other information may be uploaded to the
blockchain by EHR systems. If this data is processed
directly in the blockchain network, the computing over-
head and storage pressure will increase due to the de-
fined and small block size. Moreover, such data will
often suffer from a privacy breach (Ahuja 2019). Most
critical analyses and implementations use the framework
to manage vast quantities of secure original information
utilizing responsible third parties (e.g., cloud computing)
and blockchain for on-chain storage to overcome these
issues (Jennath et al. 2020).

Blockchain and AI integration in biomedical research

Converging blockchain and next-generation artificial intelli-
gence technologies to decentralize and accelerate biomedical
research and healthcare where they showed how deep learning
is a powerful AI technique that has been effectively used in
medical diagnostics, cellular image analysis, chemical synthe-
ses, drug classification, and other areas studied by Bai et al.
(Bai et al. 2021) has also illustrated in their research work on
deep learning has shown to be a promising tool for medication
research and discovery. TheMolAICal program is used in this
study to generate 3D structural ligands in the 3D pocket of
protein targets using a deep learning model and a traditional
approach. MolAICal is primarily made up of two modules. In
the first module, FDA-approved medication fragments are
utilized to build a deep learning model based on WGANs.
The deep learning model’s produced fragments are then used
to create 3D ligands in the protein pocket.

The drug-like compounds from the zinc database are used
to train a deep learning model based onWGANs in the second
module, and molecular docking is used to estimate the affin-
ities between synthesized compounds and proteins.
MolAICal’s drug design functions are tested using the mem-
brane target GCGR and the non-membrane target SARS-
CoV-2 Mpro. It demonstrates that MolAICal can create li-
gands with varying degrees of 3D structural resemblance to
the crystal ligand of GCGR or SARS-CoV-2 Mpro. The
MolAICal provides valuable drug design tools that will aid
researchers in discovering and developing new potential
medications.

Other study by Krittanawong et al., (Krittanawong et al.
2020) on AI and blockchain integration can accelerate by
greatly increasing the availability of data for AI training and
development, able to share proprietary AI algorithms for gen-
eralization, decentralizing databases of different vendors or
health systems, and incentivizing solutions that improve out-
comes over those that do not, the integration of blockchain
with AI could advance the goal of personalized cardiovascular
medicine. However, such applications are still in their early
stages, and there are some reservations regarding their imple-
mentation. More research is needed in areas such as techno-
logical trust, whether rival companies would want this flow of

Table 5 Key features and benefits of blockchain integration with AI

Blockchain AI Blockchain and AI integration benefits

Decentralized Centralized Enhanced information security

Deterministic Changing Improved trust on robotic decisions

Immutable Stochastic Making decisions based on evidence

Date integrity Volatile Decentralized intelligence

Attacks resilent Data, knowledge, and decision-making are all centered on data. High efficiency

52826 Environ Sci Pollut Res  (2021) 28:52810–52831



data in practice, remuneration, and ethical considerations.
Using blockchain as the backbone for a network of sensors
coupled to AI forecasts cardiovascular disease.

To disseminate data over a decentralized network,
blockchain and artificial intelligence are being used and allow
organizations to make the most of new symptoms and in-
stances for lung cancer patients without jeopardizing their
privacy concerns. This method disseminates a locally learned
model for big data analytics, such as lung cancer CT scans, to
collaboratively build a global model. Furthermore, this inno-
vative technology can use a decentralized network to extract
new patterns for new lung cancer patients (Kumar et al. 2021).

Blockchain and AI for fighting COVID-19

COVID-19 is a groundbreaking open-access process that gives
regular estimates of new infections by country and, in certain
circumstances, by location. When combined with knowledge
about people’s movements, it is the ideal dataset for combining
blockchain andAI (Prosser 2020). Blockchain and AI are able to
provide viable solutions to cope with the coronavirus epidemic
from various aspects (Chamola et al. 2020). In fact, blockchain
and AI have been applied to other infectious epidemics, such as
Ebola (Kangbai et al. 2018) where blockchain was employed to
conduct real-time Ebola contact tracing, transmission pattern
surveillance, and vaccine delivery and also reveals that the cryp-
tographic feature of blockchain can help prevent unsecure data
sharing between patients and health entities such as healthcare
providers (Pathak et al. 2021).

In the coronavirus outbreak fighting, blockchain can ac-
tively simplify the process of fast-tracking drug trials, and
recording and tracking all fundraising activities and donations,
in an immutable fashion, which can support the management
of outbreaks and treatment. Moreover, AI has been applied to
COVID-19-like epidemics. For example, AI techniques such
as neural network architectures based on Long Short-Term
Memory (LSTM) were used to predict the influenza-like ill-
ness dynamics for military populations using neural networks
and social media (Lopes et al. 2021).

BlueDot, a Toronto-based start-up that uses an AI-
enhanced surveillance gadget, appears to have been the first
to notice the epidemic in Wuhan, many hours before Chinese
officials and other foreign organizations and agencies
(Conway et al. 2019).

The assessment of COVID-19 cases may be supported by
artificial intelligence. Infravision, for example, is a start-up that
uses deep learning medical imaging platforms to speed up the
detection of COVID-19 cases by recognizing complex lung fea-
tures (Peng et al. 2020). Besides this, blockchain technology is a
one-of-a-kind shared mechanism for storing, checking, and
accepting data and performing a sequence of transactions
(Rosebrock 2020). It has a high degree of protection and allows
for implementing patient-centered healthcare facilities, improved

public health monitoring, outbreak control, and fast and efficient
decision-making, and in developed settings (to prevent crippling
and straining public health ability or universal health care infra-
structure) and in emerging, resource-limited circumstances, a
low-cost blockchain and AI-coupled self-testing and monitoring
system have been suggested for handling COVID-19 pandemics
(Basu et al. 2020).

Rao and Vazquez (Rao and Vazquez 2020). propose a means
based on an AI algorithm that allows for the rapid detection of
infected cases, as well as risk assessment and evaluation based on
symptoms and indicators associated with the novel corona virus.
This would be accomplished through a web-based or mobile-
based poll. In addition, based on the responses, the algorithm
can send warnings to clinics or telemedicine units, requesting
health checkups and case confirmation.

Conclusion

Healthcare professionals will have access to the blockchain to
display the medical records of the patient, and AI uses a vari-
ety of proposed algorithms and decision-making capabilities
as well as large quantities of data. Thus, by integrating the
latest advances of these technologies, the medical system will
have improved service efficiency, reduced costs, and democ-
ratized healthcare. Blockchain enables the storage of crypto-
graphic records, which AI needs.
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