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ABSTRACT Blockchain is an underlying technology for securing many real-time applications and their
data. The automobile is one such sector in which auto-manufacturers are looking forward to accepting the
advantages of distributed ledger technology in autonomous vehicles or systems and improving their
products, customer satisfaction, and other valuable experiences. This work aims to find the significance of
blockchain technology in Autonomous Vehicles, including Autonomous Electric Vehicles (AEV),
Autonomous Underwater Vehicles (AUV), Autonomous Guided Vehicles (AGV), Autonomous Aerial
Vehicles (AAeV), and Autonomous Driving. In this work, a comparative analysis of blockchain-integrated
autonomous vehicle systems is explored to identify the present scenario and futuristic challenges. In
addition to blockchain technology, the uses and importance of sensors, architectures and infrastructure
requirements, vehicle types, driving modes, vehicles target and tracking approaches, intelligent contracts,
intelligent data handling, and industry-specific use cases are also explored. This study is based on the
exploration of recent technologies and practices. As autonomous vehicles are expected to be the future of
intelligent transportation, this paper surveys recent advances in autonomous vehicles and systems and how
blockchain can help in improving user experiences and improving industry practices. Finally, limitations of
work, future research directions, and challenges associated with different autonomous vehicles and systems
are presented.

INDEX TERMS Autonomous Driving, Autonomous Systems, Autonomous Vehicles, Autonomous
Underwater Vehicles, Autonomous Electric Vehicles, Autonomous Guided Vehicles, Blockchain,
Cryptocurrency, Smart Contract.

ACRONYMS AV Autonomous Vehicles
BOEV Battery Operated Electric Vehicle
Acronym | Description BV Bimodal Vehicle
AAeV Autonomous Aerial Vehicle CapEx Capital Expenditure
ACC Adaptive Cruise Control CESS Chemical Energy Storage System
AEV Autonomous Electric Vehicles CM Corrective Maintenance
AGV Autonomous Guided Vehicle CMMSE Cluster-based Minimum Mean Square Estimation
AIM Autonomous Intersection Management CVaaS Connected Vehicles as a Service
Al Artificial Intelligence DA Driver Agent
AMR Autonomous Mobile Robots DAV Decentralized Autonomous Vehicle
AQLPR Adaptive Quasi-Linear Parity Relations DBFT Delegated Byzantine Fault Tolerance
AS Autonomous Systems DL Deep Learning
AiS Air Sensors DMMSD Dynamic Model-based Mean State Detection
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DSRC Dedicated Short Range Communication PoD Proof of Driving

DR Demand Response PoE Proof of Event

EESS Electrical Energy Storage System PoW Proof of Work

ESS Energy Storage Systems PoR Proof of Reputation

EV Electric Vehicles RADAR Radio Detection and Ranging

ECESS Electrochemical Energy Storage System RAUVI Reconfigurable AUV for Intervention Missions
FAA Federal Aviation Administration REEV Range Extended Electric Vehicles

FC Fuel Cell ROV Remotely Operated Vehicle

FCEV Fuel Cell Electric Vehicle SAE Society of Automotive Engineers

FL Federated Learning SDBCA Sensor Data Bus Based Control Architecture

GDP Gross Development Product SNs Sensor Nodes

GLRT Generalized Likelihood Ratio Test SLAM Simultaneous Localization And Mapping

GPS Global Positioning System SVM support vector machine

GS Ground Sensors TUAeV Tactical UAeV

GSM Ground Sensor Modules UAV Underwater Autonomous Vehicle

HALE High Altitude and Long Endurance UAeV Unmanned Aerial Vehicle

HEV Hybrid Electric Vehicle UUAV Unmanned Underwater Autonomous Vehicle

IC Internal Combustion UUnV Unmanned Untethered Vehicle

IDEA Infeasibility Driven Evolutionary Algorithm V2V Vehicle to Vehicle

IMA Intersection Manager Agent V21 Vehicle to Infrastructure

IMU Inertial Measure Unit V2X Vehicle to Everything

v Intelligent Vehicle V2SD Vehicles to Smart Devices

IIoT Industrial Internet of Things V2HT Vehicles to Home Technology

IoUT Internet of Underwater Things VTOL Vertical Take-off and Landing

IoT Internet of Things WLAN Wireless Local Area Network

oV Internet of Vehicles ZEV Zero-Emissions Vehicle

KBPP Knowledge-Based Path Planner ZKRP Zero-Knowledge Range Proof

LALE Low Altitude, Long Endurance

LASE Low Altitude Short Endurance I. INTRODUCTION

LiDAR Light Detecting And Ranging AVs are widely discussed over the past few years in both
LMS Least Median Squares academic and industry works. AVs are expected to be
LSN Linear Sensor Networks integrated with our lifestyle in either one or more forms,
LTE Long Term Evolution : such as autonomous drone delivery systems, driverless cars,
LTE-A Advanced Long-Term ,EVOlunon - automated guided vehicles in warehouses, autonomous
JAMSTEC | Japan Agency for Marine-Earth Science Technology devices for home assistants, and AEV for green energy
MALE Medium Altitude and Long Endurance . > X

MAV Micro UAcV solutions. Autonomous vehicle, its type, usage, and
MCS Mission Control System application depends upon the level of automation. The story
MBARI Monterey Bay Aquarium Research Institute of autonomation in these vehicles has improved recently
MEC Mobile Edge Computing because of advancements and feasibility to integrate
MESS Mechanical Energy Storage System advanced technologies (like blockchain, industry 4.0, Al
MUAeV Mini UAeV ML, FL, ML, neural networks, cloud computing, edge
ML Machine Learning computing, and future generation networks). AVs have
MMAE Minimum Mean Absolute Error eased transportation and made significant healthcare,
MMSE Minimum Mean Square Error military, space computing, agriculture, and supply chain
MRED Mean Residual Error Detection i ’ . ’ . .
MNDC Malicious Node Detection Algorithms management. In'all of these domains, AVs assist hgmans in
M-AIM Multi-Agent AIM performing various tasks. However, these vehicles are
NAV Nano UAeV error-prone, and many accidents are observed in recent
NCC Network Control Centre times [1][2]. The complexities of AVs and their subsystems
NSGA-II Non-dominated Sorting Genetic Algorithm-IT increase vulnerabilities that unethical practices can easily
NSTL Naval Science and Technology Laboratory exploit. For example, compromised or hijack
P2p Peer-to-Peer communication links, cyber-attacks and threats, and SQL
PoS Proof of Space injection attacks. To address these concerns that need to
PCs Perso.nnel Co.m puters - ensure robust and secure solutions for an autonomous
PIHEV Plug-in Hybrid Electric Vehicle ... .

PID Proportional Integral Derivative system. Compared to traditional security approaches,
PM Preventive Maintenance Blockchain technology can answer these concerns because
PeRL Perceptual Robotics Laboratory of its security properties like immutability, decentralized
PHEV P2P hybrid EVs and distributed network approach, transparency, enhanced
PoC Proof of Concept security using cryptography primitives, robust consensus-
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building system, and faster transaction settlements, and
many more. Nowadays, applications such as autonomous
vehicles implementing blockchain for data security may
eventually replace existing centralized security and storage
systems due to blockchain's ability to provide data
transparency, immutability, and decentralized storage. The
most apparent application area appears to be the use of
blockchain for data security. Blockchain, synonymous with
trust, privacy, and security, is being investigated for a wide
range of applications that require data storage that is
securely encrypted and quickly recoverable. Blockchain has
many advantages over traditional security solutions, some
of which are as follows:

e Traditional data security and storage mechanisms are
incredibly centralized, implying a single point of failure.
This means that any external malicious attack on a central
server, such as an attempt at brute-force hacking or
malware, can result in complete or partial information
loss. Information loss can be dangerous for AV-based
businesses and even entire economies, depending on the
type of data stored on the system. Blockchain-based
storage is impenetrably secure against hacking and other
external attacks. Since the same data is saved on all
blockchain nodes, data loss is very low. This means that
data protection and storage on the blockchain are perfect
for sensitive information such as autonomous vehicle
communication and user identification.

The integrity of the data recorded on the blockchain is
critical. It is practically impossible to access and edit
anything stored on the blockchain without being informed
and obtaining consensus from the entire network. As a
result, participants can use the blockchain as a source of
truth and operate a trustworthy, secure ecosystem, that is,
without the need for the other party to trust or be familiar
with them.

Blockchain technology establishes a decentralized,
transparent system, which creates trust among network
participants. AVs can include insurance partners or
workshops that form a consortium using blockchain
technology to record transactional data and other shared
information. Due to this nature of the blockchain, all users
have equal access to the stored data, and any change
requires the consent of all participants.

Each participant in the blockchain-based network keeps
the distributed ledger up to date by maintaining,
computing, and updating new entries. All nodes
communicate with each other, which ensures internal
security. It allows you to trace the origin, record, and
ownership of the data. The blockchain lets the user see
how timestamps and cryptographic proofs were used to
replace old and new versions of the same content.

Any entry made in the blockchain is irreversible. Due to
the decentralized nature of blockchain, the ability to
update data is not centralized, whereas traditional data
storage systems are centralized due to their client-server
architecture. Blockchain technology maintains an
immutable chain of records and transactions while
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retaining the previous block of data permanently. This
ensures that the origin of each new block can be
independently authenticated and tracked throughout the
chain's history.
Blockchain technology can ensure private communication
among parties [3]. The employment of strong hash
functions, cryptographic primitives, privacy management,
data immutability, decentralized data availability, the
interaction between different AV systems, transparency in
record availability, and a robust consensus technique make
AV Zone safer. As a result, the chances of vulnerabilities,
attacks, threats, and loopholes get reduced in infrastructure
supporting AVs operations. The Blockchain system uses
multiple consensus mechanisms, such as proof of work
(PoW), to prevent malicious access, sybil attacks and
tamper-proof the blocks [2]. Blockchain enables complete
transaction transparency and immutability, which means
that data is permanently published in a distributed ledger
and cannot be deleted or modified. Furthermore,
anonymity, security, and the absence of a third party are all
additional advantages to the application using blockchain.
If one person solely keeps the ledger, there is a chance that
mistakes will be made, either accidentally or deliberately.
Thus, everyone in the network maintains the ledger, and it
becomes difficult to cheat. As a result, the network's
vulnerabilities are mitigated by its transparency and
immutability. Additionally, blockchain technology would
help create multiple independent distributed ledgers,
securing data associated with numerous stakeholders. For
example, numerous blockchain networks for drivers, cars,
traveling  plans, road-maps, and  satellite-based
communication can ensure maximum system security. As a
result, the chances of error or on-road accidents can be
reduced to a minimal level.

A. Introduction to Blockchain Technology for AVs

The rapid transformation of blockchain from a theoretical
concept to practical reality is notable. From healthcare to
food supply chains, blockchain is currently revolutionizing
many fields. Millions of IoT devices must interact and
transfer data instantly in the era of AVs, and these
exchanges of data should be transparent and shareable.
Blockchain is a decentralized network that ensures the
tampering of data, impossible, allowing for secure, private,
and quick transactions. Vehicle manufacturers have already
imagined: how autonomous technology can improve AVs,
increase customer satisfaction, customer retention, and
overall auto experience. With the maturity of blockchain
and growing demand for AVs, digital identities such as
vehicle identification, ownership, warranty, wear and tear,
leasing, lending, parts management, storage, transfer, and
servicing information are being investigated. This data will
be recorded in a shared ledger structure using blockchain
technology and smart contracts. Authorized parties will
have access to a part of the data in this ledger which
depends on their usage rights and requirements. As a result,
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vendors, executives, and other organizations will

authenticate and use certificates in near real-time [4][5].

Blockchain is a secure, ever-growing, and shared record-

keeping approach whereby a copy of the record is kept by

each user of the data and can be changed only if all
participants in the transaction agree to the update. It means
that a blockchain is a P2P distributed record that is
cryptographically secure, immutable (very difficult to edit),
append-only, and can only be updated by peer consensus or
agreement algorithms. Virtually anything can be recorded
and distributed on a blockchain network to reduce risk and
costs for all involved parties. Blockchain technology can
enable decentralized, P2P transactions, increase data
integrity and robustness, and provide reliable digital

identities for vehicles, components, and customers [6]-[8].

It is accomplished using a selection of techniques,

including:

e Reading and writing encoded transactions as blocks of
chronologically linked data by hashing methods helps
prevent data tampering or erasure.

o The blockchain network uses a consensus algorithm to
synchronize  distributed data  between network
participants, creating a decentralized and immutable
record.

o The data is shared between several participants through a
distributed ledger, which minimizes the points of failure.

o Allowing authorized parties and their certified users and
assets facilitates value transfer to people without
traditional intermediates.

Figure 1 shows the blockchain-based architectural network
for AVs, in which all vehicles (AV1-AV6) are connected to
IoT sensors. These sensors help the autonomous vehicle
and driver control, monitor, instruct, direct and guide based
on their service requirements. Miner nodes are responsible
for authenticating the trust of the rest of the nodes or IoT
devices, while peer nodes are a part of the overall
blockchain. Now, if the communication and transmission
ranges are high, it can help the autonomous vehicle, driver,
or system connect to many vehicles. In this connectivity,
blockchain plays a vital role. Blockchain technology can
help to track and record vehicle activities. It has the power
to authorize a particular set of legitimate users only or
authorize a specific group of illegitimate users. The data of
a vehicle and its activities can be collected from customers
or users using [oT sensors. An attack can tamper with an
IoT sensor as well. Since blockchain is observing activities,
it would be easier to identify such attackers, and the
necessary actions (pre-defined) can be taken timely. This
will stop the compromise of [oT sensors.

B. Blockchain Solutions for AVs

In recent times [9][10], various studies proposed integrating
blockchain technology with AVs. For example, Pokhrel and
Choi [10] proposed a blockchain-based design for AVs.
This design uses FL to ensure data privacy and improving
the efficiency of vehicular communication, as well. Here, a
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mathematical framework is proposed. This framework
helps in developing a controllable network using
blockchain and FL parameters. These parameters include
block size, block arrival rate, data retransmission limit, and
frame size. This work has identified various challenges in
the proposed model that need futuristic investigations. For
wireless connectivity-based vehicle tracking systems,
advanced mobility models. There is a shortage of mobility
awareness, efficient verification poses a forking problem,
and privacy leakage risk analysis is necessary Shivers et al.
[9] proposed a framework for a decentralized ride-hailing
platform. This platform is used in AVs for improving the
riding experiences. This work presents the implementation
and analysis of the proposed framework using multiple
tools under varying network loads. Likewise, various
blockchain integrated solutions are offered for automated
vehicles [11]-[21]. Table 1 shows the comparative analysis
of recent studies that proposed blockchain technology for
automated vehicles.

C. Motivation and Research Problem

Following are the critical research motivation and research
problems in this work.

¢ Presently, many efforts are drawn to streamline processes
and improve the autonomous experiences and methods in
modern vehicles. Usage of advanced technologies (IoT,
Al, ML, Blockchain) has shown a significant
improvement over the current techniques in bringing
efficiency, usefulness, and transparency in various
applications. However, very few studies have focused
usage of blockchain in autonomous vehicles. Thus, there
is a need to explore autonomous vehicles, their properties,
and their classifications. Further, the importance of
blockchain technology to autonomous vehicles, its
cyberspace, and systems are important to realize.
Autonomous vehicles need real-time responses to events.
In such cases, blockchain technology-based smart
contract plays an important role. Blockchain technology
ensures strong interconnections and smart contracts
execute transactions based upon circumstances. Thus, it is
important to identify the needs of intelligent contracts in
handling autonomous experiences in modern vehicles.
There are different types of autonomous vehicles like
AGV, AEV, AUV, UUAV, and AAeV. All of these
autonomous vehicles have different categories of
vehicles. Thus, it would be interesting to explore the
major classes of these autonomous vehicles and study the
importance of blockchain technology to them.

In autonomous vehicles, blockchain-based distributed
networks can be created for individual subsystems and
whole system operations. For example, AEV consists of
charing, storage, data processing, power, and waste
management systems. A blockchain network can be
created to integrate all of these systems. Individual
blockchain networks can be made for each subsystem,
and advanced blockchain concepts (bridge and side
blockchain) can be integrated into one system. Thus, it is
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Figure 1: Blockchain Network of Autonomous Vehicles

important to understand the importance of each subsystem ¢ This work lists and compares the challenges discussed in
(with example) and how they can be combined to provide those recent studies that propose blockchain solutions for
flawless autonomous experiences. AVs.

e In addition to a subsystem or system integration using ¢ This work discusses the blockchain technology integrated
blockchain technology, blockchain is helpful in use cases for automated vehicles like automated guided
autonomous vehicle usage in various applications. For vehicles.
example, AGV is used in supply chain management in Figure 2 explains work organization.
multiple warehouses across the globe. Thus, exploring
their use in applications' importance, usage, efficiency, Il. THEORETICAL BACKGROUND AND SURVEY
and model would be interesting. PREPARATION

This section briefly explores the literature review or

D. Contributions background on recent developments, surveys, and practices

The contributions of this work are briefly explained as over blockchain technology for AVs. It shows the

follows. significance and need of blockchain technology for AVs.

e This work explores the recently developed AVs, their Details of similar studies are explored in subsequent
types and performs a comparative analysis of features. sections. Further, this section presents the research

e To understand the importance of blockchain technology me.thods fol'lowed in the Survey and. the process, from
in AVs and study those recent proposals that integrated article selection to key finding observation and discussions.
both technologies. Details are explained as follows.

e This work identifies the characteristics that are important
to understand the significance of blockchain in
autonomous vehicle systems.

A. Recent Surveys Over Blockchain Technology for
AVs
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Table 1: Comparative analysis of blockchain-integrated autonomous vehicle systems

Author Year | A| B|C|D|E|F|G|H 1 Application Key Finding
Guo et al. An evegt recording system wiFh !n thi; work, a dynamic federation consensus algorithm
[13] 2018 | v | x x v ox x x v | v | blockchain technology support is | is verified and tested for autonomous vehicles. Further,

proposed for autonomous vehicles. security analysis is also performed.
Shivers Blockchain-based Ride-hailing Pc'rformancc is measured using static analysis tool and
etal. [9] 2019 | v | x x Vv x vl x v | platform it is observed that system works properly under heavy

) network load.

Baza et Firmwarc update scheme to contfol, Secure ﬁrmwarf: update scheme is proposed for
al [11] 2019 | v | V| x vl x| x x v | v monitor find data manipulation autonomous vehicles that leverages tlAleAgaps between
i operation is proposed. blockchain and smart contract for futuristic vehicles.
Saini et Blockchaip-tgchnology-based This work di;cusses the message process ﬂov\l/ for
al. [18] 2019 | v | x x v ox vl x v | ¥ | secure priority vehicle movement | connected vehicles and priority services for priority

) and control system is proposed. vehicle.
A record keeping system with | In this work, blockchain protocol-based record keeping
Ayvaz blockchain technology for | system is proposed to monitor and operate the
and Cetin | 2019 | x x X v v x v | v | v | autonomous vehicle movement in | autonomous vehicles. The proposed system is capable
[15] untrusted environment is proposed. of defending against attack and helps the vehicles to
move and co-operate safely in untrusted environment.
Surveyed the importance and | This work has prepared in-depth features and
Yang et 2019 | x « « « « v« v | | technical features of automated | framework methodologies for autonomous underwater
al. [23] underwater docking. vehicle docking with maximum safety and long-
duration operations.
Shresth A survey over blockchain and 5G- | This work investigates the security, privacy protection
restha 1 00 | v | x | x | v | x | v | x | v | v | based solutions for vehicular | and content caching for blockchain and 5G
etal [12] networks. technologies-based solutions to vehicular network.
Proposed a system with secure and | A mathematical and theoretical discussion is developed
Wang ot %ncentive content delivery for | over content delivery in blogkchain-en:{lbled %ntegrated
al. [16] 2020 | V| x x Vv |v|x v | v | integrated connected autonomous | connected autonomous vehicles. A simulation-based
: vehicles. system is proposed for decentralized permissioned
network.
Proposed blockchain-enabled | This work has integrated the blockchain and mobile-
scheme for object detection and | edge computing technology for reducing the domain
Jiang et 2020 | v | x « vlvl« vl information §haring in  cross- discrcpanf:y'in object idcntiﬁcation ar}d f:a}tcgorization.
al. [17] domain adaption for autonomous | Blockchain is used to improve the reliability and smart
driving with improved | contract to ensure secure data storage, accessibility and
performance. task sharing.
A video analytics framework is | In this work, blockchain technology, multi-layered edge
Jiang ot proposed. This framework consists | computing, federated learning, internet of things and
2020 | V| x x v v x v | v | v | of edge computing, blockchain and | video processing is proposed for optimum automated
al. [14] . . . . -
internet of autonomous vehicles for | vehicle system. This system improves the performance
optimum solution. and provides fast and secure framework.
Reviewed blockchain applications | Discussed the detailed review over multi-layered
Alladi et for L}nmanned aerialA vehicle for | blockchain arcfhitepture for unmanneq aerial Vehi(;les
2020 | x v ox v v x x x v | security, data storage, inventory and | used for security, inventory and surveillance. This is a
al. [19] - . . . :
surveillance. detailed survey of blockchain and aerial vehicle usage,
challenges and possible solutions.
Conducted a short survey of | This is a brief survey that gives introduction to
Megha et 2020 | v | x « » » v« « « autonomous  vehicles  mainly | autonomous vehicles, various levels of autonomous
al. [20] discussing the recent studies, | driving experiences, key features, challenges and brief
applications and future. solutions.
Surveyed blockchain and AI- | This work has surveyed the importance of blockchain
Fu ot al. enal?led connected and autonomous | technology ff)r connected and autonomous Veh@cles. A
[21] 2020 | vV [ x | x [ vV |V |V | x | v | VY| vehicles. framework is presented and ways to utilize the
collective intelligence is proposed using machine
learning models.
Pokhrel Federated learning and blockchain- | On-vehicle machine learning model with proof-of-work
and Choi | 2020 | v | x x v ox x v | v | v | based system for autonomous | and mathematical framework with minimum delay for
[10] vehicles autonomous vehicle is proposed in this work.
This work surveyed automated | In addition to automated underwater vehicle survey, a
underwater vehicles, its formation | framework is proposed that provides a comprehensive
Yang et 2021 » « v | o« « « « v | | control and underwater acoustic | classification method for underwater automated
al. [23] communication capabilities. vehicles. This framework can be wused for
communication-related formation selection for different
applications.

A: Blockchain network development for automated vehicles, B: Cryptocurrency usage, C: Underwater Automated Vehicles, D: Blockchain-based
Security Concerns, E: Blockchain-based Data Handling, F: Survey to discuss blockchain integrated solutions for automated vehicles, G: Blockchain-
based platform or tool for automated vehicles, H: Automated vehicle coordination issue discussion or solution, I: Performance, security or QoS

This sub-section explains the recent blockchain technology
and autonomous vehicle developments and their integration
studies. Details are presented as follows.

e Mariani et al. [22] realized the importance of coordination
of AVs and self-driving vehicles in nearby times. In this
work, critical classes of coordination are introduced. After
that, challenges and solutions are proposed that efficiently
handle the coordination issues. Future research challenges

focus on dynamic switching in coordination schemes,
ethical issues, single or multi-lanes car operation, driving
intersections, road neutrality, and multiple car types and
pedestrian interactions. Although significant
concentration is drawn towards coordination issues,
blockchain technology for events recording and data
handling is not discussed. Likewise, the importance of
decentralized networks (especially blockchain-based
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Literature Survey

Presents the literature survey, the research
methodology used for the survey, and data
collection and analysis methods.

On-road Autonomous Vehicles
Explains the autonomous vehicles, their types,
and sensor usage studied during recent times.
Underwater Autonomous
Vehicles

Explains the underwater autonomous
vehicles, their features, comparative analysis
of recent studies.
Underwater Autonomous
Vehicles Architectures and
Infrastrcture

Explains Architectures and Infrastructure for
recently discussed autonomous underwater
vehicles.

AVs |dentification and Tracking

Reviews the target identification and tracking
schemes proposed or discussed in recent
times for on-road autonomous vehicles.

Smart Data Handling

Explains the importance of smart data
handling methodologies in  autonomous
vehicle systems using blockchain technology.

Smart Contracts

Sections

Discusses the smart contract properties and
designs proposed for autonomous vehicles
during recent times.

Autonomous Electric Vehicle
Explains autonomous electric vehicles,

their features, and the importance of
blockchain.

Green for

Energy Solution
Autonomous Electric Vehicle

Presents the possible green energy solutions
and their association with electric vehicles.

Autonomous Guided Vehicles

Presents the application and use-cases of
blockchain for autonomous guided
vehicles. Here a comparative analysis of
existing studies over the autonomous guided
vehicle is also perfformed.

Blockchain and UAeV

Presents the recent work over UAeV, and
integration with advanced technologied like
Blockchain and loT.

Conclusion
Directions

and Future

Concludes the work and presents future
directions.

Challenges and Discussions
Discusses the challenges identified for

autonomous vehicle systems and related
discussions.

Figure 2: Work Organization

networks) and security enhancements are not explored in
VOLUME XX, 2017

detail.
e Yang et al. [23] conducted an in-depth survey over
automated underwater vehicles. This work has proposed a
classification framework for automation control selection
and classification for various applications. The major
categories of automated underwater vehicles identified in
this work include biometric, underwater gliders, and
torpedo shape vehicles. After performing the comparative
feature analysis, it has been determined that the torpedo
vehicle has balance performance, the biomimetic vehicle
is lightweight, and underwater gliders can travel to
thousands of kilometers irrespective of their
comparatively slow speed. This survey is an in-depth
survey covering underwater vehicles. However,
blockchain or related aspects are not touched upon in this
article. To keep the records of underwater vehicles
immutable, transparent to the network, and secure,
blockchain aspects are necessary to explore. They are
likewise, Examining the importance of smart contracts,
distributed ledgers, and consensus mechanisms for
multiple underwater vehicles, their coordination, and a
transparent process to conduct transactions on a pay-per-
event basis.
Yazdani et al. [24] discussed the importance of UAVs and
their long-endurance operational capabilities. Here,
underwater vehicle’s docking methodologies, merits,
shortcomings, and guidance to operate with high
performance are discussed. In this work, an in-depth
technical review is conducted to present the (i) existing
methodologies and equipment, (ii) challenges in attaining
a safe docking using a simple scenario, (iii) discuss the
requirements of general-purpose guidance framework and
show the need for calculus of variations method for
automated underwater vehicle’s docking. This work needs
to extend the importance of docking with blockchain. The
usage of the docking station, its facilities, and its long-
term use can be ensured and transparent. Likewise,
system features stored in a distributed ledger for
monitoring and surveillance can be identified and
programmed to track the assets and monitor their
performances.
Shrestha et al. [12] conducted a comprehensive survey
over blockchain solutions to ensure security in V2X
connectivity. The security aspects are provided through
5G and blockchain-technology solutions, and discussions
are developed over integrations. Among open issues,
storage requirements with increased vehicular network
scalability, performance in terms of throughput and
network resource utilization, and blockchain incentive
mechanisms for efficient build-up are proposed. This
work needs to be extended with different categories of
attacks occurring in the blockchain network. For example,
the feasibility and countermeasures for 51% of attacks,
jamming attacks, physical attacks, cyber-attacks,
hijacking attacks, identity, and privacy concerns, and
communication link failure or unethical control need to be
explored in detail.
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e Wang et al. [16] discussed the blockchain technology
solution for secure content delivery in vehicular social
networks. Here, the PoR consensus protocol is designed
and concerned for vehicular social networks within a
multi-party scenario. A safe delivery ratio-based analysis
is computed by varying the simulation time. The results
demonstrate that the proposed approach is efficient
compared to the conventional method. This work needs
attention over the high cost of autonomous vehicles,
which may increase further with the integration of
blockchain technology. Additionally, attack detection and
resistant strategies need to be explored to ensure a system
with high quality and better performance.

Jahan et al. [3] prepared an in-depth analysis of attacks
and vulnerabilities in autonomous systems. This work has
prepared attack classifications and theoretical discussions
over the development of autonomous systems in recent
times. Multiple AVs, their features, and recent
developments are discussed. This survey has explained
the attacks in-depth with examples. Particular focus is on
system modeling threat and vulnerability modeling
attacks—the extended analysis of attacks for assets with
different capabilities. For example, a network may consist
of resourceful, resource constraint, hybrid or unknown
devices. Thus, how blockchain networks, attack analysis
processes, monitoring and countermeasures will be
helpful to ensure a safe autonomous system and an
exciting challenge to explore.

Likewise, various studies are observed during recent times
that focus on AVs, autonomous systems, UAVs, AGVs
[1][2][25]-[36]. These surveys discuss the importance of
autonomous systems and technologies in present times and
from futuristic perspectives. It has been observed that these
systems (with variable automation levels) are widely
implemented in various applications and services to assist
humans in improving working conditions and
environments. However, most existing methods cannot
ensure full integration of blockchain technology for various
reasons like cost, performance, and efficiency concerns.
Table 2 shows the comparative analysis of blockchain-
integrated autonomous vehicle systems surveys.

B. Research Methods

To study and identify the significant challenges and
solutions of blockchain technology, AVs, and their
integration methodologies as follows [4] [5] [9] [12] [15]
20] [22] [25].

This work has thoroughly browsed the literature to
identify existing blockchain technology-based AV
systems and proposed approaches. In addition, this work
discusses recent ways of applying blockchain technology
to improve autonomous vehicle experiences. And, action
is taken for design or study and feature-based analysis.
This work has explored different AVs and discussed the
importance of blockchain technology in handling data
security, coordination, and distributed decision-making
issues.
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e Consequently, the use-cases of AGVs in the industry are
discussed. The industry background and experience of
one of the authors is utilized to prepare three sets of use-
cases. These use-cases discuss the importance of
blockchain technology for automated guided vehicles, key
challenges, solutions, advantages, and disadvantages in a
real-time environment.

C. Data Collection and Analysis

This section briefly explains the process followed, starting

from article collection to survey preparation. Figure 3

illustrates the procedure followed to prepare this survey.

This process follows the following important three phases:

o Article Collection: This phase of the process includes a
literature search. In the literature search, the following
number of articles are selected from reputed publishers:
32 (Elsevier), 31(IEEE), 41 (Springer), 10 (ACM), 8
(Wiley), 5 (Taylor and Francis), 2 (Hindawi), 2 (SAGE),
2 (MDPI), 2(IET), and 30 (Others including web-
references). The keyword-based search was applied in
search engines (mainly the publisher search engine or
google scholar). The keywords include: “blockchain for
AVs,” “blockchain for guided vehicles,” “blockchain for
underwater vehicles,” “autonomous vehicle surveys,”

“blockchain  surveys for AVs,” “blockchain in
autonomous driving,” “AVs,” “underwater AVs,” “guided
vehicles,” “use-cases for autonomous,” and “smart

contracts for AVs.” Each author has prepared their article
dataset (or repository) and stored it at the central
warehouse.

Article Analysis: In this phase, a theme table is prepared
by every author. This themed table includes key findings
from the literature survey (or known as a survey-type),
practitioner-based article (or known as implementation-
type), and industry-specific (white papers, websites, and
author’s industry experience). Authors have prepared the
theme tables on the following topics: (i) AVs and types,
(i) UAV, (iii) target identification and tracking schemes
in AVs, (iv) intelligent data handling methodologies for
AVs, (v) smart-contract design for AVs, (vi) AEV, (vii)
green energy solutions for electric vehicles, and (viii) use-
cases for blockchain technology in AGVs. These theme
tables are selected as significant sections of this work and
are explained in the subsequent section.

Synthesis and Evaluation: In addition to the theme
preparation in the previous phase, another set of theme
tables are prepared that classify the articles based on
autonomous  vehicle features, research practices,
implementation practices, case studies, and theoretical
discussions. The comparative literature analysis is drawn
mainly using these theme tables. A detailed explanation
of selected themes and other findings are explained in
subsequent sections.

Ill. AVs LEVELS, SENSORS, AND BLOCKCHAIN
An autonomous vehicle can sense its environment and
operate without human intervention. The human passenger
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Table 2: Comparative analysis of blockchain-integrated autonomous vehicle systems surveys
Author Year | A | B | C | D|E | F |G| H I J Major Survey Directions Major Survey Shortcomings and
Challenges
This is an in-depth observation of autonomous | This work can be extended to design
systems. In this work, multiple autonomous | blockchain and smart contract-based
systems are covered. An in-depth analysis of | use-cases for autonomous driving,
Jahan et 2019 | x vliviviv]vl« v« « security concerns, attacks, vehicle types, | vehicles and systems. To reduce the
al. [3] usages, system modeling, blockchain usage | accidents and attack probabilities,
and trust management are discussed. system design, formal, simulation or
implementation-based observations are
necessary in near future.
This is a short survey and analysis article on | The consensus protocol designed for
investigating the content delivery system in | efficient deployment of blockchain
Wang ot autonomgus vghiculgr social networks. nctw'orl.( and cont'cnt dclivs:ry systems
al. [16] 2020 | V| x v x X x x vl x x Systematic dlscgssmns are developed over | are limited to Vehlcu!ar soglal networks
: autonomous vehicular network enhancements | rather than exploring it for fully
and social network creation for important | autonomous vehicle network.
applications.
Discusses the quality attributes for blockchain- | Very generic discussions are developed
Megha et based autonomous vehicles. 'This iqcludc to integrate blockyhain tcchnology'for
al. [20] 2020 | v | x vl x vl x % vl x % | human safety,A Fifita security,  privacy, | autonomous Vehlcle§. The lrapl{lly
. transparency, reliability and efficiency. expanding domain is expecting in-
depth discussions.
This is a short survey article on connected and | The addressed problem of data storage
autonomous vehicles. This work proposes | in connected autonomous vehicle can
Fu ot al. ?louq-infras&ucmre-bgsed single ) v?hicle be extended to applicatioAnsA like
[21] 2020 | V| x v v x x x v x x intelligence, centralized, and distributed | warchouse-based system consisting of
approach for connected and autonomous | automated guided vehicles. Likewise,
vehicle movements. the proposed approach can be tested
for various other applications.
Discuss the evolution of vehicle ranging to | No smart contract and blockchain-
everything, the connectivity, integration of | integrated framework is proposed or no
Shrestha 2020 | x vlivlvl v« « v« « edge computing, challenges in integrating 5G, | such use case is discussed to smartly
etal. [12] Blockchain and Edge-based infrastructure for | handle the data for vehicular networks.
autonomous vehicles, and open issues and | Proposal is made for generalized
research challenges. autonomous vehicles.
The current work discusses the autonomous | Integration of multiple advanced
vehicle concept thoroughly. This is a broad and | technologies and related studies are not
Proposed in-dppth survey over differenlt autgnomous explored in this WorlAc For example,
Survey 2021 | x [V | vV [V |V |V |V |V | VY | VY| vehicle aspects. Blockchain discussions are | need of cloud computing, data storage
developed in parallel. architectures, cryptography features are
not discussed. These aspects will be
taken up in future.

A: short survey, B: Long and in-depth survey, C: Driver Assistance-based System Discussion, D: Fully Autonomous Vehicle Discussion, E: Partial
Autonomous Vehicle Discussion, F: Automated Underwater Vehicle, G: Automated Guided Vehicle, H: Blockchain proposal discussions, I: Electric

Vehicle Discussions, J Green Energy Solution Discussions.

is not necessary to manage the vehicle, and the human
driver is not essential to sit in the vehicle. Ultrasonic
sensors, RADAR, LiDAR, GPS, motion and angle sensors,
cameras, inertial units, and audiometry are technologies
used by autonomous cars to observe the environment.
Advanced control systems analyze sensory data to
determine the best navigation routes and obstacles and
appropriate signage. [37][38].

A. Sensor Fusion for Autonomous Driving

Sensor fusion combines data from several sensors to
produce a much superior result in using each sensor
separately. In the field of AVs, sensor fusion is one of the
most crucial subjects. A fused sensor device incorporates
the advantages of individual sensors to hypothesize about
the state of the vehicle's atmosphere. Fusion algorithms
allow a vehicle to determine how many obstacles are
present, where they are located, and how quickly they are
going. However, the best mix of sensor fusion algorithms
will take autonomous driving to a new level of safety and
address various concerns [39]. For example, the elimination
of human error by connecting our road infrastructure with
the sensors like RADAR, motion and angle sensors, and
LiDAR [40]. As a result, traffic safety and reduction in
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accidents can be ensured. Each of these sensors has several
advantages and drawbacks. Sensor Fusion seeks to tap the
potential of each sensor to gain a deeper understanding of
the environment. Using the camera, you can search roads,
read road signs and identify vehicles. The LiDAR system
can better predict the vehicle's position, while the RADAR
system can better estimate the vehicle's speed. An
autonomous vehicle (shown in Figure 4) uses many sensors
fused to analyze, detect and maneuver its environment.
Table 3 shows the specifications of various sensors used in
autonomous vehicles.

Vehicle numbers, driver information, path conditions,
environmental information, insurance, and maintenance
information obtained by the IoT sensor fusion network
depicted in figure 4 are kept in a distributed ledger and
blockchain network to track and record authorized and
illegal conduct of the vehicle. IoT enables devices on the
Internet to send data to a blockchain network to create a
tamper-resistant record of shared transactions. Transactions
are timestamped and incorporated into cryptographically
secure blocks through a hashing process after the
blockchain network's validation. The hash method links the
blocks together to form a sequential chain. The use of
blockchain in IoT can reduce single points of failure while
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Each author executed independent
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through various search engines.
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(i) research literature survey, (ii)| (i)
practitioner literature survey, and
(iii) industrial literature survey.

research

literature
practitioner literature survey,
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Every author has gone through his/her
independent cycles of article analysis.
Additionally, every author has prepared
their own theme table and key findings in
survey, (i)

Outputs of different theme tables are self-
compared, and findings are explained
along with other theoretical discussions

and i) and developments.

Figure 3: Process involving article collection, analysis, synthesis, evaluation, and survey preparation.

also providing a secure and efficient way to store and
process [oT data. The peer-to-peer design of the blockchain
is seen as a potential solution to challenges with a single
point of breakdown and bottleneck. If an IoT sensor is
tampered with by attackers, the proper blockchain
authorities can identify the compromised [oT sensor and
take swift action against them. Blockchain ensures the
integrity and authenticity of data transactions and events by
using immutable hash values and digital signatures. In
short, blockchain enables wusers to observe network
transactions to protect computer and data rights. Sensors
that can reduce human error and improve infrastructure
facilities are briefly explained as follows.

e Motion and Angle Sensors: The motion sensors measure
acceleration in the longitudinal and vertical axes to
monitor the speed of the wheels and communicate this
information to the driving system [41]. Steering angle
sensors determine the location of the front wheels. When
compared with other data, the dynamics of AV can be
measured. If geolocation deteriorates or disappears (e.g.,
going into a tunnel loses or weakens the signal), then data
from motion and angle sensors are combined to form a
solution, known as "dead reckoning” [42].

o LiDAR Sensors: The best sensor used in AV is LIDAR. A
laser beam emits light waves that travel at the speed of
light to distinguish nearby targets. The difference in laser
return time and wavelength is used to create a digital 3D
image of the target environment and indicate its position
within a 4-inch radius. It can also isolate single droplets
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of rain under single molecules using single and multiple
scan lines and an array of levels unaffected by other
sensors [43]. This sensor can also calculate the vehicle's
height, speed, and direction, and it fits with any current
safety characteristics.

Ultrasonic Sensors: Ultrasonic sensors can be necessary
for the safety of a self-driving car. They use time echoed
by sound waves to mimic bat navigation depicting
adjacent surfaces. The sensors will use this information to
determine how far away the objects are and warn the
vehicle's onboard system as they get closer. They are
ideal for low-speed, small to medium range applications
such as lateral movement, blind-spot tracking, and
Parking because they use sound waves of higher
frequencies than detectors for the human ear [44].

GPS Sensors: The GPS sensor receives geolocation and
timing information from a satellite-based navigation
system. If you have an uninterrupted sight of four or more
satellites, your position can only be indicated by a few
meters [45]. While it is necessary to move from point A to
point B, it will be inadequate on its own due to weather
conditions. Combining data with other sensor data enables
it to play an essential role in synergy.

Cameras: The ability to correctly detect and discriminate
between stationary and moving obstacles in the
environment is vital to secure autonomous driving. The
use of camera sensors is a cost-effective approach to self-
driving car safety [46]. Rear and 360-degree cameras are
often used to provide images of the environment in a car.
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Table 3: Specifications of various sensors used in autonomous vehicles.

Sensor Type Signal type | Working range Usage

Light Detection and Ranging | Infrared Mid and short- | Object Detection, Object classification, Light

(LiDAR) Sensors range Detection, and Ranging, collision avoidance

Ultrasonic Sensors Ultrasound | Proximity Parking assistance

GPS Sensors Microwave | Global Navigation

Cameras Visible Long, mid, and | Object classification and interpretation, detect

Light short-range road signs, traffic lights, lane detection

Radar Microwave | Long and short- | Adaptive cruise control, Object detection, Radio

range Detection and Ranging, collision avoidance

Stereo vision is a two-dimensional and three-dimensional
approach that we can see through our eyes. The data from
these sensors allows the vehicle to precisely determine the
distance between nearby objects and those far away.
Infrared vision improves this ability by detecting a
thermal or heat signature that will distinguish humans and
things. It is necessary to see the temperature difference on
the road surface and alert the AV.

® RADAR: The RADAR sends out radio waves to detect
objects within a few meters. Over the years, we have
installed RADARSs in our cars to track vehicles in blind
spots to prevent accidents. They do better on moving
objects than static objects. Unlike other sensors that
determine the difference in direction between two
readings, the RADAR wuses the Doppler effect to
determine whether the car is moving toward or away from
us by calculating the change in the subsequent wave
frequency [47].

B. Levels of Driving Automation and Blockchain

There are many degrees and classifications for a fully
automated driving system in an autonomous driving
vehicle, enabling the appliance to be repaired if its
components fail. We have a different set of classifications
now coexisting for AVs, but those standards do not change
much from each other. The SAE [48] has designed a
harmonized framework to describe six degrees of
autonomous driving. SAE is characterized by 6 degrees or
levels of driving Automation i.e. 0 (completely manual) to
5 (completely independent) [49]-[51].

a. No Driving Automation (Manually Controlled)-
Level 0

Nowadays, most vehicles on the road are manually
controlled or level 0. The automated system provides alerts
and may interfere for some time but does not have long-
term vehicle control. Users have complete control over your
vehicle at level 0. For example, when you back up and
move too close to another vehicle, your vehicle may sound
a warning, such as an audible warning, but you must
activate the brakes to avoid hitting the other vehicle.
Blockchain plays a minor role in this automation level.
Suppose blockchain technology is integrated with the
vehicle at this level. In that case, it can help give the vehicle
and its states information to be stored in a distributed ledger
for constantly monitoring the vehicle's performance.
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b. Driver Assistance (Hands-on)- Level 1

It is the minimum degree of automation. Level 1 vehicles
are equipped with a single automatic system that assists the
driver with acceleration or steering (cruise control) tasks.
ACC, which permits the vehicle to maintain a safe gap
behind the following vehicle, passes as Level 1. The human
driver monitors other aspects of steering controls, such as
driving and slowing down. At this level vehicle is
controlled by both the driver and the automated system. For
example, vehicles in which the driver has complete control
over the steering.

In comparison, automatic systems adjust engine power to
keep a set speed or engine and brake capacity in response to
speed changes. Additionally, there exists parking assist, in
which steering is automatic, with speed manually managed.
As compared to level-0, take more blockchain advantages
at level-1. At this stage, more data, including information
about a single automatic system, can be added to the
distributed ledger. In this way, blockchain will help in
ensuring security, immutability, and transparency to vehicle
operations.

c. Partial Driving Automation (Hands off)- Level 2

The vehicles can steer and speed control and the highest
degree of end-user automobiles equipped with an autopilot.
While the supervising driver system permits the driver to
"hand-off" the steering wheel, the driver cannot sit ideal; he
is still accountable to the vehicle. He must maintain
constant driving-related attention. At this stage, the vehicle
is capable of steering as well as accelerating and
decelerating. Here the automation is similar to self-driving
in that it occupies the driver's seat and can command the
vehicle at any time. Blockchain integrated with level-2
automation can ensure more data availability and security
compared to level-0 or level-1. At level-2, autopilot and
vehicle information are made available over the blockchain
network. For example, “Hands Off” operation observations
can be recorded and stored in the distributed ledger.
Continuous availability of this operation can help in rating
the autonomous vehicle’s experiences.

d. Conditional Driving Automation (Eyes off)- Level 3

Level 3 technology eliminates the need for drivers to keep
their eyes on the steering wheel or the road to keep the
vehicle stable on the road. Instead, users can use the
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Figure 4: Benefits of Blockchain with Sensor Fusion Data

smartphone to read messages, watch movies, and play
games. The only condition is that you stay in your vehicle.
Here, level 3 AVs can notify the driver to respond to
situations they cannot resolve independently, such as
crossing road construction locations. Level 3 AVs are
capable of self-driving, but only under certain right
conditions and with particular constraints, such as a limited
divided highway with a restricted speed limit. A human
driver is still required to take charge in the event of
deteriorating road conditions. The conditional automation
of the SAE classification system is the most controversial
classification because it allows the driver to focus on non-
driving responsibilities while ultimately being accountable.
The availability of autonomous operation data over
blockchain networks increases with this level. This level
can ensure every other autonomous experience data to the
blockchain network, except responding to real-time events.
e. High Driving Automation (Mind off)- Level 4

Even in terms of safety, vehicles requiring human
interaction are classified as level 4 in the SAE classification
system. They can perform all driving responsibilities
independently, allowing the driver to rest or sleep. At this
level, vehicles can drive autonomously without human
assistance (except when entering their destination). The
driver of a Level 4 vehicle always has complete control
over the vehicle. In addition, Level 4 automobiles can
manage road construction locations and other complicated
scenarios if the operating conditions of the car's software
are satisfied. As level-4 increases autonomous operation by
one more level with provision to sleep or rest for a driver,
the availability of autonomous operations’ data to
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blockchain-based distributed ledger increases compared to
level-0 to level-3.

f. Full Driving Automation (Steering wheel optional)-
Level 5

Most self-driving vehicles aspire to complete startup
automation. Even in the most challenging settings, such as
dirt tracks, human involvement is never needed at this
point. In a nutshell, Level 5 cars have no driver and only
passengers. On the other hand, drivers are free to take it
whenever they like. In more extreme models, such vehicles
can be similar to mobile living spaces, complete with a
comfortable lounging area that maximizes interior space for
laptops and freezers. Full automation can benefit
individuals who cannot drive due to limitations such as
vision or paralysis. Also, ride-sharing fleets can take
passengers at lower prices because they do not have to pay
drivers. As there is no driver available at level-5, the
blockchain network concentrates on vehicle data only.
Thus, create a specialized blockchain network for
autonomous vehicle operations. This network provides
safety, privacy, security, and other blockchain features and
autonomous functions.

IV. UAV

The focus of the previous section was on AVs, and the
subsequent section focuses on UAVs. The historical
perspective, types, applications, research directions, and
developments are discussed as follows.

In the seventeenth century, at Saybrook, Connecticut, the
first submarine, a small-sized underwater wooden vehicle
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put together through metal straps, was built by David
Bushnell and Ezra and named ‘Turtle’ [52]. This submarine
was the first one to be involved in a naval battle at New
York Harbor, and this paved the way for the use of many
submersibles in various operations and tasks. In parallel,
the development of torpedoes was observed, which can be
considered truly the first UAV. In and around time, while
the effect of UAVs progressed, many appeared but could
not exist or sustain for more extended periods. However,
successive years witnessed moderate growth in physical
development and further research, making these vehicles
significant in commercial scenarios.

Traditionally, underwater vehicles are classified into two
classes, depending on whether they have a human directly
boarding it and operating it or self-controlled with its
onboard systems. Thus, the two classes are (a). operating
systems, and (b). unmanned systems. Manned systems
could be military submarines or non-military submarines,
where the non-military ones primarily support activities
involving underwater investigations and experiments.
Unmanned vehicles are classified under three major classes;
the first type is the simplest and towed behind a ship—these
act as a platform, with various sensor assemblies attached
to the vehicle frame. The second class is ROV, a tethered
submarine with a remote operator controlling the tether that
supplies power and communication to the ROV. The third
class is UUnV, which is the most advanced type. It is
untethered, has its onboard power, is linked through a
communication channel, controls itself independently, and
accomplishes the pre-defined task [53]. The classification
of UAVs is presented in Figure 5.

The oceans cover two-thirds of Earth's planet, but it
remains a very poorly explored and vaguely understood
dominion to date. The currently existing tools, techniques,
and equipment available to explore this mysteriously hostile
environment are limited. Given the scientific and
commercial significance that the oceans offer, the UAV
provides a valuable and feasible road to explore, exploit
and conquer this otherwise challenging territory. These
underwater vehicles are referred to as a marvel of
underwater robotic technology. In recent times, AUVs are
progressing towards becoming pervasive tools for
oceanography and sampling. The AUVs are programmable,
automatic vehicles widely variated in their physical design,
making it possible for them to exercise various movements,
such as drift, drive or glide through oceans with or without
being manned by a staff or crew [54][55]. The degree of
control varies from task to task. So does the
communication, which ranges from periodic to continuous,
through satellite signals or undersea acoustic beacons.
Applications: The functionality of AUVs is manifold,
allowing for the conduction of sophisticated experiments
from the surface ship, while the AUV navigates on the
surface or in ocean depths to collect the data. Equipped
with programmed devices and intelligence algorithms,
advanced AUVs can make their inferences, adapt or adjust
mission profile impetus the environmental data received
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over sensors in the course of the mission/experiment. Tasks
range from simple measurement of water's physical
characteristics, including temperature measurement, salinity
analysis, monitoring dissolved oxygen levels, chlorophyll
from aquatic microalgae, and estimation of the
concentration of many fine particles. To perform
sophisticated experiments, which may involve mapping the
ocean floor, collecting images, sending them to a base
station, and progressing through the ocean floor according
to pre-determined directions [56].

Some of the economically useful facilities for a nation, such
as hydropower plants, offshore platforms, oil and gas
exploration/distillation units, depending on the quantities of
these natural resources such as hydrocarbons, oils, and
minerals. These resources, in most cases, being a deep
treasure underwater, require efficient and effective
technologies for underwater exploration and exploitation,
making AUVs almost inevitable. As a result, the
effectiveness of AUVs in oceanographic surveys,
bathymetric measurements, and underwater maintenance
tasks has been established. Amidst growing concerns
around the environment, global warming has emerged as a
problem needing immediate attention. The adverse effects
being expanding deserts and rising water levels. The AUVs
are the best choice for conducting surveys related to global
warming and environmental problems. Specifically, in
hostile and dangerous environments, the application of
AUVs becomes all the more useful. For instance, they
collect data deep in the oceans under dense layers of ice
during the winter period. Compared to ROVs or towed
vehicles, AUVs serve as a low-cost exploration solution
and offer better quality outcomes during sensitive missions.
AUVs are provisioned to sample water columns at oceanic
depths, far beyond the human visit. Another vital
application is underwater surveillance, which controls and
monitors a given area to identify potential threats and
perform tasks such as homeland defense, anti-terrorism, and
safe disposal of explosives (termed, ‘Explosive Ordnance
Disposal’) [54]. These underwater robotic missions are
carried out prudently, ranging from identifying threats to
their classification to the multitude of activities for anti-
intrusion.

Research Perspectives and Developments: In several
aspects, research activities are underway, furthering the
applications of AUVs to make them increasingly effective.
One of the key scientific challenges is enhancing the
autonomy and the building team capabilities within
underwater robotic vehicles to facilitate team/swarm
missions. It is a vast area of scientific study and
investigation, opening up avenues for future work in
different application contexts. For specific underwater
tasks, which cover reasonably large regions, it becomes
requisite to have several robotic vehicles working together
while collecting data samples from assigned sites and
building inferences to take collective/individual actions.
Thus, it requires building interoperability capabilities
amongst the underwater vehicles and opens up several
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challenges related to building networking capabilities,
communication  protocols, distributed design, and
communicating interfaces [54]. There are severe limitations
in terms of limited bandwidth availability and latency
issues involved in acoustic underwater messaging. loT has
emerged as a vital area, bringing together various
things/items with sensors installed within an environment.
The sensors act as input points receiving data from the
environment. The data inputs are used within the system to
facilitate the desired action concerning the pre-planned
task. The advent of [oT has transformed several otherwise
conventional devices. Over the years, IOT research has
evolved and has been increasingly focused on building
intelligent and autonomous systems.

The amalgamation of AUV and IoT is an area that has
witnessed several novel developments and has been
strongly progressing in recent times. While several
intelligent devices have been developed over the years,
securing data, ensuring reliability remains an ever-existing
challenge, calling for needful attention. As vital decisions
are expected from the intelligent devices and systems,
strong emphasis is laid on their information source to
ensure it is tamper-proof and secure. Disruptive
technologies of the present generation, big data, and cloud
computing are leveraged by IoT, and blockchain
technology is next [57]. Blockchain is an emerging
technology, revolutionizing and transforming how
information is shared and accessed. Considering that
underwater robotics involves AVs spread across distributed
environments, interconnecting amongst themselves, and
working together on sophisticated missions, it becomes
essential for integration with blockchain technology to
ensure trust in data transfer without authorities'
involvement. Several case studies in the literature
systematically prove how blockchain has demonstrated
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potential in improving existing IoT systems, be it in any
application area.

Recent years have seen an advent in connected vehicles.
Increasing demand for online booking cab services has
brought a massive surge in these wvehicles' design,
development, and commissioning. It has incepted a concept
of CVaaS, whose implementation is underway and
progressing successfully. Exponential growth is witnessed
in current times in V2V communication in vehicular
networks. Thus, it has presented new requirements, such as
safe, secure, fast, continuous, and robust information
sharing or exchange among vehicles within the connected
vehicular networks. The original concept of vehicular
networks has transformed into connected AVs. In this
context, in AVs, congestion is reduced by allowing for
access to current information by the vehicle instantly and
promoting a better user experience. However, there are
several issues related to security on the internet of vehicles.
The malicious attacks may lead intruders to execute
unethical acts, leading to the compromise of intelligent
devices. Given the risk, blockchain technology is seen as a
rescue, and it serves as the best technique providing secrecy
and control system protection in real-time conditions.
Addressing security need through a robust blockchain
framework enables protecting the compromise of smart
sensors of connected vehicles from the hacks of expert
intruders. The blockchain framework functions through a
systematic mechanism based on validating different
security criteria such as identification of fake user requests,
probabilistic authentication scenarios, and comparing with
the intelligent device compromise criteria. Similar tools are
underway for UAVs [58].

The decentralized blockchain-based mechanism is
implemented in AVs to facilitate secure and reliable access
to real-time availability information to ease the customers
who may want to take a ride. Along the same lines, AUVs
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are also provided with advanced control systems and
sensors to detect issues in the given environment, such as
design faults leading to unsafe and civilian negligence. The
blockchain serves as a decentralized tamper-proof business
protocol facilitating a transparent, immutable, fast, reliable,
secure, and cost-effective solution. The validation in
blockchain protocols is through specifically designed
consensus mechanisms. Zian et al. [59] proposed a proof of
work consensus algorithm for verifying and validating the
DR events in the network using the ethereum environment.
Here, the ‘Demand’ (‘D’) is for the AV service, and
‘Response’ (‘R’) is the provisioning of the same. AV's
design supports real-time traffic monitoring and rides
supervision as AV accomplishes the desired task. With
blockchain, the necessity for a banking institution or any
trusted authority in between is removed, as it allows for
secure provisioning service to end-user through the P2P
mechanism-based vehicle sharing [59].

IoUT is a significant network of things for underwater
scientific mission accomplishments, monitoring, and
surveillance [60]. Connected AUVs provide support to
IoUT in terms of saving energy while communicating with
remote base stations. While the distributed design of
connected AUVs is highly advantageous and suitable to
underwater operations, it presents several vulnerabilities
that unauthorized users can exploit for unethical practices.
Communication from remote areas between [oUT and UAV
is a possible site for cyber threats. Blockchain offers a
solution here, providing support through data security and
integrity. Islam et al. [60] presented a blockchain-based
secure scheme with UAV integrated with MEC assisting
underwater monitoring [60]. This scheme proves the
existing facilities with a 5G-based MEC environment,
reducing the error and improving performance.

V. ARCHITECTURES AND INFRASTRUCTURE FOR UAV
This section discusses various requirements associated with
UAYV and their functional architecture. This explicit content
presents the background knowledge for a better
understanding of the integration of blockchain in AUV
design. Understanding design aspects is helpful to
comprehend the process used to store and process IoUT
data securely, handle trust issues, ensure transparency,
security, and immutability while customizing blockchain
integration. Details are presented as follows.

AUV Design and Design Considerations: AUVs are
complex units that involve several components,
interconnected  physically and  working together
functionally towards a goal and accomplishing a pre-
defined task. The structure is difficult, and the design and
development pose copious challenges of varied nature
ranging from waterproofing, static and hydrodynamic
stability and security, propulsion, power consumption,
storage and waste minimization, monitor and control, and
navigation. This is a quiet vibrant field of research and
presents a cross-section of disciplines intersecting with each
other. Each of AUVs can be seen as a marvel developed
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with the coming together of disciplines, mechanical,
electrical, and software (e.g., Vidyut). Apart from physical
design, which involves concepts of electromagnetics and
pneumatics, there is a hoard of soft technologies involved
in giving AUVs their context-specific functionalities. Thus,
there are technologies like image processing, robotics, Al,
ML, remote communication, and embedded systems [61].
An AUV is not required to be knotted to a support vessel
through a tether cable. Therefore, while designing them, the
following are some of the significant design considerations:
The environment, which could be seawater and there would
be issues concerning water pressure, sink, in-availability of
gas or battery charge stations, the possibility of usage of
Global Positioning System and Radio Waves [62]. A
typical design of an AUV comprises multiple onboard
CPUs, a collection of redundant input units, which are
mission-specific  sensors, effectors/actuators, onboard
power source, and a robotic manipulator for expert
performance underwater. For autonomy and intelligence, an
onboard advanced control software architecture is available
that is programmed specifically to the intervention mission.
It has a collection of specific sensors and effectors. Kim
and Yuh [63] presented a review of AUV control
architectures and presented a specialized architecture
christened as SDBCA. The data acquisition speed of the
sensors is low. The sensor data bus facilitates quick
response from the control architecture. It increases the
flexibility of system design. It is a hierarchical architecture
and offers enhanced control and stable performance [63].

An AUV is a complex unit that involves several scientific
and engineering disciplines and requires different
infrastructural facilities for its desired operation in a given
mission context. NSTL elaborated that various technologies
provide AUVs with their desired functionality, which may
vary, case-to-case and as per the mission in question. These
technology categories are Platform technologies, Enabling
technologies, and Operational technologies. The Platform
technologies primarily comprise the aspects dependent on
the platform that the AUV is expected to function in. These
constitute the phenomena related to hydrodynamics, control
guidance and navigation, propulsion, power source, and
hull-structure, to mention a few significant ones. The
Enabling technologies provide the necessary facilitation
and support for the AUV to function in its environment;
some are concepts related to Vehicle Autonomy and Path
Planning, Communications and Networking, Buoyancy
Engine, Al, Expert Systems, Sensors, and Sensor fusion,
and Recovery Aid. The category of Operational
technologies comprises the day-to-day activities involving a
mundane/procedural/ operational context instead. These are
concerned with payload systems (specific to payload
sensors, payload release  mechanisms, payload
manipulators), Vehicle tracking, Launch and recovery,
AUV launch control system, and game simulation for
scenario studies [64]. The infrastructural facilities required
for a typical AUV are mothership systems, docking
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systems, test and trail range, pressure test facilities,
simulation platforms, and vehicle handling devices.

The early twenty-first century saw a surge in commercial
activities successfully executed with AUVs, where AUVs
moved into the commercial mainstream of the ocean
industry. Design, modeling, identification, and control of
AUVs are active subareas of research and development.
Implementation of mechanical and electrical systems and
integration of subsystems form the backbone of the
consequences. Sensor and communication systems are the
significant upper layer of products, another exciting
development area for a typical AUV [65]. Several
technology advances addressed in past decades are under
the following aspects: Autonomy, Energy Systems and
Management, Navigation, Sensors, Sensor Systems &
Processing, 3D Imaging, Communications, Cooperative
Systems, and Intelligent Systems. Quite a few of these have
remained, ‘Technology Long Poles’ indicating that there is
much to be accomplished in these, to have next-generation
smart AUVs [53].

AUV Vision: The visual systems mounted on AUVs are
responsible for capturing images, but this becomes a
challenge in real-time environments with poor visibility.
The robotic vision-based tasks capture images, but the
quality in these extreme visibility conditions in real-time
environments is poor, tends to be blurred, and is color
depleted. Several computer vision techniques have been
experimented with to render images, adapt the color space,
and facilitate identifying features of interest. Robust control
is used to ensure the stability of AUV at all times. For
example, Alcocer et al. [66] presented validation of their
visual navigation system in real-time environments and
discussed the feasibility of their approach.

Mission Characteristics in AUV Design: AUV design is
specific for specific missions. It is to cater to the particular
set of goals and associated requirements of the pre-defined
task. However, some design considerations are common in
all underwater environments, such as hydrodynamic drag,
power, propulsion, maneuvering, and buoyancy control.
Most significant here is the breath, as it affects the strength,
transmission range, and endurance. The goal of underwater
vehicles is to reduce drag, and it is a critical challenge in
maritime  hydrodynamics. This is achieved by
experimenting with some of the following design
considerations: shaping the hull in a streamlined manner,
predefining and controlling boundary layer, timely polymer
injection (can be replaced with slot suction), propulsion
with focus on energy saving, through use of wake adapted
propeller (also called as a suction slot with a stern jet), and
appropriately controlled maneuvering for hydrodynamic
stability. It controls the boundary layer and shaping of the
hull, help in reducing skin friction and pressure drag.
Further, the propulsion helps the extraction of energy lost to
fluid around the vehicle [67]. Design is an intricate concept,
and AUV designers need to deeply study the physical and
functional parameters and gain reasonable familiarity with
the mission specifications. It is considering a prominent
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case of network design presented by Imad Jawhar and
coworkers [68] that depicts the usage of LSN to assess the
condition of the pipelines. Further, the AUV is programmed
to follow the path along the channel, collecting data from
the SNS. The collected data is delivered to the surface sink
at the end of the LSN segment, which in turn, using
WiMAX/cellular/satellite communication technologies,
transmits it to the NCC. The design here allows for the
flexibility to plan the placement of sensors and interchange
between different AUV movement strategies. The overall
advantages are quantified in reduced interference,
collisions, terminal problems, and energy savings. A
systematic procedure of measuring packet delivery ratio
and end-to-end delay is employed to manage and iteratively
improve network performance [68]. As specified earlier, the
design of AUVs is a multi-disciplinary task. For instance,
the aspects of guidance, navigation, and control theory/law,
involve knowledge of different concepts, such as
kinematics, dynamics, and hydrodynamics. The underwater
environment is complex, and several issues affect the
control design, such as hydrodynamic forces, which are
non-linear and cross-coupled, that affect body elements of
the vehicle, mechanical interaction with surrounding
structures, disturbances caused to sensing
systems/mechanisms, and GPS based orientation systems,
due to attenuation of electromagnetic waves, issues caused
due to ill-recording/noise/dropping-out of signals, the
latency of sonar systems, poor visibility leading to limited
vision and poor quality. The design of AUV is responsible
for its specialized capabilities. For instance, Vidyut, a
small-sized AUV designed at Sri Sairam Institute of
Technology, has a non-conventional single-hull heavy
bottom hydrodynamic design and has thrusters, six in
number, allowing six degrees of the freedom movement,
enabling its motion control, that is useful in the
identification of objects, and avoiding the obstacles that
may be encountered, during its course. The Arduino Uno
controller facilitates the maintenance of cruising and depth
control [61].

AUV Size: The size of the AUV is an essential factor,
precisely like the mission. Considering a problem setup, in
the present case, of a fish infrastructure [69]. This is
comprised of fish-cage nets that involve small-sized AUVs
that are operational. This serves as a low-cost solution,
allowing for frequent, efficient, and timely inspection,
coupled with quick and prompt alarming services.
Chalkiadakis et al. [69] presented an AUV architecture and
supplementary analysis of operational characteristics in the
context of design. The specifically designed architecture
facilitates regular and periodic inspection, alerting
information of net holes, faulty fittings, detection of fish-
net functionalities by carefully navigating the aquaculture
installation. The primary value of this architecture is the
provision to provide an instant operative solution through a
guide to corrective measures, elimination of fish escapes,
and overall low maintenance/repair costs. The novelty of
this architecture is a sophisticated design employing
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different sensors
techniques [69].
Sensors and Sensing Systems have progressed over time as
imperative entities supporting capturing of data of interest.
AUVs are a platform onto which the sensors and sensing
systems are mounted [53]. The applications of AUVs are
several, many of which necessitating contact of physical
nature with the undersea environment, such as construction
and  repair, cable streaming, mine  hunting,
ammunition/weaponries retrieval, scientific investigations,
plug-in, and plug-out [63]. The need for physical contact
also has an essential role in AUV design. The initial days of
AUV development focused on reliability factors. Once
reliability was achieved, the focus shifted on adding sensors
to acquire oceanic data. The efforts were towards
integrating existing sensors and sensor processing and then
towards the unique constraints of the AUV.

Further, developments shifted to developing novel sensors
based on the constraints imposed by AUV and its
environment. Thus, the effect of small-sized, highly
reliable, robust, low-power, intelligent sensors was
observed [53]. Research directions over the century have
been under two aspects: the investigation of enabling
technologies, furthering the development of AUV systems,
and efforts towards designing, fabricating, and evaluating
the AUV systems, under varied operational conditions, as
per the context.

AUV Control Design: One of the vibrant areas of research
in AUVs is guidance and control. It covers several types of
controls and control methods ranging from conventional
linear and non-linear control methods to model-based
predictive, data-based, and adaptive management. Certain
controls are specific to the mission, and further, there are
focus areas related to underwater manipulation, position,
and altitude estimation. Research work in the recent past in
the area of control design is significant. AUVs are designed
to move freely underwater without the need for a cable for
power supply or communication. For instance, high-
performance controllers embedded within AUVs are vital to
facilitate precise maneuvering, which is an absolute
necessity in  scientific surveys and sophisticated
investigations. One of the examples is AUV, designed by
JAMSTEC. Some of the acoustic observation devices that
the AUV is equipped with are side-scan sonar, sub-bottom
profiler, and multi-beam echo sounder [62]. These devices
have specific requirements, including stable cruising
maintaining depth/altitude, the flow of direction, and
information about the survey line. Thus, an advanced
control system is available—this system facilitating high-
performance maneuverability as a primary requirement.
The design of a high-performance controller is based on a
precise and high success rate-based vehicle dynamics
mathematical model. The AUV design vehicle model uses 6
degrees of freedom.

AUV Navigation Design: Considering another significant
development area, the navigation of AUV, that is, the
vehicle's functioning in autonomous navigation mode. A

and advanced optical recognition
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desired set of instructions is preset on a computing machine
before its observations in the target environment. This is a
cruising schedule marked with a specific procedure to be
followed by the observation devices. Typically, as the name
indicates, a support vessel vehicle is used for supporting,
escorting/safeguarding the vehicle. It moves AUV to the
designated site. The instructions are duly programmed in
the vehicle to handle obstacles. The vehicle implements
suitable avoidance mechanisms over its cruising course
almost independently, without unnecessary communication
with the support vessel. Particularly in the case of long-
range cruising, acoustic transponders may be positioned for
reference purposes. This is helpful for the vehicle to correct
its position by corresponding with the transponders in case
it is disturbed during the cruising course. Another mode of
operation of AUVs is acoustic remote control mode. Thus,
it contrasts with the autonomous navigation mode, as the
support vessel moves along with the vehicle and regular
communication during the operations. Though the cruising
schedule is pre-set, similar to autonomous mode, the pre-set
instructions can be adjusted and downlinked from the
support vessel by acoustic telemetry. At every few second
frequencies, the transfer of images and data from the
camera device and side-scan sonar is uplinked from the
vehicle through acoustic telemetry.

AUV Autonomy Design: In the initial days, the design and
development of the first generation AUVs was not around
the demand for high-level intelligent behavior. Most of the
tasks of AUVs were the tasks assigned along with pre-
programmed instructions. Thus, the significance of
autonomy in AUVs was undermined. Commercial success
and market demand led to an increase in sophistication of
tasks expected of AUVs, leading to development along the
lines of shaping AUVs as more intelligent systems, better
capable of adapting to the environment they exist [53].
AUVs operate in autonomous platforms that have certain
specific requirements when it comes to functioning
independently. Developments in control algorithms and
computing domains fueled the advances in AUVs. Thus,
progresses outside the AUV community triggered
developments in the AUV community. The -eighties
observed the size of computers getting
reduced/miniaturized, power and memory requirements
highly optimized, and implementation of several control
algorithms for autonomous platforms. With software
complex systems developed, autonomy progressed and
became commonplace in many day-to-day gadgets and
appliances. This has tremendously lowered the
developments in the AUV community over the years, and
several PoC prototypes are developed.

Further, the testbeds are developed and used. Developments
in the field of artificial vision were used in the design and
development of AUVs. While many problems were
systematically solved, many others require intense research
efforts [53]. The underwater environment is complex,
uncertain, and unpredictable. AUVs and mobile systems
traveling in such environments present issues in identifying
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accurate dynamic models and require the investigation of
new control solutions that provide robustness. Lapierre et
al. [70] proposed a diving-control design that uses adaptive
and switching schemes. This design based on Lyapunov
theory and back-stepping techniques was assessed for
providing required robustness through a set of experiments.
Autonomy remains a research area, ever needing higher
progress than achieved so far. Thus, it can analyze acquired
data autonomously, yielding results that can guide cruising
and control decisions. Underwater communication is
challenging, and acoustic communications are the most
viable one for a systems designer to experiment with. It
offers a relatively low error rate and a reasonable range
over kilometers at a few kbps bit rate. Thus the
investigations are carried out using other technologies such
as laser communication at short range and radio frequency
communication (which has the advantage of being a noise-
free communication) for over more extensive ranges.
Challenges exist in communication which is to be between
the multiple underwater systems [53]. Autonomous
manipulation is an important aspect of AUVs, but a clear
understanding of the system's mission is essential to ease
the work of the system designer. There have been efforts to
standardize the advances in system design and sharing
across the community that helps apply the learnings to new
missions, based on their similarity to the existent missions.
A case-based approach is employed here, and such reuse
has brought positive results [53]. Experiments based on
real-time mapping, navigation, and control focus on
improving autonomy in AUVs basis the advancement in
algorithms. Chronological developments are initiating with
real-time visual SLAM, cooperative multi-vehicle
navigation, to perception-driven management. Eustice and
coauthors presented work done at PeRL, worked on the
AUV platform: Ocean-Server Iver2, and it is modified
using a test-bed as a novel multi-AUV SLAM. Reference to
this research, several AUVs were upgraded with additional
navigational facilities and benefited from SLAM
experimentation [71]. Flexible, easily adaptable production
robot control architecture- Huxley- was developed by
Bluefin Robotics [72]. The architecture has a layered design
where logical abstraction controls the prime functions and
an interface to allow the layers for joint functionality with
proper interactions. An interface also helps in the expansion
of core capabilities. The flexibility facilitates autonomy for
the AUV, modifying its behavior and allowing users to
design innovative payloads that can use available data [72].
AUV  Modularity Design: As AUVs are usually
unmanned, personnel costs are saved, and the complete
costing model is focused around the specific
mission/sampling that is to be tasked to the AUV. Due to
the issue of diverse payloads, there is a great demand to
develop modular designs. These modular vehicles can be
reconfigured as per the requirement, suiting to host several
loads. For instance, AUVs were designed by MBARI
engineers [56]. Due to a modular design, there is no
requirement to modify the essential components such as
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propulsion, navigation, power, and control [56]. Another
common place design consideration is Modularity [53]. The
design of distributed control systems architecture of
hardware and software is promoted. AUV designers and
developers are increasingly adopting the ‘plug & play’
concept, popularly implemented in PCs.

Multiple AUV Assembles Design: Early eighties shifted
focus towards multiple cooperating AUVs [53]. The AUVs
working on data acquired that can be aggregated and
processed, leading to comprehensive, holistic high-
resolution data describing the desired elements of the
process of interest. Other developmental activities are the
development of higher resolution imaging systems, of both
optical and acoustic, that, due to advances in processors,
can obtain higher resolution images over longer and longer
ranges [53].

A. Contemporary Research and directions in AUV
Design
This sub-section presents the various recent research
directions observed in the literature [53][73]-[82]. Details
are explained as follows.
Al in AUV Design: Specifically, in life-threatening
activities, such as mine-laying, surveillance, monitoring,
and response to enemy attack missions, pioneering research
work in the domain of UUAYV, is presented involving Al
Al interventions span several aspects, such as underwater
communications, autonomous navigation, and swam
technologies. [73] Whitcomb [74] demonstrated the current
state, future directions, and technical challenges in
underwater robotics, emphasizing Al-driven underwater
robots.
Expert Systems is a field of Al, where human knowledge is
embedded within a computerized system like a human
expert can apply intelligence to the current situations and
take decisions. One specialized AUV successfully tested in
the North Sea is widely acclaimed in literature [75]. Its
complete  system  architecture = embodies  several
technological features. Acosta et al. presented this
architecture along with design considerations, experimental
results, and trails. The real-time expert system — EN4AUV -
was developed that takes trajectory control decisions for an
AUV. The mission intervention of the AUV is to track the
pipeline in the seabed. Its functioning is arranged around
scenarios, and it is included on the board of the AUV CPU.
Based on several variables, it analyzes, and for different
techniques, suggests the trajectories. The detailed study of
architecture reveals the components - dynamic mission
planner, sub-systems — control, guidance, and navigation.
The active mission planner houses the most important
element — the KBPP, which holds the knowledge base with
scenario-wise trajectory decisions [75].
Open Source in AUV Control Design: The design of
AUVs over the past years depends on the closed-source-
based control platforms. However, it poses severe
limitations in modularity and flexibility. Aristizabal et al.
[76] reported a methodology of designing a control
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platform, based on open-source practice, for an underwater
vehicle, a remotely operated vehicle, named ‘Visor3’. The
authors outlined the issues in underwater systems
concerning their interoperability and flexibility in
interacting with other underwater vehicles and proposed
novel system architecture with hardware, firmware,
software, and control architectures. They presented a
modular approach formed by interconnections of several
frameworks, facilitating step-by-step, functional expansion,
building up the whole solution. Overall, saving through an
open-source system is in repair and fault-diagnosis
processes, owing to the built-in simplification.

Evaluation of AUV Design: Testing of AUVs is difficult,
expensive, and due to hazardous environments for which it
may have been designed, it is ineffective to simulate.
However, in the absence of appropriate testing and
evaluation of control algorithms, it cannot be accepted for
research or commercial purposes. However, it necessitates
the development of virtualized testbed environments.
Sensors and control interfaces are used to integrate control
algorithms with test-beds to model a vehicle and its
environment (closest to the real-time environment, with
specific characteristics). Gracanin et al. [77] proposed their
virtualized test-bed-based environment approach and
presented results of successful testing efforts. Keen interest
was witnessed, with several labs, one of them being Draper
Labs, which have developed two large AUVs, and deputed
them only for testing activities, and designated them as
‘testbeds’ for several oncoming navy programs. In current
scenarios, the AUVs have grown out of testbeds to be
commercially realized for specific missions tasked to
accomplish defined objectives [53].

AUV  Design  Optimization: With  increasing
commercialization, the importance of cost reliability and
robustness is rising, and the industry is optimizing the
same, economically working the trade-offs about the
missions. AUVs are preferred over manned vehicles for
survey operations, as they are inexpensive. Further, success
in terms of their commercial usage has resulted in several
efforts to optimize AUV design. Alam et al. [78] presented
an optimized framework for AUV design based on two
algorithms, NSGA-II, and IDEA. The authors gave their
framework and ability to determine optimum preliminary
design for AUV with different user requirements.
Contemporary AUV  Architectures and AUV
Ecosystem: RAUVI- A novel architecture has been
developed under this research project, a combination of
underwater vehicles and a robotic arm. It is an innovative
scheme that allows for response and planned actions on
both subsystems. The response (responding action) is
executed through a low-level control layer. This layer is
responsible for communication with robotic hardware. The
MCS supervises the intervention mission at a high level.
The arm, vehicle, and control modules use the mechanism
of actions and events to communicate with MCS. The
intervention mission is executed in a supervised manner,
with all components working in fine coordination. Sensor
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data is stored in a centralized sensor database and is used,
as per requirement, for the successful functioning of the
complete unit [79]. Connecting different things, such as
cars or underwater vehicles or drones or rovers, is
beneficial for commercial missions and needs vital
infrastructure such as software to operate the unit
successfully and services such as charging outlets and
testing stations. The network built by the DAV foundation
is a successful demonstration of the same, along with
support infrastructure [80]. As AUVs operate in the
complex environment over long periods, seldom stop for
regular maintenance, there are instances where faults in
components, especially sensors, go undetected, leading to
loss of data and the vehicle itself in some cases. Alexey
Shumsky [80] presented a method based on AQLPR for
fault detection in sensors of AUVs. The authors described
this method in contrast with the conventional techniques far
from accurately detecting the sensor faults.

AUV industry is no exception, and several industries face
the challenge of being severely fragmented. Commercial
use of AUVs and its growing demand across the globe
underscores a need for a supportive ecosystem that can
foster the availability of all necessary services for it
promptly and securely to facilitate leveraging its benefits to
the maximum extent. A stable and robust ecosystem is
developed by interconnecting various services and
concerned service providers in an interoperable manner,
employing open standards. The DAV Network foundation
addresses this need by developing a decentralized
transportation network that leverages a P2P system,
connecting different participants and providing built-in
benefits. The various participants comprise the consumers,
producers, businesses, software engineers, hardware
manufacturers, maintenance service officials, insurance
providers, and any type of arbitrator service providers. The
network is based on open-source protocols that are highly
scalable and decentralized around options like
communication and transactions. By open-sourcing the
technology stack, the barriers to exchange and utilization of
innovative solutions by participating entities are eliminated.
In the AUV sector, the successes are restricted due to
organizational issues and geographies, hindering their more
comprehensive application. For instance, enabling AUVs
and charging stations to communicate freely over the DAV
network promotes commercial success, eliminating the
barriers [81].

Blockchain Technology in AUV Design: Table 4 shows a
comparative analysis of recent studies over UAV [83]-[90].
The comparative analysis shows that very few studies and
proposals are available for blockchain-based autonomous
vehicle systems. The existing studies are theoretical
discussions only. Thus, there is a broad scope to integrate
blockchain technology with UAVs for ensuring
transparency, security, and immutability. Handling trust
issues and exchanging value in a secure and immutable
manner is an important aspect. A wide array of applications
belonging to various industries, built on top of blockchain
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Table 4: Comparative analysis of recent studies over autonomous underwater vehicles

Author | Year | A|B|C|D|E|F|G|H|T|J|K Major Findings Major  Shortcomings  and
Challenges
In this work, a secure, and efficient | Blockchain-based solution is
scheme is proposed for an unreliable | proposed to secure the IoT
Hu et al 2020 | x » vivivicslviviv]v]x underwater environment using blockchain. | underwater environment.
[89] This scheme is used for data collection, | However, no proposal is made to
transmission and storage in an IoT | evaluate the blockchain
underwater environment. performance.
This work has prepared a survey of This yvork Is a survey work gnd
Gomes et . X . X no discussion over blockchain-
2020 x vl x x x X | ox V| v |V ]x underwater object detection techniques in | . . . .
al. [84] X integrated object detection is
a comprehensive way. .
discussed or proposed.
This work is focus over event-triggered | Using proposed algorithm error
distributed adaptive bipartite consensus | in tracking is controlled and an
Xu et al 2020 » y « v« o | x « vivi]x control algorithm. In this algorithm, | example shows its effectiveness.
[85] multiple autonomous underwater vehicles | However, no blockchain-based
are considered for consensus control using | discussion is performed in this
proposed algorithm. work.
A mathematical and simulation-
. Three-dimensional trajectory tracking for based experimentation s
Liang et al. . . performed to prove the concept.
2020 | x | x |V |V [ x | x|V | v | x | ¥ | x | an autonomous underwater vehicle is .
[86] . . . However, no blockchain-based
discussed using fuzzy dynamics. . .
solution is proposed or
integrated.

) ;ﬂglssuryorkngf;:gsoa has}t{;l;asedVilst)li);i This is an experimental work
Bonin-Font . vogy . with simulation and analysis
and simultaneous localization and mapping using different datasots

2020 | x x v | v | x x | x x v | v | x (SLAM) in underwater autonomous . .
Burguera . . However, no blockchain-based
90 vehicles. A conventional neural network- roposal is made or discussed in
[90] based experimentation is performed for prop
. . this work.
image descriptor.
Wrobel and This work is more over theoretical | This is a theoretical development
Weintrit 2020 | v | x « « « sl vlvix v« discussions over how autonomous vessels | and discussion work only. No
(88] and future hydrographers can be integrated | blockchain-based  solution is
to have mutual benefits. proposed or integrated.
This work is over recent studies on No p rop(?sal or association 1S
o R made with any concept of
Yin et al situation reasoning  for ~autonomous blockchain. The framework is
T 2021 x vl x vl ox x | v | v | x v | x | underwater vehicles. The proposed ) . .
[83] o . . . . proposed and validated with
situation reasoning is verified using . . . .
. . simulation without any security
simulation.
concern.
This work proposed a mechanism to | A mathematical and simulation-
Liu et al guarantee frequency and time domain | based approach is followed to
[87] T 2021 x x x v x x | x x x v' | x | behaviour control. To control this, they | control the operations. No
used fractional-order proportional- | blockchain-based — solution s
integration controller. proposed or integrated.

A: Short survey, B: Long and in-depth survey or analysis, C: Implementation-based study, D: Simulation-based study, E: Blockchain proposal
discussions, F: Smart contract, G: Power/energy/charging-issues, H: Infrastructure Requirements, I: Application-level discussions, J: Autonomous
Underwater Vehicle, K: Advanced technologies discussion (like IoT, Cloud, 5G, Industry 4.0, AI, ML and other).

technology, is a solution to handle it. DAV foundation
applied the principle of P2P value exchange to the transfer
of objects of interest, leveraging blockchain and smart
contracts, allowing for secure transactions. Each participant
vehicle or entity is assigned a unique ID on the network that
facilitates tracking transactions and creates smart contracts
on ID history. Communication in the network is in
blockchain-on mode and block-chain-off mode. The smart-
contracts signing, payments, and transactions happen in
blockchain mode facilitating the leverage of benefits of
blockchain technology. While the communication is to be
carried out for finding an essential service such as a
charging station or bay or maintenance workshop, the
transmission is by AV sending a message for inviting bids
and the stations responding. The AV chooses the best offer
and proceeds accordingly. This communication is in
blockchain-off mode.

Arbitrators and Insurance providers provide dispute
resolution. The hardware and software providers assist in
developing open-source platforms to ensure access to the
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network by all participants through a mechanism of DAV
token [81]. Uddin et al. [82] presented a multilevel
architecture built with sensor monitoring, consisting of
layers of fog and cloud elements. These elements can store
and process the IoUT data securely using customization
options available with blockchain technology. The authors
presented results of security and performance analysis over
the architecture. After that, they demonstrated the method
of routing IoUT data. The routing data is made possible by
following the hierarchical topology, ensuring data validity.

VI. TARGET IDENTIFICATION
SCHEMES IN ON-ROAD AVs

In AVs, the vehicles collect information about their
surroundings through various sensors, which facilitates
driving the vehicles without the intervention of human
beings. Hence, automation and networking are integrated
into the autonomous vehicle. Thus, the sensors are
classified as short, medium, and long-range [91]. As a
result, the propagation ranges with different wireless

AND  TRACKING
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technologies are depicted in Figure 6. The Short-range
wireless technologies are used to establish communication
over a distance of fewer than 25m while analyzing the
essential characteristics such as data rate, power
consumption, and transmission time. The medium
transmission ranges from 25 to 100 meters and employs
WLAN and DSRC technology to give excellent mobility. It
allows operations to take place outside of a primary service
set mode. The DSRC has a shorter latency of 100ms and
permits communication without authentication. However,
DSRC transmission range applications are limited to traffic
and vehicle management.

Further, it suffers from serious security problems. The long-
range transmission is from 100m to Skm. The cellular V2X
is associated with third-generation technologies such as
LTE and LTE-A. This technology provides a high rate,
widespread coverage, and low to medium latency. As a
result, it does not handle the safety-critical applications
owing to the cellular traffic load, ranging in delay from 50
to 80ms [91]. Hence, this work focuses on short and long-
range identification and tracking systems.

Based on Table 5, the different sensors are used in the
transmission ranges helps in mounting the communication
in the V2V, V2I, and V2X [92]. Conversely, the AVs
employ many types of sensors, such as exteroceptive and
proprioceptive sensors. The exteroceptive sensors gather
the data from the environment and measure the distance
from the object. The proprioceptive sensors assess the
values from the vehicles, including motor speed, wheel

orientation, and joint angles. LIDAR, RADAR, camera, and
ultrasonic sensors are an example of exteroceptive sensors.
The camera sensors are passive light sensors: visible-light
and infrared-based cameras. The LiDAR is the long-range
sensor with 250m [93], while RADAR is rated as short to
medium with 5 to 200m [94]. The camera sensor range is
approximately 250m. It depends on the lens efficiency, and
the ultrasonic sensors have a range of 2m [95]. The
proprioceptive sensors include GPS, the IMU, and the
encoder. Hence, Table 5 presents a comparative analysis of
the exteroceptive sensors along with their pros and cons.
Figure 6 and Table 5 categorize the sensors and propagation
ranges, the target identification, and tracking systems.
Transmission ranges and association with AVs are
explained as follows.

A. Short Range Target Identification and Tracking

The short-range target identification and tracking systems
employ a series of sensors to identify targets such as a
vehicle, malicious user, and road detection. Therefore, the
existing schemes that encourage stability, reduce road
collisions, increase energy efficiency, boost convenience
and enhance vehicle performance are discussed with
discussions as follows.

Vehicle detection: Vehicle identification schemes are
classified into two types: appearance and motion-based
strategies. An appearance-based approach helps to detect
vehicles based on various characteristics such as color,
texture, symmetry, headlights, and shadow effects. An

Transmission Range in
Autonomous Vehicles

¢ h 4

v

Short Range Medium Range Long Range
- Cellular vizhicle to
Bluetooth — WiFi Everihing
Bluetooth Low Energy Dedicated Short 5G-NR
Range
ZigBee Communication
Ulira Wide Band
Figure 6: Transmission ranges in AVs
Table 5: Comparison between exteroceptive sensors
Sensor Coverage Pros Cons
Type Range
LiDAR 250m [93] High reliability High cost and limited accessibility
A dense network of the point clouds
with high resolution
RADAR 5 to 200m Low cost and increased | False alarms are produces as a result of nearby metal artifacts
[94] accessibility Low-resolution images
Endures adverse weather conditions
Camera 250m [95] Low cost and increased | The amount of computing power required for data analysis
accessibility Susceptible to inadequate lighting
Weather conditions are impacted
Ultrasonic 2m [95] less expensive Because of the medium and ambient variations such as temperature and
Endures adverse weather conditions | humidity, sound wave stimuli have a significant impact on sensors

VOLUME XX, 2017

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



Access

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3113649, IEEE

IEEE Access

Mulidiscipinary  Rapad Review : Open Access Journal

optimum flow and complex background methods are used
in a motion-based scheme. Additionally, the vehicle
locations are extracted using ML techniques such as SVM
and AdaBoost classifiers paired with Haar functionality.
ML target tracking algorithms such as R-CNN, SPP-net,
fast R-CNN, and many others have been used in the past
few years. However, these approaches demand
computation. As a result, neural network approaches such
as YOLO, SSD, and YOLOV?2 exist, which slowly increase
processing speed but suffer from speed and accuracy trade-
offs. Therefore, image-based short-ranging methods are
employed for the stereo and monocular vision ranging. The
stereo vision ranging extracts the target vehicle and
computes the distance using 3D features [96]. However,
since this approach employs many cameras, distance
measurement involves a considerable amount of
computation. The monocular vision ranging uses the
bounding box to compute the distance.

Adamshuk et al. [97] employ the images’ pixels, while Han
et al. [98] employ the lane line, and Rezaei et al. [99] use
the height and camera angle. These techniques, however,
have no relative distance for the target and depend
exclusively on the camera image. Hence, Zhao et al. [100]
employed the vehicle plate detection method to analyze the
space. Still, the range is restricted because of the long-
distance and small plate size leading to inaccurate results.
Zhao et al. [100] propose an optimized lightweight YOLO
network with few parameters. This approach employs the
license plate detection algorithm, which measures the
distance based on vehicle width and computes the distance
between vehicles. Further, a ranging fusion solution based
on the two focal length cameras is designed to solve the
small plate detection problem.

Road curb detection: Road curb detection is classified into
structured and unstructured detection for AVs. The
structured road detections depend on road divergences,
hurdles, and corners. It is extensively focused on vision-
based sensors and computer vision technologies. The
identification of road curbs has primarily relied on vision-
based cameras and machine vision technology. Therefore,
vision-based road tracking algorithms rely on the algorithm
rules rather than the datasets. Oniga et al. [101] propose
stereovision sensors that collect the road curb segments
using a rectangular area map with edge detection and
Hough transformation schemes. Siegemund et al. [102]
identify the road curbs and surfaces using the conditional
random field. Wang et al. [103] employ the Naive Bayes
Framework that fuses the road curb points' various
characteristics, hence offering a high certainty. As a result,
these tactics are adequate for basic driving scenarios.
However, the downside is, it is light-sensitive, subjective to
adverse weather conditions, and offers unreliable distance
information.

B. Long-Range Target Identification and Tracking

The short-range target identification and tracking systems
are effective under simple driving scenarios. However,
these approaches are influenced by light and weather
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conditions. Thus, the information acquired through the
short distance is intrinsically inaccurate. They are not
robust enough for realistic problems. Consequently, the
long rage target Identification and Tracking techniques are
emerging.

Road curb detection: Kang et al. [104] suggest a 2D-
LiDAR based road curb detection system that
communicates with the multiple model framework.
However, the sparse evidence does not correspond to the
ambient experience. Hence the focus shifts to 3D-LiDAR
point cloud data with 360-degree coverage. Peng et al.
[105] suggest a two-layer attribute extraction method that
includes height jumping and slope, consisting of the false
points and excluding surface points. Hu et al. [106] extract
the attributes dependent on boundary layer and elevation
distance from obstacle points. Hence, these approaches
generate the computing overhead. Wang et al. [107] and Zai
et al. [108] extract the features based on super voxels, but
they are not optimal for cloud points. Therefore, these
approaches share common pitfalls such as single or
multiple outliers that result in false detection. Yao et al.
[109] propose a method to extract line segment features that
suffer from cloud point distance. Wang et al. [110] offer a
multi-feature flexible threshold approach for removing the
cloud points from the density-based model. This model
distinguishes between the left and right positions. Then, the
false facts are filtered depending on whether they are inside
and outside the lane. Xiaowei Lu [111] suggested an
unstructured road curb detection method using a 3D-
LiDAR sensor. The road boundary detection algorithm
extracts the spatial distance and angular features that
remove cloud points above ground. The boundary point
tracking approach is built on the Kalman filter, which
forecasts and changes the boundary point information in
real-time to avoid false and chaotic results.

The experiment results demonstrate that the proposed
algorithm is capable of more accurately verifying the mined
road data. It is possible to employ a variety of mobility
tracking techniques focused on the single-vehicle and
multi-vehicle multi-sensor. The single-vehicle multi-sensor
approach achieves high precision by relying on onboard
sensors such as GPS, IMU, LiDAR, and SLAM. However,
incorporating these sensors in a single vehicle incurs high
costs and sacrifices efficiency [112]. Therefore, there is a
switch to the multi-vehicle multi-sensor that uses V2X to
share the information with the neighboring vehicles. Hence
it increases the localization and tracking performance.
However, it faces various security challenges [113][114].
Malicious participants, on the other side, gain a legitimate
identity and enter the cooperative tracking network. Hence,
a reputation-based approach, Data authentication, and
secure localization approach are used to identify and track
malicious users. Thus, the fast localization algorithm
distinguishes the malicious users through the filtering and
detecting algorithms. The filtering algorithm reduces the
amount of false information from the network via the LMS
[115], MMAE algorithm [116][117]. MMSE, Attack-
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Table 6: Comparison between traditional and blockchain-based AV

Security Parameter Traditional AV

Blockchain-based AV

Failure uses the central storage system hence single | uses the distributed storage system hence no single
point of failure point of failure
Data Modification data can be modified Immutable
level of Data control limited control over the data High-level control over the data
Tractability Medium High
Accountability Low High
Fault tolerance Low High
Resistant Minimum mean square estimation [118], perform the various functionalities without any human

CMMSE [119] are used as detection algorithms. Later
detection algorithms that focus on hypothesis checking are
used, such as the GLRT [120] and MNDA [121]. Hence,
these algorithms are practical for static positioning but not
for dynamic tracking. Therefore, Wang [122] proposed a
dynamic cooperative tracking algorithm that leverages the
sequential similarity of mobility analysis to identify
malicious users and false information. Therefore, the two
sequential detection algorithms are used: DMMSD and
MRED. Thus, the proposed data fusion and sharing
paradigms are combined with the current tracking fusion
algorithms to create a complete cooperative tracking
scheme.

VIl. SMART DATA HANDLING METHODOLOGIES FOR
AVs USING BLOCKCHAIN

AVs communicate and share valuable information such as
road conditions and traffic situations. This information is
shared among the V2V and V2I over the internet. However,
the data collected from the environment through the
camera, RADAR, or LiDAR is stored in the cloud [123]. As
a result, drivers or vehicle owners may benefit from this
information. However, it creates privacy challenges such as
tracking the drivers' location or analyzing their behavior. In
addition, the Internet of Things employs sensors to connect
vehicles to the Internet. Thus it helps to detect the drivers’
diversion, tiredness, vehicle safety, and security problems
solved through cloud technology but not wholly [124].
Moreover, the automotive industry is moving towards
digitalization. Hence the illegal distribution of the vehicle
data such as drivers, owners, passengers, and
manufacturers' details is to be avoided [125]. Therefore,
innovative solutions are required for data sharing in AV.

In AV, posit the blockchain technology to overcome the
challenges that are under discussion. Blockchain is a
distributed ledger that stores the time-stamped data. The
vehicles participate in the distributed network and share the
data in a reliable, privacy-preserving manner without using
a trusted third party [126][127]. Besides, blockchain
maintains the user transactions securely, thus provides
anonymity and uses the incentive mechanism. Hence, the
comparison between traditional and blockchain for
connected vehicle’s security challenges is listed in table 6
[128]. Table 7 summarizes the adaption of the blockchain
technology and security parameters for two vehicles that
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interaction and by sensing the surrounding environment.
Therefore, the blockchain-based methodologies are
discussed with perspective to the categories of vehicles.
Rowan et al. [129] proposed a secure inter-vehicle
communication in the presence of the attack or compromise
vehicle operations through side channels such as ultrasonic
audio and visual light. This approach protects against
attacks and verifies the location. The handshake protocol
establishes secure communication by limiting the side
channel flow to 176 bits. The data sharing between
untrusted vehicles and manufacturers uses the physical side
channels and blockchain infrastructure. The side channels
provide the direction-based secure transmission between
vehicles using symmetric encryption and message passing
authentication keys. Barber [130] proposed a blockchain
model for autonomous car communication and examined
the benefits of blockchain technology, including data
security, integrity, data availability, and privacy. Sananda et
al. [131] designed the data and information-centric model
for intra-AVs and assessed the security, tamper-resilience,
and privacy through the use of the consortium blockchain.
Madhusudan [132], Chuka et al. [133], Arushi et al. [134]
proposed an IV communication using blockchain
technology. Thus, it introduces advanced technologies-
based integrated environments to improve autonomous
vehicle performance and reduce the chances of failure.
Further, local and global optimum solutions are proposed to
identify the best possible scenario for IV to operate.
Madhusudan [132] employs the ‘trust bit’ that enhances Vs
privacy. The ‘trust bit’ allows I'Vs to communicate quickly
and securely, and it stores the previous transactions and
reputations of IVs communication in the cloud. Hence, the
‘trust bit’ can be accessed at any time. Chuka et al. [133]
propose a segmented distributed ledger framework for AV
adjudication and auto insurance claims prohibiting
unauthorized access to data that contributes to evidence.
The evidence modification is caused by malicious actions
from possible liable parties, which is prohibited through the
dynamic validation protocol. Arushi et al. [134] propose
authentication and secure data transfer algorithms to
include blockchain into the IoV. As a result, it employs
smart contracts and PoW to ensure safe and secure data
sharing between vehicles. Hong et al. [135] emphasize the
security concerns in electric vehicle cloud edge computing,
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Table 7: Summary of security challenges involved in categories of vehicles with blockchain

Security and Privacy
S.No. | Author Blockchain Type Vehicle Category
Data security | Privacy | Transparency | Reliability | Human safety

1 Rowan et al. [129] Public Blockchain Autonomous Vehicles V X X X
2 Reid [130] Public Blockchain Autonomous Vehicles v X X X X
3 Sananda et al. [131] Consortu}m Autonomous Vehicles v v X v X

blockchain
4 Alina et al. [139] Private Blockchain Autonomous Vehicles N X X Y R
5 Hao et al. [140] Public Blockchain Autonomous Vehicles v X X X N
6 Chuka et al. [141] Private Blockchain Autonomous Vehicles v v X v v
7 Hao et al. [142] Private Blockchain Autonomous Vehicles v v N X X
8 Geetanjali et al. [143] Private Blockchain Autonomous Vehicles v v N X v
9 Baza et al. [144] Consortu}m Autonomous Vehicles v X X X X

blockchain
10 Lletal. [145] Private Blockchain Autonomous Vehicles v v N X v
11 Hong et al. [135] Public Blockchain Electric Vehicles \/ R X X X
12 Zhou et al. [136] Private Blockchain Electric Vehicles Y Y X X X
13 Song et al. [137] Public Blockchain Electric Vehicles v X X X X

. Consortium . .

14 Xiaohong et al. [145] blockchain Electric Vehicles R R X X X
15 Jiawen et al. [146] Consortu}m Electric Vehicles v v X X X

blockchain
16 l[\i[;ig?usudan ctal Public Blockchain Intelligent Vehicle R X X R X
17 Chuka et al. [133] Private Blockchain Intelligent Vehicle v X X v X
18 Arushi et al. [134] Public Blockchain Intelligent Vehicle v X X v X
19 l[\i[z}i;l;lusudan ctal Public Blockchain Intelligent Vehicle R X X R y

Note: V indicates the supports and X specifies the not supported

such as the energy and information exchange between
electric vehicles. Electric vehicles play different roles based
on the context-aware blockchain as data-coins and energy-
coins recommended by distributed consensus algorithms.
Through proof of work, the data frequency and energy
contributions are applied. Zhou et al. [136] propose an
energy-based private blockchain for safe EV charging in
smart grids. This strategy makes use of the three
algorithms: smart contracts DBFT and optimal contract.
Electric vehicles are charged using smart contracts.A
reputation-based DBFT consensus algorithm is proposed.
After that, it uses the optimal contracts that satisfy the
individual EVs' energy requirements to optimize the
performance. Finally, it employs an energy allocation
approach that restricts renewable energy for EVs.
Therefore, the experimental results show that the proposed
approach is more effective compared to the conventional
approach. Song et al. [137] use blockchain technologies to
propose a shared platform for handling battery swapping
and trust. The battery’s details and operating history are
permanently stored in the blockchain network. Thus, this
approach provides fair digital currency transactions
between EVs and battery stations and assesses the battery
quality automatically through smart contracts. As a result,
the system is built on the Ethereum blockchain, which
depicts the battery swapping and refueling-based
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blockchain that provides trust between EVs and charging
stations. Madhusudan et al. [138] propose a reward-based
IV data exchange scheme that uses blockchain technology
with the PoD consensus algorithm to trust the IVs. As a
result, the proposed architecture includes a seven-layer
computational model to standardize the blockchain
technology to provide trust for real-time traffic data. Alina
et al. [139] proposed an AIM paradigm for recognizing
human mistakes and AV decision-making for critical
problems. The primary goal of the proposed scheme is to
secure V2V and V2I connectivity. Hence, the proposed
scheme implements the MA-AIM, which wuses the
blockchain to provide security at crossing points or
junctions. The IMA is responsible for monitoring each
vehicle's crossing points and controls via DA According to
Hao et al. [140], when the AVs are involved in the
accidents, the cases are registered for forensic purposes by
leveraging the blockchain technology. This scheme relies
on the confirmations of various authorities. If the number of
certification signatures passes the threshold, then the
verifier approves the vehicles and enables creating a new
block of case records. In this process, the proof of event
consensus algorithm employs based on multiple signature
mechanisms. Hence, it offers tamperproof and verifiable
incident tracking for self-driving vehicles. Chuka et al.
[141] propose a blockchain-based platform for AVs risk
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attribution model. This model extracts tampered proof of
evidence from the different entities to assist the
stakeholders in making decisions. A private blockchain is
used to prohibit unauthorized parties from communicating
with approved parties. Hao et al. [142] developed a PoE
scheme based on a dynamic federation consensus
algorithm. This consensus algorithm offers irrefutable
accident forensics by delivering tamper-proof and verifiable
incident data. The statistical and conceptualized model
validates through the Hyperledger and fast leader election
algorithm. Therefore, the proposed method more precisely
produces and preserves event data in the blockchain.
Geetanjali et al. [143] employ blockchain technology to
solve the various security challenges in connected vehicles.
The proposed approach validates multiple security
challenges, including authentication, fake requests, device
compromise, and stored user-rating manipulation.
Compared to the traditional system in terms of security
problems, the simulation results demonstrate an accuracy of
86% in detecting malicious nodes within the prescribed
period and overall performance of 79%. Baza et al. [144]
employ the blockchain and smart contract that proposes a
distributed firmware update scheme for AVs. The proposed
strategy makes use of the consortium blockchain, which
different AV manufacturers form. As a result, it guarantees
the integrity and authenticity of firmware updates.
However, firmware updates are shared using the zero-
knowledge-proof protocol.

Further, the attribute-based encryption scheme is used to
ensure that only the authorized AVs can download and use
a new firmware update. Xiaohong et al. [145] propose a
hybrid EV charging system built on a consortium
blockchain-based model that guarantees the protection and
anonymity of electricity trading. The primary objective of
this scheme is to optimize customer loyalty while reducing
the costs regards the distinct factors, including charging and
discharging locations, driving speed of EVs, and waiting
time. Further, the improved NSGA is used, which improves
the optimal model performance. The experimental results
show that the proposed scheme significantly improves
customer loyalty and cost from wvarious perspectives.
Jiawen et al. [146] offer a buyer-seller electricity exchange
over the localized PHEVs in the smart grid. This system
provides demand response by incentivizing the discharging
of PHEVs to balance the local power grid in the owners’
self-interest.

Nonetheless, transaction security and privacy are critical
concerns addressed by the P2P electricity-trading
framework with consortium blockchain (named PETCON)).
The PETCON exemplifies the operations of localized P2P
electricity trading. Further, an iterative double auction
process is used to solve electricity pricing and the volume
of the exchanged electricity among the PHEV. The
experimental results demonstrate the double auction
mechanism improves the privacy protection of the PHEVs,
transaction security, and privacy protection. Li et al. [147]
propose a decentralized and location-based model to
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address data integrity, including privacy concerns in traffic
management. The proposed scheme employs a private
blockchain as well as a non-interactive ZKRP protocol. The
conceptual model is developed with the help of the
cryptographic libraries, including the Hyperledger Fabric
framework and Hyperledger Ursa. The results show that the
proposed scheme protects real-time traffic data accurately.
According to table 7, the security challenges associated
with connected vehicle categories and blockchain are
enlisted and compared. The existing approaches of the AVs
promote data security but need improvement in other
security challenges such as reliability, transparency, human
safety, and privacy. However, in EV and 1V, transparency
is a critical problem since none of the existing approaches
supports it, and these schemes are plagued with other
security issues.

VIII. SMART CONTRACT DESIGN FOR AVs

Blockchain technology is often considered the most

significant  breakthrough since the Internet, with

individuals, businesses, and even governments adopting it.

Smart contracts are an attractive feature of blockchain

technology. As global processes become more digital, smart

contracts are gaining in popularity and getting easier to
create. They provide an alternative to standard contracts,
which are often inefficient and expensive. Smart contracts
are now accessible to optimize a wide range of financial
and business processes. They are, in essence, self-
performing, self-enforced protocols governed by clear
terms and conditions. Smart contracts represent an entirely
new approach to contracts. Instead of two or more parties
signing duplicate copies of a paper agreement, smart
contracts use blockchain technology to ensure compliance.

Thus it reduces costs and simplifies contract negotiations.

A smart contract uses executable program code running on

top of the blockchain to enable and execute an agreement

between untrusted parties without the involvement of a

responsible third party. This code establishes the

mechanism of the transaction and acts as the final arbiter of
the terms. The contract's legible provisions are compiled

into computer code that can operate on the network [148]-

[150]. Following are the key features of blockchain-based

smart contracts and their association with AVs.

e Accuracy: The predefined terms of smart contracts are
immutable and verifiable before they are deployed to
blockchain network nodes linked with AVs infrastructure.
Once the condition is met, execution happens
automatically. Thus, accuracy is guaranteed in the
absence of human or other performance defects. Through
transparent, accurate implementation, autonomous precise
execution reduces biased operations and boosts
performance.

e Exclusion of a trusted third party: Blockchain
technology is compatible with decentralized nodes. The
smart contract allows instructions to be self-executed
under specified terms and conditions. These are
necessary features to overcome the majority of the flaws
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with centralized apps. Decentralization eliminates single
points of failure while maintaining service availability. In
round trip requests, decentralization eliminates
significant data usage and operational delays compared to
centralized approaches.

e Autonomy: Once the blockchain system reaches the
trigger stage, it will execute the state of the programs and
the sequence of events. Trigger conditions can be defined
in smart contracts with the approval of all blockchain
network participants. Execution is automated and initiated
by a P2P state without the involvement of a centralized
third party. As a result of the operations being
decentralized and not relying on centralized third parties,
the availability of the service is ensured.

o Forge Resistance: The integrity of the distributed ledger
is validated through digital signatures for each transaction
and block. Forge resistance is an important differentiating
feature that adds value to the blockchain. Transaction
records and execution logic are cryptographically verified
and persisted on the network.

o Transparency: An Additional significant advantage of
blockchain-centered smart contracts is the transparency of
transactions. All participants in the blockchain ecosystem
have access to the blockchain immutable ledger and smart
contract logic. Transparency is a distinctive property of
blockchain that makes it profitable compared to
centralized databases.

Smart contracts can potentially disrupt finance, real estate,

retail supply chains, the auto industry, communications, and

manufacturing by changing international industry and
business operations. They increase the efficiency and speed
with which business arrangements are made and provide
complete transaction transparency. Other benefits include
increased security because all actions are recorded and
available for scanning. In addition, the autonomous vehicle
can engage in two-way communication with @ its
environment and manage trades on its own through
blockchain-based smart contracts. Figure 7 shows that AVs
can use smart contracts to identify certified riders and
arrange transactions such as battery charge schedules, toll

collection, insurance expirations, etc. [151] [152].

The deployment of smart contracts using blockchain

technology has changed the landscape of the automotive

sector as well. Smart contracts reduce the administrative
costs associated with implementing such policies and
ensure that the process is transparent and trusted by all
stakeholders and regulatory organizations. AVs can store
quantitative incident parameters such as date of insurance,
amount of fuel used, vehicle mileage, location of power and
toll stations, and driver identity on the blockchain (as
shown in figure 8). Each vehicle maintains its node on a
blockchain network, which records all transactions and
actions. When the input terms of the smart contract change
in a defined event such as a natural disaster, the claim
process starts immediately. Many other event conditions,
such as fuel discharge, car maintenance schedule, vehicle
battery charge schedule, toll payment, and driver license
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verification/validation, are triggered automatically through
smart contracts, as illustrated in figure 8.

IX. AEV

On-road accidents are increasing with an increase in the
number of on-road vehicles. Thus, road vehicles arise
various other issues include on-road congestions, massive
fuel and energy consumption, and harmful emissions in the
environment. It has been observed in recent studies that
many such critically social and environmental issues can be
resolved using AVs, driving, or systems [153]-[1155]. A
self-driving vehicle, robotic vehicle, and driverless vehicle
is nothing but an AEV [156]. Cars, light motor vehicles,
trucks, buses are self-driving vehicles, and they never
required human drivers to drive and operate the vehicle
safely with control. The latest autonomous vehicle design
utilizes various sensors, smart devices, software, and
hardware to drive, navigate monitor, and control vehicles.
As per the global perspective of an autonomous electric
vehicle, it has been observed that it is not operating in full
strength. A partial form of automation in an electric vehicle
is introduced in variations of self-automation rather than the
conventional car's operation. Research, development,
innovation, automation are the key points of the futuristic
development of the automobile sector. Hence automobile
manufacturers are more concentrated on autonomous
electrical vehicles. As per the global perspectives,
substantial financial investment with focused time is given
for the entire development of AEV by leading automotive
players in Germany, the US, the UK, and Japan. Few of the
leading players are sanctioned the law of autonomous
electric vehicle operation and its testing in the countries
mentioned  above. Indian  automotive  players are
contributing 7.5% to the GDP, and it is the most significant
contributor in the world’s automotive sector.

The technology of AEV has overcome the problems of
human limitations like inattention and tiredness. Figure 9
shows the classification of EV components and autonomous

features. Further, the role of blockchain in this
classification is explained. For example, they are
developing a private, public, or consortium-based

blockchain for electric vehicle body structure identification,
sensing, or monitoring. Likewise, electric propulsion
systems, energy sources, and auxiliary systems integrate
sub-system blockchains to build the bridge blockchain.
After that, easily ensure blockchain's various properties
(immutability, transparency, enhanced security, distributed
data availability, and faster transaction settlement). The
following section explains the autonomous requirements.

A. Types of AEVs

The utilization of driverless technology in AEV provides
opportunities to overcome environmental, technical, and
economic problems related to the transportation sector
[157]. The existing nature of traditional transportation can
be changing by using an autonomous electric vehicle to
enhance safety in the transportation system by reducing

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3113649, IEEE

Access

IEEE Access

Mulidiscipinary  Rapad Review : Open Access Journal

Between the parties, an option When an event defined in the
contract is stored as a piece of contract is triggered such as vehicle
code in the blockchain. Although battery charge schedule, insurance
the parties are anonymous, the expiration, etc. Then the code itself
contract is a public ledger. executes.

V)

2

1 2

Regulation can use blockchain to
understand the
movements/activities of vehicles
while maintaining the privacy of
different vehicles.

B s

ol 2 sy
- o=

3

Figure 7: Life cycle of smart contract for AV

human errors based on road accidents [158]. Transportation
cost in AEVs is decreased due to the absence of human
drivers. AEV can be utilized for various applications like
health check-up units, slipping units, and food units. The
latest technological development and advancement of an
autonomous electric vehicle have provided various smart
city mobility opportunities [159]. As per the Automotive

Engineers society [48], the following are the different types

of AEVs.

1) Type 1 (Zero Level Automation): In this type,
manually operated vehicles are coming, and mostly this
type of vehicle is available on the road. In this case, the
human operator performs various driving tasks such as
accelerating, braking, and steering. Hence automation
level, in this case, is absent.

2) Type 2 (Driving Assistance Automation): In this case,
the automation level is the lowest, and it will help the
driving operator as an assistant for doing the operation
of accelerating, steering during the cruise control. In the
case of adaptive cruise control, the distance behind the
car is safely maintained in this type 2 automation, and
the driving operator is simultaneously focusing on other
different tasks such as steering, acceleration, and
braking. Controlling of the vehicle is obtained by a
driving operator in association with automation as a
driving assistant.

3) Type 3 (Partial Automation): In this case, the
combination of automation tasks is employed, and under
this situation, the entire monitoring of the surrounding
environmental conditions and controlling of the driving
activities are in the hand of the driving operator only.

4) Type 4 (Automation with Condition, i.e.,
Conditional): In this case, the human driving operator
always is ready to handle the vehicle and operate
accordingly at any time.

5) Type 5 (High-level Automation): In this case, the
vehicle's operation is highly automated under certain
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offer conditions, and the driving operator may handle
the vehicle operation under any circumstances.

6) Type 6 (Complete Automation): In this case, the
vehicle's operation is completely automated under
certain offer conditions, and the driving operator may
handle the vehicle operation under any circumstances.
In any situation, the vehicle is capable enough to
operate under the self-driving mode of operation.

The detailed operational models of AEVs are mentioned in
figure 10, which shows the various types of AEVs with
different levels of operation. The above-detailed study finds
that type 6, i.e., complete automation methodology for
vehicle operation, is very flexible for transportation without
drivers and feasible for goods and social transportation of
various passenger pick-ups.

B. Energy Efficient Approaches for AEVs

In the automotive sector, light motor vehicles are the most
significant energy drainer at the global level. Autonomous
electrical vehicles are a better alternative to existing fossil
fuels or gasoline-based vehicles due to their merits.
Improving the traffic conditions, reducing fuel
requirements, and being eco-friendly are the salient features
of AEVs. A flexible way of refueling vehicles is using fuel
of renewable energy in an autonomous electric vehicle.
Prototypes AVs can be used as fuel-efficient with drive
programming. Reducing power consumption in an
autonomous vehicle can be possible by taking
programming-based activities such as GPS mapping in
optimum route, speed, a distance of travel, and acceleration
[160][161]. In AVs, the adjustment of motion during the
upcoming activities is saving energy by using automation.
Energy efficiency in a specific group of vehicles increases
due to cooperative driving and permitting the driving to
proceed in a synchronized way. This energy-efficient
movement of an autonomous electric vehicle can help
coordinate and exchange various effects such as mixed
traffic for saving additional energy for nearby vehicles. By
using prodigious access to different information with the
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help of advanced communication tools, novel sensors have
enhanced the speed of processing the power with accurate
controlling and positioning. Hence autonomous electric
vehicles can be executed efficiently in the eco-driving
mode of operation compared to the human-driving operator.
Energy efficiency can be enhanced by selecting lanes for
passenger cars following the coordinating vehicle [162].

C. Methodology of Energy Efficient Approaches

This section explores various technical research
methodologies applied for energy-efficient approaches in
electric vehicles. Details are presented as follows.

1) Fuzzy Logic Controller in Autonomous Electric
Vehicle

The fuzzy logic controller is used for speed control with the
driver model controlling feature [163]. The criteria for
control design with reduction of absolute internal error is
considered, and its performance is compared with Fuzzy
logic controller, i.e., type 1, PID of driver model control
[163][164]. Additionally, criteria of particle swarm
optimization are involved in the control design. Similarly,
the comparative analysis of consumption of energy in the
autonomous electric vehicle drive cycle is considered. The
fuzzy logic controller type 2 is saving energy in enormous
strength with reduction of error.

2) Agent-based Traffic Simulation in Autonomous

Electric Vehicle
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In this autonomous vehicle case, agent-based traffic
modeling and simulation systems are considered to provide
good interaction between the utilization of autonomous
vehicle benefits, executed via different control strategies,
drive train, drive cycle modeling, and simulation [165].

3) Optimal tracking Systems Synthesis

In [166], the theoretical methodology of the optimal
tracking synthesis system is proposed. Here, actual and
desired outputs are compared and monitored. Further, the
minimum error between both results is noted while
reducing energy consumption to its minimum [166][167].
The vehicle's observations are planned to move from one
location to another in association with algorithm design and
development. Hence accordingly, follow the proposed track
between the two locations, which is reflected in the
specified map. The contribution of this approach is
systematically remembered in the automation of electric
vehicles [166].

4) SDN-Based Energy Efficient Approach using Internet
of AVs

Due to technological development in AVs, the IoT is
playing a significant role in forthcoming intelligent
transportation systems. In this case, ICT is used to improve
the operational activities of AVs and reduce energy
consumption [168]. Due to the massive use of innovative
technologies, smart sensors in AVs, a tremendous amount
of data and necessary information need to be communicated
with vehicles. Because of that, there is a need to enhance
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the connectivity between vehicles in the wireless mode of
operation. Technical challenges arise during this data
transmission because of traditional wireless communication
systems such as communication system service, optimum
utilization of resources, and network system. The powerful
technology is employed to solve this puzzle through
software-defined networking under the energy-efficient
mode of operation.

5) Cloud aided learning system: An initiative of energy-
efficient system

During the operation of fast-changing conditions of AEVs,
the necessary environmental information available in
vehicles is not used optimistically in the propulsion system.
Hence by initiating the efforts for understanding the
environmental needs with a shorter span of distance, cloud-
aided learning systems are used in association with the
intelligent transportation system, GPS, intelligent cameras,
RADAR system, and an ultrasonic system light-detecting
and ranging. This entire combined system is developing the
smart modeling-based system in the vehicle in a precise
way for getting the information of the environment in a
better way and reducing the vehicle energy consumption. In
real-time vehicle operation, Al-based modeling techniques
for environmental conditions update vehicles' propulsion
systems. The energy-efficient and high-performance
initiative ~ of  cloud-aided  systems, cost-effective
computational modeling, and optimistic operations are
obtained [169].

D. Smart Infrastructure for AEVs

External smart infrastructure is required for the effective
operation of AEVs in association with the in-house physical
components of vehicles. Following important internal
physical components are used in an autonomous electric
vehicle for conducting various activities.
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i. During the driving of vehicles, various cameras are
utilized for detecting the obstacles along with track
roadway information and lane departure.

ii. Detection of short wave and long wave depth is done
by using radio waveforms of the RADAR system.

iii. LiDAR is utilized with intelligent sensors for getting
the 3D map of a particular area by illuminating the
target using laser light.

iv. GPS is guiding vehicles for getting the correct
position by using satellites.

v. The Ultrasonic sensors gather the information within
kilometers, utilizing high-frequency sound waves and
bringing it back to know the exact distance.

vi. The brain of the autonomous vehicle is a central
computer that receives the communication
information from various sub-components, and
accordingly, the computer system guiding the overall
operation of the entire vehicle.

vii. V2V communication is established by using a DRSC
communicating device which allows the transmission
of data in a wireless communication mode of
operation in safer applications [170]

E. External Smart Infrastructure

Proper external infrastructure is helpful for the fully

automated operation of the vehicle. Due to the rapid

industrialization in the automotive industry, there is a need
for more innovative new infrastructure rather than the
existing one, such as advanced lanes and telematics.

Following are the changes to be adapted in the existing

infrastructure for new AEVs [171][172].

a) In the existing road, inferior markings are challenging
for current vehicles, and hence there is a need to
implement effective lane marking for AVs. The
effective road marking should be machine-readable and
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b)

¢)

d)

g)

appropriately reflective and is called a smart lane
marking system.

The effective operation of AVs should involve smart
roadside sensors on lanes and sidewalks, which permits
a record of surrounding conditions and forthcoming
dangerous conditions.

In existing vehicles, the road signs and symbols are to
be recognized by the image recognizing system.
Nowadays, intelligent Al-based machines are used for
reading road signs automatically. Al-based devices use
embedded coding for sign reading which can be
transmitted and sends the necessary messages to the
concerned users or drivers, i.e., Smart Signage.
Changing the cities and highway infrastructure is
another important development in this area. The
massive digital product, which is human-centric, makes
the cities smarter for living by using the more
innovative infrastructure. The AEVs traveling
minimizes the crowding in a substantial populated area
during traveling by AEVs and enhances road capacity.
Due to the adaption of intelligent infrastructure, the look
of the city and highway changes, and no need for traffic
signal lights shortly. The smart machine operates
efficiently by deciding its priority while driving the
vehicle.

Innovative parking facilities are also advanced.
Identification of parking spots is complicated in a high-
density city but using smart AVs is easy with the help of
an intelligent infrastructure system. Narrow free spaces
in the town are priory identified and notified to all. So
that digital technology-based systems can quickly
identify the parking for the concerned. So that the
exiting allocated spaces for earlier vehicles parking can
be used to enhance the intelligent infrastructure for
vehicles.

Internet connectivity for vehicle infrastructure is
improved. Utilizing AI technologies, ML, neural
networks, intelligent sensors, and intelligent IoT
appliances for driving AVs required massive internet
connectivity with colossal speed. Thus, the network
glitches are overcome through the latest 5G network
through enormous data exchanges. So that smooth
operation of the smart autonomous vehicle can be
possible with the help of a 5G high-speed network
without any interruptions. Infrastructure requirement for
5G network is different from that of 4G, hence
installation of 5G based fiber optic cables throughout
the way need to be executed. This new infrastructure
will be helpful for the practical driving of AEVs. AVs
can change the entire look of existing infrastructure and
the optimistic enhancement of the public transportation
system [172]-[174]. This exchange requires a high-
speed internet facility which can be made possible
easily using 5G or future generation networks.

Vehicle digital twin technology is changing the future.
For testing electric vehicles, in-house infrastructure is
required, which contains the equipment for measuring
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the on-road dynamic behavior of vehicles and chassis
dynamometer testing set up by using vehicle digital
twin’s technology. Thus, the AVs perform the following
tasks: modeling of vehicles, optimization of vehicles,
virtual testing smart energy management system, and
simulation in the virtual environment and analyze the
facts.

F. Blockchain for AEVs

Table 8 shows the comparative analysis of recent studies
over AEVs [175]-[185]. Results show that few blockchain-
based studies and proposals are currently available for
AEVs. As discussed earlier, blockchain technology can
give a wide range of advantages to autonomous systems.
Thus, there is a need to explore blockchain technology and
associated concepts for AEVs as well. Figure 11 shows a
proposal for a blockchain technology-based automated
electric vehicle system. Various sub-systems in this
proposal are briefly discussed as follows.

Electric vehicle system has five sub-systems, including
charging, storage, data processing, power, and waste. All
of these sub-systems can have their blockchain networks.
More explanations about these sub-systems are discussed
as follows.

Blockchain network for the autonomous electric system:
In AEV, all sub-systems have their blockchains
interconnected to form a single blockchain network for
AEV.

Blockchain bridge: 1f there are multiple blockchain
networks (i.e., each subsystem has its blockchain
networks), the blockchain bridge helps connect and
transfer tokens from one chain to another.

Blockchain network for charging: A blockchain network
for charging can have secure data transfer. This data
includes the power sources information, distribution
status, and power requirements.

Blockchain network for electric vehicles and power
storage: Each autonomous electric vehicle system needs
information about its vehicle. For example, information
about the electricity balance can help estimate how much
a vehicle can travel.

Blockchain network for drivers: Information about
drivers, their wallets, and preferred payment gateways can
be made available to blockchain networks private to
drivers.

Blockchain networks for data processing units: A cloud-
based infrastructure for AEVs can provide advantages
like information about vehicle location, movements,
speed, charging requirements, and many more. Further,
the blockchain-based network for data processing can
build more trust in the system.

Blockchain network for power units: This is the vehicle’s
internal performance parameter. This sub-system helps
collect the power-related information from the vehicle
and transfer it to other systems to fulfill future
requirements. Integrating a blockchain network with this

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3113649, IEEE

IEEE Access

Mulidiscipinary  Rapad Review : Open Access Journal

Access

system can allow for secure measuring and sharing of the
vehicle power consumption requirements.

e Blockchain network for power waste management: Power
waster is another important parameter for the autonomous

Table 8: Comparative analysis of recent studies over autonomous electric vehicles
Author Year | A [ B | C|D|E|F |G |H/|I J|K|L Major Findings Major Shortcomings and Challenges
. This AaAmCIC Afocuscs OV No in-depth findings are observed in this
Alkheir et al. connectivity services, automation S
2018 | V| x | x | x [ x [ x [ x | x| x | V| V|V . work. Findings are useful to take up for
[175] levels, and different types of . . . .
. proposal, simulation or implementation.
autonomous vehicles.
Perfo@ance ?md quallt}f 155ues of Use-cases or case studies are required to
. electrical vehicles are highlighted. o
Damaj et al. . be taken up. The existing work can be
2021 x vl ox x x x v | Y | v |v | Y| Y | Taxonomies, and frameworks are X . .
[176] roposed for better quality of extended to incorporate its application to
propos quality electrical vehicles automation.
experience.
This work proposes a blockchain- | Autonomous  approaches are  not
based market mechanism for | integrated or discussed for electric
Huang et al. 0021 |« | x| vl vl lvlalvl|v]- electric vehicle ghargipg statif)n. vehicles. ABlockchain—issucs are  more
[177] Proposed model is verified using | related with energy market rather with
mathematical  verification and | vehicle’s internal or external operation
simulation. parameters.
Blockchain applications to smart | This work has done in-depth survey.
Hasankhani et grids are explored. Blockchain- | However, use-cases or case studies of
al. [178] 2021 x vl ox x | v | Y| v | v |¥Y ]| Y| Y ]| Y| technology and other advanced | blockchain-based smart grids can be
) technologies are also explored for | included to identify the parameters that
smart grids. should be taken care in implementation.
A hybrid blockchain-based | Comparative study with existing work or
proposal is made for pre-owned | evaluations and  improvement in
Subramanian 2021 N U 2N VR IV IR P R I B PR el'ectric' vehicle supply chain. performan'ce-based fre'xmt?work is not
etal. [179] Discussions over cloud based | explored in-depth. This is more of an
infrastructure is also proposed in | application rather than addressing the
this work. research challenges.
This work has proposed a [ This work is more of a mathematical
assessment and tracking | analysis rather than framework-based
Gowda et al. 2021 N N . vlvlvlvlalovl ||« mechanism for battery dégradatlon implementation. The real-aspects of
[180] costs. Here, a mathematical model | proposed approach can only be observed
is proposed and formal analysis is | in real-time electric vehicle
done. implementation.
. This work has discussed the use of
This work has proposed a . . . . .
. electric vehicles briefly. No specifications
blockchain-based strategy for fuel . .
. . are drawn for electric vehicle-based
Jamil et al payment in smart cars. This is an fuelling system. Although performance of
12021 | x| x [V x | Y| Y |Y|Y|Y]|x|Y | Y | automation because it incorporates : ) - -
[181] . . X blockchain network is analyzed but this
no human interaction. Blockchain R
. work can be extended to include the
is used to ensure transparency, . .
. performance analysis of charging system
trust and privacy. : . .
in electric vehicles.
In this work, author claimed to A shqrt smart contract' ' d esigned for
. analysis. However, detailed infrastructure
design a smart contract for secure . L
Thukral et al. . . . and electric vehicles’ internal and external
2021 | x| x | Y| x [ Y| Y| Y| *x]|Y]|x*x|Y¥Y | x| crowdfunding in electric vehicle . L .
[182] X A R requirements are not studied in detailed. A
charging station. Smart contract is . .
comparative literature or performance
programmed and tested as well. L
analysis is missing.
This work is an in-depth analysis of
This work has proposed a privacy | blockchain-based solution in privacy
preserving fair exchange scheme | preserving fair exchange for vehicle to
Wan et al 021 | x| x| v x|v|vlvlvlvl| ]|~ using blockchaiq. A mathcmaticejll grid system. However, this WOF‘k does 'not
[183] and implementation-based analysis | address the autonomous electrical vehicle
is performed for performance | system or its associated features. Thus,
analysis. this work can be extended towards
autonomous systems.
Blockchain-based distributed | This work is a theoretical discussion and
ledger is used to implement | development. Here, a logical flow to
Distefano et 2021 N 1 vl vlvlvl sl . . vehicle-centric informat?on int§grate two approaches is Aproposed.
al. [184] systems. The proposed solution | This work can be extended to simulate or
integrates multichain network and | implement for autonomous systems and
MongoDB technologies. electric vehicles.
This work has proposed a three | In this work, there is no blockchain-based
layer hierarchical charging system | solution to improve the security or
Shaikh et al. 21l | v | x| w x|l lvlalalvllv qu'l wireless static and dynamic pcrfonnancc forA autonomous electric
[185] options. Here, IoT and cloud | vehicles. Thus, this work can be extended
concepts are discussed to make it | to enhance it for blockchain-based
feasible. approach to ensure security.

A: Short survey, B: Long and in-depth survey or analysis, C: Implementation-based study, D: Simulation-based study, E: Blockchain proposal
discussions, F: Smart contract, G: Power/energy/charging-issues, H: Infrastructure Requirements, I: application-level discussions, J: Autonomous
Electric Vehicle. K: Normal Electrical Vehicle. L: advanced technologies discussion (like IoT. Cloud. 5G. Industrv 4.0. AI. ML and other)
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electric system. This parameter can help in estimating the
vehicle condition and necessary service requirements.
Blockchain can help in securely sharing this information
with other systems (like insurance or maintenance and
service provider).

e Smart contracts: Every two sub-systems in the
autonomous electric system execute their operation using
smart contracts. Smart contracts help in automated charge
deduction based on vehicle’ operations or activities.

G. Challenges and Research Directions for AEVs

The autonomous electric vehicle is an intelligent vehicle
operating using energy produced by the electric medium.
This vehicle can run without a human driver operator by
correctly sensing the surrounding environment. Further, it
identifies the same on-road objects according to various

pre-defined categories classified. It detects the navigation
path according to different information obtained from smart
sensors and accordingly follows the transportation system
rules and regulations during driving the vehicles [186].
AEVs create various questions about the security and safety
of wvehicles, principles, socio-economic aspects, and
technological development before its execution on the road.
Hence it is needful to understand the various challenges for
the overall development of AEVs. Thus, it helps in
designing multiple strategies for overcoming the challenges
of wvehicles which will help to enhance the overall
performance of AEVs. The challenges and research
directions are explained as follows.

Challenges of AEVs:
challenges observed in

This sub-section explains the
recent AEVs [187]. Details are
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presented as follows. or steer. The accuracy of sensors is affected during bad
a) Sensors: In AEVs, various smart sensors detect objects weather conditions. Hence assurance is required that the
like traffic symbols, vehicles, signals, and road signs. implemented sensors can detect all the objects
Sensors can detect multiple objects and measure speed accurately from any location globally. Thus, it builds
and distance under different environmental conditions. trust in the system and helps maintain safety throughout
Information collected from various sensors is fused and the vehicle journey [188].
transmitted to the computer or system that controls the b) AI and ML: Data collected from various sensors are
vehicle and makes the necessary decision to either stop processed using multiple Al and ML algorithms, which
VOLUME XX, 2017 9
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d)

g)

h)

will help make decisions for taking particular actions.
The acceptance of ML and Al algorithms are not
matured globally due to safety constraints. Hence, there
is a need to verify the safety aspects during the
utilization of Al and ML in vehicle operations.
Consumer’s  Acceptance: As the technological
development of AVs are in progress, but some of the
particular factors that affect the acceptance of AVs are
socioeconomic properties of the wvehicle operator,
population tally, operation and maintenance of vehicles,
completeness abundance, and vehicle operator
enjoyment. Hence there is a need to do more study on
the area as mentioned earlier. Thus, enhancing the
security of vehicles by changing futuristic technology
[187]. As a result, customer acceptance improves.

The Open Roads: whenever AVs are running on the
roads, updating infrastructure and upgrading is
mandatory for vehicle performance enhancement.
Vehicle running on new roads need to detect the objects
accurately, and by changing the road conditions, it has
to update its information via updates in software. From
a safety point of view, previous and updated
information needs to discriminate.

Safety and Crashes: The adaption of various safety
appliances in AVs is appreciable includes forward-
collision indication, antilock braking system, stability
control system, airbag for protection of human life, and
many others. Additionally, there is a need to add a lane
departure indication system, the adaption of headlights
to all vehicles uniformly, and physically handicap spot
assistance. In this way, AVs can reduce the majority of
crashes and also controlling heavy traffic delays.
Regulations: In any automotive industry, there are no
standards, rules, rules for complete AEVs in present
times. The existing measures are related to safety by
considering the human operator to take control under
emergency conditions. AVs have particular lane-
keeping systems and policies as per the global
standards, but rules and regulations incorporating
advanced technologies (like AI, ML, and sensors) are
not available. As a result, autonomous cars without
proper rules and regulations are not safe for further
operation.

Social acceptability: There is a need to address the
public opinion about their decisions for accepting
AEVs; otherwise, there may be chances of rejection of
AEVs. The autonomous electric car manufacturer has to
give evidence about safety. Further, it is complicated
without public collaborations.

Technological Development and innovations: With
new research tools and techniques in transportation
systems, obtain the optimized performance in
autonomous electric vehicles. Hence to do the same,
there is a need to establish a robust structural framework
and various methodologies [187].

Blockchain technology: This technology faces the
challenges of lack of technical knowledge, i.e., how and

VOLUME XX, 2017

i)

k)

D

m) Cybersecurity

what components of blockchain technology should be
integrated with an autonomous system. Further, there is
no experience handling blockchain technology
combined with autonomous systems, especially the lack
of hands-on training.

Price of Autonomy: The autonomous electric vehicle is
made by various subsystems and intelligent
technologies. The autonomous vehicle technologies are
not yet matured in full strength. Hence, the cost of the
vehicle varies based on the vehicle, and it is expensive
compare to an ordinary vehicle.

Increased Software Complexity: With the use of
advanced technologies and concepts (like sensors,
cameras, controllers, AI, ML, and neural networks), the
entire structure of the autonomous electric vehicle is
complex. The complexity increases with scalability as
well. The increase in software complexity deteriorates
the performance of the vehicle. AVs may perform worse
under high  penetration of vehicles. Thus,
countermeasure the attacks over AVs infrastructure
without reducing the performance and complexity is a
significant challenge.

Workforce Training: As the autonomous electric
vehicle is a driverless, innovative vehicle with backup
support, to give better experiences, the workforce in
backend systems is required to have proper training.
This training should understand and include the
requirement of AVs, ways to train the backup force,
define the backup system actors, and list the operational
conditions. This way, we can ensure that the operation
and maintenance of AVs should be flexible and enhance
the performance of vehicles and the overall system.

and Data Privacy:In AEVs,
communicate between V2Vs, V2I, and V2SD during
regular operation. All such types of connectivity require
a secure infrastructure and network connectivity.
Protecting AVs from hackers is the biggest problem.
Hence, there is a need to provide proper protection
against data privacy, cyber threats and attacks, and
hacking.

Research Directions for AEVs:

The vehicles' challenges are overcome through enhancing
the performance. Hence, the following strategies are
defined to improve the future development of AVs.

a.

Technological developments and innovations in AEVs
must involve the technology developers and automakers
working on  automating  vehicles.  Similarly,
academicians, researchers, and business people need to
collaborate so that so many vehicles issues can be
solved and solutions can be patentable to enhance the
overall performance of vehicles.

Sensors can be modified by doing more research and
development to detect objects accurately in any weather
conditions at the global level and even in bad weather
conditions. There is also a need to enhance the accuracy
of the detection of objects. As a result, customers can
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have confidence in their safety throughout the journey.
In addition to existing sensors, new inventions and
innovations in intelligent sensors are also the latest
requirements for interfacing with AI, ML, DL, and
ANN. So, these vehicles can operate in any weather
conditions without any interruptions.

c. There is a need for prior verification of safety during the
operation of AEVs when interfacing with Al, ML, DL,
and ANN. A proper safety verification system is
required for AI, ML, ANN-based data processors, and
decision-making systems so that vehicles can take
corrective action.

b) To achieve more consumer acceptance of AEVs, the
following factors need to be controlled by taking the
proper initiative: socio-economic properties of the
vehicle operator, population tally, operation and
maintenance of vehicles, completeness of abundance,
and vehicle operator enjoyment. Acceptance of vehicles
is encouraged by security [187].

c) There is clear-cut technology available in AVs that can
easily discriminate the difference between old and new
information. As a result, having access to information
will simplify the puzzle.

d) The adaption of headlights to all vehicles helps in
physically handicaps spot assistance. As a result, AVs
can reduce the majority of crashes and also control
heavy traffic delays.

e) More accurately, object detection sensors and related
innovative technology need to be mature and verify
safety and security.

f) Policy, regulations, and legal issues are the main pillars
of AVs. For the effective revolution of AEVs, the
concerned authorities need to frame proper and legal
policies, rules, and regulations.

g) The social acceptability of self-driving electric vehicles
can be achieved by employing users who have faith in
their safety and security. Thus, user confidence-building
programs with live demonstrations are required.

h) Technical knowledge sharing is required with skilled
and experienced human resources to rectify technical
problems and software errors. The lack of such a skilled
workforce is a significant challenge in the autonomous
industry. For example, the lack of hands-on training for
all backup service providers in blockchain technology is
a considerable hurdle to integrate it with AEVs.

i) The price of AEVs is initially high due to a lack of
interest in this field's research and development
activities. The advancements in sensors, actuators,
cameras, wireless technologies, software, hardware, and
a large number of recent research and development
activities with lump sum manufacturing processes have
reduced the cost to a large extent. Further, driverless
vehicles also reduce the cost by integrating various
optimization algorithms in route identification,
performance improvement, fuel efficiency, and many
more.
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j) The software complexity will be reduced with the
integration of intelligent AI, ML, ML, and neural
network-based analysis. Further, proper differentiation
of each software system and its functionality is required.
This clarification can overcome the complexity of
software operation in AVs.

k) As technology is very rapidly developing in the field of
AVs, according to the needs of technology, the
workforce of concern needs to be adequately trained.
So, they can enhance and optimize the entire operation
of vehicles.

1) The vehicles' protection from hackers is important to
adapt to automatic cyber threats and attack information
sharing and analysis centers. Vehicle manufacturers
must also share hacking, threat incidents, cycle rules,
and regulations violations with in-vehicle industries.
Specific laws should be enacted to govern data access,
sharing, and exchanging between  vehicle
manufacturers, software suppliers, and owners. As a
result, there will be greater security and transparency in
the system.

m) Adapting sustainable energy sources for the charging of
AEVs will reduce the negative impact on the
environment and contribute to the sustainable
environment [189].

X. BLOCKCHAIN, GREEN ENERGY SOLUTIONS, AND
ELECTRIC VEHICLES

Blockchain will transform the energy sector to build a
hierarchy of origin sources. The improved traceability
speeds up and automates renewable energy certification.
Thus, the important long-term renewable power purchase
agreements that need 100% green energy certification.
Encouraging large businesses to purchase green energy is
critical today. With the blockchain, all parties can verify the
results. Smart contracts may also be created using this
technology, eliminating intermediaries and simplifying the
process. Save money and get privacy.

The massive consumption of fossil fuels in transportation,
various industries, and power plants is the cause of
pollution in the environment. The existing transportation
scenario shows that most traditional IC engines are
significant contributors to pollution. Hence, it is necessary
to produce clean technology and pollutant-free fuels to
enhance the overall performance of vehicles by reducing
greenhouse gas emissions. Electrification of the
transportation sector is an initiative to reduce pollution,
increase energy security by accepting new energy sources,
and provide better benefits than traditional transportation
systems [190]. Electric vehicles can be classified as BOEV,
PIHEV, REEV, BV, ZEVs, HEV, FCEV [189][191]. Figure
12 shows the configuration of a BOEV. It uses the battery
as a source of energy. The battery of the EV is charged
through a battery charging unit of the grid system. Electric
drives system contains the smart power converter and
electric machines. Using an electric drive and differential
cum smart transmission gear system, the stored electric
energy in the battery is transferred into the wheels of

9
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Figure 13: FCEV Configuration and Blockchain

vehicles. A smart power converter is designed for two-way
power flows from battery to wheel during regenerative
braking. Energy flows from wheel to battery under the
braking mode of operation. As per the figure 12
configuration, it has been seen that a clutch is not required
in a battery-operated electric vehicle like ordinary gasoline
vehicles. Using blockchain-based BOEV is illustrated in
figure 12, and the interconnections will continuously
monitor the vehicle's activities. Listing these activities, their
importance, and their sequence can give quick vehicle
malfunction indications. Further, a pay-asper-usage policy
will be easy to implement with this strategy.

FCEV uses both battery and fuel cells as energy sources.
The penetration of EVs increases because of variation in
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voltages, an increase of harmonics, additional overload
conditions due to massive charging of EVs, peak load on
the distribution network, tripping of protective devices,
charging of EVs during peak load is affects the system
stability, reduces system reliability and affects power
quality. To solve these energy problems distribution system
should be adapted [192]. Figure 13 shows the configuration
of FCEV. Figure 13 shows that a fuel cell is used as an
energy storage device with the help of a hydrogen tank.
Step up converter is used to step up the voltage of the fuel
cell for charging the battery or storage of electric energy.
The configuration of fuel cells such as propulsion systems
and drives is similar to BOEV. The energy storage battery
unit can provide the sudden and transitory mechanical

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3113649, IEEE

Access

IEEE Access

Mulidiscipinary  Rapad Review : Open Access Journal

Battery
Bank

energy required at the wheel during vehicle operation. The
battery unit also helps to optimize the functions of the fuel
cell. As fuel cells cannot store the energy during
regenerative braking, the battery unit supports energy
storage during braking operation. All of these operations
and systems (shown in figure 14) are critical to any vehicle.
Blockchain can help to monitor and record all of these
operations. It would be easy to quickly identify any
malfunctioning or change in the vehicle’s system operation
from its routine using blockchain. The records will be
immutable and transparent. Thus, it can help to determine
the interruption and its causes at any time.

HEV uses both liquid fuel and battery energy sources,
while BOEV uses the battery as a sole energy source. The
hybrid (combination of series and parallel) electric vehicle
configuration is shown in Figure 14. The main feature of
this configuration is a particular gearing smart system, and
it is also known as a variable transmission system in
continuous operation. This system allows both modes of
operation (parallel and series). Like BOEV and FCEV,
HEV can also use blockchain technology to interconnect all
its systems or sub-systems with immutable and transparent
data operations and storage. It helps in continuous
monitoring of the vehicle, its activities and helps to avoid
any interruption or malfunctioning. Various other important
dimensions integrating green energy solutions are:

A. Types of Green Energy

Due to the enormous penetration in EVs will require
additional power generation to fulfill the energy demand by
enhancing the other infrastructure of the power sector
[193]. Thus, the following strategies are essential to
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integrating AEVs and Blockchain to solve the energy crisis

problems.

a) I am adapting renewable energy sources to power an
electric vehicle by improving resource efficiency,
lowering emissions, and integrating with the existing
electric grid.

b) Involvement of smart grid technology.

¢) Involvement of vehicle to grid (V to G) technology and
vice versa, i.e. (G to V)

d) involvement of vehicle to home technology and vice
versa

Next, factors associated with the integration of green

energy sources with AEVs are briefly discussed as follows.

i) Integration of RES like wind energy and solar
energy.
Due to the vast potential of renewable energy sources, these
sources can be integrated with EVs and grid systems as per
the guidelines of the grid codes [194]. Integration of wind
energy into EVs and the electric grid is the best initiative
for solving the power crisis problems and other technical
issues. Wind energy can be used for an offshore and
onshore mode of operation for supporting charging stations
of EVs, either in an isolated way or in the grid-connected
mode of operation [195]. On the shared platform, solar
energy is also an excellent option for the integration of
EVs. Integrating solar energy, either in an isolated or grid-
connected operation, can also be used. Due to grid code
constraints, individual solar or wind energy integration into
the grid or EVs is the best alternative to combining these
two sources. The burden of charging infrastructure and EVs
can be decreased with the utilization of RES in EVs. The
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intermittent nature of RES-generated power can be
smoothed out with EV technology.

ii) Adaption of Smart Grid Technology

The incorporation of smart grid technologies into EVs,
resulting in smart communication mechanisms and
intelligent decision-making procedures. With smart grid
feasibility integration to EVs, vehicle to grid, grid to the
vehicle, vehicle to home, home to vehicle optimization
operations can be possible with RES [190].

iii) Vehicle to Grid Technology (V to G) and Grid to
Vehicle (G to V)

Extracting optimized energy from RES and accelerate the
optimized point into the grid system for EV operation.
However, EVs can feed power into the grid, i.e., Vto G. In
this case, the vehicle acts as an electric load. It draws the
power from the grid for the regular operation of EVs, i.e., G
to V. During offloading, EVs act as energy storage devices
like batteries and supercapacitors and inject the power into
the grid called V to G operation of EVs.

iv) Involvement of V2HT

In the smart home concept, V2HT is introduced by
managing various devices' operations [192]. Whenever
there is a long-term power outage or a natural disaster
situation in multiple areas, V2HT can be used as an energy
source. In the existing power supply network, without
significant changes, this technology can be commissioned.
It is effortless in construction and easily configurable
because it consists of a single EV in-home network [192].
In the present scenario, the major challenge with any type
of EV is the power quality issue while integrating it with
natural energy sources like wind and solar energy.

B. Storage of Green Energy

The running time of EVs consumes 70 percent of energy
and does not consume energy during the stationary
conditions of EVs. Electric vehicles rely mainly on energy
storage systems such as batteries, supercapacitors, and fuel
cells. In [196], the additional burden on electrical power is
highlighted alongside the other power quality issues. Thus,
the existing electric grid systems become overloaded with
charge and connection to EVs. The RES is used to address
this issue, which plays a significant role during peak load
demand. The energy storage system drives the electric
motor, related axillary apparatus, and other related
subsystems of EVs. EVs' driving range and performance are
decided by the energy storage system [97][196][197]. As a
result, the energy storage system is critical in EV operation.

I. Energy Storage Systems

The basic requirements of efficient ESS are proper
protection, safety, interfacing of power electronics, energy
conversion, high discharge time, reliability, and intelligent
energy management in distribution systems [196].
Furthermore, different energy sources are used to power
EVs based on high energy and high power density criteria.
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High energy density is used for driving EVs for long-range,
and high-power density enhances the acceleration of EVs
[189]. ESS is classified as electrical, electrochemical,
mechanical, hybrid, and chemical. These systems are
briefly explained as follows.

i) CESS

In this case, the storage and release of energy are obtained
via the chemical reaction of various chemical compounds in
the system. The FC is a chemical storage system that
converts chemical fuel energy into electrical energy with a
45 to 80 percent fuel efficiency. FC produces electrical
power by using oxidation chemical reactions [1190]. FC
has various advantages like high-density output, efficient
extraction of electrical energy from fuel, no noise, refueling
is fast, and emission is more diminutive. The significant
challenges with FC include high price, storage difficulty,
and voltage drop and loss because of internal resistance
[196].

ii) EESS

In this case, the electrical energy is directly stored in the
form of an electric or magnetic field [196]. The
supercapacitor is an example of EESS. A supercapacitor's
energy capacity is relatively high (certain kilo farads)
compared to an ordinary capacitor. The efficiency of a
supercapacitor is 96%, and its specific energy production
capacity is 1500-2100 W/Kg. Compared to other ESS, the
life of a supercapacitor is long, and it is about 45 years. As
a result, the supercapacitor is used in EVs as a vast energy
storage capacity source. It has a long operating time and
requires less maintenance. Further, it has the characteristics
of fast charging and discharging of the supercapacitor. This
characteristic makes this source an energy storage mode
during electric braking and the power source for feeding the
power during a huge acceleration period under hilling in
EVs [196].

iii) MESS

MESS is generally used for the production of electrical
energy. The flywheel serves as an energy storage device
and functions as a motor for storage associated with EV
systems. During the generator mode, the flywheel's kinetic
energy can drive the generator to produce electric energy. It
is light in weight, faster in operation, more energy-efficient
for extraction of power under regenerative braking, and
rapidly injects a large amount of power in a short time
under acceleration requirements. Huge charge and
discharge cycles of operation can be obtained over a long
period in this situation [190][196].

iv) ECESS

Existing conventional rechargeable batteries are coming
under this category. In this case, electrical energy into
chemical energy is obtained during the charging. Further,
chemical energy into electrical energy conversion is
obtained during discharging of batteries. It has high
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efficiency and less emission, maintenance, and physical
change. However, the life of a cell gets affected by energy
production or storage using chemical reactions [196][198].

C. Types of Batteries

The integration of IoT and Blockchain with batteries to
record the status and ensuring payment as per usages. This
section discusses the different types of batteries and their
feasibility of interconnection with EVs. Details are
presented as follows.

a) Lead Acid Battery (Pb acid): These batteries are
rechargeable and highly matured. The main drawback of
this battery is its handling due to the acid substance, high
power to weight ratio, and costlier technology. The energy
and power density of the Pb acid battery is 36-41 Wh/Kg
and 245 W/Kg, respectively [190][199].

b) Nickel Cadmium (Ni cd)

The life of the Ni-cd battery is long. It has vast charging
and discharging cycles which is about 1550 cycles. The use
of this battery is not safe for the environment and human
life because of heavy metal/cadmium in its construction. As
per ARAI guidelines [190][199], it is not recommended in
EVs.

¢) Nickel metal hydride batteries (NiMH)

The energy storage capacity of NiMH is less, and the self-
discharge coefficient is high. It has no memory effect. The
energy and power density of the NiMH battery is 65-85
W/Kg and 145-205 W/Kg, respectively. The life of NIMH
is affected primarily because of long-time storage and its
capacity deterioration. This problem can be overcome by
mandatory timely charging and discharging the battery
before its reuse operation [190][199].

d) Sodium/metal chloride batteries

It is a ZEBRA battery, i.e., Zero-Emission Battery
Research Activities. It has a high-speed energy density. The
molten salt electrolyte is used, which is operating at 250-
360 degree-Celcius. The main demerits are safety and
storage issues during its long period of operation. The
energy and power density is 95-125 Wh/Kg and 160 W/Kg,
respectively. Unlike other nickel batteries, sodium batteries
have enough cycling capabilities and a lesser self-discharge
rate [190][199].

e) Lithium-Ion (Li-Ion):

Li-Ton battery has huge energy storage capacity, and the
ratio of energy density to weight is also better than other
batteries. However, it has issues like overheating, high cost,
and limited life. This battery is more suitable for EVs
because of its lightweight and very high efficiency. The
energy and power density is 140-200 Wh/Kg and 510
W/Kg, respectively. Lithium iron phosphate, Li Ni
manganese cobalt, Li cobalt, Li manganese batteries are the
subtypes of Li-ion battery [190][199]

f) Lithium-Ion Polymer:
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It has the advantage of a longer life cycle as compared to a
Li-ion battery. However, it faces instability during the
discharging of the battery below a certain level and an
overload condition. Its self-discharge rate is less, specific
energy is about 160 Wh/Kg, and specific power is about
320 W/Kg [190][199].

g) Metal-Air Batteries:

Due to the vast energy density of the metal-air battery, it
acts as an alternative to the Li-ion battery. It is the best
option for energy storage for future EVs and electric grid
applications. Energy density is very high in this case, and it
is about 3Kw/Kg which is high compared to ordinary
batteries [190][199].

XI. APPLICATION AND USE CASES OF BLOCKCHAIN
FOR AGVs

Following the adoption of Blockchain in Bitcoin [200]
because of its unique capabilities, several new
applications/use cases have been proposed that utilize
Blockchain. In this section, three particular examples are
highlighted where blockchain technology is helpful in the
AGYV business. Three uses case are:

Use Case-1: Using blockchain ability to rationalize
centralized payment to AGV vendor based
on AGV performance in the Global
Warehouse Facilities.

Use Case-2:  Smart Contract to enable PM’s/CM’s of
AGV.

Use Case-3:  Protecting Counterfeit Issues while using

Autonomous Mobile Robots

A. Introduction to AGV Current Landscape in the
SMART Factory

Traditionally humans were operating the forklifts for their
material management process to support the material flow
inside the warehouse and value addition in the assembly
area. It has been a time-consuming process, especially
when the industry demanded a lean management principle
to support accurate and shortest delivery lead time. This
need invented AGVs, and since then, we were able to speed
up the material flow process and limiting the need for
human interactions. In the author’s personnel experience (at
Intralox and other industries) as a supply chain manager, he
has found that AGV with a better transponder that has IoT
or sensor-based capabilities. AGVs will be recognized as an
efficient tool for warehouse stakeholders. Figure 15
explains how the AGV is aiding the material flow between
different areas within a warehouse, from incoming goods to
outbound goods. Generally, the suppliers receive the raw
materials through the inbounds dock area and are placed in
the staging area. Then, the pickers realize the need to put
away the stock from the staging area to the appropriate
aisle/bin in the storage area based on the raw materials'
ABC classification (internal naming-based classification).

After that, the work order gets created for value-added
service; the selectors will again transfer the inventory from

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



Access

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOTI 10.1109/ACCESS.2021.3113649, IEEE

IEEE Access

Mulidiscipinary  Rapad Review : Open Access Journal

Table 9: Comparative analysis of recent studies over autonomous guided vehicles

Author Year | A [ B | C D E F G | H I J K Major Findings Major Shortcomings and
Challenges
Discussed mainly the | This is largely a discussion work
applications of AGV and | rather than making any proposal,
Cupek et collaborat_ion _with other simulation or implementation.
2020 | vV [ x| x | x | x | x | Y |V | Y | Y| VY] technologies like robotics,
al. [201] o . .
artificial intelligence, machine
learning, IoT and cloud
computing.
This work has largely focused | This work has largely focused
on the experimentation to learn | over anomaly detection in
Catal et al. 2020 | x | x| v |x|Ix|x|x|v]v]v]|x both the prior and posterior | Bayesian surprise-based
[202] models for AGV to recognize | implementation. Work can be
the environment using RGBD | extended to integrated advanced
camera. technologies (like blockchain)
This work is focused over | This work is helpful in
wireless control of autonomous | identifying the performance
Ana et al. Vehic.les.. Here, reinforcement | parameters and their eValuatior{s
[203] 2020 | x [ x [ x [ v | x | x | v |V | x |x | x| learning is integrated to find the | for remote control of AGV but it
optimal speed and achieve the | does not say anything related to
mission path in shortest time | blockchain or security.
duration.
This is a survey work that | This work is more of a
, discusses the use of important | theoretical  discussion  and
Sénchez- technologies associated ~with | related  developments. ~ No
Sotano et | 2020° | V' | x| x| x| V| Vx|V Y hipbuilding S Here. both | discussions over how to
al. [204] shipbuilding ector: ere, 9t ¢
AGV and blockchain discussion | implement — the advanced
are done briefly. technologies is performed.
This work has implemented a clutter- | This work has also not discussed the
resistant SLAM algorithm for AGVs. | importance of blockchain
Wan, et The performance of AGVs is tested | technology. Here, main focus is over
al. [2%6] 2020 x |V x SRR x in rca?l environment. the opcrii/ion of AGVs rather than
elaborating  the  security-related
issues.
This work discusses the application | This is a short analysis to understand
and usage-based analysis of AGVs. | the importance of autonomous
Stillig and A mathematical  discussion is | system especially for car interior
Parspour 2021 | V| x| x | x x | x | v | v | ¥ | x | x | compared with manual processed to | parts  production. A  detail
[205] discuss the advantages. implementation, or solution-based
approach is required to address the
recent challenges.

A: short survey, B: Long and in-depth survey, C: Implementation-based study, D: Simulation-based study, E: Blockchain proposal discussions, F:
Smart contract, G: Power-issues, H: Infrastructure Requirements, I: Supply Chain Management, J: IoT, K: Cloud/Edge/Fog computing.

the storage area based on the picklist generated from the
work order. They will be issued to the work cell-1/work
cell-2. Post the value-added activity in each work cell, the
finished goods are produced and then will again be moved
to the packing area to initiate the shipping or outbound
process. Once the goods are finished packing and palletized
then, the selectors are placed into the storage area. Then, a
loaded pick-up is being arranged with the logistic provider.
The truck will show up at the outbound dock area at a
specific shipment due date to pick up the well-finished
pallet. It then is delivered to a particular customer site as
per the customer sales order information. Having stated
above, the general material flow within four warehouse
walls, the conventional way, has generated multiple
inefficiency and  unproductivity issues due to
people/process/technology aspects. Thus, it has further led
to few shortcomings in the industry like, (i) unable to keep
with the demand between the customer and the order
fulfillment process, (i) modularize the process as the
industry continued to build heavy dependency on pickers
availability, and (iii) their skill sets along with the inability
of the technology to support the velocity of material
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movement safely and timely. However, AGV's invention
has revolutionized the warehouse industry to some level.
Therefore, the gaps need to be addressed when it comes to
the governance of AGV, interoperability standards between
the AGV vendor and the End-user.The counterfeit issues
and their impact across the supply chain. In the forthcoming
sections of this article, we will see how we can use
blockchain technology to meet all or some of these
shortcomings in the current industry landscape, as
mentioned above.

Table 9 shows the comparative analysis of recent studies on
AGVs [201]-[206]. Tt has been observed in recent studies
that there is a lack of proposals in integrating blockchain
technology with AGVs. Few discussions over blockchain
technology properties are available, which give an
introduction to blockchain for AGVs. However, an in-depth
analysis is required to take its full advantage. In other
observations, AGVs' work is primarily focused on its
movements, object detection, path planning, success
probabilities, usage in a warehouse, and performance
analysis.
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A. Use Case-1: Using blockchain ability to rationalize
centralized payment to AGV vendor based on AGV
performance in the Global Warehouse Facilities.

Conventionally, when the manufacturers of AGV build

their brand AGV’s, their design /architecture/manufacturing

is always constructed around to suffice the need of the end-
users to increase their productivity in material handling and
management and improve their manufacturing facility and
production flows. In the past, AGV manufacturers always
sold their machines to customers at outright rates. Still, as
the industry grows and more and more competition drives
the market, in the future, end-users will be paying AGV
manufacturers based on various financial options. In the
author’s personnel industry experience, he observed that
some AGV vendors are in primitive stage to enable
different financial options like a) Pay per Transport b) Long

Term Rental c¢) Investment d) Leasing option, When the

AGYV automates the transportation of goods from point A to

point B, depending on the number of trips in a warehouse

shift, the AGV vendor could be paid using the “Pay Per

Transport” mode, and this is equivalent to RaaS model

(Robot-as-a Service). Meanwhile, some end-users were

choosing for the “Long Term Rental” contract with AGV

Vendor to increase payment frequency and minimize

repeating admin hassles, where the payment is based on

monthly rental with the commitment/contract being created
for at least a year or two between the two parties (AGV

Vendor and AGV End User). There is also a “Leasing”

option; as part of the lease fee, the vendor could also cover

the preventive and corrective maintenance for AGV during
the lease period. Still, some liabilities will be applied to
end-users if the AGV system is wrongly used or some
system damages occurred during its operation within the
warehouse. The last option is the little choice among the

AGV end-users. It puts them in the traditional CapEx

approach to operate their relationship with any system or

technology vendor where they invest in this technology.

Thus, ownership now lies just with AGV end-users to buy

all the system components and tangible assets. Due to

multiple factors involved with each financial option and
within each option, since it is entirely manual, there are
many opportunities to have scope creep and shortcomings
when tracking the performance-based pay for the AGV
vendor. Here, a blockchain-based smart contract can be
established between AGV vendors and AGV end-user, as

shown in Figure 16.

Further, it comes to end-user who has global supply chain

operations, as shown in Figure 17. The contracts must be

established for local warehouse facilities in each country,
which are bound by the local legacy factors. Blockchain
technology could play a vital role in establishing the smart
contract by the centralized executive team sitting in the

corporate headquarters (e.g., US). As shown in figure 17,

globally, warehouse facilities are present in many countries

like the USA, Alaska, Brazil, Argentina, UK, Germany,

India, South Africa, China, Australia. Each warehouse

VOLUME XX, 2017

facility has different requirements, sizes, layouts with other
local regulation laws, needs for maintaining multiple
vendors for each warehouse’s AGV, and difficulty in the
ongoing operations of AGV. All of these add more
technical and admin debt to the corporate. Using the
blockchain distributed ledger technology for the payment
gateway concerning the smart contract will bring more
traceability and process efficiency across the supply chain
for the global supply chain entity.

A sample warehouse facility (as shown in figure 15) is
considered for scenario analysis to explain the AGV-related
parameters and justify the performance of AGV. In the
scenario, the considered parameters are associated with the
performance of the AGV, how it is benchmarked with
current manual operating cost, and how all cost and
performance-related calculations could be embedded into a
Smart Contract for a blockchain-enabled payment gateway.
Following are the parameter considerations to calculate the
cost of operating the AGV in each warehouse.

o AGV Electric Consumption per year: This depends on
the type of battery being used in AGV. The electricity
usage for charging the AGV battery per year as a single
AGYV could use many batteries in a year.

Rate of Electricity per unit. This is measured as the
electricity cost per kilowatt-hour (kWh) where the direct
cost of the AGV investment decision. This rate could vary
depending on the industrial schemes in each country or
their geographic location for each warehouse.

The number of shifts in the warehouse: is computed as
the total number of transitions of material management
operations in the warehouse. Some warehouse could run
their material management operations twice or thrice.
Thus, this factor is also an important factor to determine
the usages of AGV and its impact on the entire order
fulfillment operation.

Charger Efficiency: This is an indirect factor that affects
the performance of the AGV in the long run as it could
positively or negatively impact the total operating cost
when it comes to battery life and its replacement costs.
Number of Operators per shift. This is measured as the
number of warehouse pickers per shift. It could be vary
depending on the warehouse size and the volume of order
fulfillment required in each warehouse.

In addition to the above parameters, few factors need to be

in-built in the Smart contract depending on the picking and

the Packing process [207]. These parameters are briefly
explained as follows.

o Setup Time to Start and Complete a batch (generally
measured in Seconds): This is calculated as the time
required to set up AGV to arrange for transportation to
pick or drop off a load within the warehouse.
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Figure 15: AGV aiding the material flow between different areas within a warehouse

o Total Time To Pick and Order line from a location (
generally measured in Seconds): This is calculated as the
actual transportation time required to move the box or
pallet from the Staging area to the Storage area or from
the Storage area to the Work-in-progress area.

o Average Number of Distinct Items in a Single-Item
Order Batch: This is measured as the average number of
items transported. It could vary depending upon whether
the picking is batch picking or cluster picking.

Based on Table 10 sample data, the importance of AGVis
was analyzed and compared to the manual process.
Equations (i) and (ii) are proposed for measuring the
performance and cost. Details are discussed as follows.

VOLUME XX, 2017

AGYV Cost Computation = AGV Electric Consumption per
year * Rate of Electricity per unit * Number of shifts in the
warehouse * Charger Efficiency * Number of AGV’s
installed. 1)

Current Manual Operating cost = Operators Renumeration
* Number of Operators per shift * Number of shifts in the
warehouse. (i1)

The comparative analysis of two factors shown in equations
(i) and (ii) evident that the cost of AGV (54,0009) is less
compared to manual (900,0008) for a year, and the
performance of AGV is much better than operating in a
manual world. The above calculation can be embedded with
other parameters in Etherum supported Smart Contract,
deployed in the blockchain network. AGV makers, AGV
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Figure 16: Smart contract-based financial options for end-users.

end-users, and power utilities can all use the newly built
smart contract. Using these calculations, they will manage
the terms and conditions for each financial option that AGV
end users have selected to run their warehouse operations.
Hence, increase efficiency and productivity. Finally, it can
be used as a payment gateway for AGV vendors to pay
based on AGV performance when operating in the global
warehouse supply chain model.

B. Use Case-2: Smart Contract to enable PM/CM of
AGV.
In reality, after the AGV has been sold in multiple units to a
global supply chain warehouse, the data structures for the
assets might be complicated. Thus, it is difficult to track a
smart contract between AGV manufacturers and end-users.
Thus, there is a need to establish a maintenance contract
(for both PM and CM) to ensure that the spare parts
replenishments happen based on the smart contract supply
chain. Further, a smart contract can provide the yearly
maintenance payments though the hyperledger is contingent
upon the asset's health.
AGYV remote assistance can solve two problems (spare part
supply chain management and payment gateways) using
blockchain technologies. Today, the ability for remote
service is minimal, or in other words, it is entirely manual.
Further, it is the AGV vendor who decides when to visit
the installed sites. Usually, it is periodical to perform both
corrective and preventive maintenances regularly. In the
present scenario, the IoT and sensor-based technologies are
installed on top of AGV to improve the current situation.
However, there are still some shortcomings in performance
improvement, cost, and remote assistance. The IoT-based
sensor could help monitor the performance and the usage
of operational parameters (of AGV) remotely. Still, it
cannot trigger the spare parts needs if any parts need to be
replaced as preventive maintenance. Also, the payment is
very contingent on the success criteria defined in a contract
between the AGV vendor and AGV end users. Presently, it
is a manual process. Hence to overcome these
shortcomings, the below could be explored in the AGV
industry with blockchain technology.
a) Spare parts supply chain using smart contracts.
b) Hyperledger for payment gateway.
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The smart contract for PM depends on the critical parts
mentioned in table 11 [208][209]. Table 11 provides the
sample list of essential elements, their manufacturers, and
prices used in the AGV. These parts can be covered in the
AGV maintenance contract established between the AGV
vendor and AGV end-user. In [208], this information is
used for estimating the cost of a maintenance contract.
Depending on the spare parts needs and based on the price
of each spare part, automatic payment via the blockchain
payment gateway will be enabled to improve the efficiency
of AGV's preventive and corrective maintenance process.

C. Use Case-3: Protecting Counterfeit Issues while

using Autonomous Mobile Robots

There is a growing research trend in AMR, especially at
pilot-to-industrial scale for packaging and delivery in the
food industry’s supply chain leading to smart packaging
and smart last-mile delivery to the customer. Figure 18
shows a similar example of pilot-to-industry scale usage. In
the packaging system, a small wire is embedded in the
package label. This wire is nothing but a transmission
system for RFID tags, and this will act as proof of delivery
for the seller [173][174][209]. An RFID reader or
application can read this tag to authenticate the product that
has been received by the customer and subsequently make
the digital payment using the cryptocurrency. In RFID
reader and tag-based systems, lightweight cryptography
primitives and protocols are used to ensure security. The
lightweight authentication protocols create a new
authentication key which is automatically updated in
rewritable tags. The lightweight authentication protocol
helps the reader or application to understand the new key.
This key can be stored on a Hyperledger-based blockchain
for the public to purchase and use the product. In a
blockchain network, smart contracts are also executed. It
helps the parties. For example, a smart contract can
automate end-users to purchase the product after verifying
its date, time, location, and historical production and
transportation. An end-user will get more product
information like the picture of a product, packaging quality,
and historical scans of the product during its supply chain
process. These mechanisms ensure the safety, quality,
transparency, trust, and originality of the product.
Blockchain keeps a record of every activity that happens in
its network. Thus, storing the authentication key in the
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Figure 17: Sample Global Warehouse Distribution Map.

blockchain network ensures that every action associated
with it will be recorded. Using this feature, AMR can
assure customers that the product they purchase is authentic
and authenticates from its historical information, from
production and packaging to its sale. This procedure
ensures guard against counterfeiting, corruption, or having
any other counterfeit issues such as if the products have
been appropriately handled or not across the spectrum of
supply chain depicted in figure 18.

XIl. BLOCKCHAIN FOR UAeV

UAeV is an aircraft that does not have a human pilot.
UAeVs, sometimes called "drones," can be completely or
partially autonomous but are usually operated remotely by
humans. An UAeV is a vehicle that propels itself
independently, remotely, or both. It is equipped with
sensors, target agents, offensive munitions, and electronic
transmitters to intercept or destroy hostile objectives.
Because they are not restricted by the life-assistance
equipment or design-security constraints that manned
aircraft face, UAeVs can be highly efficient, providing
significantly greater scope and endurance than similar
manned systems [19][210][211]. UAeV application fields
have grown with their popularity, and in many
circumstances, a cluster of UAeVs can fulfill the functions
of a specific application. Only a few examples include
disaster relief, monitoring, network relaying, and the
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discovery of energy-efficient equipment [212]. While
UAeV coordination is important for many applications,
most current schemes lack a global information-sharing
platform for UAeV network members, relying on local
communication between neighboring UAeVs [213].
Therefore, blockchain technology can help, enabling a new
line of research into unmanned aerial vehicle networks by
emphasizing a global communication channel. Each UAeV
must transmit accurate real-time data on its location, flight
path, and any planned changes to congested airspace.
Previously, drone operators were held responsible for this,
but blockchain offers an alternative solution. By assigning a
unique ID to each uncrewed aircraft, the blockchain can
keep a "real-time record" of its position and speed, as well
as its operator and maintenance history. Blockchain enables
smart contracts and ensures high supply chain trust,
transparency, efficiency, and security. The participants in
the contract shall negotiate according to the rules
established in the smart contract. When the predetermined
rules are met, the agreement automatically enters into force.
These smart contracts contribute to the verification process,
facilitation process, and enforcement of transaction
engagement. Thus it allows for decentralized automation.

UAeVs conducting inventory management functions can
rapidly transfer data to blockchain-connected cyber-
physical systems. Every block on the blockchain will
comprise information about inventory supplies scanned by
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the UAeV and additional timestamps, making the process enabled by blockchain technology help automate

of storing and tracking things easier. UAeVs can be
designed to charge and check at predefined periods,
automating the storage and verification [214]. Smart
contracts can be used to automate specific transactions and
operations, such as ordering new supplies when a product's
stock falls below a certain threshold. Smart contracts are
executed without the need for human involvement when

compliance with unmanned aircraft regulations. This gadget
can reduce human error by preventing planes from flying
higher than 400 feet or requiring planes to remain within a
predetermined radius of an airport. Blockchain can be used
to track drone maintenance and defects. When a flaw is
detected, a smart contract will need to be signed using a
technician's private key before it can continue flying. In the

specific predefined criteria are met [215]. Smart contracts event of an incident, blockchain enables more
Table 10: Parameters to calculate and compare the performance of AGV with the manually run warehouse.
Parameter Description Value
AGYV Electric Consumption per Electricity Consumption for charging the AGV battery per year 500 kWh
year
Rate of Electricity per unit Electricity cost per kilowatt-hour(kWh) 13 cents
Number of shifts in the warehouse | Total number shifts of material management operations in the 3 Shifts
warehouse
Charger Efficiency AGYV Charger Efficiency 90%
Number of AGV’s installed Total number of AGV’s installed in the warehouse 3
Number of Operators per shift Number of pickers per shift 5
Operators Renumeration Renumeration paid to operator per month 60,000 USD
Table 11: Sample price list for the AGV maintenance provided by the AGV Supplier [158].

Search | AGV Supplier Original Equipment

Code Part Number | Description Manufacturer (OEM) | OEM Part no. | Price (USD/Each)

1 AGV-Engine AGV Engine AGV Mfrl ENGINE-X123 | 650

2 AGV-RFID RFID Reader SIEMENS XX321 1200

3 AGV-Pin Pin Hook AGV Mfr2 W-09546 1300

4 AGV-Wheel Traction Wheel | Best Wheels B95678 1800

5 AGV-Filter AGV Oil Filter | Filters Inc 54389076 120
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comprehensive audit ability across the system. Changing
flight records is more difficult on a decentralized
blockchain, and multiple blockchain nodes provide data
redundancy. Blockchain ledgers can restrict private or
consortium blockchains' access to proprietary data such as
flight plans and operator details. Blockchain technology
creates a permanent and accessible record, and it has the
potential to reduce the number of paperwork required in

aviation today significantly [216].

According to the FAA, in 2019, approximately 412,000

commercial drones were registered in the United States

[217]. The combination of Drones with blockchain

technology can change the way we live. The use of

blockchain has the potential to improve the usability of

UAeV-based applications dramatically. As stated by

UNICEF, about 73,000 people were killed in the October

2005 earthquake in Pakistan. Government, military, and

civil aviation officials reacted swiftly, but their efforts were

supported by cutting-edge aerial networks operated by
drones, which allowed more advanced rescue assignments
in remote villages [218]. Governments worldwide can use
blockchain to track the identities of UAeVs traveling across
their borders. The next generation of UAeVs must be
designed to operate in an environment full of obstacles and
the threat of cyber-physical attacks. UAeVs are classified
according to their functionalities and features. The
functionalities vary according to the intended applications,
including aerial mapping, surveillance, agriculture,
scientific research, and photography [219]. The UAeVs are
classified by their capabilities, flight endurance, and size

[220]. Primarily the UAeVs are multirotor, fixed-wing,

single rotor helicopter, and fixed-wing hybrid VTOL. These

UAeVs are briefly explained as follows.

o Multirotor UAeVs are used for video surveillance and
photography. It is easy to manufacture and cost-intensive.
However, Multi-Rotor UAeVs suffer from limited flying
time, speed and endurance. Further, it spends most of its
energy to stabilize the air.

o Fixed Wing UAeV’s never use the energy to fight with the
gravity of the air, and the operators are required special

training. However, Fixed Wing UAeVs need the runway
or parachute to land on the ground safely. Further, it is
costly.

e Single Rotor Helicopter design structure very much
similar to the helicopter, and the operators required
special training. However, single rotor machines have
higher complexity and cost. Further, the UAeVs handle
carefully; otherwise, it involves in the accident.

e Hybrid VTOL is a term that refers to the combination of
fixed-wing and rotorcraft. This model is critical for both
manual gliding and automation. The aerial vehicle is
thrown into the air from the ground leveraging a vertical
lift. In autopilot, gyros and accelerometers are employs to
stabilize the vehicle in the air [221].

Further, the UAeV’s can be classified based on various
characteristics such as weights, maximum altitude, wing
loading, endurance, and range [222]. Apart from these
classifications, military-oriented UAeVs have different
types of UAeVs based on their military mission
capabilities. According to Watts et al. [220], the UAeVs
are MAV, NAV, VTOL, HALE, LASE, and LALE. Gupta
et al. [223] classify the UAeVs based on the Altitude,
endurance, and range such as MAV, NAV, MUAV, MALE,
HALE, and TUAV. Cavoukian et al. [224] classify UAeVs
into MAV, TUAV, and strategic UAeVs. The TUAV are
further classified according to their range, including short,
medium, close, MALE, and long-range endurance. Zakora
et al. [225] classified the UAeVs according to their range
and weight, including MAV with a short-range,
Lightweight UAVs with a small range, Lightweight UAeVs
with a Medium range, Average UAeVs, Heavy medium-
range UAeVs, Heavy UAeVs with an extensive range, and
unmanned combat aircraft. Therefore Table 12 depicts the
classification of UAeVs according to their range and
weight. Thus, the importance of blockchain classification is
discussed.

With advancements in electronic devices such as batteries,

microprocessors, sensors, and navigation systems,

optimizing the cost and weight is possible. Thus, a variety
of UAeVs is employed for civilian and military

Table 12: Blockchain and UAeVs classification according to weight and Flying range

S.No. | UAeV UAeV Class ‘Weight Flying Blockchain Usages and UAeVs Classification
range Range
1 NAV Fixed Wing, <=200g Skm Blockchain technology can be used with UAeV classifications in following ways:
Multi Rotor e UAeV’s features (weight, class, flying range) based identification, tracking and monitoring
2 MAV Fixed Wing, 200g-2kg 25km can be performed using [oT network and data can be securely stored in distributed ledger
Multi Rotor createdusing blockchain.
3 MUAV Fixed Wing, 2kg-20kg 40km e Individual blockchain (e.g. private or consortium) can be created for each UAeV device to
Multi Rotor track its performance and can be priced based on its utility and performance.
4 Lightweight Fixed Wing, 20kg- 70km * Automatic execution of functionalities and transactions in UAeVs can be performed using
UAV Multi Rotor 50kg smart contracts.
5 Small UAV Fixed Wing 20kg- 150km e UAeVs integrated with multiple applications (e.g. supply chains, aerial monitoring, tracking)
150kg can help in faster data collection and sharing with blockchain networks.
6 TUAV Fixed Wing 150kg- 150km e UAeVs with lightweight cryptography primitives and protocols can help to securely collect
600kg the required data and exchange with authenticated users.
7 MALE Fixed Wing 600kg- 200km o Pay-as-per-service model can be applied effectively. For example, UAeVs deployed for some
1000kg mission can be charges for successful completion of their jobs.
8 HALE Fixed Wing 600kg- 250km e UAeVs can be used as router or repeater in intranet or internet. This feature extended
1000kg thepossibility to create network in remote areas as well.
9 Heavy UAV Fixed Wing 200kg- 1000km
2000kg
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perseverance. The UAeVs are classified based on
performance metrics like production costs, engine types,
endurance, weight, wingspan, speed, wing loading, range,
and maximum altitude. The UAeVs are classified as
Landing, Helicopter, Hybrid models, Heli-wing, and
Unconventional types. These UAeVs are briefly explained
as follows.

® Based on Landing, the UAeVs are further classified
according to their landing style into HTOL and VTOL.
The HTOL is leveraged to balance the mass, maintain
stability in the air, and control. The propulsion model in
HTOL is designed at the rear of the fuselage through the
tailplane forward, tail plane-aft, tailless, and tail-aft on
blooms [226]. Therefore, the landing and take-off are
performed horizontally. In VTOL, the propulsion system
is located in front of the fuselage. Thus, landing and take-
off are performed vertically, and VTOL provides more
efficiency than HTOL [219][227].

Hybrid models combine the HTOL and VTOL
capabilities using tilt-wing, tilt-rotor, tilt-body and
deduced fan. The rotors are oriented vertically; in cruise
flight, they are oriented 90° tilted. The engine wings are
either fixed or tilted in a tilt-wing configuration. The wing
can rotate from 0 to 90° to adjust the engine orientation
from horizontal to vertical [228]. Tilt-body aircraft are
different from fixed and rotary wings. The wings have
complete freedom to rotate from the left or right to the
body's center [229]. The deduced fan consists of two
contra-rotating elements that optimize the body rotation
[227].

Helicopter design structures are employed by hovering
flight with VTOL UAV. The helicopter UAVs are
classified as single rotors, coaxial rotors, tandem rotors,
and quadrotors [230]. Single rotor helicopter UAV is the
most common type, which uses the tail rotor to counteract
the engine tilt momentum. A tandem rotor, alternatively
referred to as a dual rotor, is composed of two rotors
placed at the front and rear of the flight. The rear rotor is
put in a higher position than the front to avoid collision
between the blades. Coaxial rotors employ two rotors
placed one upon the other on the same axis, and rotation
is in a different direction. The quadrotor has four rotors
mounted at the tandem wings.

Heli-wing is another type of UAV that leverages the
rotating wing as a blade. This type of UAV flies vertically
with a fixed-wing.

Unconventional type UAVs are bio-inspired flying robots
designed and fabricated with the inspiration of birds and
insects. Thus, these birds or insects are controlled through
electric chips. The bio-drones are classified as taxidermy,
live and hybrid drones. Taxidermy is the practice of using
the birds as flying models or dead animals [231]. The live
bio drones are being developed to optimize the electric
circuits in conjunction with neurophysiology research and
control birds and insect flights [232]. The Hybrid drones
are designed and manufactured in various environments

VOLUME XX, 2017

and can walk and move on land, water, swimming, and
diving underwater. [233].

A. Blockchain and UAeVs

Recent times have witnessed several advances in UAeV,
physical design, and networking technology, paving the way
to their wide application in various industrial, commercial
and civil arenas. UAeV technology has demonstrated
tremendous potential to revolutionize warfare and enabled
applications in surveying and mapping, agriculture, asset
inspection, video surveillance, and aerial photography.
UAeVs have been widely deployed in smart city scenarios as
well. In critical strategies, particularly in hostile areas and in
hazardous environments, they are widely used. As per a
projection, the number of devices connected to the internet
will rise by 30.9 billion by 2025. Prediction is that a large
percentage of these devices will be vehicles [234]. The
connection and cooperation of smart vehicles and devices in
a network delivers several successful use cases and industry
4.0 applications in agriculture, health emergency services,
traffic monitoring, and infrastructure inspection. UAeVs are
smart, flying objects with sensors and software systems
designed to accomplish a complex mission. Wide variation in
size, complexity, functionality, precision, communication
capability, and sensing ability is noted, as per the domain of
deployment and operation. Multi and Cooperative UAeVs
are other emerging areas. Usually deployed in open
environments or diverse smart city setups, UAeVs tend to
become vulnerable to being lost, damaged, destroyed, or
hijacked [19].

As applications of UAeVs increase by multiples recently,
some of the issues around data security need addressing.
UAeVs operate in distributed and untrustful environments.
They are vulnerable to various attacks as they have numerous
onboard sensors that gather data. An attacker can gain access
to sensitive sensory data and use it for fraudulent tasks. On
reprogramming, it can be turned into a vector to plan
undesirable activities and cause irreversible damage to
society [235]. Blockchain as an emerging technology has
been offering solutions to security concerns of the internet of
vehicles. It guarantees trust between UAeVs and their
relevant base stations, provides decentralized data,
accessibility, immutability. The distributed ledger blockchain
protects shared data using cryptographic techniques, public-
key encryption, and consensus protocols, ensuring the
truthfulness of stored data and allowing transparent and
secure access [19]. Integration of blockchain in UAeV builds
the foundation for several new applications, providing the
desired level of security and privacy. It is a strongly evolving
area of research, revealing insights, underscoring challenges,
and opening up opportunities to future research. Alladi et al.
[19] presented a review of various applications of blockchain
in UAeV networks. They discussed challenges and suggested
future directions. Alvares et al. [236] submitted a detailed
study on blockchain-based solutions for UAeV assisted
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Table 13: Comparative analysis of recent studies on blockchain and UAeV.

Author Year | A B[ C|D|E|F Major Findings Major Short ings and Challenges
A . Open challenges, future directions and N L . .
Tejasvi  Alladi 2020 | x v« « v | blockchain integrated UAeV applications Demgn issues on Blockchain integration with AUV not
etal. [19] . discussed.
and solutions.
Rani. C et al Isssues of cyber attcks and security issues Cryptographic techniques and Encryption mechanisms not
: 12016 | x | x | v | v | x | x | of blockchain enabled UAeV. Hacking Typrograp . q . P
[235] . detailed as solution to security issues.
mechanism demonstrated over UAeV.
Alvares. P ot Detailed review on blockchain enabled | Recommendations of blockchain solutions in smart city
? 2021 X v | v | v | Y | Y| connected UAeV solutions, challenges and | environment discussed. However issues around their
al. [236] e . 1 .
research directions. security and vulnerability not discussed.
M. Alogaily. et Integration of 5G and fog/MEC computing | In 5G and fog / MEC integrated blockchain solutions
’ 931y 2021 x x v | v | v | ¥ | in blockchain enabled UAeV solutions for | especially in case of connected UAeV, security issues and
al. [237] . . )
high data rates. recommendations not discussed.
Alsamhi, S.H. Blockehain f:nablcd UACY solutions  to Design issues not discussed. Security issues outline however
2021 | x | v | x | v | ¥ | ¥ | combat Covid-19 pandemic and further | . . . }
et al. [238] . its impact on various use cases not detailed.
pandemics.
Sant D - - T . p
antos e Multi-UAeV  surveillance  framework Thls(woArk is focused tqwards application of multi-UAeV in
Campos et al. | 2021 x x v x V|V discussed monitoring and surveillance use cases. Issues related to
[239] ) network (speed of message delivery) not discussed.

A: Short survey, B: Long and in-depth survey or analysis, C: Blockchain integration issues D: UAeV Network and security issues , E: Multi-UAeV

issues, F: Blockchain enabled UAeV applications.

connected vehicle networks in smart cities. They focused on
the challenge of resource constraint in connected IoVs, as
blockchain implementations' energy and computational needs
are hard to suffice. The work outlined open challenges and
future perspectives. [236]. Complex autonomous setups such
as AUVs require high data rates for successful deployment
and acceptable quality of service feedback from the end-
users. 5G wireless networks provide high data rates and low
latencies. 5G coupled with fog, edge, and particularly mobile
edge computing (MEC), can provide support for increasing
the number of connected devices, irregular data, and service
requests, both in low and densely occupied locations.
Moayad Aloqaily and co-authors discussed 5G environment
for UAeVs integrated with blockchain, proposed their
solution with blockchain deployed within UAeV and
supported by fog and edge computing, and evaluated their
solution against traditional integration UAeV with cellular
networks in terms of successful data and message delivery
rates. They presented challenges, future research and
discussed developments around federated learning [237].
AUeVs/Drones, during the outbreak of a pandemic, Covid-
19, have been used in emergency health care, for distributing
medicines, necessary good supplies, and food to the
quarantined population, supervising social distancing
measures, etc. Smooth handling of these tasks depends on
collaboration and effective communication between multiple
cooperating AUVs. Blockchain integration provides
decentralized data access and operation in a controlled
environment. Alsamhi [238] discussed the integration of
blockchain in multi-drone to successfully combat Covid-19.
They presented suggestive frameworks and interventions in
blockchain as a solution to the current pandemic and future
pandemics. Mario Gabriel Santos De Campos presented a
framework for blockchain-integrated multi-UAV  for
surveillance activities to support coordination between
UAeVs and enable safe and secure financial transactions.
They proposed IOTA blockchain integrated systems as
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effective  for  cooperative  mission  tasks,

computationally light at the same time [239].

being

B. Challenges in UAeVs and Associated Networks
This section discusses various challenges of UAeV. Details
of these challenges are presented as follows [1][2]:
e Cyber threats and attacks: According to [1], various
cyber threats and attacks occur in UAeV cyberspace,
including attacks like hijacking in which an
unauthenticated party tries to control UAeVs. In this
attempt, vulnerabilities in cyberspace are identified,
especially those vulnerable points where it is easy to
establish an insecure communication link that causes
serious flaws in UAeVs flying. Another vulnerable point
in UAeV-based cyberspace is the GP spoofing attacks. In
these attacks, the attacker observes signals that either use
no encryption mechanism or weak encryption.
Additionally, misleading the information to the UAeV
system is another important consequence of a GPS-based
attack. A GPS-based attack can lead to loss of positional
information, which may threaten UAeV devices or the
lives of people near UAeV’s flying zone. Another severe
possibility of a GPS-based attack is jamming the GPS
signal. In a jamming-based attack, UAeV is not able to
operate or take any kind of support. Thus, this is more
dangerous than other cyber attacks.
Physical Attacks: This is another major attack on the
UAeV system. There are many reasons for this attack
includes a strong wind, extreme temperature variations,
highly complex flying zone, and unpredictable flying
objects (birds, other drones). All of these lead to physical
damage to drone devices. Although various sensors
(LiDAR or RADAR) are used for obstacle identification,
there are always possible errors in the present scenario.
As it is difficult to handle, this attack lies in the
significant attack category.
e Communication link-based attacks: In the UAeV
network, communication links are established between
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two UAeVs, UAeV and ground control station, and two
ground control stations. These communication links are
prone to denial of service, traffic overloading, signal
spoofing, eavesdropping, identification, and privacy
mislead, ad false position-based attacks. In all of these
scenarios, an attacker tries to disturb, break or take
control of communication links.

o System-based attacks: In UAeV or associated networks,
there are many systems. For example, Cybersystem to
access and coordinate with UAeV devices remotely, cloud
computing system for internet resource service
management for establishing communication links,
database system to fetch, store and retrieve appropriate
data, traffic management system, information security
system and surveillance and monitoring system. Thus,
various sorts of assaults are feasible, including SQL and
NoSQL-based injection attacks in database systems,
unprotected or insecure application programming
interfaces in cloud or communication networks, malware
in any system, and brute-force attacks in data hijacking
over weak communication lines.

e Vehicle Privacy and Anonymity: In coordinated AVs
networks, messages sent from one vehicle to any remote
vehicle do not ensure to reach in time because of the ad-
hoc vehicular network constituted by AVs. Additionally,
the vehicle’s identity is required to be hidden to avoid
identity-based attacks. Traditional security mechanisms
cannot ensure this property because of a lack of security
properties like immutability, transparency, robust
consensus approach, distance bounding, and distributed
data storage features. All of these properties can be
ensured using blockchain technology.

Additionally, there are many other challenges in

blockchain-integrated UAeVs. For example, Barka et al. [1]
discussed adversaries targeting hardware, software, or
communication systems associated with UAeVs. In

UAeVs, the software component controls the hardware and
apps. After jailbreaking, the mobile operating system,
ground control station, or other smart devices are

vulnerable to buffer overflow or code injection
vulnerabilities. An attacker may use these flaws to get
access to services or even control the UAeV. A hostile actor
may direct a UAeV's weapon towards specific targets, alter
data, or insert false information. Security measures must
prevent unauthorized access and malicious code execution
during startup and operation. Attackers target UAeV
payloads like cameras and global positioning systems. By
faking positions, an opponent may change the mission path
or capture the UAeV. An attacker may alter the camera's
images, change the view angle, or disable the UAeV's
sensors and batteries. These attacks utilize malware or
communication methods. An adversary's main aim is to
modify or destroy network functioning intentionally. An
attacker may then eavesdrop, modify, or erase data in
transit. The increasing use of communication apps increases
the attack surface. Thus, the wireless mesh networks or
vehicular ad-hoc network-based attacks can be used against
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the UAeV communication system. Although the data
connection appeals to attackers, the control link between
the control system and the aircraft remains the primary
target. Thus, using simple methods like jamming, spoofing,
an attacker may successfully disrupt UAeV operations.

C. Solutions to  Challenges using Blockchain

Technology

In the blockchain, many challenges can be resolved [1]-[4].
Various possible solutions to existing challenges are briefly
discussed as follows:

Protection from authenticated parties or insecure or
untrusted networks: In UAeV systems, blockchain
technology helps establish a secure decentralized manner
without using untrusted third parties. Thus, it helps
establish a safe and trusted environment where data is
distributed across the blockchain network and stored in
off-chain records. All of these configurations build more
trust and reliability over the existing network.
Collaborative and collective responsibility: In a
blockchain network, transactions are verified using
majority-based verification and validation process. In
these blockchain networks, 51% attack is standard, but
maximum use of public-blockchain network can avoid
this attack.

Data integrity and privacy concerns: In UAeVs
networks, data accuracy and consistency are significant
concerns that lead to various cyber or GPs-based attacks.
Therefore, blockchain is more appropriate to avoid attacks
because it uses hash functions and public critical
cryptography-based primitives. UAeV’s information
written in interconnected blocks and distributed in a
decentralized network makes it difficult to delete or
modify any of its parts or whole. Thus, this feature
intrinsically ensures higher security to UAeVs and
reduces the chances of failure to a large extent.
Authenticity: It is possible to verify the data and user
authenticity. In UAeVs, data authenticity is more
important as compared to user authenticity. These
procedures can be ensured using hash functions and
digital signature approaches using in blockchain
networks.

Identity and event management: User identities and
network events can easily be monitored and analyzed. As
blockchain technology brings more transparency to
network or user activities or transactions, it is possible to
protect it from identity or unauthentic events.

The immutability of data records collected from users,
UAeVs, and ground control systems are easy to
maintain an immutable database of events occurring from
users, UAeVs, or ground control systems. In blockchain
networks, the consensus among nodes is established using
proper communications. Further, records are distributed
across the nodes for maximum immutability. Integration
of other systems (cloud servers) increases the scalability
of the network. The presence of robust consensus and
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immutability property ensure data and network protection.
This lead to a more trusted network as well.

Safe distance bounding mechanism: In a blockchain
integrated AVs network, all AVs are interconnected in a
distributed ledger. This interconnection also ensures
distance bounding, i.e., if any two autonomous vehicles
want to communicate, they must like in one blockchain
network with block’s interconnectivity to update the
information. In these interconnections, identities are
hidden as well. Thus, a secure identity proof mechanism
is possible through blockchain.

Blockchain properties: There are three types of
blockchain: private, public, and consortium-based. All of
this blockchain provides and compared using different
functionality. Centralization, transparency, traceability,
mutability, data repudiation, scalability, adaptability, and
permission or permissionless access are some of the key
features. For example, a public blockchain provides
decentralized, transparent, traceable, immutable, non-
refusable, low scalable and flexible, and permissionless
blockchain networks. Thus, public blockchain is more
trustworthy compared to private or consortium-based
approaches.

D. Case Study 1: Unmanned Aerial Vehicles, Sensors,

IoT, Telecommunication Networks and Blockchain
The massive growth of the IoT application areas has been
associated with the technologies through efficient IIOT
systems [240][241]. The UAV-based applications are
critical components of the IoT and sensor deployment in the
air serving as an active platform. However, these
applications have the pitfall of a vulnerable to a security
attack [242]. As a result, the recent trend is to employ
blockchain technology to reinforce the security of
distributed storage through cryptographic approaches like
hash functions. This technology is applied in the IoT-based
application  that utilizes next-generation  wireless
communication networking [243]. Hence, a case study
demonstrates blockchain's development of a distributed
storage model for UAVs-to-ground IoT networks [242].
This study emphasizes the importance of UAVs equipped
with AiS securely transmitting the sensed information from
UAVs to GSM, as illustrated in Figure 19 and explained in
the following steps [19].

Step 1:- The ASs gathers the data from the environment
at different elevations.

Step 2:- The sensed data broadcasted to the Ground
network, i.e., GSMs by the active ASs requesting
storage space from the GSM because of the
limitation of caching space.

Step 3:- The GSM provides the storage space for ASs as
per the closest physical proximity responses.

Step 4:- The data sent from the UAV to the GS

Step 5:- After receiving the data, the GS verifies the

successful reception of data and sends the
acknowledgment to the UAV.
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Step 6:- After receiving the acknowledgment from GS,
the UAV assigns the reward points to GS
through blockchain technologies such as smart
contracts and the PoS consensus protocol.
The blockchain plays a vital role in this procedure because
it enables secure data storage and communication between
the UAVs and GSMs. Furthermore, the GS will receive
blockchain rewards for providing services such as
processing power and storage that allow the mutually
beneficial model to function. Apart from these benefits,
blockchain technology enables the following applications.
i. Enhances the data security: The UAVs cache the data
from the environment and instantly transfer it to GSM
by requesting caching space to secure their data. In
return, UAVs awards the reward points to their traction
through the blockchain. Hence, it mitigates the physical
or cyber-attacks from adversaries because of the instant
data transformation.
Transactions between heterogeneous IoT sensors: This
model provides mutual benefits to GSM and UAVs.
Hence it creates a healthy heterogeneous environment.
iii. Inadequate processing power and storage: UAVs lack
sufficient processing and storage power. Therefore, ASs
sends the cached information quickly to GSM, which
enables the capture with the next dataset and enhances
the flying time through rescuing the data processing
power.

ii.

Xlll. ISSUES, CHALLENGES, DISCUSSIONS, AND

FINDINGS

After analyzing different types of AVs, this section

discusses the security issues, challenges in AVs and

develops the discussions over them. Details are presented as
follows.

A. Security Issues

Blockchain in AVs

The various security issues in autonomous vehicle systems

and countermeasures using blockchain are discussed as

follows [244].

e User privacy: The IoT network associated with any type of
AVs share user information, including user location and
identity, to track the user and vehicles in case of an
accident. This information is important for concerned
authorities to respond timely and correctly and regulate on-
ground traffic conditions. On the other hand, sharing this
information can lead to severe threats. For example,
attackers or attackers may hack the system anonymously
and escape by ascertaining a user's identity. Compared to
other security approaches, blockchain maintains a high
level of privacy by ensuring those nodes participate in the
private blockchain network that is more trustworthy. In
such cases, private blockchains are more secure compared
to public or consortium-based blockchains. Further,
consortium or hybrid blockchain can provide a provision to
determine which data remain private and which data can be
shared publicly in AVs networks.

and Countermeasures using
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Delay in response generation: The present security
frameworks fail in providing a real-time response in any
type of AVs network. This is because of the use of
resource-intensive processes. Using blockchain technology
and a shared ledger of AVs, real-time responses or data can
be fetched easily from sensors. These responses helps in
operating the AVs efficiently.

Dynamic operating conditions: Any type of AV is highly
mobile. IoT networks or security frameworks designed for
IoT-based applications are not useful because the
parameters for security protocols keep changing. The
roadside infrastructure is also unable to maintain a proper
connection with vehicles. Blockchain ensure speed and
scalability for security frameworks. It is possible to execute
thousands of transactions in few milliseconds. All of these
transactions follows logical rules to auto-fill the required
information in AVs network. Thus, blockchain technology
is capable of handling dynamic operating conditions of
AVs.

Slow data validation: AVs generate a lot of data that need
to be collected, analyzed, and visualized at a much fast rate
to ensure autonomous operations. Data verification and
validation are also required to protect it against any attack.
Lack of such verification or validation procedures can
result in attacks to overtake the network traffic and
generate unusual responses. Blockchain technology
provides different provisions to verify and validate the data.
For example, data registration, verification, and validation
are possible using a blockchain network. All registered data
can be linked to AV’s hashchain, which in turn ensures
data validation. In addition to data verification, node
verification processes also exist in the blockchain network.
These verification processes ensure data integrity and avoid
any attacker’s data as well.
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B. Security

o Scalability: As compared to other data-centric approaches,
the blockchain-based data-centric distributed security
approach is highly scalable. For example, the holochain
approach is agent-centric, and it is highly scalable because
of the independent participation of data encryption and
storing it uniquely.

Congestion-based attacks: Blockchain is a distributed
solution to automotive security and privacy. Using
blockchain, a large amount of data generated by AVs can
be collected and processed in a distributed manner rather
than centralized processing. Failure in centralized
processing may result in device blockage or congestion
inside the network. Thus, blockchain is a much efficient
approach compared to centralized processing infrastructure.
Connectivity: Blockchain-based consensus protocol provide
better connectivity with low communication complexity,
minimum delays, low energy consumption, and resistance
against attacks. These protocols can also be customized to
handle fast error detection and correction, fault tolerance,
scalability, and integrity issues.

Other issues and solutions using blockchain: Other issues
and solutions include: (i) Blockchain ensure immutability
which inturns make user accountability, irrevocable
transactions, transaction integrity, tamper-proof records
(user and vehicle), data verifiability and authentication, (ii)
Blockchain can provide interconnection more flexibly with
secure transactions using smart contracts, multiple
consensus algorithms, and dynamic and heterogeneous
nodes, and (iii) Decentralized approach of blockchain avoid
single point of failure, lesser transaction fees, more
trustworthy and efficient computational environment.

Issues and Countermeasures
Blockchain in Vehicular Networks

using
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The various security issues in vehicular networks and
countermeasures using blockchain are discussed as follows
[245]-[253].
o Khelifi et al. [245] discussed tht one of the most intriguing
aspects of Named Data Networking (NDN), a possible
future Internet architecture based on content names rather
than host addresses, is the ability to cache information
inside the network. NDN has had many difficulties since it
was originally deployed in vehicular ad-hoc networks
(VANET), including issues with security and trust, to name
a few. In this work, reputation-based methods is used to
enhance trust in vehicle caching settings. This work can be
extended to generate and evaluate reputation scores that can
effectively avoid attacks.
Li et al. [246] discussed that vehicular network faces
challenges in security and privacy areas at multiple fronts.
For example, privacy leakage is a major concern. In this,
important user or vehicle information is insecurely
disseminated to others, leading to an unfair “free-riding”
issue. To avoid such security and privacy concerns, the
proposed approach uses blockchain and Merkle hash tree to
ensure a concrete, fair and anonymous approach that avoids
“free-riding” attacks. The importance of smart contracts is
considered to disseminate reward-based mechanisms for
ethically performing the disseminating task. In analysis, it
has been observed that the proposed approach is effective
in terms of anonymity and conditional linkability. The
computation, communication, and delay analysis show that
the proposed approach effectively ensures security for
vehicular networks. This work can be extended to include
other blockchain and vehicular network-based performance
parameters to ensure its all-around performances in
vehicular communication. For example, transaction
response time, end-to-end delay, transaction fee variation,
and network throughput are some of the important and
interesting parameters to explore.
Shrestha and Nam [247] discussed that blockchain
technology could provide a realistic solution to the issues
of sending safe communications and preserving data in
automotive networks. This work has explored the
architecture of a regional blockchain to help with the
development of VANETS, in which all nodes are grouped
together within a particular geographic area. Security issues
of this area are considered for analysis. This work has
explored how to create a blockchain that covers a region
while minimizing the possibility of a 51 percent attack to
secure this area. Further, work can be extended to discuss
the issues with the regional blockchain network. For
example, scalability is a major concern in the blockchain.
Thus, analysis of scalability of the network, chances of
immutability attack and performance issues can be
interrelated and explored in detail.
e Yang et al. [248] discussed that information on traffic
safety and fuel efficiency is transmitted and disseminated
by cars to make transportation more convenient. Vehicles
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face various security challenges in vehicular networks. For
example, vehicles have a tough time evaluating the
authenticity of incoming signal signals because of the poor
security environment. Blockchain technology is used to
build a decentralized trust management system for vehicle
networks, as suggested in this study. A decentralized
system with consensus in the network can secure the
vehicular network. In the proposed system, each vehicle
uses a Bayesian Inference Model to verify that a signal
from another vehicle is genuine. Thus, it ensures security
from multiple fronts. In the future, the use of trust
management and security preservation can be explored in
detail.
Table 14 shows a comparative analysis of recent literature
over the blockchain-integrated vehicular network. Among
other related work [249]-[253], the importance of blockchain
in the vehicular network is explored. For example, In [250],
various attacks in blockchain-integrated applications are
discussed. These attacks can be explored for the vehicular
network as well. Guo et al. [252] discussed the trust
management-based approach to ensure high reputation
blockchain-based vehicular network. This can avoid attacks
using trust management in the trusted network. Figure 20
shows the eight blockchain technology integrated concerns
(including security issues) that need in-depth attention in the
near future for vehicular networks.

C. Blockchain-integrated Trust Management Scheme
for Vehicular Networks

Recent blockchain-integrated trust management schemes for
vehicular networks are briefly discussed as follows
[248][255]-[259].

o Khelifi et al. [245] discussed that a reputation-based
approach for implementing trust and securing caching in a
vehicular network context is useful in avoiding various
attacks. The proposed system is built on the blockchain
network and incorporates caches, each of which has a
reputation value that changes depending on the materials
that have been supplied. This investigation concluded that
cached and served data alone should include secure
information, disregarding anything else. This work can be
extended to propose multi-constraint trust computation
approaches for multi-objective function design.

Lu et al. [254] explored a trust-management-based
reputation model for the vehicular network. Although PKI-
based authentication offers just the absolute minimum in
security features, vehicle ad-hoc networks often utilize it.
To build trust, this work put in place a trust model for the
sender. The proposed model rely on both our past
encounters and indirect perceptions of the sender in order
to compute trust and achieve a secure vehicular network.
Distributed trust management may be implemented with
vehicle' privacy intact when the proposed model (named as
blockchain-based anonymous reputation system (BARS))
is capable of doing so. This work performed delay-based
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Table 14: Comparative analysis of recent literature over the blockchain-integrated vehicular network

Author Year | A | B | C | D | Issues in Traditional Vehicular Blockchain-based Solution Future Directions
Network
Discussed the importance of securing | A reputation-based mechanism | This work can be extended to
. in-network caching to avoid various is proposed in this work to generate a reputation matrix
Khelifi . . . . . .
ctal 018 | v | x | v]v attacks, including DoS, wormhole, avoid attacks. A reputathn for staqstlcal reputation score
replay etc. value to each cache source is generation and usage for
[245] . . o
assigned and varied based on avoiding attacks.
its performance.

Discussed the “free-riding” attack | Proposed  blockchain  and | This work can be extended to

raises due to security and privacy Merkle  hash  tree-based include more performance-
Lietal. 2019 | x | v | v ]|« concerns in a vehicular network. reputation scheme to avoid based parameters to measure
[246] “free-riding”  attack  and and evaluate the performance
protect the user and vehicle’s in detail of the proposed

unethical data dissemination. scheme.

This work has explored the situations | Regional blockchain is | This work can be extended to
that can be used for mitigating formulated for the vehicular include blockchain-based
immutability attacks in vehicular network to avoid attacks. issues in handling

Shrestha - . . . e .
andNam | 2019 | v | v | x | x netwgrks. Immutability  attack- Analyms of bloclfcham—basejd 1mmut_ab111ty attacks in a more
[247] associated parameters are ?xplore?d soluFlons is discussed in extensive netwprk. F.or
to ensure stable operations in detail. example, scalability and its
vehicular networks. impact on regional blockchain
performance can be explored.

This work has considered message | Blockchain-based message | In the future, joint integration
credibility into its centric area to credibility  evaluation s of trust management and
secure and explore using blockchain discussed in this work. privacy preservations can be

Yang et technology. Additionally, the trust explored to ensure a reliable
2019 | v | ¥ | v | x | Use of road-side units is necessary to management approach is decentralized trust framework
al. [248] . : .
explore because there are applied with the help of road- for the vehicular network.
computational and security issues in side-units to create a reliable This can ensure a safe and
these devices. and consistent trust efficient transportation
blockchain. system.

This is an extensive survey over- | This work has conducted an in- | This work can be extended to
analyzing cyber-attacks and depth survey over strengths, include blockchain-based
providing countermeasures to avoid limitations, and future issues for vehicular networks.
them using blockchain and machine directions of recent For example, scalability with
learning concepts. This work has blockchain and  machine an increase in vehicles and

Dibaei et discussed the important security learning-based  approaches data is a major concern to
2021 | YV | YV | V| x . . . . . .
al. [249] issues including, secure data storage, proposed to avoid data address and evaluate in detail
transmission, accessibility, security at every point. with  computational  and
contribution, and sharing. These Further, blockchain- communicational cost
issues may arise from road-side associated concepts and their perspectives.
units, users, networks, devices or importance  to  vehicular
vehicles, networks is explored.

A: Cyber or physical attacks over roadside units of vehicular infrastructure, B: Cyber-attacks over vehicles in vehicular networks, C: Data-security
issues in vehicular networks, D: routing or caching issues in vehicular network’s infrastructure.

authentication analysis

in performance measurement.

nearby cars, each vehicle is proposed to use a Bayesian

However, this work can be extended to include other
performance parameters for evaluation—for example, trust
generation, propagation, collection and regeneration delays.
Similarly, network throughput, jitter, end-to-end delays,
system training time, and trust score variation are some of
the other parameters to focus upon.

Yang et al. [248] proposed blockchin-based decentralized
trust management approach for vehicular networks. To
increase overall traffic safety and efficiency, vehicles
communicate with one another. AVs can't adequately judge
the reliability of incoming signals because of the constantly
changing environment in which they operate. Trust
management can help every entity in the vehicular network
rely on other nearby entities for decision-making. A trust
management  system  for  automobile  networks,
implemented using blockchain technology, is described in
this work. In order to verify the signals it has received from
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Inference Model. This work has listed various attacks.
However, a formal security analysis can be performed to
measure the security level.

Javaid et al. [255] discussed that intelligent vehicles and
intelligent transportation systems can be integrated via an
IoT-based system. Intelligent transportation systems
depend on vehicle-to-vehicle (V2V) communications and
constitute vehicular ad-hoc networks. It is critical that
intelligent vehicles communicate reliably and securely both
inside and across their network (provenance). This work
describes a system architecture for trusted and intelligent
vehicle registration that uses blockchain technology and a
certificate authority. Here, a proposal is made to establish
secure communication between vehicle to vehicle and
vehicle to roadside unit. However, the performance or
security analysis of the proposed approach lacks in this
work. Thus, this work can be extended to include formal
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Figure 20: Eight Important Concepts to Learn and Explore for Blockchain-integrated Vehicular Network.

security and attack analysis, and QoS-based network
performance measurements.

e Liu et al. [256] discussed the use of anonymous aggregate
vehicular announcement protocol. Users may choose to
utilize the proposed protocol, which enables vehicles to
send messages anonymously to preserve the privacy of
their discussion. Roadside units use vehicle reputation
values to evaluate message dependability. These values are
safely kept on the blockchain and are computed by roadside
units, and they are used to determine message
dependability. The use of trust ratings in conjunction with
logistic regression may help to improve the accuracy of the
detection of hostile vehicles even more. This work has
performed performance analysis using various trust-based
parameters and mentioned few attacks. However, the
formal security analysis of the proposed approach is
lacking in the present work. Thus, this work can be
extended to analyze the attack scenarios and possibilities
formally.

Table 15 shows a comparative analysis of recent literature

over trust management approaches in blockchain integrated

vehicular network. Among other approaches [257]-[259],

blockchain and trust management approaches are discussed

to secure user or vehicle location, information, data exchange
methods, or communication medium. In addition to creating

a blockchain network, these approaches focused on other

blockchain-associated concepts, including smart contracts to

payoff for trusted services, cryptocurrencies, and wallets for
digital transactions, and miner approaches to generate
challenges for all types of users (authorized or unauthorized).

All of these concepts generate a trusted information

VOLUME XX, 2017

exchange network for vehicular networks. Figure 21 shows
the blockchain technology integrated trust management
concepts (including security issues) that need in-depth
attention in the near future for vehicular networks.

D. Challenges

The various challenges in blockchain-based autonomous

vehicle systems are briefly explained as follows[10].

o Lack of sophisticated mobility model: 1t has been observed
that wireless connectivity-based autonomous vehicle
systems lack track channel errors. These systems apply
approximation approaches in specifying the characteristics
of AVs. As a result, it requires advanced time-varying
channel models in conjunction with vehicle mobility to
track the evolution of the channel state as each vehicle
moves.

e Lack of mobility-aware efficient verification: In

autonomous vehicle networks, vehicle movements are

highly mobile. Thus, issues concerning blockchain network

performance arise. Therefore, there is a lack of a

blockchain technology framework for a mobile

environment suitable to autonomous vehicle networks.

Lack of specific blockchain technology solutions: The

existing studies integrating blockchain technology with

AVs are very generic. They discuss the importance of

private, public, and consortium-based blockchain for AVs.

However, there is a lack of discussions over autonomous

vehicle’s feature-based blockchain networks to improve

user experiences and infrastructure requirements.

o Wide adaptability and performance concerns: In this study,
it has been observed that there are various types of AVs.
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Table 15: Comparative analysis of recent literature over trust management approaches in blockchain integrated
vehicular network

Author Year | A | B | C | D | E | Issuesin Traditional Blockchain-based Solution Future Directions
Vehicular Network
Discussed that securing the | The proposed system is built on | This work can be extended to
caching resources in the the blockchain network and propose multi-constraint  trust
Khelifi network is important to incorporates caches, each of | computation approaches for
et al. 2018 | YV | x |V [V |1 avoid any type of attack and which has a reputation value multi-objective function design.
[245] increase trust and that changes depending on the
performance. materials that have been
supplied.
Trust and privacy among any | The proposed model relies on | Performance analysis of proposed
two enetities in vehicular both past encounters and work is limited to authentication
network is an important indirect perceptions of the delay calculation. Other
Luetal 2018 | v I|vIiv|vli concern. To ensure sender to compute trust and performance parameters can be
[248] autonomous vehicle achieve a trusted blockchain taken for evaluation.
movements, this is and secure vehicular network.
necessary for smooth
operations.
Trust  preservation  and | Trusted blockchain and trust | This work can be extended to
privacy are major concerns management can ensure entity- formally analyze the security
for AVs and vehicular | to-entity rely on decision attacks.  Further, lightweight
Yang et 019 | v Iv|iv|v]I networks. making. Here, an entity could characteristics of the proposed
al. [254] Attacks (e.g. bad-mouthing, be a vehicle, user, roadside model can be identified to make
ballot) over trust-based unit, or any equipment in it feasible for resource-constraint
reputation  systems  are vehicular infrastructure. devices in vehicular networks.
observed in recent studies.
Traditional vehicular network | Blockchain and trust | This is a conceptual work and can
lacks in building efficient management can provide a be extended to perform formal
Javaid et centralized computing distributed, decentralized, and security and performance
2009 |V |V |V [Y|S . . . : .
al. [255] infrastructure for roadside secure computing analysis of proposed algorithms.
units or vehicular networks infrastructure for vehicular or
roadside unit infrastructure.
Sending broadcast messages | Users may choose to utilize the | This work lacks in a security
across vehicular proposed blockchain-based analysis of the proposed
Liu et al. infrastructure may create protocol,  which  enables approach. The attack scenarios
2020 [V |V |V [ x |1 . - .
[256] many security and vehicles to send messages and security level can be
performance issues. anonymously to preserve the estimated for the proposed
privacy of their discussion. scheme.

A: Trust management, B: Trust-based reputation score for network entities, C: Performance analysis, D: Formal security and/or attack analysis, E:
Survey (S)/Implementation (I)-based article.

All of these vehicles have their usages in a different set of comparing the recent blockchain-based autonomous
applications. AVs with similar features but other operations vehicle studies and surveys. After that, three types of AVs
encourage to development of a common framework that (AEV, AGV, and AUV) and their associated parameters
ensures an automation-controlled system for vehicles with are considered for in-depth analysis and association with
maximum safety and better performance. blockchain concepts. The other on-road AVs are addressed
o Multi-purpose smart contracts: As discussed earlier, the in the ‘autonomous vehicle’ category only. In this work,
industry needs multiple-purpose intelligent contracts to discussions are developed over the vehicle’s features,
handle numerous financial stakeholders. Likewise, smart followed by how these features can be associated with
contracts with blockchain technology can handle various blockchain concepts for improving the on-road
other AVs and their infrastructure operations. Presently, experiences.
there is a lack of similar studies, designs, implementations,
and discussions. XIV. Conclusion, Limitations, and Future Directions
e Muddle Mixture of human or robot responsibilities: As Blockchain transforms autonomous systems and vehicles
discussed earlier, various AV accidents and attacks over like other industries (e.g., healthcare, supply chain,
their infrastructure are observed in recent times. In the insurance, music, and many more). Blockchain is applied to
present scenario, humans are involved in backup systems, power AVs and improving customer retention, satisfaction,

trust, and other experiences. Blockchain is considered for
secure vehicle data management, storing, transferring, and
sharing in autonomous systems. The data includes vehicle
identification, its wear and tear, insurance, loans, user
experiences, mileage, and many more. This work will help
the readers understand the recent trends in AVs and acquire

which is one of the significant drawbacks. In case of
accidents, responsibility has to be fixed, which is not
because it is pretty challenging to decide who is
responsible, a human or machine. Thus, regulatory moves
are required with the support of blockchain technology to
ensure permissible evidence. In this work, we started by
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Network.

knowledge of different AVs, their features, and future
directions to integrate smart contracts, cryptocurrencies,
blockchain networks, and distributed ledger with advanced
blockchain concepts wallets.

Further, gaining knowledge in the diversity of existing
blockchain-based  autonomous  studies and  their
comparative analysis helps identify innovative practices,
challenges, and possible solutions. Finally, use-cases are
taken up by an author (with industry background) to give
examples and the importance of blockchain in AVs. These
use-cases help in the identification of parameters used to
measure the performance and cost of AVs. Overall,
performance is observed to be better with less cost
compared to manual processes. Many limitations, research
directions, and solutions are still needed to be explored that
have been missed in this work. Some of these limitations
and future orders are elaborated as follows.

A. Limitations

This sub-section presents some of the limitations of this and

existing works. Details are explained as follows.

e Lack of smart contract-based smart and secure data
handling in an autonomous vehicle: The present survey
does not discuss the smart contract-based frameworks or
methodology to control autonomous vehicle movements.
The existing work generalizes the discussions over smart
contract usages and advantages rather than focusing on
integration and performance analysis. Further, there is a
need to design and analyze smart contracts for different
types of AVs.

o Vehicle’s internal parameters for blockchain network:
With the blockchain integration with the autonomous
vehicle network, there is a need to identify those vehicle
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parameters to improve user experience and make an error,

attack, and accident-free vehicle movement. These

parameters may vary according to the type of autonomous
vehicle. For example, the performance and cost of the

AGV are identified in this work for designing smart

maintenance contracts. Likewise, other parameters for

different vehicles can be specified to create a vehicle’s
blockchain network.

Vehicle’s external parameters for blockchain network:

there is a lack of infrastructure requirement understanding

for AVs. Various proposed are made to integrate
advanced technologies (IoT, Cloud, future generation
networks) with AVs and systems. Now, what parameters

from these technologies will be helpful to create a

blockchain network and why? It is an open-addressed

challenge that needs attention.

e Massive storage requirements: The existing work
discusses proposals to handle storage requirements by
integrating promising technologies like 5G, edge
computing, cloud computing, and ML-based systems.
With the increase in V2X connectivity and autonomous
vehicle scalability, the challenges to store a large amount
of data, data management, V2V transactions, and data
security increase. Thus, there is a lack of discussions over
how blockchain technology will work in computationally
high requirement-based infrastructure.

o Lack of use cases: Presently, this work is performed to
design use-cases for automated guided vehicles. However,
the use-cases are developed for other types of AVs. These
use-cases can help in identifying the challenges and
possible solutions. After that, it can be used in simulation
followed by successful implementation.
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o Improved QoS for AVs: Various cyber threats and cyber-
attacks are observed over autonomous systems in recent
studies. Dreadful QoS of an autonomous system is a
significant cause. Thus, there is a need to explore
improving QoS for autonomous systems and associated
infrastructure.

o Other limitations: autonomous vehicle coordination, data
security and privacy, lightweight cryptography primitives
and protocol identification, laws, standards and
procedures to operate, storage systems, fuel and energy
backups, and cost are other important limitations that
need to be addressed before accepting AVs on roads and
streets.

B. Future Directions and Possible Solutions

In the future, in the following directions and possible
solutions, this work can be extended:

e Explore more effective green energy solutions and energy
backup systems for AVs. For example, there are multiple
green energy solutions like solar power, wind power,
hydropower, geothermal energy, biomass, and biofuels.
These green energy solutions have their own set of energy
production, storage, and distribution strategies. Thus,
there is a need to explore these green energy solutions and
the role of blockchain technology in energy production to
the consumption cycle. For example, Teng et al. [260]
discussed that the lack of a proper management platform
for vehicular network computing is a significant
constraint on the development of the system, which has
been a hindrance to its maturity for a long time. The
proposed approach uses the green energy consumption as
well as the communication latency between jobs and
block creation as part of an integrated optimization
strategy to increase efficiency to the greatest extent.
Likewise, green energy solutions and system performance
can be integrated for AVs and vehicular networks to
improve efficiency and reducing the present and futuristic
costs.

Smart contract features can be surveyed for AVs. After
that, a smart contract can be designed, developed, and
tested for performance measurements and evaluations. A
smart contract integrate every user or system with a
digital contract. With an event-based monitoring network,
a smart contract can execute the transactions. Thus, the
autonomous processes are much faster, responsible, and
accountable. A smart contract also stores every event in a
memory location for evaluation. Thus, the design,
implementation, evaluation, and analysis of smart
contracts will be helpful to explore and extend for
autonomous vehicles and systems. For example, In
[215][255][258], smart contracts are discussed with
respect to trust management approaches for blockchain-
integrated vehicular networks. In these smart contract-
based approaches, the reputation of the vehicular network
is build using trust management. Smart contract executes
along with some transactions when the trust management
system responds with a good reputation rating. Thus,
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smart contracts are associated with a reputation system,
trust rating, blockchain, and vehicular networks to
improve system efficiency and reliability.

Blockchain technology is proposed for AVs through
different means. However, exploring the cryptographic
primitives and protocols for blockchain technology-
integrated AVs is yet to study. For example, there is the
use of various types of sensors in AVs, as discussed
before. These sensors are lightweight and have a scarcity
of resources. Thus, The lightweight cryptographic
primitives and AV protocols are investigated for
computational and communicational costs with the
existing cryptographic techniques. A comparative analysis
of lightweight primitives and protocols using
computational and communicational costs will help
identify a range of mechanisms that can be used for
resource constraint devices to resourceful devices
associated with the blockchain network. For example, In
[261]-[264], various lightweight solutions are proposed to
ensure cryptography services like authentication,
encryption/decryption, and  primitives  processing.
Likewise, solutions are proposed to provide lightweight
but secure connectivity between vehicles or vehicles and
roadside infrastructure. Here, infrastructure may include
cloud infrastructure for distributed processing for AVs
and vehicular networks. The cloud infrastructure

In the future, studies on QoS and its improvements can be
conducted for different types of AVs. These studies
should discuss the performance aspect in-depth without
compromising on security aspects. For example, what
consensus algorithm will give a secure and real-time
response to various autonomous vehicles? What would be
the variation in renewable energy utilization rate, number
of blocks with different capacities, information sharing
mechanism in multi-chain structure, and QoS score with
the integration of blockchain technology? Likewise, other
parameters, including block frequency, block size,
workload type, node configuration, network size, network
structure, workload quality, miner and mining details, and
programmable application interfaces can be designed and
standardized for autonomous vehicles and systems. In
[248]-[259], the majority of contributions performed
limited performance or security analysis. These
contributions can be extended to include performance and
security parameters, including attack analysis (bad-
mouthing, ballot stuffing, replay, DoS etc.). Similarly,
performance parameters important to analyze include trust
score variation with time, network device’s reputation and
response time, the smart contract execution time for
vehicular networks etc. Thus, performance parameters are
important to explore.

The existing survey can be extended to have in-depth
studies over vulnerabilities, attacks, loopholes, and
countermeasures for autonomous vehicle infrastructure.
The present surveys focus more on autonomous vehicle
performances and coordination. The existing work can be
extended to have an in-depth analysis of blockchain-
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integrated autonomous vehicles and systems. In addition,
surveys can be used to investigate consensus processes,
smart contract designs, blockchain network types, web,
mobile, or hardware wallets, and applications for
autonomous vehicles. In this work, security attacks and
blockchain concepts are important to understand for
blockchain-based  vehicular networks and  trust-
management-based vehicular networks. However, the key
terms used in deriving these hierarchies can be
mathematically analyzed and surveyed in-depth.

More use-cases can be designed to identify the features
and implementation issues for different types of AVs. For
example, there are multiple autonomous vehicles and
systems, including AUV, AAeV, AEV, and UUAV. All
of these have a different set of functionalities and usages
for various applications. Thus, exploring the uses of each
of these autonomous vehicles, associated mathematical
models, pros, and cons would be attractive. Here, formal
security-based mathematical models are widely discussed
in recent studies. These models help in understanding the
attack scenarios and perform security countermeasures.
Likewise, mathematical models and associated uses can
be explored for highly dynamic connectivity concerns in
vehicular networks. Integrating security models, trust
management, blockchain concepts, and vehicular network
connectivity and communication require formal analysis.
This is possible with a mathematical model only. Thus,
the importance of these models and variations among
different types of AVs is important.

This work discusses the vehicular network briefly.
Integration of ad-hoc connectivity-based vehicular
networks using UAeVs is another important domain to
explore in detail. Examine the security challenges that
come with vehicle networks and the potential significance
of the blockchain. For example, In [248]-[259], this work
explores vehicular networks. These vehicular networks
and the importance of blockchain are discussed in detail.
However, comparative analysis of security models
concerning security properties is important to realize for
vehicular networks. In this work, a comparative analysis
of few security properties is done. However, this
comparative analysis can be extended to analyze the
lightweight security aspects for heterogeneous networks
consisting of resourceful and resource-constraint devices
used to operate the vehicular network. Additionally, trust
score variation is high in dynamic networks. The study to
extend the similar dynamic situations for vehicular
networks are yet needs to be examined.

Trust management is another important aspect in the
constellation of AVs, users, and networks. In trust
management, trust generation, propagation, distribution,
and accumulation issues can be studied in the future. For
example, In [255]-[259], various trust management
approaches are proposed to build trusted blockchain and
vehicular networks. In these approaches, trust rating
models are discussed, using trust management phases to
compute trust scores. This trust score is valuable to rate
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any vehicle’s or infrastructure equipment performance. In
blockchain integrated solutions, privacy and trust among
vehicular network entities are built using this trust score,
which further allows blockchain technology to execute
the smart contract and perform transactions.
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